
 
 

                                                  

ISO14001:2015 Auditing Practices Group Guidance on  

Auditing and certification of the reliability of “communicated information” 

1 Introduction 

Next to the much-debated new concepts in the new version of ISO 14001: 2015 (such as the more 

generic HLS, leadership attention and stake holder impact and the more environmentally oriented 

concepts of life cycle perspective and improved attention for performance improvement assisted by 

indicators), cl. 7.4.1 introduces two new requirements with respect to the content of communicated 

environmental information.  

1. The organization shall take into account its compliance obligations. 

2. The organization shall ensure that environmental information communicated is consistent with 

information generated with the EMS and is reliable.  

It was noted that these concepts have received less attention in the communications surrounding the 

introduction of the new standard. Therefore, this document intends to raise awareness of auditors and 

certification bodies to these new requirements in cl. 7.4. The focus of the document is on the impacts 

on auditing and certification of “the reliability of information”, communicated as part of a certified EMS.   

 

2 The requirements explained 

The first requirement means that, if there is any legal requirement (or other requirement that the 

company has chosen to adhere to), which includes a requirement for sharing information, the 

organization shall ensure that it communicates that information. It could be argued that, since it is (part 

of) a compliance obligation, that the organization would have been committed to this in the old version 

of ISO 14001 as well, but it is now made clear and unambiguous. It should be noted that the new ISO 

14001 talks about “compliance obligations”, and since these include also any other requirements the 

organisation chooses to comply with (e.g. covenants, voluntary codes, client requirements etc.), these 

may also have an impact on what to communicate (internally and/or externally).  

However, the remainder of this document serves to clarify the implications for a certification process of 

the second sentence. Since the introduction of the new standard, many interpretations have been 

introduced to the consequences of the requirements of reliability and traceability of communicated 

information.   

The first indications on what it means for communicated information to be reliable and consistent with 

the information generated in the management system is given in the annex A.7.4, where it is stated 

that “Communication should: 

a) be transparent, i.e. the organization is open in the way it derives what it has reported on; 

b) be appropriate, so that information meets the needs of relevant interested parties, enabling 

them to participate; 



 
 

c) be truthful and not misleading to those who rely on the information reported; 

d) be factual, accurate and able to be trusted; 

e) not exclude relevant information; 

f) be understandable to interested parties.” 

 

3 Communicated information 

The standard states that the organization shall determine what to communicate to whom, how often 

and by what means. This is further clarified to mean the “internal and external communications 

relevant to the environmental management system”. This includes all types of information related to its 

(significant) environmental aspects of its activities, products and services.  

I.e. it is up to the organization to determine the what, to whom, when and how, but once the 

organization is communicating on any of the above aspects, that communication should be reliable 

and be consistent with what is known through the EMS.  

Externally communicated information includes communicated environmental information that one 

would find in public statements, such as voluntary annual reports (think environmental reporting, 

reporting footprints and/or sustainability reporting), and of course would include periodic reporting on 

for example (quantities of) waste or emissions due to legal requirements.   

However, next to the above more obvious information, many organizations these days make some 

type of claims or produce information or fact sheets on the environmental performance of their 

activities, products and/or services, e.g. on websites, promotional leaflets and/or through product 

labelling. Though this may not always be quantified information, the requirements of the environmental 

information having to be reliable would still be applicable.  

With respect to internally communicated information, the audit team should consider reliability and 

traceability with respect to employee communications, but also to the consolidated information that an 

environmental manager brings to the management review or other internal reporting mechanisms. 

 

4 Impacts on elements of the certification process 

4.1 Contract review 

It is important for the CAB to understand which information the organization is communicating to which 

parties. This may have an impact on allocating audit time, if a significant amount of environmental 

information is communicated (i.e. additional to the current guidelines from IAF MD5, version 2015, that 

preceded the publication of the new standard and have not yet considered this aspect of audit).  

If the organisation communicates complex and/or large quantities of information, the need for specific 

competences in the audit team should be considered as well. This is confirmed through ISO/IEC 

17021-2, which states in cl. 5.13 that “each EMS auditor shall have knowledge related to auditing of 

communicated information to enable the audit of the reliability of relevant environmental information 

related to the EMS.” This comes with a note referencing the knowledge of factors mentioned in Annex 

7.4, such as transparency, appropriateness, truthfulness, factuality/accuracy, completeness and 

intelligibility. 

4.2 Audit 

First of all, the audit team should establish whether they have been given appropriate insight in all 

forms of communicated information. Since the final responsibility (for the execution of) various types of 



 
 

communications may not rest with the persons or departments, responsible for the EMS, this could 

mean additional or different type of audits in e.g. marketing and/or HR departments (see also 4 

paragraphs above).  

Secondly, the audit team should understand what controls the organization has established to ensure 

reliability of the communicated information. This includes internal controls but should also cover any 

external verifications (if available), such as through EMAS validation or verifications carried out in line 

with ISO 14065. When reliable external verification is in place (e.g. under accreditation) with a similar 

scope, it is expected that further sampling by the audit team may be limited.  

Where no external verifications exist, the auditor will have to perform own sampling to check whether 

the organization’s processes to ensure the reliability of the communicated information are functioning. 

Though it is not stated that this sampling should have the depth or rigour of ISO 14065 and ISO 

14064-3 (and these standards only apply to GHG verifications anyway), these standards gives good 

insight on how to approach the auditing of communicated (quantified) information in order to determine 

reliability. 

The auditor should at least consider the following steps: 

- understand the organization’s underlying processes of information collection (e.g. 

measurements, equipment, automated, manual); 

- know which types of data manipulation the organization has used (e.g. calculations, 

extrapolations, estimations, consolidations); 

- understand the risks for errors in the above (related to internal double checks or controls); 

- develop a sampling plan on the basis thereof; 

- verify a sample of the information back to reliable (e.g. external) source documentation. 

Spot-checks by the audit team related to reliability may include: 

- verification of consistency of same information in different reports/communication (e.g. cross-

checking information sent to authorities vs information sent internally e.g. to Corporate vs 

information in Annual report); 

- verification of completeness (e.g. checking that relevant sources are included and not left out; 

- verification of accuracy (e.g. checking of type of background data (e.g. calculations, 

extrapolations, estimations) and methods and completeness of data aggregation). This may 

include traceability checks such as tracing aggregated/consolidated data back to the 

respective sources (or the opposite way). 

The relevance and extent of performing spot-checks according the above will vary for different 

organizations based on several factors such as size, complexity, sector and the extent and type of 

communicated environmental information. 

In the case of purely qualitative information, the method of ensuring reliability may be more difficult 

and may require more specific knowledge on the part of the auditor to be able to confirm this. 

4.3 Report 

The audit report should summarise how the audit team have established the reliability of 

communicated information. This could be done by documenting which types of environmental 

information have been communicated (internally/externally) and the findings demonstrating that the 

information is indeed consistent with the information in the EMS and why the auditor could conclude 

that it is reliable (e.g. through own sampling results or references to external verifications).  

4.4 Decision making 



 
 

The impact is probably least on the decision makers. For them, it is important to know which type of 

information is communicated, especially the information communicated to external stakeholders. They 

should be able to understand the findings in the audit report in such a way, that they may understand 

the potential risk of faulty information having been communicated under a certified management 

system, when the CAB through its certification is stating that the “the organization … shall ensure that 

the environmental information communicated … is reliable”. As this is (mostly) about externally 

communicated information (i.e. documented and available to the interested parties), this may have an 

impact on (perceived) liability of the CAB. Auditors and decision makers should be aware of this. 

 

 

 

 For further information on the ISO 14001 Auditing Practices Group, please refer to the paper: 

Introduction to the ISO 14001 Auditing Practices Group  

Feedback from users will be used by the ISO 14001 Auditing Practices Group to determine whether 

additional guidance documents should be developed, or if these current ones should be revised.   

Comments on the papers or presentations can be sent to the following email address:  

Nele.Zgavc@bsigroup.com 

The other ISO 14001 Auditing Practices Group papers and presentations may be downloaded from 

the web sites:  

www.iaf.nu   

https://committee.iso.org/sites/tc207sc1/home/projects/published/iso-14001---environmental-

manage/iso-14001-auditing-practices-gro.html 

Disclaimer  

These papers have not been subject to an endorsement process by the International Organization for 

Standardization (ISO), ISO Technical Committee TC 207 sub committees for Environmental 

Management and Environmental Auditing (ISO/TC207/SC1 and SC2), or the International 

Accreditation Forum (IAF).   The information contained within them is available for educational and 

communication purposes. The ISO 14001 Auditing Practices Group does not take responsibility for 

any errors, omissions or other liabilities that may arise from the provision or subsequent use of such 

information 
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