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1 Introduction 

The backdrop for creating an information security library (ISL) is based on both external and 
internal perspectives when looking at SC 27 work and output. The number of projects is increasing 
and the value of content as well.  The concept is that an ISL will clearly communicate how these 
various projects relate to one another.  

Externally, there are two prime drivers currently for SC 27 to develop standards: 

a) Business and management system driven 
b) Technology driven 

Both the above drivers create development, but they are different with respect to what they want to 
achieve. The business side wants a stable environment without too many changes and also wants 
to be in control. The technology driver wants their systems to be up-to-date and with current latest 
technology.   

Internally within SC27 WGs, there are also two driving forces: 

c) A major part of the controls and ISO/IEC 27002 is about or related to technology and is 
developed by WG1 as a management standard. ISO/EC 27002 has a strong relationship to 
Annex A in ISO/IEC 27001 and thus form part of the requirements of an ISMS. 

d) The technology-based standards that relate to the controls are developed by other WGs 
within SC27 and in particular WG4. 

There may be an opportunity to enhance the development of the work done in SC27 and to use 
skills and expertise in a better way. The basic idea is to let the internal work within other WGs drive 
the change of Annex A and ISO/IEC 27002 when so fit. This requires a new structure that brings 
WG1 and other WGs closer. Such a structure explained and communicated to the market will 
strengthen the position of the ISO 27000 family of standards. This might be effectively 
communicated under the “umbrella concept” called Information Security Library (ISL). 

There is also another motive for the ISL. Within the different working groups within SC 27, there is 
much knowledge that is spread into many different projects. This has not only to do with the 
organization of SC 27, but also with the complexity of the subject “Information Security”. This 
complexity is also in the market place and is even more difficult to grasp for the users than for 
experts participating in the standards development.  

If an “umbrella concept” can be established to support the users of the knowledge provided in SC 
27 in a more structured way, this will provide a more efficient use of the knowledge and reduce the 
overlap of both work and standards produced for the market. The objective should also be not to 
reduce value, but the opposite; we will increase the value and usability. If successful, ISL could 
have a similar meaning as “ITIL”, but it will be different in that it is built on existing work within the 
standardization and just structured for current and future work. 

Today, the users of ISO/IEC 27001 have to fulfill the requirements of the ISMS as well as 
considering the Annex A controls. The guidelines for these controls are provided in ISO/IEC 27002. 
There has been much discussion on Annex A, but it is a very good reference point and that is what 
standards are very much about. Two challenges are that ISO/IEC 27001-Annex A and 
ISO/IEC27002 are rather quickly outdated due to the rapid change of the technology, and are 
considered by many not to be comprehensive enough. This may create confusion in the 
marketplace as the market is using the standards to find common ground. One way of solving this 
is to make it more comprehensive, using all the knowledge within SC 27 and update the Annex A 



more frequently. This then has to be organized, as the projects within the WG have their own 
timelines for development and the Annex A which is being linked to ISO/IEC 27002 has its own. If 
ISL could lay down and explain how Annex A may be updated and supported by other standards 
within SC 27 than just ISO/IEC 27002 as per today, this would not only solve the Annex A outdate 
risk, but will also increase the trust and usability of ISO/IEC 27001 certification using ISO 
standards from SC 27. 

When it comes to the ISMS processes, the ISO/IEC 27001 is supported by many 
standards/technical reports within WG1. Furthermore, the controls in Annex A are supported by 
many standards/technical reports developed in other WGs of SC 27.Within the control guidelines 
supporting Annex A of ISO/IEC 27001 the expertise on technical controls is not only found within 
WG1, but especially within the other WGs such as cryptography expertise within WG2, network 
security within WG 4 etc. 

  



2 Scope and expected usage 

2.1 Scope 
This document primarily describes the form of the information security library (ISL) for the users of 
ISO/IEC 27001 to comprehend and utilize the guidelines in other ISO/IEC JTC 1/SC 27 standards 
and technical reports to support their ISMS and implement controls. Secondarily, the document 
provides information on how standards and technical reports are developed within ISO SC 27 
within the ISL to support the long-term usability. 

2.2 Expected usage 
The SD would form the basis for other informative public material or a publically available standard 
(or part of ISO/IEC 27000) explaining the structure of standards and technical reports to be used 
for an ISMS according to ISO/IEC 27001 and the controls in Annex A. 

The document will also lay down the architectural design for how projects within SC 27 are 
organized within the ISL to support the use in the market place and connect the WG roadmaps. 

The document should, in its first version, state how the controls in ISO/IEC 27001 Annex A relate 
to other standards. But preferably it will also explain how the next version of Annex A will be 
updated and which standards will support this update. The latter needs decisions within SC 27 on 
coordination of work. (At a later stage, other documents might take of the role of this document 
such as ISO/IEC 27000 or even ISO/IEC 27002.) 

If the ISL is used, the architectural form might result in the following benefits: 

• The main body text of ISO/IEC 27001 may not need to be revised for a longer period 
(depending upon the evolution of other ISO MS standards) and will serve as the base for ISL. 

• ISO/IEC 27001 and its processes of the main text will be supported by the WG1 standards 
• ISO/IEC 27001 – Annex A will be updated more frequently, for example every third year, and 

will expand in terms of number of controls 
• ISO/IEC 27002 will be a guideline standard for all controls that are included in Annex A of 

ISO/IEC 27001, but will lean on other SC 27 WG projects  

This means that the content of ISO/IEC 27002 will be produced by all WGs and subsequently 
Annex A of ISO/IEC 27001 will be updated based on necessary changes due to changes in 
technology. 

ISO/IEC 27009 future versions will address how Annex A within ISL should be used for different 
certifications depending on business context. 

 

  



3 The development and structure of this document 

3.1 Development stages of this document 
The development of this SD will be done in two stages: 

a) The first version that is subject by approval will cover the SC27 internal process of 
connecting and developing controls from SC27 WG:s to ISO/IEC 27002 to establish ISL 

b) A second version will be developed once the internal process is established that will add 
basis for the external  communication process of ISL 

3.2 The structure of this document  
Clause 4 describes the overall idea behind ISL based on examples from WG1 and WG4 projects 
although the ISL scope includes all WGs within SC27. 

Clause 5 describes how to connect controls and the reasoning behind the requirements set up in 
the next clauses. 

Clause 6 describes roles and responsibilities between SC27 WGs to enable ISL.  

Clause 7 provides requirements and guidance for the process of keeping track of ISL under the 
governance of SWG-T. 

Clause 8 describes requirements for control connection. 

Annex A is informative and provides a list of projects to demonstrate what standards may be linked 
as part of ISL. This Annex is just giving a snap shot in time.  

Annex B is informative and is the list of controls in ISO/IEC 27002:2013 mapped to related 
projects. This Annex is based upon snap shot of the situation as per a certain date.  

Annex C is a place holder for new projects that have been identified to support ISL 

  



4 Concept and principles 

4.1 Overview of drivers and development of projects within different SC27 WGs 
The drivers behind the start of projects within an SC27 WG are either business driven or 
technology driven. And in some cases they are driven by both business and technology. 

Currently this description is limited to WG1 and WG4 in order to explain the structure but the 
principle of connecting the different standards shall be applicable to all WGs within SC27. 

WG1 standards are mostly driven by business, but the standards of other WGs, such as WG4, are 
mainly driven by technology. The link especially between WG1 and WG4 can be seen in in 
ISO/IEC 27002 and in the Annex A of ISO/IEC 27001 as duplication of the control objectives and 
controls in ISO/IEC 27002. The coordination development of projects is done by separate 
roadmaps (SD3). 

 

Fig 1 Showing drivers for different types of standards in this case belonging to WG1 and WG4 

In figure 1 the example is showing the following: 

a) WG1 standards/projects are management system driven 
b) WG4 standards/projects are technology driven 
c) The interface between them is in first instance ISO/IEC 27001- Annex and ISO/IEC 27002 and 

secondly ISO/IEC 27000 containing overall concepts and definitions etc. 

4.2 Inter relationship within SC27 WGs 
Inter-relationship of ISMS ISO/IEC27001 to other standards is wide and complex. 
For an ISL concept to work the existing relationships should be made clear and those that are 
not that evident should ideally be made much clearer through an ISL approach. Today this is 
the intention of ISO/IEC 27000 which covers existing/published standards. But for a user, this 



link is not that evident. And for ongoing projects, SD3 roadmaps are used, but these are 
separated for the WG. The current situation including links to standards outside SC27 is shown 
in Fig 2 and the titles and WG are listed in Annex A.  
 
 

 
Fig 2 Links to other standards from ISO/EC 27001 (ISMS) 

  



5 Control connection and development of ISO/IEC 27002 and Annex A in ISO/IEC 27001 

5.1 Current connections and objectives as per ISO/IEC 27002:2013 and ISO/IEC 27001:2013 
The ISO/IEC 27002 includes controls and the ISO/IEC27001-Annex A as well. The current linkage 
can be seen in Annex A in this document. Many controls are not connected outside WG1 but there 
are many that are connected to other projects/Standards. And even if a full investigation has not 
been made the connections are evident. This overlap and future development of controls could be 
handled in several ways but the objectives should be to improve usability for the users, increase 
quality and reduce workload for the experts. 

5.2 Suggested process of changing controls of ISO/IEC27001 
The suggested process for future development of controls which is the fundamental aspect of ISL 
is to cover the three principles below: 

a) All controls in Annex A in ISO/IEC 27001 are developed by WG1 including the guideline text 
in ISO/IEC 27002 

b) For any control if there is a corresponding project or standard in any SC27 WG, including 
WG1, this standard should connect to the control by stating this clearly preferably by 
repeating the objective and the underlying control or controls in the body of the standard.  

c) Any project that is started in any WG that wants to add controls to Annex A has to formulate 
objectives and controls and provides those to WG1 for suggested update of Annex A. 
Subsequently a brief guidance text has also to be produced by that project for 
ISO/IEC27002. WG1 decides whether to include the control or not. 

The requirements and guidance in this SD is based upon the above principles 

As an example of how development can be done as alternative c) above: 

Clause 16 of ISO/IEC 27002:2013 (as well as the ref in Annex a) is about Information Security 
Incident Management.  In contains one objective and seven controls. The guidance in ISO/IEC 
27002 is one page. ISO/IEC 270035 on incident management is a multipart standard with 
guidance on at least 60 pages on the same subject (currently under revision). There is 
subsequently a risk that the guidance and the controls in ISO/IEC 27002 are not fully aligned with 
ISO/IEC27035 or vice versa. 

Within the ISL concept, Clause 16 should be based upon ISO/IEC 27035 and WG4 should be 
responsible for providing the controls and the guidance to ISO/IEC27002 (as well as the Annex A 
in ISO/IEC 27001.) WG1 being the “owner” of ISO/IEC 27002 should decide the forms for the 
contribution and time schedule etc. for revisions etc. The form could include both a given page slot 
(this might well still be one page) as well as the structure and format for the clause.  

5.3 Guidance on ISL establishment  
Short-term the development of ISL may be done by setting the internal procedures within SC 27 
and developing a roadmap to determine the release date for the new version of ISO/IEC 27002 
(and Annex A in ISO/IEC 27001) based upon current projects and released standards etc. Once 
decided, the marketing of ISL may start at a given time. The short-term phase ends when the first 
revised version of ISO/IEC 27002 according to ISL is published.  

Long-term development should be driven by that ISO/IEC 27002 (and Annex A in ISO/IEC 27001) 
are revised based upon other SC27 standards revisions and new projects arising. 

 



 

6 Roles and responsibilities during ISL lifecycle 

6.1 Approval of ISL 
• SWG-T is responsible for the process up to approval of this document  

6.2 First adaptation and update next version of ISO/IEC 27002 according to ISL 
• WG1 is responsible for identifying projects that should be linked to objectives and/or 

controls  
• Any SC27 WG that wants controls to be included in ISO/IEC 27002 and then also Annex A 

in ISO/IEC 27001 shall notify WG1  
• Each WG is responsible to provide text for each identified objective and/or control and 

guidance text. 
• WG1 is responsible for deciding upon inclusion and then including and adjusting texts 

received from other WG:s 
• WG1 is responsible for updating Annex A in ISO/IEC 27001. 

6.3 Continuous updating ISO/IEC 27002 
• WG1 is responsible for monitoring the need to update/change ISO/IEC 27002 and Annex A 

in ISO/IEC 27001  
• Each WG that wants to add/change objectives and/or controls in ISO/IEC 27002 will submit 

these changes to WG1 
• WG1 is responsible for the decision process for updating ISO/IEC 27002  

6.4 ISL external communication 
• The responsibilities for external communication of ISL will be determined at a later date and 

described in a later version of this document 

  



7 ISL requirements and guidance 

7.1 Requirement of ISL structure 
The relationship between ISO/IEC 27001 Annex A controls and connected standards shall be 
updated in the same process and documented in a single source. 

7.1.1 Guidance for procedure for SWG-T on ISL structure 
The ISL connections should be handled and governed by SWG-T in a format that enables cross 
connection, such as an Excel sheet or DB solution where: 

a) All ongoing projects are listed with linkage to Annex A 
b) All published standards/TRs are linked 

The actual registration of the documented information in the ISL should be done by the WGs. 

The ISL DB should present at least two types of output: 

c) An ISL report that shows the linkage of published standards etc. to be used externally 
d) An internal ISL report that shows the linkage of published standards and ongoing projects 

etc. to be used within SC27 

SWG-T ISL editing meeting should be held to assure accuracy of the reports. 

(Ed note: SDx Annex A is a draft of linkage of projects to WG1 and WG4 as of 2014) 

7.2 Requirement of ISL structure communication 
The ISL structure shall be communicated to the users of SC27 published documents 

7.2.1 Guidance for procedure for ISL structure communication 
The ISL report should be prepared so that it has a ready format to be updated when so decided 
and made available on ISO web as well as any other source. 

The format and the report should have a name such as ISO SC27 Information Security Library and 
version. 

The report should contain a description on how to use the report, how it is updated etc.  

 

  



8 SD requirement of control linkage for ISO/IEC 27001 Annex A and ISO/IEC 27002 

8.1 Requirement for control connection of ISO/IEC 27002 and Annex A in ISO/IEC 27001 
a) All controls in Annex A in ISO/IEC 27001 shall be approved by WG1 including the guideline 

text in ISO/IEC 27002 
b) For a control for which a corresponding standard exists, this standard shall correspond to 

the control by  
i. Referencing the control 
ii. Stating the control objective which shall be identical to the control objective in the 

corresponding standard 
iii. The controls linked to the objective shall be identical to controls found in the 

corresponding standard 
iv. The guidance text shall be short in ISO/IEC 27002 and based upon the text in the  

corresponding standard 
c) Any project that is started in any WG that wants to add controls to Annex A and ISO/IEC 

27002 shall formulate objectives and controls provide these to WG1 for a suggested update 
of Annex A and ISO/IEC 27002. Subsequently a brief guidance text should also to be 
produced by that project for ISO/IEC27002. WG1 will make a decision whether to include 
the control and when. 

8.2 Roadmap for adapting ISL to ISO/IEC 27001 Annex A and ISO/IEC 27002 
a) Based on Annex B decide which standard the control reference should be made based on 

existing version of 27001 Annex 1. Then consider the below bullets 
i. The objective can stay as is and just the ref  to the corresponding SC27 standard 
ii. The objective has to be rephrased to be aligned with the corresponding standard 
iii. The corresponding standard has no clear reference to the objective and has to be 

revised in the next revision 
iv. The control can stay as is and just reference the corresponding SC27 standard 
v. The control has to be rephrased to be aligned with the corresponding standard 
vi. The corresponding standard has no clear reference to the control and has to be 

revised in the next revision 
b) Additional controls  

i. Review of standards published after the last version of ISO/IEC 27002 
ii. Decide objectives and controls that should be added to ISO/IEC 27002 and ISO/IEC 

27001 Annex A 
iii. Form the objective and control 
iv. Determine if the corresponding standard needs to be revised 

c) Future 
i. This should follow as 7.1 c). 

 

 

 

 

  



Annex A Standards and WG:s 

Standard Title Comment 

ISO/IEC 
27000  

— Information technology - Security Techniques - Information security 
management systems — Overview and vocabulary 

WG1 

ISO/IEC 
27001  

— Information technology - Security Techniques - Information security 
management systems — Requirements. 

WG1 

ISO/IEC 
27002  

— Information technology - Security Techniques - Code of practice for 
information security management 

WG1 

ISO/IEC 
27003  

— Information technology - Security Techniques - Information security 
management system implementation guidance 

WG1 

ISO/IEC 
27004 

— Information technology - Security Techniques - Information security 
management — Measurement 

WG1 

ISO/IEC 
27005  

— Information technology - Security Techniques - Information security 
risk management 

WG1 

ISO/IEC 
27006  

— Requirements for bodies providing audit and certification of 
information security management systems 

WG1 

ISO/IEC 
27007  

— Information technology - Security Techniques - Guidelines for 
information security management systems auditing (focused on the 
management system) 

WG1 

ISO/IEC 
TR 27008  

— Guidance for auditors on ISMS controls (focused on the information 
security controls) 

WG1 

ISO/IEC 
27009  

- Information technology — Security techniques — Sector-specific 
application of ISO/IEC 27001 — Requirements 

WG1 

ISO/IEC 
27010  

— Information technology — Security techniques — Information security 
management for inter-sector and inter-organizational communications 

WG1 

ISO/IEC 
27011  

— Information technology - Security Techniques - Information security 
management guidelines for telecommunications organizations based on 
ISO/IEC 27002 

WG1 

ISO/IEC 
27013  

— Information technology - Security Techniques - Guideline on the 
integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 

WG1 

ISO/IEC 
27014  

— Information technology - Security Techniques - Information security 
governance 

WG1 

ISO/IEC 
TR 27015  

IT Security — Security techniques — Information security management – 
Organizational economics 

WG1 

ISO/IEC 
TR 27016  

— IT Security — Security techniques — Information security 
management – Organizational economics 

WG1 

ISO/IEC — Information security management for cloud systems WG1 

http://en.wikipedia.org/wiki/ISO/IEC_27000
http://en.wikipedia.org/wiki/ISO/IEC_27000
http://en.wikipedia.org/wiki/ISO/IEC_27002
http://en.wikipedia.org/wiki/ISO/IEC_27002
http://en.wikipedia.org/wiki/ISO/IEC_27003
http://en.wikipedia.org/wiki/ISO/IEC_27003
http://en.wikipedia.org/wiki/ISO/IEC_27004
http://en.wikipedia.org/wiki/ISO/IEC_27004
http://en.wikipedia.org/wiki/ISO/IEC_27005
http://en.wikipedia.org/wiki/ISO/IEC_27005
http://en.wikipedia.org/wiki/ISO/IEC_27006
http://en.wikipedia.org/wiki/ISO/IEC_27006
http://en.wikipedia.org/wiki/ISO/IEC_27007
http://en.wikipedia.org/wiki/ISO/IEC_27007
http://en.wikipedia.org/w/index.php?title=ISO/IEC_TR_27008&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_TR_27008&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27010&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27010&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27011&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27011&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27013&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27013&action=edit&redlink=1
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=43754
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=43754
http://en.wikipedia.org/w/index.php?title=ISO/IEC_TR_27015&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_TR_27015&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27017&action=edit&redlink=1


27017  

ISO/IEC 
27018  

— Data protection for cloud systems WG1 

ISO/IEC 
27019  

— Information security management guidelines based on ISO/IEC 27002 
for process control systems specific to the energy utility industry 

WG1 

ISO/IEC 
27031  

— Information technology - Security Techniques - Guidelines for 
information and communication technology readiness for business 
continuity 

WG4 

ISO/IEC 
27032  

— Information technology - Security Techniques - Guideline for 
cybersecurity 

WG4 

ISO/IEC 
27033  

— Information technology - Security Techniques - Network security WG4 

ISO/IEC 
27034  

— Information technology - Security Techniques - Application security WG4 

ISO/IEC 
27035  

— Information technology - Security Techniques - Information security 
incident management 

WG4 

ISO/IEC 
27036  

— Information technology - Security Techniques - Information security 
for supplier relationships - 

WG4 

ISO/IEC 
27037 

— Information technology - Security Techniques - Guidelines for 
identification, collection, acquisition and preservation of digital evidence 

WG4 

ISO/IEC 
27038  

— Specification for redaction of digital documents WG4 

ISO/IEC 
27039  

— Intrusion detection and protection systems WG4 

ISO/IEC 
27040 

— Guideline on storage security WG4 

ISO/IEC 
27041  

— Assurance for digital evidence investigation methods WG4 

ISO/IEC 
27042  

— Analysis and interpretation of digital evidence WG4 

ISO/IEC 
27043  

— Digital evidence investigation principles and processes WG4 

ISO/IEC 
27044  

- Information technology — Security techniques —  Guidelines for 
security information and event management (SIEM) 

WG4 

ISO/IEC 
27050 

- Information technology -- Security techniques -- Electronic discovery WG4 

ISO 27799  — Information security management in health using ISO/IEC 27002 Not SC27 

 

http://en.wikipedia.org/w/index.php?title=ISO/IEC_27017&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27018&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27018&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27019&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27019&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27031&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27031&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27032&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27032&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27035&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27035&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27037&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27037&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27038&action=edit&redlink=1
http://en.wikipedia.org/w/index.php?title=ISO/IEC_27038&action=edit&redlink=1
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Annex B: ISO/IEC 27001 ANNEX A control ref. to WG and standards/projects 

First Drafted table 2014-09-12  

Last to columns is for notes during editing development of the annex 

Ref to 
ISO/IEC 

27001:20
13 

 
 

Control 

 
 

Security measure description Ref WG Comment View 

A.5.1.1 Policies for 
information 
security 

A set of policies for information security 
shall be defined, approved by 
management, published and 
communicated to employees and relevant 
external parties. 

27001 5.2 WG1 Covers IS policy  No relevance 
to control 
development 
just 
alignment 

A.5.1.2 Review of the policies 
for information 
security 

The policies for information security shall 
be reviewed at planned intervals or if 
significant changes occur to ensure their 
continuing suitability, adequacy and 
effectiveness. 

None 
specific WG1     

A.6.1.1 Information security 
roles and 
responsibilities 

All information security responsibilities 
shall be defined and allocated. 

27001:5.3 WG1 Cover roles 
etc. 

No relevance 
to control 
development 
just 
alignment 

A.6.1.2 Segregation of duties Conflicting duties and areas of 
responsibility shall be segregated to reduce 
opportunities for unauthorized or 
unintentional modification or misuse of the 
organization’s assets. 

27033? 
(27034?) 

WG4 

Might be more 
ref (Content 
check?)   

A.6.1.3 Contact with 
authorities 

Appropriate contacts with relevant 
authorities shall be maintained 

None 
specific 

WG1 
    

A.6.1.4 Contact with special 
interest groups 

Appropriate contacts with special interest 
groups or other specialist security forums 
and professional associations shall be 
maintained. 

None 
specific 

WG1 

    
A.6.1.5 Information security 

in project 
management 

Information security shall be addressed in 
project management, regardless of the 
type of the project. 

None 
specific WG1     

A.6.2.1 Mobile device policy A policy and supporting security measures 
shall be adopted to manage the risks 
introduced by using mobile devices. 

None 
specific 

WG1 

    
A.6.2.2 Teleworking A policy and supporting security measures 

shall be implemented to protect 
information accessed, processed or stored 
at teleworking sites. 

None 
specific 

WG1 

    
A.7.1.1 Screening Background verification checks on all 

candidates for employment shall be carried 
out in accordance with relevant laws, 
regulations and ethics and shall be 
proportional to the business requirements, 
the classification of the information to be 
accessed and the perceived risks. 

None 
specific 

WG1 

    
A.7.1.2 Terms and conditions 

of employment 
The contractual agreements with 
employees and contractors shall state their 
and the organization’s responsibilities for 
information security.. 

None 
specific WG1     

A.7.2.1 Management 
responsibilities 

Management shall require all employees 
and contractors to apply information 
security in accordance with the established 
policies and procedures of the 

None 
specific 

WG1 

    



organization. 

A.7.2.2 Information security 
awareness, education 
and training 

All employees of the organization and, 
where relevant, contractors shall receive 
appropriate awareness education and 
training and regular updates in 
organizational policies and procedures, 
asrelevant for their job function. 

27001: 7.1, 
7.2 WG1 

Covers 
competence 
and awareness 

No relevance 
to control 
development 
just 
alignment 

A.7.2.3 Disciplinary process There shall be a formal and communicated 
disciplinary process in place to take action 
against employees who have committed an 
information security breach.. 

None 
specific 

WG1 

    
A.7.3.1 Termination or change 

of employment 
responsibilities 

Information security responsibilities and 
duties that remain valid after termination 
or change of employment shall be defined, 
communicated to the employee or 
contractor and enforced. 

None 
specific 

WG1 

    
A.8.1.1 Inventory of assets Assets associated with information and 

information processing facilities shall be 
identified and an inventory of these assets 
shall be drawn up and maintained. 

None 
specific 

WG1 

    
A.8.1.2 Ownership of assets Assets maintained in the inventory shall be 

owned 
None 
specific 

WG1 
    

A.8.1.3 Acceptable use of 
assets 

Rules for the acceptable use of information 
and of assets associated with information 
and information processing facilities shall 
be identified, documented and 
implemented. 

None 
specific 

WG1 

    
A.8.1.4 Return of assets All employees and external party users 

shall return all of the organizational assets 
in their possession upon termination of 
their employment, contract or agreement. 

None 
specific 

WG1 

    
A.8.2.1 Classification of 

information 
Information shall be classified in terms of 
legal requirements, value, criticality and 
sensitivity to unauthorised disclosure or 
modification. 

None 
specific 

WG1 

    
A.8.2.2 Labelling of 

information 
An appropriate set of procedures for 
information labelling shall be developed 
and implemented in accordance with the 
information classification scheme adopted 
by the organization. 

None 
specific 

WG1 

    
A.8.2.3 Handling of assets Procedures for handling assets shall be 

developed and implemented 
in accordance with the information 
classification scheme adopted by the 
organization. 

None 
specific 

WG1 

    
A.8.3.1 Management of 

removable media 
Procedures shall be implemented for the 
management of removable media in 
accordance with the classification scheme 
adopted by the organization. 

? WG4? 

Unclear at this 
point   

A.8.3.2 Disposal of media Media shall be disposed of securely when 
no longer required, using 
formal procedures. 27040 WG4     

A.8.3.3 Physical media 
transfer 

Media containing information shall be 
protected against unauthorized 
access, misuse or corruption during 
transportation. 

? WG4? 

Unclear at this 
point   

A.9.1.1 Access control policy An access control policy shall be 
established, documented and reviewed 
based on business and information security 
requirements. 

27033,270
34 WG4     



A.9.1.2 Access to networks 
and network services 

Users shall only be provided with access to 
the network and network services that 
they have been specifically authorized to 
use. 

27033? WG4 
Might be more 
ref (Content 
check?)   

A.9.2.1 User registration and 
de-registration 

A formal user registration and de-
registration process shall be implemented 
to enable assignment of access rights. 

27033, 
27034 WG4     

A.9.2.2 User access 
provisioning 

A formal user access provisioning process 
shall be implemented to assign or revoke 
access rights for all user types to all 
systems and services. 

? WG4? 
Which one etc 
unclear at this 
point   

A.9.2.3 Management of 
privileged access 
rights 

The allocation and use of privileged access 
rights shall be restricted and controlled. 

27033, 
27034? 

  

    
A.9.2.4 Management of secret 

authentication 
information of users 

The allocation of secret authentication 
information shall be controlled through a 
formal management process. 

? WG4? Which one etc 
unclear at this 
point   

A.9.2.5 Review of user access 
rights 

Asset owners shall review users’ access 
rights at regular intervals 

? WG4? Which one etc 
unclear at this 
point   

A.9.2.6 Removal or 
adjustment of access 
rights 

The access rights of all employees and 
external party users to information and 
information processing facilities shall be 
removed upon termination of their 
employment, contract or agreement, or 
adjusted upon change. 

None 
specific 

WG1 

    
A.9.3.1 Use of secret 

authentication 
information 

Users shall be required to follow the 
organization’s practices in the use of secret 
authentication information. 

?   WG2, 3 and 4? 
Which 
standard etc 
unclear at this 
point   

A.9.4.1 Information access 
restriction 

Access to information and application 
system functions shall be restricted in 
accordance with the access control policy. 

27033, 
27034 WG4     

A.9.4.2 Secure log-on 
procedures 

Where required by the access control 
policy, access to systems and applications 
shall be controlled by a secure log-on 
procedure. 

27033, 
27034 WG4     

A.9.4.3 Password 
management 
system 

Password management systems shall be 
interactive and shall ensure quality 
passwords. 

27033, 
27034 WG4     

A.9.4.4 Use of privileged 
utility programs 

The use of utility programs that might be 
capable of overriding system and 
application controls shall be restricted and 
tightly controlled. 

27033, 
27034 WG4     

A.9.4.5 Access control to 
program source code 

Access to program source code shall be 
restricted. 

27034? WG4 

Might be more 
ref (Content 
check?)   

A.10.1.1 Policy on the use of 
cryptographic controls 

A policy on the use of cryptographic 
controls for protection of information shall 
be developed and implemented. 

27033, 
27034? 

WG4 Might be more 
ref (Content 
check?)   

A.10.1.2 Key management A policy on the use, protection and lifetime 
of cryptographic keys shall be developed 
and implemented through their whole 
lifecycle. 

? WG2 WG2, 3 and 4? 
Which 
standard etc 
unclear at this 
point   

A.11.1.1 Physical security 
perimeter 

Security perimeters shall be defined and 
used to protect areas that contain either 
sensitive or critical information and 
information processing facilities. 

None 
specific 

WG1 

    



A.11.1.2 Physical entry controls Secure areas shall be protected by 
appropriate entry controls to ensure that 
only authorized personnel are allowed 
access. 

None 
specific 

WG1 

    
A.11.1.3 Securing offices, 

rooms and facilities 
Physical security for offices, rooms and 
facilities shall be designed and applied. 

None 
specific 

WG1 
    

A.11.1.4 Protecting against 
external and 
environmental 
threats 

Physical protection against natural 
disasters, malicious attack or accidents 
shall be designed and applied. 

None 
specific 

WG1 

    
A.11.1.5 Working in secure 

areas 
Procedures for working in secure areas 
shall be designed and applied. 

None 
specific 

WG1 
    

A.11.1.6 Delivery and loading 
areas 

Access points such as delivery and loading 
areas and other points where unauthorized 
persons could enter the premises shall be 
controlled and, if possible, isolated from 
information processing facilities to avoid 
unauthorized access. 

None 
specific 

WG1 

    
A.11.2.1 Equipment siting and 

protection 
Equipment shall be sited and protected to 
reduce the risks from environmental 
threats and hazards, and opportunities for 
unauthorized access. 

None 
specific 

WG1 

    
A.11.2.2 Supporting utilities Equipment shall be protected from power 

failures and other disruptions caused by 
failures in supporting utilities.. ? WG4 

Which one etc 
unclear at this 
point   

A.11.2.3 Cabling security Power and telecommunications cabling 
carrying data or supporting information 
services shall be protected from 
interception, interference or damage. 

None 
specific 

WG1 

    
A.11.2.4 Equipment 

maintenance 
Equipment shall be correctly maintained to 
ensure its continued availability and 
integrity. 

None 
specific 

WG1 

    
A.11.2.5 Removal of assets Removal of assets None 

specific 
WG1 

    
A.11.2.6 Security of equipment 

and assets off-
premises 

Security shall be applied to off-site assets 
taking into account the different risks of 
working outside the organization’s 
premises. 

None 
specific 

WG1 

    
A.11.2.7 Secure disposal or 

reuse of equipment 
All items of equipment containing storage 
media shall be verified to ensure that any 
sensitive data and licensed software has 
been removed or securely overwritten 
prior to disposal or re-use. 27040 WG4     

A.11.2.8 Unattended user 
equipment 

Users shall ensure that unattended 
equipment has appropriate 
protection. 

None 
specific 

WG1 

    
A.11.2.9 Clear desk and clear 

screen policy 
A clear desk policy for papers and 
removable storage media and a clear 
screen policy for information processing 
facilities shall be adopted. 

None 
specific 

WG1 

    
A.12.1.1 Documented 

operating 
procedures 

Operating procedures shall be documented 
and made available to all users who need 
them. 

None 
specific 

WG1 

    
A.12.1.2 Change management Changes to the organization, business 

processes, information processing 
facilities and systems that affect 
information security shall be controlled. 

None 
specific 

WG1 

    
A.12.1.3 Capacity management The use of resources shall be monitored, 

tuned and projections made of future 
capacity requirements to ensure the 
required system performance. 

27033? WG4 
Might be more 
ref (Content 
check?)   



A.12.1.4 Separation of 
development, 
testing and 
operational 
environments 

Development, testing, and operational 
environments shall be separated 
to reduce the risks of unauthorized access 
or changes to the operational 
environment. 

27034? WG4 

Might be more 
ref (Content 
check?)   

A.12.2.1 Controls against 
malware 

Detection, prevention and recovery 
controls to protect against malware shall 
be implemented, combined with 
appropriate user awareness. 27033 WG4     

A.12.3.1 Information backup Backup copies of information, software 
and system images shall be taken and 
tested regularly in accordance with an 
agreed backup policy. 27031 WG4     

A.12.4.1 Event logging Event logs recording user activities, 
exceptions, faults and information 
security events shall be produced, kept and 
regularly reviewed. 

27033, 
27034, 
27035 

WG4 

    
A.12.4.2 Protection of log 

information 
Logging facilities and log information shall 
be protected against tampering and 
unauthorized access. 

None 
specific 

WG1 

    
A.12.4.3 Administrator and 

operator logs 
System administrator and system operator 
activities shall be logged and the logs 
protected and regularly reviewed. 

27033? WG4 Might be more 
ref (Content 
check?)   

A.12.4.4 Clock synchronisation The clocks of all relevant information 
processing systems within an organization 
or security domain shall be synchronised to 
a single reference time source. 

27033? WG4 

Might be more 
ref (Content 
check?)   

A.12.5.1 Installation of 
software on 
operational 
systems 

Procedures shall be implemented to 
control the installation of software on 
operational systems.. 

27034? WG4 
Might be more 
ref (Content 
check?)   

A.12.6.1 Management of 
technical 
vulnerabilities 

Information about technical vulnerabilities 
of information systems being used shall be 
obtained in a timely fashion, the 
organization’s exposure to such 
vulnerabilities evaluated and appropriate 
measures taken to address the associated 
risk. 

27034, 
27035, 
27033 

WG4 

    
A.12.6.2 Restrictions on 

software 
installation 

Rules governing the installation of 
software by users shall be established and 
implemented. 

27033? WG4 Might be more 
ref (Content 
check?)   

A.12.7.1 Information systems 
audit controls 

Audit requirements and activities involving 
verification of operational systems shall be 
carefully planned and agreed to minimise 
disruptions to business processes. 

None 
specific 

WG1 

    
A.13.1.1 Network controls Networks shall be managed and controlled 

to protect informatio in systems and 
applications.. 27033 WG4     

A.13.1.2 Security of network 
services 

Security mechanisms, service levels and 
management requirements of all network 
services shall be identified and included in 
network services agreements, whether 
these services are provided in-house or 
outsourced. 27033 WG4     

A.13.1.3 Segregation in 
networks 

Groups of information services, users and 
information systems shall be segregated on 
networks. 27033 WG4     

A.13.2.1 Information transfer 
policies and 
procedures 

Formal transfer policies, procedures and 
controls shall be in place to protect the 
transfer of information through the use of 
all types of communication facilities. 

None 
specific 

WG1 

    



A.13.2.2 Agreements on 
information 
transfer 

Agreements shall address the secure 
transfer of business information 
between the organization and external 
parties. 

? WG4? 
Can be many 
things here? 
27033, 27036   

A.13.2.3 Electronic messaging Information involved in electronic 
messaging shall be appropriately 
protected. 

? WG3 
Uncertain on 
ref   

A.13.2.4 Confidentiality or 
nondisclosure 
agreements 

Requirements for confidentiality or non-
disclosure agreements reflecting the 
organization’s needs for the protection of 
information shall be identified, regularly 
reviewed and documented. 

None 
specific 

WG1 

    
A.14.1.1 Information security 

requirements analysis 
and specification 

The information security related 
requirements shall be included in the 
requirements for new information systems 
or enhancements to existing information 
systems. 27034 WG4     

A.14.1.2 Securing application 
services on public 
networks 

Information involved in application 
services passing over public networks shall 
be protected from fraudulent activity, 
contract dispute and unauthorized 
disclosure and modification. 27034 WG4     

A.14.1.3 Protecting application 
services transactions 

Information involved in application service 
transactions shall be protected to prevent 
incomplete transmission, mis-routing, 
unauthorized message alteration, 
unauthorized disclosure, unauthorized 
message duplication or replay. 27034 WG4     

A.14.2.1 Secure development 
policy 

Rules for the development of software and 
systems shall be established and applied to 
developments within the organization. 27034 WG4     

A.14.2.2 System change control 
procedures 

Changes to systems within the 
development lifecycle shall be controlled 
by the use of formal change control 
procedures. 

27034?   
Might be more 
ref (Content 
check?)   

A.14.2.3 Technical review of 
applications after 
operating platform 
changes 

When operating platforms are changed, 
business critical applications shall be 
reviewed and tested to ensure there is no 
adverse impact on organizational 
operations or security. 

27034? WG4 

Might be more 
ref (Content 
check?)   

A.14.2.4 Restrictions on 
changes to software 
packages 

Modifications to software packages shall 
be discouraged, limited to necessary 
changes and all changes shall be strictly 
controlled. 

27034? WG4 
Might be more 
ref (Content 
check?)   

A.14.2.5 Secure system 
engineering 
principles 

Principles for engineering secure systems 
shall be established, documented, 
maintained and applied to any information 
system implementation efforts. 27034 WG4     

A.14.2.6 Secure development 
environment 

Organizations shall establish and 
appropriately protect secure 
development environments for system 
development and integration 
efforts that cover the entire system 
development lifecycle. 

27034 WG4     
A.14.2.7 Outsourced 

development 
The organization shall supervise and 
monitor the activity of outsourced system 
development. 27036 WG4     

A.14.2.8 System security 
testing 

Testing of security functionality shall be 
carried out during development. 27034 WG4     

A.14.2.9 Acceptanstestning av 
system 

Acceptance testing programs and related 
criteria shall be established for new 
information systems, upgrades and new 
versions. 27034 WG4     



A.14.3.1 Protection of test data Test data shall be selected carefully, 
protected and controlled 

27034? 

WG4 

Might be more 
ref (Content 
check?)   

A.15.1.1 Information security 
policy for supplier 
relationships 

Information security requirements for 
mitigating the risks associated with 
supplier’s access to the organization’s 
assets shall be agreed with the supplier 
and documented. 27036 WG4     

A.15.1.2 Addressing security 
within supplier 
agreements 

All relevant information security 
requirements shall be established 
and agreed with each supplier that may 
access, process, store, communicate, or 
provide IT infrastructure components for, 
the organization’s information. 

27036 WG4     
A.15.1.3 Information and 

communication 
technology 
supply chain 

Agreements with suppliers shall include 
requirements to address the information 
security risks associated with information 
and communications technology services 
and product supply chain. 27036 WG4     

A.15.2.1 Monitoring and 
review of supplier 
services 

Organizations shall regularly monitor, 
review and audit supplier service delivery. 

27036 WG4     
A.15.2.2 Managing changes to 

supplier services 
Changes to the provision of services by 
suppliers, including maintaining and 
improving existing information security 
policies, procedures and controls, shall be 
managed, taking account of the criticality 
of business information, systems and 
processes involved and re-assessment of 
risks. 27036 WG4     

A.16.1.1 Responsibilities and 
procedures 

Management responsibilities and 
procedures shall be established to ensure a 
quick, effective and orderly response to 
information security incidents. 27035 WG4     

A.16.1.2 Reporting information 
security events 

Information security events shall be 
reported through appropriate 
management channels as quickly as 
possible. 27035 WG4     

A.16.1.3 Reporting information 
security weaknesses 

Employees and contractors using the 
organization’s information systems and 
services shall be required to note and 
report any observed or suspected 
information security weaknesses in 
systems or services. 27035 WG4     

A.16.1.4 Assessment of and 
decision on 
information security 
events 

Information security events shall be 
assessed and it shall be decided if they are 
to be classified as information security 
incidents. 27035 WG4     

A.16.1.5 Response to 
information 
security incidents 

Information security incidents shall be 
responded to in accordance with the 
documented procedures. 27035 WG4     

A.16.1.6 Learning from 
information security 
incidents 

Knowledge gained from analysing and 
resolving information security incidents 
shall be used to reduce the likelihood or 
impact of future incidents. 27035 WG4     

A.16.1.7 Collection of evidence The organization shall define and apply 
procedures for the identification, 
collection, acquisition and preservation of 
information, which can serve as evidence. 

27035, 
27039 

WG4     
A.17.1.1 Planning information 

security continuity 
The organization shall determine its 
requirements for information security and 
the continuity of information security 
management in adverse situations, e.g. 27031 WG4     



during a crisis or disaster. 

A.17.1.2 Implementing 
information 
security continuity 

The organization shall establish, document, 
implement and maintain processes, 
procedures and controls to ensure the 
required level of continuity for information 
security during an adverse situation. 27031 WG4     

A.17.1.3 Verify, review and 
evaluate information 
security continuity 

The organization shall verify the 
established and implemented information 
security continuity controls at regular 
intervals in order to ensure that they are 
valid and effective during adverse 
situations. 27031 WG4     

A.17.2.1 Availability of 
information 
processing 
facilities 

Information processing facilities shall be 
implemented with redundancy 
sufficient to meet availability 
requirements. 27031 WG4     

A.18.1.1 Identification of 
applicable 
legislation and 
contractual 
requirements 

All relevant legislative statutory, 
regulatory, contractual requirements and 
the organization’s approach to meet these 
requirements shall be explicitly identified, 
documented and kept up to date for each 
information system and the organization. 

None 
specific 

WG1 

    
A.18.1.2 Intellectual property 

rights 
Appropriate procedures shall be 
implemented to ensure compliance with 
legislative, regulatory and contractual 
requirements related to intellectual 
property rights and use of proprietary 
software products. 

None 
specific 

WG1 

    
A.18.1.3 Protection of records Records shall be protected from loss, 

destruction, falsification, unauthorized 
access and unauthorized release, in 
accordance with legislatory, regulatory, 
contractual and business requirements. 

None 
specific 

WG1 

    
A.18.1.4 Privacy and protection 

of personally 
identifiable 
information 

Privacy and protection of personally 
identifiable information shall be ensured as 
required in relevant legislation and 
regulation where applicable. 

27018, 
29100 
(WG5) 

WG5 

    
A.18.1.5 Regulation of 

cryptographic 
controls 

Cryptographic controls shall be used in 
compliance with all relevant agreements, 
legislation and regulations. 

? WG2 
Ref not 
checked   

A.18.2.1 Independent review 
of information 
security 

The organization’s approach to managing 
information security and its 
implementation (i.e. control objectives, 
controls, policies, processes and 
procedures for information security) shall 
be reviewed independently at planned 
intervals or when significant changes occur. 

27007 and 
others 

WG1 

    
A.18.2.2 Compliance with 

security policies and 
standards 

Managers shall regularly review the 
compliance of information processing and 
procedures within their area of 
responsibility with the appropriate security 
policies, standards and any other security 
requirements.. 

None 
specific 

WG1 

    
A.18.2.3 Technical compliance 

review 
Information systems shall be regularly 
reviewed for compliance with the 
organization’s information security policies 
and standards. 

None 
specific 

WG1 

    
 

 



Annex C Place holder for new project notes 

Further investigation should also include projects that indicates that new control should be 
added as part of ISL concept (This is not done at this stage) 
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