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See the forest and find the path……..

Mastering security in the digital era

Veriscan®

Awareness from a Swedish 
perspective

Feb 27th 2024
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Me – Jan Branzell

• Swedish – and live in a city called Karlstad with about 100 000 inhabitants
• Been involved in standardizations since 2000 and within SC 27 since 2003
• Editor for various standards such as ISO/IEC 27003 on guidance of the ISMS 

requirements, ISO/IEC 27016 on Economics and lately ISO/IEC 27031 on ICT 
readiness for BCM.  Convenor support in JTC 1/WG 13 on Trustworthiness

• Responsible Information and Cyber Security Academy; a program with six  
3-day training sessions based on ISO 27000 series by SIS (SE NB)

• Working as a senior consultant with ISMS implementation and 
enhancements for organization ranging from 10 to over 100 000 employees.

• I have the strong view that standards must be of help to organizations; 
support their business and not the other way around
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Sweden - Basics

• 10,5 M inhabitants
• 447 425,16 km² 
• Water 9 %
• (23 inh./km²) 

(Source: Wikipedia) 
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Sweden – Digital maturity – EU data

Cloud e–commerce SMEs

SE SE

Global tech things that many of us knows such as ”Skype”, ”Spotify”, ”Bluetooth” 
Big in games: Mojang (Mindcraft), Paradox Interactive, EA DICE (Battlefield), Avalanche Studios, King (Candy Crush)
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BUT…..

With a rather small society and 
high technology maturity 
– you could assume high 

interest for security awareness….
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Swedes and the need of Security 
– Not that obvious…. 

History wise a rather closed society 
– “I know you”

Equality and fairness
– “The good state”

Experience of serious conflicts
– “Last war in 1814”

Security at the top of the mind?
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Awareness in an organization 
Start from the top?

Compliance Business Requirements 

Top
Management

Board, Owners, Society etc..

Security of Information in Business Processes

Information Security 
Management (ISM)

ICT Security
Development and Operations

Technology

Organizational Security 
Roles and responsibilities, Rules, 

Procedures, Dependencies

Physical Security
Facilities, Workplace 

People Security
Awareness, employment

(Source: Veriscan) 
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Awareness – Age and Technology
A personal reflection based upon my experience…

Top management 
awareness

Digital importance on 
business

Assuming Top Management is + 50 y of age
“- Born BC? (Before computer)”

19901970 1980 2000 2010 2020
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Other factors increases the awareness

More 
regulations

More 
questions

More 
requirements

More questions 
from the 
personnel More awareness of 

ISO/IEC27001 “ISMS” as a 
solution by Top Management

Cyber 
related 

incidents!
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Security awareness is now  a concern for many 
Swedes…
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Awareness initiatives
Level Actors Target audience Comments
National Swedish Civil 

Contingencies 
Agency

The society in 
general

(There are also other 
governmental agencies that is 
more related to defence)

National SIS (SE NB) Professionals 
within security

Information and Cyber 
Security Academy 

Regional 21 County 
Administrative 
Boards 

Local infrastructure Coordination of 
organizations  and 
training – Mostly 
defence

Educational Universities Students and in 
some cases 
organizations

Cooperates sometimes 
with Regional actors

Organization Public/ Private
sectors

People within the 
organization

Every organization is 
unique
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Example: National
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Example: National
Makes a lot of 
publications

Youtube films
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Example: National
SIS Information and Cyber Security Academy 

Audit
(ISO 19011. ISO/IEC 

27006/07/08)
3 days

Basic 1 
3 days

Basic level
ISO/IEC 27000, 27001, 27002, 27003

Extended level – Free choice
ISO/IEC 27000, 27001, 27002 
PLUS ++++

Risk, BCM, Incident
ISO 31000, 22301 

ISO/IEC 27005, 27035, 
27031
3 days

ISMS Implementation
”27003”, ”27016”, ”27005”

3 days

Basic 2 
3 days

ISMS Enhancement
”27003”, ”27016”

3 days

Started in 2009 and have had over 2000 attending
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See the forest and find the path……..

THANK YOU !

Veriscan Security Sweden AB
www.veriscan.se

Feb 27th 2024
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