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WELCOME TO COMMITTEE DOCUMENT 11: 2025 (2)

ISO/IEC JTC 1/SC 27 is an internationally recognized centre for the development of standards for
information security, cybersecurity and privacy protection. The mission of SC 27 is to serve the global
needs of all organizations (small, medium and large), as well as governments, non-governmental
organizations, academia and society in general. Its work covers both management standards as well as
technical standards.

The information contained in this publication, committee document 11, reflects some of the many
achievements and developments of SC 27 since its establishment in April 1990. These achievements
are a direct result of responding to market and business needs, greater interest in management system
security, changes in risks, changes in technology, ubiquitous deployment of wireless and mobile
computing and communications, societal security, economic changes and the impact of new
regulations. This year 2025, marks the 35th birthday of SC 27- a significant stage in the history of
information security and privacy standards — a time to reflect on a truly successful chronicle of
achievements including the best-selling information security standard ISO/IEC 27001 (ranked 3" by ISO
after ISO 9001 and ISO 14001), the high profile code of practice ISO/IEC 27002 (revised in 2022), the
security evaluation criteria ISO/IEC 15408 and the recent privacy standard ISO/IEC 27701, as well as
many notable crypto standards and prominent service and control standards.

SC 27 continues to engage in standardisation work at the forefront of the marketplace, embracing
the requirements of newand emergingtechnologies and businessinnovations. The latest developments
include workon the security and privacy requirements of the loT (Internet of Things), Big Data security,
Al security, trustworthiness and applications involving privacy technology.

SC 27togetherwithits National Standards Body members,its liaison partners and its experts ensures
that its standardisation products provide the best solutions for industry and business.

NOTE: This new edition of committee document 11 includes updates of the work of WG 1, WG 2, WG4
and WG5. The status of each of these WG projects listed in the working group tables given in this edition
of committee document 11 is correct up to 20" October 2025. Updates to these tables will appear in the
next edition of committee document 11, which is due in April 2026.

Dr Edward Humphreys (Convenor SC27Communicationsand Outreach Group - AG 07)
Pierre Sasseville (committee document 11 editor)

October 2025
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SCOPE OF WORK

Development of standards for information security, cybersecurity and privacy protection. This includes
generic methods, techniques and guidelines to address both security and privacy aspects, such as:

* Security requirements capturemethodology;

* Management of information and ICT security; in particular information security management
system (ISMS) standards, security processes, security controls and services;

* Cryptographicandothersecuritymechanisms,includingbutnotlimitedtomechanismsfor
protectingthe accountability, availability, integrity and confidentiality of information;

» Security management support documentation including terminology, guidelines as well as
procedures for the registration of security components;

» Security aspects of identity management, biometrics and privacy;

* Conformance assessment, accreditation and auditing requirements in the area of information
security management systems;

* Security evaluation criteria and methodology.

SC 27 engages in active liaison and collaboration with appropriate bodies to ensure proper development
and application of SC 27 standards and technical reports in relevant areas.
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STRUCTURE

JTC 1/SC 27 Chairman: DIN, Germany, Dr. Andreas WOLF

JTC 1/SC 27 Chair-support: ANSI, United States, Laura LINDSAY

JTC 1/SC 27 Communications Officer: BSI, United Kingdom, Dr. Edward HUMPHREYS
JTC 1/SC 27 Committee Manager: DIN, Germany, Sobhi Mahmoud

JTC 1/SC 27 Secretariat: DIN, Germany

SC 27 WORKING GROUPS

WG 1: Information Security Management Systems
e Convenor: Dr. Edward HUMPHREYS, BSI, United Kingdom
e Convener support: Pablo CORONA, DGN, Mexico
e Convenor support team: Zhigao FU, SAC, China

WG 2: Cryptography and Security Mechanisms
e Convenor: Hirotaka YOSHIDA, JISC, Japan
e Convenor support: Takeshi CHIKAZAWA, JISC, Japan

WG 3: Security Evaluation, Testing and Specification
e Convenor: Miguel BANON, UNE, Spain
e Convenor support: Naruki KAI, JISC, Japan

WG 4: Security Controls and Services
e Convenor: Faud Khan, SCC, Canada
e Convenor support: Yanghuichen LIN, SAC, China

WG 5: Identity Management and Privacy Technologies
e Convenor: Prof. Dr. Kai RANNENBERG, DIN, Germany
e Convenor support: Dr. Jan SCHALLABOCK, DIN, Germany

SC 27 ADVISORY GROUPS

AG-2 (Trustworthiness)
e Convenor: Ricardo VILLALON FONSECA, INTECO, Costa Rica

AG-5 (Strategy)
e Convenor: Jean-Pierre QUEMARD, AFNOR, France
e Convenor support: Yan SUN, SAC, China

AG-6 (Operations)
e Convenor: Dr. Qin QIU, SAC, China

AG-7 (Communications and Outreach)
e Convenor: Dr. Edward HUMPHREYS, BSI, United Kingdom
e Convenor support: Taewan PARK, KATS, Republic of Korea
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AG-8 (Advisory Group on Conformity Assessment)
e Convenor: Dr. Edward HUMPHREYS, BSI, United Kingdom

AG-9 (Diversity)
e Convenor: Dr Gargi Keeni, BIS, India

SC 27 JOINT WORKING GROUPS

ISO/TC 307-JTC 1/SC 27/JWG 4: Security, privacy and identity for Blockchain and DLT
e Co-Convenor: Julien BRINGER, AFNOR, France (appointed by ISO/TC 307)
e Co-Convenor: Sal FRANCOMACARO ANSI, USA (appointed by JTC 1/SC 27)

JWG7 Joint ISO/IEC JTC1/SC 27 - ISO/IEC JTC1/SC 37 Working group : Cybersecurity testing and
evaluation of biometrics

e Co-convenors: Julien BRINGER, AFNOR, France (appointed by JTC 1/SC 27)

e Co-convenors: Ambika SUMAN, BSI, UK (appointed by JTC 1/SC 37)
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SC27 MEMBERS

Products in SC 27 are developed by experts from members bodies. Expertscome fromtheindustrial,
technicalandbusiness sectorswhichrequire and useinformation and IT security standards

Member bodies consists mostly of National Bodies representing countries. Membership types:
* Participating (P-Members)
*  Observing (O-Members)
* Liaison(L-members)

P-MEMBERS

P-MembersarelSO/IECmemberbodiesthat playanactiveroleintheworkofSC27. These members have:

* Anobligationtovote onthe progress of projectsin SC 27; and

* Adutytoidentifyexpertswhomaybeabletocontributetotherelatedworkinggroup activities.

The P-members are:

Australia, Austria, Belgium, Brazil, Canada, China, Colombia, Costa Rica, Céte d’lvoire, Cyprus,
Denmark, Ecuador, Estonia, Finland, France, Germany, India, Indonesia, Islamic Rep. of Iran,
Ireland, Israel, Italy, Japan, Nigeria, Kenya, Rep. of Korea, Lithuania, Luxembourg, Malaysia, Mexico,
Monaco, Netherlands, New Zealand, Norway, Panama, Peru, Philippines, Poland, Romania,
Russian Federation, Saudi Arabia, Singapore, Slovakia, Slovenia, South Africa, Spain, Sri Lanka,
Sweden, Switzerland, Trinidad and Tobago, Ukraine, United Arab Emirates, United Kingdom, United
States, Zimbabwe (Total: 55)

O-MEMBERS

O-members are ISO/IEC member bodies that follow the development of a product in SC 27, and
possibly to make contributions to the work, without committing themselves to active participation.
The O-members are:

Algeria, Argentina, Belarus, Plurinational State of Bolivia, Bosnia and Herzegovina, Bulgaria, Chile,
Croatia, Czech Republic, Dominican Republic, El Salvador, Eswatini, Georgia, Ghana, Hong Kong
Special Administrative Region of China, Hungary, Iceland, Kazakhstan, Lebanon, Malta, Mauritius,
Morocco, Namibia, North Macedonia, Pakistan, State of Palestine, Portugal, Rwanda, Saint Kitts and
Nevis, Senegal, Serbia, United Rep. of Tanzania, Thailand, Turkiye , Uruguay, Uzbekistan, Viet Nam
(Total: 37)

SC27 LIAISONS

SC27has liaisonswith manyotherorganizationsand standards groups both within ISO and IEC and
externalto ISO and IEC - see https://www.iso.org/committee/45306.html
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ISO/IEC JTC 1/ SC27 has been successfully in operation for 35 years and has been holding its regular 6-
monthly meetings in different parts of the world. The full location history of the meetings is summarized

as follows.

Year | Meeting Location Meeting Location

2025 | Fairfax, Virginia, USA (April) Kunming, China (September)

2024 | Berlin, Germany (April) Virtual Meetings via Zoom (October)
2023 | Seattle, Washington, USA (April) Virtual Meetings via Zoom (October)
2022 | Virtual Meetings via Zoom (April) Virtual Meetings via Zoom (October)

2021 | Virtual Meetings via Zoom (April) Virtual Meetings via Zoom (October)
2020 | Virtual Meetings via Zoom (April) Virtual Meetings via Zoom (September)
2019 | Tel Aviv, Israel (April) Paris, France (October)

2018 | Wuhan, China (April) Gjovik, Norway (September/October)
2017 | Hamilton, New Zealand (April) Berlin, Germany (October)

2016 | Tampa, FL, USA (April) Abu Dhabi, UAE (October)

2015 | Kuching, Sarawak, Malaysia (May) Jaipur, India (October)

2014 | Hong Kong, SAR China (April) Mexico City, Mexico (October)

2013 | Sophia Antipolis, France (April) Incheon, Republic of South Korea (October)
2012 | Stockholm, Sweden (May) Rome, Italy (October)

2011 | Singapore (April) Nairobi, Kenya (November)

2010 | Melaka, Malaysia (April) Berlin, Germany (October)

2009 | Beijing, China (May) Redmond, Washington, USA (November)
2008 | Kyoto, Japan (April) Limassol, Cyprus (October)

2007 | Moscow/St Petersburg, Russia (May) Lucerne, Switzerland (October)

2006 | Madrid, Spain (May) Glenburn Lodge, South Africa (November)
2005 | Vienna, Austria (April) Kuala Lumpur, Malaysia (November)
2004 | Singapore (April) Fortaleza, Brazil (October)

2003 | Quebec, Canada (April) Paris, France (October)

2002 | Berlin, Germany (April) Warsaw, Poland (October)

2001 | Oslo, Norway (April) Seoul, Republic of South Korea (October)
2000 | London, UK (April) Tokyo, Japan (October)

1999 | Madrid, Spain (April) Columbia, Maryland, USA (October)
1998 | Kista, Sweden (April) Itacurussa, Brazil (October)

1997 | Sydney, Australia (April) Bad Boll, Germany (October)

1996 | London, UK (April) Ermatingen, Switzerland (October)

1995 | Helsinki, Finland (April) Seoul, Republic of South Korea (November)
1994 | Trondheim, Norway (March) Ottawa, Canada (November)
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1993 | Milan, Italy (March) Paris, France (October)

1992 | Zurich, Switzerland (March) Gaithersburg, Maryland, USA (October)
1991 | Tokyo, Japan (April) Brussels, Belgium (October)

1990 | Stockholm, Sweden (April) Munich, Germany (October)
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REFERENCES

ISO/IEC SC 27

https://www.iso.org/committee/45306.html
https://committee.iso.org/home/jtc1sc27
https://www.din.de/en/meta/jtc1sc27

https://www.iso.org/committee/45020.html

http://www.jtc1.org

https://jtc1info.org/sd-2-history/jtc1-subcommittees/sc-27/ [History of SC 27]
https://jtc1info.org/technology/subcommittees/information-security-cybersecurity-privacy-
protection/ [SC 27 committee information]

ISO ARTICLES

Keeping consumers and citizens safe and secure (2021-05-06)
https://www.iso.org/news/ref2664.html

The cybersecurity skills gap (2021-04-15) https://www.iso.org/news/ref2655.html

Protecting our privacy in smart cities (2021-02-18) https://www.iso.org/news/ref2631.html
Keeping cybersafe (2021-02-16) https://www.iso.org/news/ref2629.html

Biometric security (2021-01-14) https://www.iso.org/contents/news/2021/01/Ref2613.html
Keeping an eye on information security (2020-12-16) https://www.iso.org/news/ref2495.html
Getting big on data (2020-11-05) https://www.iso.org/news/ref2578.html

Keeping cyberspace safe for 30 years (2020-10-02) https://www.iso.org/news/ref2563.html

Safe, secure and private, whatever your business (2020-05-04)
https://www.iso.org/news/ref2495.html

How Microsoft makes your data its priority (2020-03-10) https://www.iso.org/news/ref2489.html

Guidance for information security management systems auditors just updated (2020-01-27)
https://www.iso.org/news/ref2477.html

Its all about trust (2019-11-11) https://www.iso.org/news/ref2452.html

Are we safe in the internet of things? (2019-09-05)
https://www.iso.org/news/2016/09/Ref2113.html

Tackling privacy information management head on: first international standard just published
(2019-08-06) https://www.iso.org/news/ref2419.html

Stronger data protection with updated guidelines on assessing information security controls (2019-
02-04) https://www.iso.org/news/ref2367.html

Cracking down on cyber challenges in the latest ISO Focus (2019-01-10)
https://www.iso.org/news/ref2363.html

How to tackle todays IT security risks (2019-01-10)

https://www.iso.org/news/ref2360.html

How to measure the effectiveness of information security (2016-12-16)
https://www.iso.org/news/2016/12/Ref2151.html

Common terminology for information security management just revised (2016-02-18)
https://www.iso.org/news/2016/02/Ref2048.html
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e Security toolbox protects organizations from cyber-attacks (2015-12-17)
https://www.iso.org/news/2015/12/Ref2032.html

e IT security experts win technical excellence award (2015-09-17)
https://www.iso.org/news/2015/09/Ref2005.html

e Safeguard your information with new IT security collection (2013-11-18)
https://www.iso.org/news/2013/11/Ref1799.html

e Areyou prepared for information security breaches? new ISO/IEC 27001 can help (2013-10-04)
https://www.iso.org/news/2013/10/Ref1783.html

e New version of ISO/IEC 27001 to better tackle IT security risks (2013-08-14)
https://www.iso.org/news/2013/08/Ref1767.html

IEC ARTICLES
e Cyber security for IT and OT supply chains (2021-02-03) https://www.iec.ch/blog/cyber-security-it-
and-ot-supply-chains
» Securing IT and OT supply chains with international standards and conformity assessment (2021-

02-01) https://etech.iec.ch/issue/2021-01/securing-it-and-ot-supply-chains-with-international-
standards-and-conformity-assessment

» https://etech.iec.ch/issue/2020-03/effective-governance-is-the-key-to-cyber-security

* https://etech.iec.ch/issue/2020-02/eight-things-organizations-should-do-to-ensure-compliance-
with-cyber-security-regulations

IEC ACADEMY WORKSHOPS

IEC Academy Cybersecurity Workshop One (2024-11)

(ISO/IEC 27001: the leading global standard for managing cyber security risks)
https://www.iec.ch/academy/webinars/isoiec-27001-leading-global-standard-managing-cybe1
risks

IEC Academy Cybersecurity Workshop Two (2025-01)
(Cloud security: Using ISO/IEC 27017 and ISO/IEC 27002)
https://www.iec.ch/academy/webinars/cloud-security-using-isoiec-27017-and-isoiec-27002

IEC Academy Cybersecurity Workshop Three (2025-02)

(ISO/IEC IoT standards to mitigate cyber security risks and boost our global economy)
https://www.iec.ch/academy/webinars/isoiec-iot-standards-mitigate-cyber-security-risks-and
global-economy

IEC Academy Cybersecurity Workshop Four (2025-05)
(Cyber security risks: organizations, people and technologies)
https://www.iec.ch/academy/webinars/cyber-security-risks-organizations-people-and-techno
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ABBREVIATIONS
JTC1 joint technical committee one
SC sub-committee
WG working group
AG advisory group

JWG joint working group

PWI preliminary work item

WD working draft

CD committee draft

DIS draft international standard
FDIS final draft international standard
IS international standard

TS technical specification

TR technical report

SD standing document
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SC 27 WORKING GROUPS
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WG 1 INFORMATION SECURITY MANAGEMENT SYSTEMS

Convenor: Dr. Edward HUMPHREYS, BSI (GB)
Convener Support: Pablo CORONA FRAGA, DGN (MX)
Convenor Support Team: Zhigao FU, SAC (CN)

SCOPE

WG 1 is the centre of international expertise on standardization matters regarding all aspects of in-
formation security management system (ISMS) standards and management system issues related to
the protection of information. The scope of WG 1 covers the development of ISMS standards and
guidelines, including thefollowing:

e Developmentand maintenance ofthe ISO/IEC 27000 ISMS standards family (see figure);

e |dentification of requirements for future ISMS standards and guidelines;

e (Collaboration with other Working Groups in SC 27, in particular with WG 4 and WG 5 on
standards addressing the implementation of ISMS requirements and controls as defined in
ISO/IEC 27001 and ISO/IEC 27002;

e On-going maintenance of WG 1 standing documents, including SD1 (WG 1 Roadmap), and

e Committee Document 2 (Guidance on terminology processes);

e Liaison and collaboration with those organizations and committees with an interest in ISMS
standards and guidelines.

Thefollowingaspectsmaybedistinguished aswithinscope andresponsibilityof WG 1:
e Informationsecuritymanagementsystem (ISMS)requirements;
e |SMS guidelines and supporting implementation documentation, for example, for ISMS
information security management measurements, information security risk management;
e ISMS control standards;
e Other guidance;
® Competence requirements standards for ISMS professionals,
® |nformation security managementgovernance,
e Cybersecurity and ISMS,
® Cross-discipline integration of management system standards e.g. ISO/IEC 27013,
® |nformation security and ISMS definitions and terminology,
e |SMS accreditation, certification requirements and auditing standards;

* 27001
IMPLEMENTATION GUIDANCE
* 27003, 27004, 27005

* 27002, 27008, 27010, 27011, 27017, 27019, 27029, 27103

® 27007, 27013, 27014, 27016, 27021, 27022, 27024, 27028, 27100, 27101, 27102

® 27006-1

Page 17 of 92
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WG 1 also has an ISMS Auditing Practices Group that produces auditor practice notes. Furthermore,
WG 1 has liaisons with IAF and TMB JTCG, and with CASCO/CAB (through the SC 27 liaison officer).
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Standard Title Status ‘ Abstract
2018 This document describes the overview and
: edition 5 the vocabulary of information security man-
ISO/IEC 27000 | Overview ( » ) Y . y.
Revision DIS agement systems, which form the subject of
stage the ISMS family of standards.
This document specifies the requirements
Information 2022 for establishing, implementing, operating,
security (edition 3) monitoring, reviewing, maintaining and im-
ISO/IEC 27001 | management 2023 Amd 1 proving a documented information security
systems — management system within the context of
Requirements the business activities of the organization
and the risks it faces.
Information 2022 This document provides a reference set of
ISO/IEC 27002 | security con- (edition 3) generic information security controls includ-
trols ing implementation guidance.
Information
security man 2017
ISO/IEC 27003 | 2 emeilt svs (edition 2) This document provides explanation and
9eMENt YS= | pevision CD | guidance on ISO/IEC 27001:2013
tem -Guid-
stage
ance
Inf i - _ . o
" Qrmann > This document provides guidelines intended to
curity manage- | 540 . . . . .
: assist organizations in evaluating the infor-
ment - moni- . _ . .
: (edition 2) mation security performance and the effective-
ISO/IEC 27004 | toring, meas- _ . . .
Revision CD ness of an information security management
urement, analy- _ . .
sis and evalua- stage system in order to fulfil the requirements of
. ISO/IEC 27001:2013, 9.1.
tion
This document provides guidelines for infor-
mation security risk management. This Interna-
Information se- 9022 tional Standard supports the general concepts
ISO/IEC 27005 | curity risk man- (edition 4) specified in ISO/IEC 27001 and is designed to
agement assist the satisfactory implementation of infor-
mation security based on a risk management
approach.
Requirements This document specifies general requirements
for bodies for a third-party body operating ISMS (in ac-
providing audit cordance with ISO/IEC 27001:2005) certification/
ISO/IEC 27006-1 an_d certlflcgtlon 2024 registration has to mget, if .It is to be rec_ognlzed
of information | (edition 4) as competent and reliable in the operation of

security man-
agement sys-
tems

ISMS certification / registration. This Interna-
tional Standard follows the structure of ISO/IEC
17021 with the inclusion of additional ISMS-

copyright ISO/IEC 2025
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Abstract

specific requirements and guidance on the ap-
plication of ISO/IEC 17021 for ISMS certification.

Guidelines for

This document provides guidance on conduct-
ing information security management system

. . 2020 (ISMS) audits, as well as guidance on the com-
information se- iy . . .
ISO/IEC 27007 curity manage- (edl.tl.on 3) peFence of ISI\/I$ aud.ltors, in addltloh to thg
Revision CD guidance contained in ISO 19011. It is applicable
ment systems _ .
iy stage to those needing to understand or conduct in-
auditing _
ternal or external audits of an ISMS or to man-
age an ISMS audit programme.
This document provides guidance for assessing
the implementation of ISMS controls determined
Guidelines for 2019 through a risk-based approach for information
SO/IEC TS 27008 the_ assessment (edi.ti.on 1) secgrity manggement. It supports the infor-
of information Revision DIS mation security risk management process and
security controls| stage assessment of ISMS controls by explaining the
relationship between the ISMS and its support-
ing controls.
This document provides guidelines in addition
Information se- to guidance given in the ISO/IEC 27000 family of
curity manage- standards for implementing information security
ment for inter- 2015 management within information sharing com-
ISO/IEC 27010 | sector and in- (edition 2) munities. This International Standard provides
ter- organisa- controls and guidance specifically relating to ini-
tional commu- tiating, implementing, maintaining, and improv-
nications ing information security in inter-organizational
and inter-sector communications.
This Recommendation | International Standard:
Code of practice a) establishes guidelines and general principles
for Information for initiating, implementing, maintaining, and
security controls improving information security management in
ITU-T X.1051 | | based on 2024 telecommunications organizations based on
ISO/IEC 27011 | ISO/IEC 27002 | (edition 3) ISO/IEC 27002; b) provides an implementation
for telecommu- baseline of Information Security Management
nications or- within telecommunications organizations to en-
ganizations sure the confidentiality, integrity and availability

of telecommunications facilities and services.
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ISO/IEC 27013

Guidelines on
the integrated
implementation
of ISO/IEC
27001 and
ISO/IEC 20000-
1

2021

(edition 3)
Amendment 1
(2024)

This document provides guidance on the inte-
grated implementation of ISO/IEC 27001 and
ISO/IEC 20000-1 for those organizations which
are intending to either: a. Implement ISO/IEC
27001 when ISO/IEC 20000-1 is already
adopted, or vice versa; b. Implement both
ISO/IEC 27001 and ISO/IEC 20000-1 together; or|
c. Align existing ISO/IEC 27001 and ISO/IEC
20000-1 management system (MS) implemen-
tations.

Governance of

This document provides guidance on the devel-
opment and use of governance of information

security through which organizations direct and
control the ISMS process as specified in ISO/IEC

utility industry

ITU-T X.1054 | | . . 2022 _ . .
f t - . 27001. This Int t | Standard provides
ISO/IEC 27014 | "MOTMANON e (ition 2) oo IS fernational standard p
curity guiding principles and processes for top man-
agement of organizations on the effective, effi-
cient, and acceptable use of information security
within their organizations.
Inf ti - . . S
" Qrma on se This document provides guidelines on how an
curity manage- organization can make decisions to protect in-
ISO/IEC TR ment — organi- | 2014 9 _ P .
. . iy formation and understand the economic conse-
27016 sational Organi-| (edition 1) . .
. quences of these decisions in the context of
zational eco- . .
. competing requirements for resources.
nomics
This document is to define guidelines support-
Code of practice ing the implementation of Information Security
for information 9015 Management for the use of cloud service. The
it trol iy dopti f this Int ti | Standard allows
TU-T X.1631 | security controls (edition 1) adoption of this Interna |oha |
based on . cloud consumers and providers to meet baseline
ISO/IEC 27017 Revision DIS _ _ . .
ISO/IEC 27002 stage information security management with the se-
for cloud ser- d lection of appropriate controls and implementa-
vices tion guidance based on risk assessment for the
use of cloud service.
This document provides guidance based on
. ISO/IEC 27002:2013 applied to process control
Information se- e
. systems used by the energy utility industry for
curity controls | 2024 _ L .
ISO/IEC 27019 iy controlling and monitoring the production or
for the energy | (edition 2)

generation, transmission, storage and distribu-
tion of electric power, gas, oil and heat, and for
the control of associated supporting processes.
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Abstract

Competence
requirements

This document specifies the requirements of
competence for ISMS professionals leading or

for information | 2017 involved In establishing, implementing, main-
ISO/IEC 27021 | security man- (edition 1) taining and continually improving one or more
agement sys- AMD1 information security management system pro-
tems profes- cesses that conforms to ISO/IEC 27001.
sionals
An information security management system
Guidance on in- (ISMS) consists of interacting processes and is
ISO/IEC TS fprmation secu- 2021 operated by performing those processes. This
rity manage- N document provides a process reference model
27022 (edition 1) . . .
ment system (PRM) for information security management,
processes which differentiates between ISMS processes
and measures/controls initiated by them.
Mapping the
ISO/IEC TR revised editions 9015 This doc.u.ment provides a mapping between the
97023 of ISO/IEC (edition 1) 2013 editions of ISO/IEC 27001 and ISO/IEC
27001 and 27002 and the 2005 editions of these standards.
ISO/IEC 27002
Use of ISO/IEC
27001 fam.lly of . This document provides a list of national regula-
ISO/IEC TR standards in Revision at the tions that reference ISO/IEC 27001 as a require-
27024 Governmental /| DTR stage ment.
Regulatory re-
guirements
Guidance on This document provides guidance on the use
PWI 27028 ISO/IEC 27002 | DIS stage and development of attributes aligned to
attributes ISO/IEC 27002:2022.
ISO/IEC 27002
PWI 27029 and ISO and IEC| DTR
standards
This document provides an overview of cyberse-
curity. This document:
e describes cybersecurity and relevant
_ concepts, including how it is related to and
ISO/IEC TS Cyber.secunty ~ 1 2021 different from information security;
27100 Overview and TS (edition 1) e establishes the context of cybersecurity;
concepts

e does not cover all terms and definitions
applicable to cybersecurity; and

e does not limit other standards in defining
new cybersecurity-related terms for use.

ISO/IEC 27102

Guidelines for
cyber-insurance

2019
(edition 1)

This document provides guidelines when con-
sidering purchasing cyber-insurance as a risk
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Abstract

Revision WD
stage

treatment option to manage the impact of a
cyber-incident within the organization's infor-
mation security risk management framework.
This document gives guidelines for:

a) considering the purchase of cyber-insurance
as a risk treatment option to share cyber-risks;
b) leveraging cyber-insurance to assist manage
the impact of a cyber-incident;

c) sharing of data and information between the
insured and an insurer to support underwriting,
monitoring and claims activities associated with
a cyber-insurance policy;

d) leveraging an information security manage-
ment system when sharing relevant data and in-
formation with an insurer.

ISO/IEC TR
27103

Cyber security
and ISO and IEC
standards

2018

(edition 1)
Under revision
DTR stage

This document provides guidance on how to
leverage existing standards in a cybersecurity
framework.

ISO/IEC TR
27109

Cyber education
and training

to be published
asalR

This preliminary work item is considering the
development of a technical report on cyber ed-
ucation.

ISO/IEC TS
27110

Cybersecurity
framework de-
velopment
guidelines

2021
(edition 1)

This document specifies guidelines for develop-
ing a cybersecurity framework. This document is
applicable to cybersecurity framework creators
In organizations regardless of their type, size, or
nature.
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WG 2 CRYPTOGRAPHY AND SECURITY MECHANISMS

e Convenor: Hirotaka YOSHIDA, JISC (JP)
e Convener Support: Takeshi CHIKAZAWA, JISC (JP)

SCOPE
WG 2 provides a centre of expertise for the standardization of IT Security techniques and mechanisms

within JTC 1 with the following scope:

Identification of the needs and requirements for these techniques and mechanisms in IT systems
and applications;

Development of terminology, general models and standards for these techniques and
mechanisms for use in security services;

On-going maintenance of WG 2 standing document SD1 (WG 2 Roadmap).

The scope covers both cryptographic and non-cryptographic techniques and mechanisms including:
e confidentiality;
® entity authentication;
® non-repudiation;
e key management, including random number generation and prime number generation;
e data integrity suchas:
® message authentication;
e hash-functions;
e digital signatures.

The mechanisms in general specify several options with respect to the (combination of) techniques

used including symmetric cryptographic, asymmetric cryptographic and non-cryptographic.
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Abstract

ISO/IEC 4922-1

Secure multiparty
computation

Part 1. General 15" ed. 2023
ISO/IEC Part 2- Mechanisms based ISO/IEC .4922 specifies cryptographu:
on secret sharin 1st ed. 2024 mechanisms to compute a function on
4922-2 9 data while the data is kept secret, and
Secure multiparty their properties.
ISO/IEC computation — Part 3: Under
4922-3 Mechanisms based on development
garbled circuits
ISO/IEC ISO/IEC 7064 specifies a set of check
2064 Check character systems | 1St ed. 2003 chgracter systems capable of protecting
strings against errors.
Digital signature schemes
giving message recovery
ISO/IEC 9796-2 | Part 2: Integer 3rd ed. 2010 ISO/IEC 9796 specifies digital signature
factorization-based mechanisms giving partial or total
mechanisms message recovery aiming at reducing
. . storage and transmission overhead.
ISO/IEC Part 3: Discrete logarithm q
9796-3 based mechanisms 2Nd ed. 2006
Message authentication
codes (MACs)
ISO/IEC Part 1: Mechanisms using | 2™ ed. 2011
9797-1 a block cipher (+Amd 1:2023 2™
ed) ISO/IEC 9797 specifies message
Part 2- Mechanisms usin 3 od 2021 authentication code (MAC) algorithms,
ISO/IEC dedi hash 9 . which are data integrity mechanisms that
9797-2 ade -|cated ash- (+Cor 1:2024) compute a short string.
function
ISO/IEC Part 3: Mechanisms using
9797-3 a universal hash-function | 1% ed. 2011
ISO/IEC Entity authentication Part 3% ed. 2010
9798-1 1: General '
Part 2: Mechanisms using
ISO/IEC symmetric encipherment | 4" ed. 2019
9798-2 algorithms o .
ISO/IEC 9798 specifies several kinds of
ISO/IEC entity authentication mechanisms that an
9798-3 Part 3: Mechanisms using 3% ed. 2019 entity to be authenticated proves its
digital signature ' identity by showing its knowledge of a
techniques secret.
Part 4: Mechanisms using
ISO/IEC cryptographic check 2" ed. 1999
9798-4 function
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Standard  Title Status Abstract
rd
Part 5: Mechani i 3" ed. 2009
ISO/IEC art 5: Mechanisms using
9793 zero knowledge (Under
-5 techniques revision)
ISO/IEC Part 6: Mechanisms using 2™ od. 2010
0798-6 manual data transfer
ISO/IEC I\/Iodes‘of opera.t|on for 4" ed. 2017 ISO/IEQ 10116 speC|f|e§ modes of‘ |
an n-bit block cipher operation for a block cipher algorithm, i.e.,
10116 algorithm (+Amd 1) ECB, CBC, OFB, CFB and CTR.
ISO/IEC Hash-functions 3rd ed. 2016
10118-1 Part 1: General (+Amd 1)
Part 2: Hash-functions
ISO/IEC using an n-bit block 3“ ed. 2010
10118-2 cioher . .
P ISO/IEC 10118 specifies some kinds of
ISO/IEC Part 3: Dedicated hash- th hash-functions which map arbitrary strings
: 4" ed. 2018 . .
10118-3 functions of bits to a given range.
ISO/IEC Part 4: Hash-functions 1% ed. 1998
10118-4 using modular arithmetic | (+Amd 1)
ISO/IEC Key management Part 1: o™ od. 2010
11770-1 framework
ISO/IEC Part 2: I\/I.echanisms using 39 ed. 2018
11770-2 symmetric techniques
ISO/IEC Part 3 Mechanisms using | - S0 202
art 3: gc anlsms using (+Amd 1 )
11770-3 asymmetric techniques
ISO/IEC Part 4: Mechanisms based 2" ed. 2017
art 4: Mechanisms base (+Amd 1/2)
11770-4 on weak secrets .
Under revision ISO/IEC 11770 describes general models
ISO/IEC Part 5: Group key o on which key management mechanisms
2" ed. 2020 based. def he basi ¢
11770-5 management are based, defines the basic concepts o
key management, and defines several
ISO/IEC Part 6 Key derivation 1% ed. 2016 kinds of key establishment mechanisms.
11770-6
Part 7: Cross-domain
ISO/IEC password—based 1% ed. 2021
11770-7 authenticated key
exchange
ISO/IEC Part 8: Password-based | Under
11770-8 key derivation development
ISO/IEC Non-repudiation 4" od. 2020 ISO/IEC 13888 series provides non-
13888-1 Part 1: General ' repudiation mechanisms for the following
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ISO/IEC Part 2: Mechanisms using 2™ ed. 2010 phase§ of non repudiation:
13888-2 symmetric techniques ed. — evidence generation;
— evidence transfer, storage and retrieval;
_ _ and
ISO/IEC Part 3: Mgchanlsms Using | 30 .4 2020 __ evidence verification.
13888-3 asymmetric techniques ' Dispute arbitration is outside the scope of
the ISO/IEC 13888 series.
Digital signatures with
ISO/IEC appendix 2" ed. 2008
14888-1 Part 1. General
2" ed. 2008
ISO/IEC Part 2: Integer (+Amd 1
factorization-based Und
- - nder
14888-2 mechanisms devel ISO/IEC 14888 specifies several digital
(deve opment) signature mechanisms with appendix for
3" ed. 2016 messages of arbitrary length.
ISO/IEC Part 3: Discrete logarithm | (+Amd 1
14888-3 based mechanisms Under
development)
ISO/IEC Part 4: Stateful hash-
14888-4 based mechanisms 1" ed. 2024
ISO/IEC Part 5: lattice-based Under
14888-5 mechanisms development
ISO/IEC Part 6: stateless hash- Under
14888-6 based mechanisms de\/e|opment
ISO/IEC Cryptographic techniques ISO/IEC 15946 describes the mathematical
based on elliptic curves 3" ed. 2016 background and general techniques
15946-1 Part 1: General necessary for implementing the elliptic
curve cryptography mechanisms defined in
ISO/IEC Part 5: 3 ed. 2022 ISO/IEC 15946-5,ISO/IEC 9796-3, ISO/IEC
15946-5 Elliptic curve generation |Under revision | 11770-3, ISO/IEC 14888-3, ISO/IEC
18033-2 and other ISO/IEC standards.
_ _ _ 2" ed. 2025
ISO/IEC Time-stamping services (+Amd 1)
18014-1 Part 1. Framework ISO/IEC 18014-
] rd — identifies the objective of a time-
ISO/IEC Part 2: Meghanlsms 3" ed. 2921 stamping authority:
18014-2 producing independent | (+Cor 1:2024) | _ gescripes general model on which
tokens time-stamping services are based;
ISO/IEC Part 3: Mechanisms . — defines time-stamping services;
18014-3 producing linked tokens 2" ed. 2009 — defines the basic protocols between the
involved entities.
ISO/IEC Part 4: Traceability of time 1% ed. 2015
18014-4 sources
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Abstract

ISO/IEC 18031 specifies a conceptual
ISO/IEC Random bit generation 3% od. 2025 model for a random bit generator fgr
18031 cryptographic purposes, together with the
elements of this model.
ISO/IEC ISO/IEC 18032 presents methods for
Prime number generation| 2™ ed. 2020 generating prime numbers as required in
18032 cryptographic protocols and algorithms.
ISO/IEC Encryption algorithms 2" ed. 2021
18033-1 Part 1. General
1% ed. 2006
. (+Amd 1/2
ISO/IEC Part 2: Asymmetric
. Under
18033-2 ciphers
development)
nd
ISO/IEC Part 3: Block ciphers 2" ed. 2010 , .
18033-3 (+Amd 1) ISO/IEC 18033 is general in nature and
nd provides definitions that apply in
ISO/IEC Part 4: Stream ciphers 2" ed. 2011 subsequent parts of the ISO/IEC 18033
18033-4 (+Amd 1) series.
ISO/IEC Part 5: Identity-based 1" ed. 2015 It introduces the nature of encryption and
18033-5 ciphers (+Amd 1) describes Ce‘rtain general aspects of its use
and properties.
ISO/IEC Part 6: Homomorphw 1 od. 2019
18033-6 encryption
1% ed. 2022
ISO/IEC Part 7: Tweakable block | (+Amd 1
18033-7 ciphers Under
development)
ISO/IEC Blind c.1||g|ta| signatures 1% od. 2016
18370-1 Part 1. General
ISO/IEC Part 2: D|scret§ logarithm 1% od. 2016
18370-2 based mechanisms
ISO/IEC Secret. sharing 1% ed. 2016
19592-1 Part 1. General
ISO/IEC Part 2: Flundamental 1% ed. 2017
19592-2 mechanisms
ISO/IEC Authenticated encryption | 2™ ed. 2020
19772
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ISO/IEC 20008 specifies principles,

Anonymous digital including a general model, a set of entities,
ISO/IEC . st
20008-1 signatures 1" ed. 2013 a number of processes, and general

B Part 1: General requirements for the following two
categories of anonymous digital signature
mechanisms:
ISO/IEC Part 2: Mechgnisms using | 1" ed. 2013 a) signature mechanisms using a group
20008-2 a group public key (+Amd 2) public key, and
ISO/IEC Part 3: Mechanisms using . b) S|gnature mechanisms using multiple
. . 1" ed. 2024 public keys.

20008-3 multiple public keys

Anonymous entity
ISO/IEC authentication Part 1: 1% ed. 2013
20009-1 General

Part 2. Mechanisms based
ISO/IEC on signatures using a 1" ed. 2013
20009-2 group public key
ISO/IEC Part 3: Mechanisms based
20009-3 on blind signatures 1" ed. 2022

1% ed. 2017
_ (+Amd 1
ISO/IEC Part 4: Mechanisms based
Under

20009-4 on weak secrets

development)

Redaction of authentic

ISO/IEC

data 1% ed. 2021
23264-1 Part 1: General
Part 2: Redactable
[SO/IEC signature schemes based
23264-2 on asymmetric 1% ed. 2024
mechanisms
ISO/IEC i} ifi ;
Oblivious Transfer — Part | Under lSO/lE'C 25330 1 specifies grypto
25330-1 1: General development graphic mechanisms to obliviously
transfer data, and provides terms,
ISO/IEC N general models, and
253302 Part 2: Base Oblivious Under related parameters and various re-

Transfer . .
development | irements of oblivious transfer.
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Abstract

ISO/IEC 25330-2 specifies the cryp-
tographic mechanisms of a

development)

ISO/IEC
25330-3 base oblivious transfer protocol. It
provides parameters, detailed
protocols, and test vectors for these
mechanisms.
Part 3: Oblivious Transfer | Under ISO/IEC 25330-3 specifies crypto-
Extensions development [graphic mechanisms to
efficiently extend a small number of
oblivious transfers into a larger
number of oblivious transfers. It pro-
vides security parameters, detailed
protocols, and test vectors for the
mechanisms.
ISO/IEC 25888 specifies algorithmic
Algorithmic Mechanisms mechanisms to protect symmetric
ISO/IEC to Prgtect Symmetric Under algorithms in hardv\/gre against .5|de—
Algorithms in Hardware channel attacks. Resistance against
25888 Against Side-Channel development side-channel attacks is achieved by
Attacks combining several types of mecha-
nisms.
ISO/IEC Fully homomorphic Under ISO/IEC 28033 series specifies sev-
280331 ‘;;‘Stri?téoer;eral development eral cryptographic mechanisms that
Part 2 Mechanisms for allow a function to be computed on
ISO/IEC exact arithmetic on Under encrypted data, while preserving the
28033-2 modular integers development |confidentiality of input, intermediate
ISO/IEC qut 3: Mechanisms fgr Under data, and output of a computation
98033-3 2:tr:rg‘e‘9rzc on approximate development [ISing onlly FHE. Verification that the
Dart 4 Mecharisms for function itself is computed correctly
ISO/IEC arithmetic based on look- Under is outside of the scope of this docu-
28033-4 up table evaluation development |ment.
ISO/IEC Part 5: Mechanisms for Under
28033-5 scheme switching development
ISO/IEC Signcryption 1" ed. 2011
29150
1% ed. 2012
_ _ (+Amd 1 ISO/IEC 29192 provides terms and
lzsg(iggi E'ag:tz\:lzge:t:efgptography Under definitions that apply in subsequent

parts of ISO/IEC 29192.
This part of ISO/IEC 29192 sets the security
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ISO/IEC _ » requirements, classification requirements
291972-2 Part 2: Block ciphers 2" ed. 2019 and implementation requirements for
- mechanisms that are proposed for
ISO/IEC Part 3: Stream ciphers 1% ed. 2012 inclusion in subsequent parts of ISO/IEC
29192-3 29192.
1% ed. 2013
ISO/IEC Part 4: Mechanisms using | (+Amd 1
20192-4 asymmetric techniques Under
development)
ISO/IEC Part 5: Hash-functions 1" ed. 2016
29192-5
Part 6: Message
ISO/IEC authentication codes 1" ed. 2019
29192-6 (MACs)
ISO/IEC Part 7: Broqdcast 1% ed. 2019
29192-7 authentication protocols
ISO/IEC | 1" ed. 2022
Part 8: Authenticated (+Amd 1
29192-8 .
encryption Under
development)
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WG 3 SECURITY EVALUATION, TESTING AND SPECIFICATION

SCOPE

Convener: MiguelBANON,UNEES)
Convenor-support: NarukiKAI,JISC (JP)

The scope of WG 3 covers aspects related to security engineering with particular emphasis on, but not
limited to, standards for IT security specification, evaluation, testing and certification of IT systems,
components, and products. This includes consideration of computer networks, distributed systems,
associated application services, biometrics.

The following aspects may be distinguished:

security evaluation criteria;

methodology for application of the criteria;

security functional and assurance specification of IT systems, components and products;
testing methodology for determination of security functional and assurance conformance;
administrative procedures for testing, evaluation, certification, and accreditation schemes;

On-going maintenance of WG 3 standing document SD1 (WG 3 Roadmap).

Theworkreflectsthe needs ofrelevantsectorsinsociety, asrepresentedthrough ISO/IEC NationalBodies
andotherorganizationsinliaison, expressedin standards for security functionality and assurance.

Account is taken of related ISO/IEC and ISO standards for quality management and testing so as not to
duplicate these efforts.
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A General Framework Under develop-

ISO/IEC TR 5891 for Runtime Hardwarement,

Security Assessment DTR ballot.

Multi-party coordi-
nated vulnerability
disclosure and han-
dling

ISO/IEC TR 5895

Towards creating an

extension for patch  Under develop-

ISO/IEC TS 9569 management for ment

ISO/IEC 15408 and DTS ballot.

ISO/IEC 18045

Evaluation criteria for

ISO/IEC 15408 ) 4th Ed 2022
IT security

ISO/IEC TR Security Assurance

15443 Framework

Guide for the prepa-

ISO/IEC TR ration of Security Tar-
15446 gets and Protection
Profiles

Testing methods for
the mitigation of
ISO/IEC 17825 non-invasive attack
classes against cryp-
tographic modules

Page 33 of 92

1" Ed 2022

2" Ed 2012

3" Ed 2017

Under revision
FDIS ballot

This TR describes a possible security assess-
ment methodology whereby the runtime be-
haviours of one or more hardware compo-
nents in post-silicon phase could be verified
by an agent that is external to the hardware
components.

This TR clarifies and augments the application
and implementation of ISO/IEC 30111 and
ISO/IEC 29147 in multi-party coordinated
vulnerability disclosure (MPCVD) settings, in-
cluding the evolving commonly adopted
practices in this area.

This Technical Specification collects the dis-
cussions and experience from the ISO/IEC
15408 and ISO/IEC 18045 experts interested
in the solution of the Patch Management
problem. The document proposes a way to
solve the problem in a harmonized but not
yet standardized way.

ISO/IEC 15408 establishes the security evalu-
ation criteria and concepts to provide a gen-
eral model of evaluation of the security prop-
erties of IT products.

The objective of this Technical Report is to
present a variety of assurance methods and
assurance approaches to guide the IT Security
Professional in the selection of an appropriate
assurance method (or combination of meth-
ods) to achieve confidence that a given IT se-
curity product, system, service, process or en-
vironmental factor satisfies its stated security
assurance requirements.

Many people consider this Technical Report
to be a very good introduction to ISO/IEC
15408. It also provides practical guidance to
the process of preparing for evaluation.
ISO/IEC 17825 is applicable to all parties in-
volved in designing and testing cryptographic
modules or similar security devices. It pro-
vides the methods and metrics for testing of
mitigation for classes of non-invasive security
attacks.
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ISO/IEC 18045

ISO/IEC 18367

ISO/IEC TS
19249

ISO/IEC TS
19608

ISO/IEC 19790

ISO/IEC TR
19791

ISO/IEC 19792

Page 34 of 92

Methodology for IT

. . 3“ Ed 2022
security evaluation
Cryptographic algo-
rithms and security o

1" Ed 2016

mechanisms con-
formance testing

Catalogue of archi-

tectural and design

principles for secure 1% Ed 2017
products, systems,

and applications

Guidance for devel-

oping security and

privacy functional re- 1" Ed 2018
quirements based on

ISO/IEC 15408

Security requirements

. Under revision
for cryptographic

DIS ballot
modules
Security Assessment
of Operational Sys- 2™ Ed 2010

tems

A Framework for se-

curity evaluation and Under revision
testing of biometric WD stage
technology

ISO/IEC 18045 defines the minimum actions
to be performed by an evaluator in order to
conduct an ISO/IEC 15408 evaluation, using
the criteria and evaluation evidence defined in
ISO/IEC 15408.

ISO/IEC 18367 describes cryptographic algo-
rithms and security mechanisms conformance
testing methods.

ISO/IEC TS 19249 provides a catalogue of ar-
chitectural and design principles that can be
used in the development of secure products,
systems and applications together with guid-
ance on how to use those principles effec-
tively.

ISO/IEC 29100 defines a framework of privacy
principles that should be considered when
developing systems or applications that deal
with personally identifiable information (PII).
This document analyses those principles and
maps them, where possible, to the security
functional requirements defined in ISO/IEC
15408-2.

ISO/IEC 19790 specifies the security require-
ments for a cryptographic module utilised
within a security system protecting sensitive
information in computer and telecommunica-
tion systems

ISO/IEC TR 19791 provides guidance and cri-
teria for the security evaluation of operational
systems. It provides an extension to the scope
of ISO/IEC 15408 by considering a number of
critical aspects of operational systems not ad-
dressed in ISO/IEC 15408 evaluation

ISO/IEC 19792 specifies the subjects to be ad-
dressed during a security evaluation of a bio-
metric system. It covers the biometric-specific
aspects and principles to be considered dur-
ing the security evaluation of a biometric sys-
tem.
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ISO/IEC 19896

ISO/IEC 19989

ISO/IEC TR
20004

ISO/IEC 20085

ISO/IEC TS 20540

ISO/IEC 20543
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Competence require-

ments for information Under revision

security testers and WD stage
evaluators

Criteria and method-
ology for security
evaluation of bio-
metric systems

1" Ed 2020

Refining software vul-
nerability analysis un-
der ISO/IEC 15408
and ISO/IEC 18045

2" Ed 2015

Test tool require-
ments and test tool
calibration methods
for use in testing

mitigation techniques
in cryptographic
modules

Guidelines for testing
cryptographic mod-
ules in their opera-
tional environment

WD stage

Test and analysis

methods for random

bit generators within 1% Ed 2019
ISO/IEC 19790 and

ISO/IEC 15408

1% Ed 2019 part 1,
non-invasive attack 1% Ed 2020 part 2.

Under revision

ISO/IEC 19896 provides the minimum re-
quirements for the knowledge, skills and ef-
fectiveness requirements of individuals per-
forming testing activities for a conformance
scheme using ISO/IEC 19790 and of individu-
als in performing IT product security evalua-
tions in accordance with ISO/IEC 15408 (all
parts) and ISO/IEC 18045.

For the security evaluation of presentation at-
tack detection for biometrics, this Interna-
tional Standard will specify extended func-
tional security functional components to
ISO/IEC 15408-2, extended security assurance
components to ISO/IEC 15408-3, and will
complement the methodology specified in
ISO/IEC 18045.

ISO/IEC TR 20004 refines the AVA_VAN as-
surance family activities defined in ISO/IEC
18045 and provides more specific guidance
on the identification, selection and assess-
ment of relevant potential vulnerabilities in
order to conduct an ISO/IEC 15408 evaluation
of a software target of evaluation.

The document will address the specific tools,
test bench setups, data capture and the de-
termination of the pass/fail metric based on
the collected data. The calibration of the
tools, setup, etc. will also be addressed to en-
sure that test setups that may have different
underlying components yield the same re-
sults.

ISO/IEC TS 20540 provides recommendations
and checklists which can be used to support
the specification and operational testing of
cryptographic modules in their operational
environment within an organization's security
system.

This project specifies a methodology for the
evaluation of non-deterministic or determin-
istic random bit generators intended to be
used for cryptographic applications.
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ISO/IEC 20897

ISO/IEC 21827

ISO/IEC TR
22216

ISO/IEC TS
23532

ISO/IEC 23837

Page 36 of 92

This project specifies the security require-

Physically unclonable 1% Ed 2020 part 1, ments and the test methods for physically un-

functions

Systems Security En-
gineering -- Capabil-
ity Maturity Model
(SSE-CMM)

2" Ed. 2008

Introductory guid-
ance on evaluation
for IT security

1" Ed. 2022

Requirements for the
competence of IT se-
curity testing and
evaluation laborato-
ries

1" Ed. 2021

Security require-
ments, test and eval-
uation methods for
quantum key distri-
bution

1% Ed submitted
for publication

1% Ed 2022 part 2. clonable functions for generating non-stored

cryptographic parameters.

ISO/IEC 21827:2008 specifies the Systems Se-
curity Engineering - Capability Maturity
Model® (SSE-CMM®), which describes the
essential characteristics of an organization's
security engineering process that must exist
to ensure good security engineering. ISO/IEC
21827:2008 does not prescribe a particular
process or sequence, but captures practices
generally observed in industry.

This Technical Report will provide guidance
and support to those responsible for imple-
menting the revised edition of the ISO/IEC
15408 and ISO/IEC 18045 standards.

This new technical specification supplements
the CASCO standard ISO/IEC 17025 by
providing more detail and specificity to the
requirements of ISO/IEC 17025 in the special-
ised area for laboratories performing evalua-
tions and testing based on the ISO/IEC 15408
and ISO/IEC 19790 standards.

ISO/IEC 23837 specifies the security require-
ments, test and evaluation methods for
Quantum Key Distribution (QKD) under the
framework of ISO/IEC 15408.

QKD provides a method to use a pre-shared
key for establishing a symmetric key with in-
formation theoretic security. The established
key can be subsequently used with an infor-
mation theoretic secure encryption mecha-
nism to create a secure communication chan-
nel. To achieve such a high level of security
the implementation of the system and the se-
curity primitives should satisfy criteria that are
given in this document.
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ISO/IEC TS
24462

ISO/IEC TR
24485

ISO/IEC 24759

ISO/IEC 29128

ISO/IEC 29147

ISO/IEC TS
30104

ISO/IEC 30111
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Ontology for ICT Under develop-
Trustworthiness As- ment
sessment DTS ballot

Security properties,
test and evaluation
guidance for white
box cryptography

1" Ed 2022

Test requirements for
cryptographic mod- Under revision
ules DIS ballot

Verification of crypto-
graphic protocols

der revision
Rgspongble Vulnera- o £d 2018
bility Disclosure
Physical security at-
tacks,.mltlgatlon 19 £d 2015
techniques and secu-
rity requirements
Vulnerability handling o™ £d 2019

processes

The proposed Technical Specification will de-
fine an inventory of building blocks concep-
tually associated with different types of as-
sessments, an ontology (i.e., a meta-model)
that organizes the building blocks, and
guidelines for using the inventory of building
blocks and the ontology. The ontology will
cover the domain of ICT assessment and de-
fine a consistent view in this space.

This Technical Report introduces security
properties and provides guidance on the test
and the evaluation of white box cryptography
(WBC), that is a cryptographic algorithm spe-
cialized for a key, but where the said key can-
not be extracted.

ISO/IEC 24759 specifies the methods to be
used by testing laboratories to test whether
the cryptographic module conforms to the
requirements specified in ISO/IEC 19790.

2" Ed 2023 part 1 1SO/IEC 29128 provides a technical base for
Parts 2 and 3 un- the assessment of the security of crypto-

graphic protocols.

ISO/IEC 29147 provides a methodology for
the disclosure and management of vulnera-
bility alerts to be used by all interested par-
ties.

ISO/IEC TS 30104 provides a survey of physi-
cal security attacks directed against different
types of hardware embodiments; guidance on
the principles, best practices and techniques
for the design of tamper protection mecha-
nisms and methods for the mitigation of
those attacks.

ISO/IEC 30111 gives guidelines for how to
process and resolve potential vulnerability in-
formation reported by individuals or organi-
zations that find a potential vulnerability.
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WG 4 SECURITY CONTROLS AND SERVICES

e Convener: Faud Khan, SCC (CA)
e Convener-support:  Yanghuichen LIN, SAC (CN)

SCOPE

Aspects related to security controls and services, emphasizing standards for IT security and its application
to the security of products and systems in information systems, as well as the security in the lifecycle of
such products andsystems.

Thetopicscoveredinclude:

e |CT security operations (for example readiness, continuity, incident and event management,
investigation);

® [nformation lifecycle (for example creation, processing, storage, transmission and disposal);

e Cloud (for example cloud computing);

e Cyber (for example cybersecurity labelling, confidential computing);

e Internet (for example network, virtualization);

e Smart cities (for example cybersecurity framework for smart city);

e Al (for example Al system security);

e Edge computing (for example guidelines for edge computing security).
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Standard Title Status Abstract

This document provides guide-
lines, methodology and tech-
niques for deriving securely in-
formation denoted to as prove-
nance meta-data about data
assets from other sources, in-
termediaries or users. Data
owners may create, manipulate,
transform their data but, may
also decide on eventually
providing their data assets to
the public by sharing a com-
Information security, cy- monly used data space.
bersecurity and privacy DIS The meta-data is derived from
protection — Data prov- real activities like data creations
enance or any other data transfor-
mation observable at industrial
processes, energy distributions
or, human habitants or entities
of some smart-X data space.
These observations are ar-
ranged into narrative graphs
that are inspected by stake-
holders from different domains
that want to subscribe data as-
sets from trusted third parties
along their data lifecycle value
streams processing timelines.
This document provides the fol-
lowing:

CPS conceptual model and its
specific characteristics

— a conceptual model of cyber

. hysical P dit
Cybersecurity — Security physical systems (CPS) and ts

frameworks and use general features;
ISO/IEC TS 5689 DIS — specific characteristics of CPS

cases for cyber physical

yber phy compared to other related con-
systems

cepts;

Concerns and security frame-
works
— security concerns as the basis
for the discussion of security
risks and security controls for

ISO/IEC 5181
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Standard Status Abstract

the CPS based on the concep-
tual model;

— several security frameworks to
address those security concerns;
Practical use cases for CPS

— use cases based on the re-
spective security frameworks for
CPS;

— provision of visibility of use
cases into the specific use of the
security frameworks, etc.

This document does not pro-
vide specific security controls
needed in cyber physical sys-
tems.

This document applies to all
sectors where CPS are or will be
present, which encapsulate a
diverse set of sectors ranging
from industrial (e.g., manufac-
turing) to public (e.g., smart cit-
ies). CPS stakeholders such as
users, developers, and opera-
tors can have a common un-
derstanding of CPS (e.g., con-
cepts, risks, security framework)
through this document.
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ISO/IEC TR 6114

Title

Cybersecurity — Security
considerations through-
out the product life cycle

Status

1" ed. 2023

CD 11:2025 (2)

Abstract

This document describes secu-

rity considerations throughout

the product life cycle (SCLC),
which is a framework that spans
the entire information and
communications technology

(ICT) product life cycle. The aim

of the framework is to align the

industry and bring greater
transparency to customers at
every point on the ICT product
life cycle.

This document describes the

following items for suppliers,

end users (consumers), inter-
mediaries of the ICT supply
chain, service providers, and
regulators:

* definition of phases in the
ICT product life cycle from
concept to retirement;

* threat vectors possible in
each phase of the life cycle;

* potential controls against
those threat vectors.

The target audiences of this

document are suppliers and

consumers of ICT products, in-
cluding all participants through-
out the supply chain such as sil-
icon chip designers, fabricators,
product assemblers, logistics
providers, service providers, and
information security organiza-
tions. Clauses 5 to 11 target an
organization’s strategic and risk
management teams. This docu-
ment provides an end-to-end
view of the threats in each
phase to help the organization
shape their plans, procedures
and policies.
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Standard Title Status Abstract
This PWI aims to identify the
Information technology stakeholders and the security
— Big data security and and privacy risks related to
ISO/IEC PWI TS 7709 privacy - SecuriFy and NP multi-sourced Idata proc§ssing,
privacy-preserving and to determine what kind of
guidelines for multi- deliverable is needed to provide
sourced data processing guidelines on how to mitigate
the security and privacy risks.
Information technology |dentifies different major cate-
— Security techniques — 1% ed. 2002 gories of TTP services including:

ITU-T X.842 | ISO/IEC
TR 14516

Guidelines for the use
and management of
Trusted Third-Party ser-
vices

Confirmed in
2018

time stamping, non-repudia-
tion, key management, certifi-
cate management, and elec-

tronic notary public.

ITU-T X.841 | ISO/IEC
15816

Information technology
— Security techniques —
Security information ob-
jects for access control

1% ed. 2002
Confirmed in
2024

Provides object definitions that
are commonly needed in secu-
rity standards to avoid multiple
and different definitions of the
same functionality.

ITU-T X.843 | ISO/IEC
15945

Information technology
— Security techniques —
Specification of TTP ser-
vices to support the ap-
plication of digital sig-
natures

1% ed. 2002
Confirmed in
2024

Defines the services required to
support the application of digi-
tal signatures for non-repudia-
tion of creation of a document.

ISO/IEC 19086-4

Cloud computing — Ser-
vice level agreement
(SLA) framework — Part
4: Components of secu-
rity and of protection of
PlI

1% ed. 2019
Confirmed in
2024

Specifies the Security and Pri-
vacy aspects of Service Level
Agreements (SLA) for cloud ser-
vices including requirements
and guidance.

ISO/IEC 20547-4

Information technology
— Big Data Reference Ar-
chitecture — Part 4: Se-
curity and Privacy

1" ed. 2020

Specifies the underlying Security
and Privacy fabric that applies
to all aspects of the BDRA (Big
Data Reference Architecture) in-
cluding the Big Data roles, ac-
tivities, and functional compo-
nents.
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Standard Title Status Abstract
Information technology Specifies security guidelines for
— Security techniques — 1% od. 2018 the design and implementation
ISO/IEC 21878 Security guidelihes for Confi.rmed in of virtualized servers. It is not
the design and imple- 2004 applicable to: desktop, network
mentation of virtualized and storage virtualization, or to
servers vendor attestation.
This standard specifies the se-
curity reference model of the
. . industrial Internet platforms, in-
Cybersecurity — Security . . . .
cluding the various industrial el-
reference ements of the industrial Internet
ISO/IEC 24392 model for industrial in- 1% ed. 2023 .
platforms and their correspond-
ternet platform _ . —
Ing security responsibilities. It
(SRM- 1IP) . .
puts forward universal require-
ments for the security of indus-
trial Internet platforms.
This document provides the
Cybersecurity — Confi- overview and concept of confi-
ISO/IEC | 25093-1 dential Computlng — D dentlgl computlng. This docu-
Part 1: Overview and ment is applicable for the
concepts stakeholders to use confidential
computing.
This proposal aims to carry out
research to determine the secu-
rity and privacy considerations
for edge computing and carry-
1ISO/IEC PWI 25545 Gwdelmes for ed.ge PWI mg outa gap gnaly5|s to deter-
computing security mine the existing standards can
be considered and what con-
trols and/or guidelines might be
necessary to further ensure
edge computing security.
The main purpose of this PWI is
to determine if there should be
more than one part for the
ISO/IEC 25093 International
ISO/IEC PWI 25546 Confidential computing | PWI Standard, and, if so, what those

parts should be, e.g.

* Part 2: Architecture

* Part 3: Interface and
application.
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Standard

ISO/IEC PWI 25548

Title

Cybersecurity framework
for smart cities

Status

PWI

CD 11:2025 (2)

Abstract

This document proposes a
comprehensive cybersecurity
framework specifically designed
for smart cities, encompassing
five core components: security
infrastructure, security strategy,
security management, security
technologies, and security op-
erations.

This document is pertinent to
the planning, management, and
operation of cybersecurity
within the context of smart city
environments. Additionally, it
establishes a foundational
groundwork and serves as a
valuable reference for the for-
mulation of supplementary
standards pertaining to the se-
curity of smart cities.

ISO/IEC 27031

Cybersecurity — Infor-
mation and communica-
tion technology readi-
ness for business conti-
nuity

2" ed. 2025

Describes the concepts and
principles of ICT readiness for
business continuity, and pro-
vides a framework of methods
and processes to identify and
specify all aspects for improving
an organization's ICT readiness
to ensure business continuity.

ISO/IEC 27032

Cybersecurity — Guide-
lines for Internet security

2" ed. 2023

This document provides:

an explanation of the
relationship between
Internet security, web
security, network security
and cybersecurity;

an overview of Internet security;

identification of interested
parties and a description of
their roles in Internet
security;

high-level guidance for
addressing common
Internet security issues.

This document is intended for

organizations that use the In-

ternet.
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Title

Revision of 27033

Status

PWI

CD 11:2025 (2)

Abstract

This PWI will review the ISO/IEC
27033 series on Network secu-
rity. The review is to determine
if an update of any of these
parts is needed to address the
changes in the technology par-
adigm that the industry is using
Now.

ISO/IEC 27033-1

Information technology
— Security techniques —
Network security — Part
1: Overview and con-
cepts

2" ed. 2015
Confirmed in
2021

Provides an overview of net-
work security and related defi-
nitions. It defines and describes
the concepts associated with,
and provides management
guidance on, network security.

ISO/IEC 27033-2

Information technology
— Security techniques —
Network security — Part
2: Guidelines for the de-
sign and implementation
of network security

1" ed. 2012
Confirmed in
2023

Provides guidelines for organi-
zations to plan, design, imple-
ment and document network
security.

ISO/IEC 27033-3

Information technology
— Security techniques —
Network security — Part
3. Reference networking
scenarios — Threats, de-
sign techniques and
control issues

1% ed. 2010
Confirmed in
2024

Describes the threats, design
techniques and control issues
associated with reference net-
work scenarios. For each sce-
nario, it provides detailed guid-
ance on the security threats and
the security design techniques
and controls required to miti-
gate the associated risks.

ISO/IEC 27033-4

Information technology
— Security techniques —
Network security — Part
4: Securing communica-
tions between networks
using security gateways

1% ed. 2014
Confirmed in
2019

Gives guidance for securing
communications between net-
works using security gateways
(firewall, application firewall, In-
trusion Protection System, etc.)
in accordance with a docu-
mented information security
policy of the security gateways

ISO/IEC 27033-5

Information technology
— Security techniques —
Network security — Part
5: Securing communica-
tions across networks
using Virtual Private
Networks (VPNs)

1% ed. 2013
Confirmed in
2024

Gives guidelines for the selec-
tion, implementation and moni-
toring of the technical controls
necessary to provide network
security using Virtual Privates
Network (VPN) connections to
inter- connect networks and
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Title

Status
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Abstract
connect remote users to net-
works.

ISO/IEC 27033-6

Information technology
— Security techniques —
Network security — Part
6: Securing wireless IP
network access

1% ed. 2016
Confirmed in
2021

Describes the threats, security
requirements, security control
and design techniques associ-
ated with wireless networks. It
provides guidelines for the se-
lection, implementation and
monitoring of the technical
controls necessary to provide
secure communications using
wireless network.

ISO/IEC 27033-7

Information technology
— Network security —
Part 7: Guidelines for
network virtualization
security

1" ed. 2023

This document aims to identify

security risks of network virtual-
ization, and propose guidelines
for implementation of network

virtualization security.

ISO/IEC PWI 27034

Revision of 27034

PWI

This PWI will review the ISO/IEC
27034 series on Application se-
curity.

ISO/IEC 27034-1

Information technology
— Application security —
Part 1: Overview and
concepts

1" ed. 2011
Cor. 12014
Confirmed In
2022

Provides guidance to assist or-
ganizations in integrating secu-
rity into the processes used for
managing their applications.
This International Standard pre-
sents an overview of application
security. It introduces defini-
tions, concepts, principles and
processes involved in applica-
tion security.
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Standard

ISO/IEC 27034-2

Title

Information technology
— Application security —
Part 2: Organization
normative framework

Status

1% ed. 2015
Confirmed in
2021

CD 11:2025 (2)

Abstract

Provides a detailed description
of the Organization Normative
Framework and provides guid-
ance to organizations for its im-
plementation.

ISO/IEC 27034-3

Information technology
— Application security —
Part 3: Application secu-
rity management pro-
cess

1% ed. 2018
Confirmed in
2023

Provides a detailed description
and implementation guidance
for the Application Security
Management Process.

ISO/IEC TS 27034-5

Information technology
— Application security —
Part 5: Protocols and
application security con-
trol data structure

1% ed. 2017
Confirmed in
2023

Outlines and explains the mini-
mal set of essential attributes of
Application Security Controls
(ASCs) and detalls the activities
and roles of the Application Se-
curity Life Cycle Reference
Model (ASLCRM).

ISO/IEC TS 27034-5-
1

Information technology
— Application security —
Part 5-1: Protocols and
application security con-
trol data structure — XML
Schemas

1% ed. 2018
Confirmed in
2021

Defines XML Schemas that im-
plement the minimal set of in-
formation requirements and es-
sential attributes of Application
Security Controls (ASCs) and the
activities and roles of the Appli-
cation Security Life Cycle Refer-
ence Model (ASLCRM) from
Part 5.

ISO/IEC 27034-6

Information technology
— Application security —
Part 6: Case studies

1% ed. 2016
Confirmed in
2022

Provides usage examples of
Application Security Controls
(ASCs) for specific applications.

ISO/IEC 27034-7

Information technology
— Application security —
Part 7. Assurance pre-
diction framework

1% ed. 2018
Confirmed in
2023

Provides the criteria and guid-
ance for the extension of secu-
rity attributes in one application
to a different but related appli-
cation. Additionally, the predic-
tion will state the conditions
under which the prediction is
valid and invalid.

ISO/IEC 27035-1

Information technology
— Information security
incident management —

2" Ed. 2023

Presents basic concepts and
phases of information security
incident management and
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Standard Title Status Abstract
Part 1. Principles and combines these concepts with
process principles in a structured ap-
proach to detecting, reporting,
assessing, and responding to
incidents, and applying lessons
learnt.
Provides the guidelines to plan
. and prepare for incident re-
Information technology L
Information securit sponse. The guidelines are
incident mana emeni based on the "Plan and Pre-
ISO/IEC 27035-2 _ .g 2" Ed. 2023 pare" phase and the "Lessons
Part 2: Guidelines to . )
. Learned" phase of the "Infor-
plan and prepare for in- _ o
. mation security incident man-
cident response "
agement phases" model pre-
sented in Part 1.
Includes staff responsibilities
. and operational incident re-
Information technology ey
. . sponse activities across the or-
— Information security . . .
cident management ganization. Particular focus is
ISO/IEC 27035-3 _ .g 1% ed. 2020 given to the incident response
Part 3: Guidelines for ICT . . .
- team activities including moni-
incident response oper- _ . .
. toring, detection, analysis, and
ations L
response activities for the col-
lected data or security events.
This document provides guide-
lines for multiple organizations
handling information security
incidents in a coordinated man-
ner. It also addresses the im-
pacts of external cooperation
on the internal incident man-
agement of an individual or-
Information technology ganization and provides guide-
— Information securit s lines for an individual organiza-
ISO/IEC 27035-4 Y| 1% Ed. 2024 g

incident management —
Part 4: Coordination

tion to adapt to the coordina-
tion process. Furthermore, it
provides guidelines for the co-
ordination team, if it exists, to
perform coordination activities
supporting the cross-organiza-
tion incident response.

The principles given in this doc-
ument are generic and are in-
tended to be applicable to mul-
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Title

Status
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Abstract

tiple organizations to work to-
gether to handle information
security incidents, regardless of
their types, sizes or nature. Or-
ganizations can adjust the guid-
ance given in this document ac-
cording to their type, sizes and
nature of business in relation to
the information security risk sit-
uation. This document is also
applicable to an individual or-
ganization that participates in
partner relationships.

ISO/IEC 27036-1

Cybersecurity — Supplier
relationships — Part 1:
Overview and concepts

2" ed. 2021

Provides an overview of the
guidance intended to assist or-
ganizations in securing their in-
formation and information sys-
tems within the context of sup-
plier relationships. It addresses
perspectives of both acquirers
and suppliers.

ISO/IEC 27036-2

Cybersecurity — Supplier
relationships — Part 2:
Requirements

2" ed. 2022

Specifies fundamental infor-
mation security requirements
for defining, implementing, op-
erating, monitoring, reviewing,
maintaining and improving
supplier and acquirer relation-
ships.

ISO/IEC 27036-3

Cybersecurity — Supplier
relationships — Part 3:
Guidelines for infor-
mation and communica-
tion technology supply
chain security

2" ed. 2023

Provides product and service
acquirers and suppliers in ICT
supply chain with guidance.

ISO/IEC 27036-4

Information technology
— Security techniques —
Information security for
supplier relationships —
Part 4: Guidelines for se-
curity of cloud services

1% ed. 2016
Confirmed in
2022

Define guidelines supporting

the implementation of Infor-

mation Security Management
for the use of cloud service.

ISO/IEC 27037

Guidelines for the iden-
tification, collection, ac-
quisition and preserva-
tion of digital evidence

1" ed. 2012
Confirmed in
2023

Provides guidelines for specific
activities in the handling of dig-
ital evidence that can be of evi-
dential value. It provides guid-
ance to individuals with respect
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Status
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Abstract

to common situations encoun-
tered throughout the digital ev-
idence handling process and
assists organizations in their
disciplinary procedures and in
facilitating the exchange of po-
tential digital evidence between
Jurisdictions.

ISO/IEC 27038

Information technology
— Security techniques —
Specification for digital
redaction

1% ed. 2014
Confirmed in
2019

Specifies characteristics of tech-
niques for performing digital
redaction on digital documents.
It also specifies requirements for
software redaction tools and
methods of testing that digital
redaction has been securely
completed.

ISO/IEC 27039

Information technology
— Security techniques —
Selection, deployment
and operation of intru-
sion detection and pre-
vention systems (IDPS)

1% ed. 2015
Cor. 1 2016
confirmed in
2020

Provides guidelines to assist or-
ganizations in preparing to de-
ploy Intrusion Detection Pre-
vention System (IDPS). In partic-
ular, it addresses the selection,
deployment and operations of
IDPS. It also provides back-
ground information from which
these guidelines are derived.

ISO/IEC 27040

Information technology
— Security techniques —
Storage security

2" ed. 2024

This document provides de-
tailed technical requirements
and guidance on how organiza-
tions can achieve an appropri-
ate level of risk mitigation by
employing a well-proven and
consistent approach to the
planning, design, documenta-
tion, and implementation of
data storage security. Storage
security applies to the protec-
tion of data both while stored in
information and communica-
tions technology (ICT) systems
and while in transit across the
communication links associated
with storage. Storage security
includes the security of devices
and media, management activi-
ties related to the devices and

Page 50 of 92

copyright ISO/IEC 2025



CD 11:2025 (2)

Standard Title Status Abstract
media, applications and ser-
vices, and controlling or moni-
toring user activities during the
lifetime of devices and media,
and after end of use or end of
life.
Information technology Provides guidance on mecha-
— Security techniques — 1% ed. nisms for ensuring that meth-
ISO/IEC 27041 Ggldah_ce on assuring 2015. | st ahd procesges used .|n the
suitability and adequacy | Confirmed in | investigation of information se-
of incident investigative | 2021 curity incidents are “fit for pur-
method pose”.
. Provides guidance on the anal-
Information technology " . . . .
. . 1" ed. ysis and interpretation of digital
— Security techniques — 2015 evidence in a manner which ad
ISO/IEC 27042 Guidelines for the analy- _ _ ) o
. . _ Confirmed in | dresses issues of continuity, va-
sis and interpretation of L L
. : 2021 lidity, reproducibility and re-
digital evidence .
peatability.
Provides guidelines based on
idealized models for common
incident investigation processes
. o across various incident investi-
Information technology | 1" ed. _ . . .
Security technigues 5015 con gation scenarios involving digi-
ISO/IEC 27043 _ y . q_ . . tal evidence. This includes pro-
Incident investigation firmed In .
o cesses from pre-incident prep-
principles and processes | 2020 _ . S
aration through investigation
closure, as well as any general
advice and caveats on such
Processes.
This document provides guid-
ance on how to navigate the
threats that can arise during the
big data life cycle from the vari-
Information security ous big data characteristics that
cybersecurity and pri- are umque Fo big dgtaz. yolume,
vacy protection — Big ;/iOClW, vgilety, (;/arlzlabmt.y, \l/o(lja—
. . ility, veracity and value, includ-
ISO/IEC 27045 data security and pri- | DIS Y yand
Guideli ¢ ing when using big data for the
vacy o u! .e Ines tor design and implementation of
managing big data Al systems.
risks This document can help organi-
zations build or enhance their
big data security and privacy
capabilities, including when us-
ing big data in the development
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Standard Title Status Abstract
and use of Al systems. This doc-
ument is applicable to all or-
ganizations that develop or use
big data systems, regardless of
their type, size or purpose.
Provides an overview of elec-
tronic discovery. In addition, it
Information technology defings related definitiohs and
Electronic discovery — ’ Qescrlbes thg cgnceptg, mclggl—
ISO/IEC 27050-1 Part 1: Overview and 2" ed. 2019 ing, but not limited to identifi-
concepts cation, preservgtlon, collegtlon,
processing, review, analysis, and
production of Electronically
Stored Information (ESI).
Provides guidance for technical
Information technology and non-technical personnel at
— Electronic discovery — senior levels within an organi-
Part 2: Guidance for o zation, including those with re-
ISO/IEC 27050-2 governance and man- 1"ed. 2018 sponsibility for compliance with
agement of electronic regulatory requirements, indus-
discovery try standards and, in some juris-
dictions, legal requirements.
Provides requirements and
guidance on activities in elec-
Information technology tronic discovery, including, but
ISO/IEC 27050-3 — Electronic discovery — 2 ad. 2020 not limited to identification,
Part 3: Code of practice preservation, collection, pro-
for electronic discovery cessing, review, analysis, and
production of Electronically
Stored Information (ESI)
Provides guidance on the ways
Information technology an organization can plan and
— Electronic discovery — o prepare for, and implement,
ISO/IEC 27050-4 Part 4: Technical readi- 1"ed. 2021 electronic discovery from the
ness perspective of both technology
and processes.
Information technology
— Security techniques — Specifies the security require-
ISO/IEC 27070 Requirements for estab- | 1" ed. 2021 ments for establishing virtual-

lishing virtualized roots
of trust

ized roots of trust.
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ISO/IEC 27071

Title

Cybersecurity — Security
recommendations for
establishing trusted con-
nections between de-
vices and services

Status

1" ed. 2023

CD 11:2025 (2)

Abstract

This document provides a
framework and recommenda-
tions for establishing trusted
connections between devices
and services based on hardware
security modules. It includes
recommendations for compo-
nents such as: hardware security
module, roots of trust, identity,
authentication and key estab-
lishment, remote attestation,
data integrity and authenticity.
This document is applicable to
scenarios that establish trusted
connections between devices
and services based on hardware
security modules.

This document does not ad-
dress privacy concerns.

ISO/IEC 27090

Cybersecurity — Artifi-
cial Intelligence — Guid-
ance for addressing se-
curity threats and com-
promises to artificial in-
telligence systems

FDIS

This document provides guid-
ance for organizations to ad-
dress security threats and fail-
ures specific to artificial intelli-
gence (Al) systems. The guid-
ance in this document aims to
provide information to organi-
zations to help them better un-
derstand the consequences of
security threats specific to Al
systems, throughout their life
cycle, and descriptions of how
to detect and mitigate such
threats.

This document is applicable to
all types and sizes of organiza-
tions, including public and pri-
vate companies, government
entities, and not-for-profit or-
ganizations, that develop or use
Al systems.

ISO/IEC 27099

Information technology
— Public key infrastruc-
ture — Practices and pol-
icy framework

1" ed. 2022

This document sets out a
framework of requirements to
manage information security for
PKI Trust Service Providers
through Certificate Policies,
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Standard Title Status Abstract
Certificate Practice Statements,
and, where applicable, their in-
ternal underpinning by an ISMS.
The framework of requirements
includes the assessment and
treatment of information secu-
rity risks, tailored to meet the
agreed service requirements of
its users as specified through
the certificate policy.
This document provides guide-
Cybersecurity — loT se- lines on risks, principles and
ISO/IEC 27400 curity and privacy — 1% ed. 2022 controls for security and privacy
Guidelines of Internet of Things (loT) solu-
tions.
Cybersecurity — loT se- This document provides base-
ISO/IEC 27402 cgrity and. privacy.— De- 1% od. 2023 Iihe requirements for I.oT de-
vice baseline require- vices to support security and
ments privacy controls.
This document provides guide-
Cybersecurity — loT se- lines to analyze security and
ISO/IEC 27403 cur.ity gnd privacy — 1% od. 2024 privacy risks and iden.tifies con-
Guidelines for loT-do- trols that need to be imple-
motics mented in loT-domotics sys-
tems.
This document defines a cyber-
security labelling framework for
the development and imple-
mentation of
cybersecurity labelling pro-
grammes for consumer loT
products. It provides require-
Cybersecurity — loT se- mgnts and includes _
curity and privacy — Cy- gwdance on the following top-
ISO/IEC 27404 bersecurity labelling 1"ed. 2025 | '©
framework for consumer e Risks and threats associated
loT with consumer loT products
e Stakeholders, roles and
responsibilities
e Relevant standards and
guidance documents
e Conformity assessment
e labelling issuance and
maintenance
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Standard Title Status Abstract

e Mutual recognition.

This document is limited to
consumer |loT products, such as
loT gateways, base stations and
hubs to which multiple devices
connect; smart cameras, televi-
sions, and speakers; wearable
devices; connected smoke de-
tectors, door locks and window
sensors; connected home auto-
mation and alarm systems; con-
nected appliances, such as
washing machines and fridges;
smart home assistants; and
connected children’s toys and
baby monitors.

Products that are not intended
for consumer use are excluded
from this standard. Examples of
excluded devices are those that
are primarily intended for man-
ufacturing, healthcare and other
industrial purposes.

This document is applicable to
Consumers, Developers, issuing
bodies of cybersecurity labels
and Conformity Assessment
Bodies.

This PWI will explore security of
code generation tools and
technigques, which encompass
both traditional non-Al-driven
(e.g., rulebased, template
based) and Al-driven ap-

PWI proaches, including their con-
verged implementations. Any
possible recommendations or
followon actions from this PWI
will consider appropriate place-
ment, which may be outside of
SC 27.

The PWI will systematically in-
vestigate the current under-
standing of social engineering
threats and the corresponding

Security guidelines for
implementation of code
generation tools and
techniques

ISO/IEC PWI 26246

Cybersecurity — Guid-
ISO/IEC PWI 25857 ance for addressing so- | PWI
cial engineering threats
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Standard

Status

CD 11:2025 (2)

Abstract

within the digital envi-
ronment

security concerns, and aims to
assist organizations in protect-
ing information security against
social engineering threats and
further ensure a comprehensive
and well-informed foundation
for initiating an NP.

The PWI aims to come up with a
series of guidance for address-
ing social engineering threats,
that include the following:

-a conceptual model of social
engineering attacks and an out-
line of the attack processes.

- categorization of social engi-
neering threats to help organi-
zations gain a clear and accu-
rate understanding of how
these attacks occur.

- security concerns and security
controls for organizations to
protect information security
against the social engineering
threats.
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WG 5 IDENTITY MANAGEMENT AND PRIVACY TECHNOLOGIES

Convenor: Prof Dr Kai RANNENBERG, DIN (DE)
Convenor-support: Jan SCHALLABOCK, DIN (DE)

SCOPE

The scope of SC 27/WG 5 covers the development and maintenance of standards and guidelines ad-
dressing security aspects of identity management, biometrics and the protection of personal data. This
includes:

e |dentification of requirements for and development of future standards and guidelines in
these areas. For example

° In the area of Identity management, topics such as:
e A framework for Identity management;
e Anonymity and pseudonymity;
e Credentials and attributes;
e Entity assurance and ldentity proofing;
e Access management;
e Age assurance;

° In the area of Privacy, topics such as:
e A privacy framework;
e A privacy reference architecture;
e Privacy infrastructures;
e Privacy impact assessment;
e Specific Privacy Enhancing Technologies (PETs);
e Privacy engineering;

° In the area of Biometrics, topics such as:
e Protection of biometric data;
e Authentication techniques.

e On-going maintenance of WG 5 related SC 27 Committee Documents such as the WG 5
Roadmap (SC 27 Committee Document 501, previously WG 5 SD1), the Privacy references
list (SC 27 Committee Document 502, previously WG 5 SD2), and the Standards Privacy
Assessment (SPA, SC 27 Committee Document 504, previously WG 5 SD4);

e Collaboration with other WGs in SC 27, e.g., WG 1 on management aspects, WG 2 on specific
cryptographic techniques, WG 3 on evaluation aspects, WG 4 on specific technologies, and
the Joint ISO/TC 307 - JTC 1/SC 27 JWG 4 “Security, privacy and identity for Blockchain and
DLT" on e.g. DLT systems for identity management and privacy and PIll protection
considerations;
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Liaison and collaboration with those organizations and committees dealing with specific
requirements and guidelines for services and applications in this area, e.g. SC 44 Consumer

protection in the field of privacy by design.

A framework for

ISO/IEC 24760- identity management 3rd ed. 2025

1

Page 58 of 92

— Part 1: Terminology Freely available
and concepts

ISO/IEC 24760-1
defines terms for identity
management, and
specifies core concepts of identity
and identity management and
their relationships.
To address the need to efficiently
and effectively implement systems
that make identity-based decisions
ISO/IEC 24760 specifies a frame-
work for the issuance, administra-
tion, and use of data that serves to
characterize individuals, organiza-
tions or information technology
components that operate on behalf
of individuals or organizations.
ISO/IEC 24760-1 specifies funda-
mental concepts and operational
structures of identity management
with the purpose to realize infor-
mation system management so
that information systems can meet
business, contractual, regulatory
and legal obligations.
ISO/IEC 24760-1 specifies the ter-
minology and concepts for identity
management, to promote a com-
mon understanding in the field of
identity management. It also pro-
vides a bibliography of documents
related to standardization of vari-
ous aspects of identity manage-
ment.
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A framework for
identity management
— Part 2: Reference
architecture and re-
quirements

ISO/IEC 24760-
2

2nd ed. 2025

ISO/IEC 24760~ frameworkfor gy o os
|dent|ty management

3 — Part 3: Practice
A framework for
identity management
LSO/IEC 24760_— Part 4: Authentica- Cancelled in 2025-03

tors, Credentials and
Authentication
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ISO/IEC 24760-2

provides guidelines for the
implementation of systems for
the management of identity
information, and

specifies requirements for the
implementation and operation
of a framework for identity
management.

ISO/IEC 24760-2 is applicable to

any information system where in-

formation relating to identity is

processed or stored.

ISO/IEC 24760-3 provides practices

for identity management, e.g. for

assurance in identity information

use, and controlling the access to

identity information.

ISO/IEC 24760-4 provides guid-

ance on implementing user au-

thentication and the use of creden-

tials therein, in particular it:

describes complementary models
for implementing
authentication with different
operational aspects,

specifies formal descriptions of
authentication methods,

specifies requirements for
authenticators as credentials,

managing the lifecycle,

binding to a principal,

use in a federated context.
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ISO/IEC 29100 provides a privacy
framework which
specifies a common privacy
terminology;
defines the actors and their roles
in processing personally
identifiable information (PII);
describes privacy safeguarding
considerations; and
provides references to known
ISO/IEC 29100 Privacy framework  2nd ed. 2024 privacy principles for IT.
ISO/IEC 29100 is applicable to nat-
ural persons and organizations in-
volved in specifying, procuring, ar-
chitecting, designing, developing,
testing, maintaining, administering,
and operating information and
communication technology sys-
tems or services where privacy
controls are required for the pro-
cessing of PII.

Page 60 of 92
copyright ISO/IEC 2025



CD 11:2025 (2)

ISO/IEC 10267

Page 61 of 92

Methods to quantify
the amount of per-
sonal information in a
dataset

The purpose of this document is to
provide guidance on the methods
to quantify the amount of personal
information and to help estimate
how easy it might be to reidentify
someone in a dataset subjected to
de-identification when it contains
information about the characteris-
tics of, actions of, or relationships
to, natural persons. This guidance
can further help organisations
make better decisions for privacy
protection and for appropriate use,
sharing and exchange of such data.
This document is a high level, prin-
ciples-based advisory standard
which sets out terms and concepts
that can be referenced by organi-
zations.

This document does not provide an
estimate of how easy it is to iden-
tify someone where additional ex-
ternal data is accessible, nor does it
provide a way to define whether
data is Pll or not.+
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ITU-T X.1085 | ISO/IEC 17922 de-
scribes a telebiometric authentica-
tion scheme using a biometric
hardware security module (BHSM)
for the telebiometric authentication
of the person who presents the
BHSM as the owner of an ITU-T
X.509 certificate embedded in the
BHSM as registered with the Certi-
. . fication Authority (CA). It provides
Telebiometric au- . .
thentication frame- the requirements for d.eploylng a
ITU-T X.1085 | . . . 1Sted. 2017 BHSM scheme to provide secure
ISO/IEC 17922 work using blometrlc Confirmed 2024 telebiometric authentication within
hardware security .
nodule PKI gnvwonments. The scheme
provides assurance for telebio-
metric authentication using bio-
metric recognition integrated into a
hardware security module. It also
provides ASN.1 definitions that al-
low the biometric authentication to
be incorporated into an ITU-T
X.509 framework to authenticate
the user as the owner of the ITU-T
X.5009 certificate.
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ISO/IEC 20889:2018 provides a de-
scription of privacy-enhancing data
de-identification techniques to de-
scribe and design de-identification
measures in accordance with the
privacy principles in ISO/IEC 29100.
In particular, it specifies terminol-
ogy, a classification of de-identifi-
cation techniques according to
1St ed. 2018 their characteristics, and their ap-
Confirmed 2024 plicability for reducing the risk of
re-identification. It is applicable to
all types and sizes of organizations,
including public and private com-
panies, government entities, and
not-for-profit organizations, that
are Pll controllers or Pll processors
implementing data de-identifica-
tion processes for privacy enhanc-
iNg purposes.
ISO/IEC 24745 provides guidance
for the protection of biometric in-
formation under various require-
ments for confidentiality, integrity
Biometric information and renewability/revocability .d‘ur—
[SO/IEC 24745 ) ond ed. 2022 ing storage and transfer. Addition-
protection . . .
ally, it provides requirements and
guidelines for the secure and pri-
vacy-compliant management and
processing of biometric infor-
mation.

Privacy enhancing
data de-identification

ISO/IEC 20889 terminology and
classification of tech-
niques

Page 63 of 92
copyright ISO/IEC 2025



CD 11:2025 (2)

ISO/IEC 24761

Page 64 of 92

Authentication con- 2nd ed. 2019
text for biometrics  Confirmed 2025

ISO/IEC 24761 specifies the struc-
ture and the data elements of Au-
thentication Context for Biometrics
(ACBiIo) used for checking the va-
lidity of the result of a biometric
verification process executed at a
remote site. It allows any ACBIio in-
stance to accompany any data item
that is involved in any biometric
process related to verification and
enrolment. The specification of AC-
Bio is applicable not only to single
modal biometric verification but
also to multimodal fusion. ISO/IEC
24761 also specifies the crypto-
graphic syntax of an ACBio instance
based on an abstract Crypto-
graphic Message Syntax (CMS)
schema.
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ISO/IEC TS
27006-2 (pre-
viously 27558)

Page 65 of 92

Requirements for
bodies providing au-
dit and certification
of information secu-
rity management
systems — Part 2: Re-
quirements for bod-
ies providing audit
and certification of
privacy information
management systems
according to ISO/IEC
27701 in combination
with ISO/IEC 27001

1St ed. 2021

Replaced since 2025-10 by
IS 27706 Requirements for
bodies providing audit and
certification of privacy in-
formation management
systems

This document specifies require-
ments and provides guidance for
bodies providing audit and certifi-
cation of a privacy information
management system (PIMS) ac-
cording to ISO/IEC 27701 in com-
bination with ISO/IEC 27001, in ad-
dition to the requirements con-
tained within ISO/IEC 27006 or
ISO/IEC 27006-1 once published. It
is primarily intended to support the
accreditation of certification bodies
providing PIMS certification.

The requirements contained in this
document need to be demon-
strated in terms of competence and
reliability by any body providing
PIMS certification, and the guid-
ance contained in this document
provides additional interpretation
of these requirements for any body
providing PIMS certification.

NOTE This document can be used
as a criteria document for accredi-
tation, peer assessment or other
audit processes.
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Guidelines for pro-
tection of personally
identifiable infor-
mation (PIl) in public
clouds acting as PII
processors

ISO/IEC 27018

Cybersecurity and

1 privacy — Artificial in-
telligence — Privacy
protection

ISO/IEC 2709

Page 66 of 92

3rd ed. 2025

ISO/IEC 27018 establishes com-
monly accepted control objectives,
controls and guidelines for imple-
menting measures to protect per-
sonally identifiable information (PII)
in accordance with the privacy
principles in ISO/IEC 29100 for the
public cloud computing environ-
ment.

In particular, ISO/IEC 27018 speci-
fies guidelines based on ISO/IEC
27002:2022, considering the regu-
latory requirements for the protec-
tion of Pll, which can be applicable
within the context of the infor-
mation security risk environment(s)
of a provider of public cloud ser-
vices.

The guidelines in ISO/IEC 27018
might also be relevant to organiza-
tions acting as Pl controllers; how-
ever, Pll controllers can be subject
to additional PIl protection legisla-
tion, regulations and obligations,
not applying to PIl processors.
ISO/IEC 27018 is not intended to
cover such additional obligations.
ISO/IEC 27091 provides guidance
for organizations to address privacy
risks in artificial intelligence (Al)
systems and machine learning (ML)
models. The guidance in this docu-
ment helps organizations identify
privacy risks throughout the Al sys-
tem lifecycle, and establishes
mechanisms to evaluate the conse-
quences of and treat such risks.
This document is applicable to all
types and sizes of organizations,
including public and private com-
panies, government entities, and
not-for-profit organizations that
develop or use Al systems.
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Privacy engineering

ISO/IECTR for system life cycle 1St
processes
Requirements for at-
ISO/IEC 27551 trlbute—pased unImk—
able entity authenti-
cation

Page 67 of 92

1St ed. 2021

ISO/IEC TR 27550 provides privacy
engineering guidelines to help or-
ganizations integrate recent ad-
vances in privacy engineering into
system life cycle processes. It de-
scribes:
the relationship between privacy
engineering and other
engineering viewpoints (system
and security engineering, risk
management);
privacy engineering activities in key
engineering processes such as
knowledge and risk
management, requirement
analysis, and architecture
design.
The audience includes all involved
in the development, implementa-
tion or operation of systems that
need privacy consideration, as well
as managers in organizations re-
sponsible for privacy, development,
product management, marketing,
and operations.
Internet sites often collect more
than necessary information during
the Pl principal’s access to the ser-
vice thus making it possible to link
visits from the same PII principal to
different sites or to link two or
more visits from the same PII prin-
cipal to the same site. To overcome
this issue ISO/IEC 27551 provides a
framework and establishes require-
ments for attribute-based unlinka-
ble entity authentication.
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Security and Privacy
requirements for au-
ISO/IEC 27553- thentication using bi-
1 ometrics on mobile
devices — Part 1: Lo-
cal modes

1St ed. 2022

Security and Privacy
requirements for au-
ISO/IEC 27553- thentication using bi-
2 ometrics on mobile
devices — Part 2: Re-
mote modes

FDIS
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This document provides high-level
security and privacy requirements
for authentication using biometrics
on mobile devices, including secu-
rity and privacy requirements for
functional components and for
communication. This document is
applicable to the cases that the bi-
ometric data and derived biometric
data does not leave the device, i.e.,
local modes.
This document provides high-level
security and privacy requirements
for authentication using biometrics
on mobile devices, including secu-
rity and privacy requirements for
functional components, for com-
munication and for remote pro-
cessing.
This document is applicable to re-
mote modes, i.e., the cases that:
the biometric sample is captured
through mobile devices;
the biometric data or derived bio-
metric data are transmitted be-
tween the mobile devices and
the remote services in either or
both directions.
The cases that the biometric data
or derived biometric data never
leave the mobile devices (i.e., local
modes) are out of scope for this
document.
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This document defines identity-re-
lated risk for the purposes of ap-
plying 1SO 31000 risk management
Application of 1SO guidelines to thi§ fielql. It also uses
31000 for assessment the process outlmedlln I$O 31009
ISO/IEC 27554 . , 15t ed. 2024 risk management guidelines to give
of identity-related L L.
sk guidelines for gstak?llshlng context
and assessing risk, including
providing risk scenarios for pro-
cesses and implementations that
are exposed to identity-related risk.
This document contains guidelines
for developing and establishing
policies and procedures for dele-
tion of Pll in organisations by spec-
ifying:
Guidelines on per- 1St ed. 2021 a harmonised terminology for PlI
ISO/IEC 27555 sonally identifiable  Under revision starting at deletion,
information deletion DIS stage an approach for defining deletion
rules in an efficient way,
a description of required
documentation, and
a broad definition of roles,
responsibilities and processes.
ICT systems handling PIl should
implement privacy control mecha-
nisms with regard to the concept of
Privacy-by-Design. In order to im-
plement effective privacy control
User-centric privacy mechanisms in ICT systems, data
ISO/IEC 27556 preferences manage- 1St ed. 2022 handling should be controlled by
ment framework privacy preferences input by PlI
principals, including consent infor-
mation. Therefore, this document
provides a user-centric framework
for PIl handling based on privacy
preferences.
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Application of ISO
31000:2018 for or-

ISO/IEC 27557 L .
ganizational privacy
risk management
Privacy enhancing

SO/IEC 27559 48R
de-identification
framework

Page 70 of 92

1St ed. 2022

1St ed. 2022

This document provides guidelines
for organizational privacy risk man-
agement, extended from I1SO
31000:2018. It provides guidance
to organizations for integrating
risks related to the processing of
Pll, including the privacy impact to
individuals, as part of an organiza-
tional privacy risk management
program. It also assists in the im-
plementation of a risk-based pri-
vacy program which can be inte-
grated in the overall risk manage-
ment of the organization.
De-identification can be used to
strike a balance between protecting
personal information and an or-
ganizations’ desire to use personal
information in new and innovative
ways. The appropriate use of de-
identification techniques can sup-
port compliance with the regula-
tory requirements and relevant pri-
vacy principles.

This document provides a frame-
work for identifying and mitigating
re-identification risks and risks as-
sociated with the lifecycle of de-
identified data.
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ISO/IEC TS

27560 mation structure
Privacy operationali-

ISO/IEC 27561 sation model and

method for engi-
neering (POMME)

Page 71 of 92

1st ed. 2023

Freely availableUnder revi-
sion towards IS (currently
CD) with changed title:
“Structure of personally

Consent record infor-identifiable information

(Pll) processing records”
and an expanded scope in-
cluding the provision of a

Pll processing record to the

Pll Principal in the form of
a ‘Privacy Receipt’

1St ed. 2024

This document specifies an in-
teroperable, open and extensible
information structure for recording
Pll Principals' or data subjects' con-
sent to data processing. It further
provides guidance on the use of
consent receipts and consent rec-
ords associated with a PIl Princi-
pal's data processing consent to
support the:

provision of a record of the
consent to the Pl Principal;

exchange of consent information
between information systems;
and,

management of the lifecycle of the
recorded consent.

This document describes a model

and method to operationalize

ISO/IEC 29100 privacy principles

into sets of controls and functional

capabilities:

The method is described as a
process following ISO/IEC/IEEE
24774,

It is designed for use with other
standards and privacy
guidance;

It supports networked,
interdependent applications
and systems.

The document is intended for en-

gineers and other practitioners de-

veloping systems controlling or
processing PlI
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ISO/IEC 27562

ISO/IEC TR
27563

ISO/IEC TS
27564

Page 72 of 92

Privacy guidelines for

st

fintech services 1>t ed. 2024
Security and privacy
in artificial intelli- 15t ed. 2023
gence use cases
Privacy — Guidance
on the use of models

18t ed. 2025

for privacy engineer-
ing

This document provides guidelines
on privacy for fintech services. It
identifies all relevant business
models and roles in consumer-to-
business relation as well as in busi-
ness-to-business relation, privacy
risks, and privacy requirements,
which are related to fintech ser-
vices. It provides privacy controls
specific to fintech services to ad-
dress the privacy risks, taking in
consideration the legal context of
the respective business role. The
principles are based on the ones
described in ISO/IEC 29100,
ISO/IEC 27701 and ISO/IEC 29184,
and privacy impact assessment
framework described in ISO/IEC
29134 and ISO 31000. It also pro-
vides guidelines focusing on a set
of privacy requirements for each
stakeholder.

This document provides infor-
mation on security and privacy in
artificial intelligence use cases, cov-
ering in particular those published
in ISO/IEC TR 24030 (Information
technology — Artificial Intelligence
(Al) — use cases).

This document provides guidance
on how to use modelling in privacy
engineering. It describes categories
of models that can be used, the use
of modelling to support engineer-
ing, and the relationships with
other references, including Interna-
tional Standards on privacy engi-
neering and on modelling. It pro-
vides high-level use cases describ-
ing how models are used.
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Guidelines on privacy
preservation based

ISO/IEC 27565 FDIS
on zero-knowledge
proofs
Age assurance sys-

|lso/IEC 27566‘tems — Part 1: Frame- Under publication
work
Age assurance sys-

ISO/IEC 27566_t§ms — Part 2: Tech-

2 nical approaches and PWI

guidelines for imple-
mentation

Age assurance sys-
ISO/IEC 27566-tems — Part 3: Ap-
3 proaches to analysis
or comparison
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This document provides guidelines
on using zero-knowledge proofs
(ZKP) to improve privacy by reduc-
ing the risks associated with the
sharing or transmission of personal
data between organisations and
users by minimizing the infor-
mation shared. It will include sev-
eral ZKP functional requirements
relevant to a range of different
business use cases, then describes
how different ZKP models can be
used to meet those functional re-
quirements securely.

This document establishes core
principles, including privacy, for the
purpose of enabling age related el-
igibility decisions, by setting out a
framework for indicators of confi-
dence about age or an age range
of a natural person.

This document establishes consid-
erations for analysing, comparing
or differentiating the characteristics
of age assurance systems or com-
ponents. It includes metrics, ele-
ments and indicators of effective-
ness for age assurance systems or
components.
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ISO/IEC TS Security and privacy WD
27568 of digital twins

ISO/IEC TS Privacy guidelines for 1St ed. 2021
27570 smart cities Confirmed as TS 2024

Privacy protection of

user avatar and sys-
ISO/IEC 27573 tem avatar interac- WD

tions on the

metaverse
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TS 27568 provides a framework for
organizations to address security
and privacy risks in digital twin sys-
tems. It helps organizations identify
security and privacy risks through-
out the digital twin systems lifecy-
cles, and establishes mechanisms
to evaluate the consequences and
to treat risks. 27568 is applicable to
all types and sizes of organizations,
including public and private com-
panies, government entities, and
not-for-profit organizations, that
develop or use digital twin systems.
This document takes a multiple
agency as well as a citizen centric
viewpoint. It provides guidance on
smart city ecosystem privacy pro-
tection, on how privacy standards
can be used at a global level and at
an organizational level for the ben-
efit of citizens, and on processes
for smart city ecosystem privacy
protection. It is applicable to all
types and sizes of organizations,
including public and private com-
panies, government entities, and
not-for-profit organizations that
provide services in smart city envi-
ronments.

ISO/IEC 27563 provides require-
ments for protecting personally
identifiable information (PIl) during
interactions between user avatars
and system avatars in the
metaverse. It identifies and classi-
fies the PIl generated and used by
user avatars and system avatars
and addresses privacy threats in
the spaces where the respective
avatar operates during the interac-
tions between the user avatar and
the system avatar.
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ISO/IEC 27701 Privacy information

(1" ed. 2019  management systems2™ st 4. 2025

developed as - Requirements and
ISO/IEC 27552) guidance

Requirements for
bodies providing au-
dit and certification
of privacy infor-
mation management
systems

ISO/IEC 27706
(replaces
ISO/27006-2)
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1St ed. 2025

ISO/IEC 27701 specifies require-
ments for establishing, implement-
ing, maintaining and continually
improving a Privacy Information
Management System (PIMS). Guid-
ance is also provided to assist in
the implementation of the require-
ments in this document. 27701 is
intended for personally identifiable
information (PIl) controllers and Pl
processors holding responsibility
and accountability for PIl pro-
cessing. It is applicable to all types
and sizes of organizations, includ-
ing public and private companies,
government entities and not-for-
profit organizations.

ISO/IEC 27706 specifies require-
ments and provides guidance for
bodies providing audit and certifi-
cation of a privacy information
management system (PIMS) ac-
cording to ISO/IEC 27701. It is pri-
marily intended to support the ac-
creditation of certification bodies
providing PIMS certification.

The requirements contained in this
document need to be demon-
strated in terms of competence and
reliability by any body providing
PIMS certification, and the guid-
ance contained in this document
provides additional interpretation
of these requirements for any body
providing PIMS certification.

NOTE This document can be used
as a criteria document for accredi-
tation, peer assessment or other
audit processes.
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st
ISO/IECTS |dentity proofin ° e'd. o
29003 Yy P g Confirmed as TS 2021 and
2025
' ' nd
ISO/IEC 29101 Privacy architecture 2 ?d, 2018
framework Confirmed 2024
. L 1St ed. 2013
Entity authentication
ISO/IEC 29115 — Y Confirmed 2020
assurance framework o
Revision CD
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ISO/IEC TS 29003

gives guidelines for the identity
proofing of a person;

specifies levels of identity proofing,
and requirements to achieve
these levels

is applicable to identity
management systems

ISO/IEC 29101 defines a privacy ar-

chitecture framework that:

specifies concerns for ICT systems
that process PI;

lists components for the
implementation of such
systems; and

provides architectural views
contextualizing these
components.

This document is applicable to en-

tities involved in specifying, procur-

ing, architecting, designing, testing,

maintaining, administering and op-

erating ICT systems that process

Pll. It focuses primarily on ICT sys-

tems that are designed to interact

with PII principals.

ISO/IEC 29115 provides a frame-

work for managing entity authenti-

cation assurance in a given context.

In particular, it:

specifies 4 levels of entity
authentication assurance (LoA);

specifies criteria and guidelines for
achieving these 4 levels;

provides guidance for mapping
other authentication assurance
schemes to the 4 LoAs and for
exchanging the results of
authentication that are based
on the 4 LoAs; and

provides guidance on mitigating
authentication threats.
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ISO/IEC 29134 gives guidelines for
a process on privacy impact
assessments (PIAs), and
a structure and content of a PIA
report.
It is applicable to all types and sizes
S . of organizations, including public
ISO/IEC 29134 deelmes for prlvacyznd ed. 2023 companies, private companies,
impact assessment -
government entities and not-for-
profit organizations. ISO/IEC 29134
is relevant to those involved in
designing or implementing
projects, including the parties
operating data processing systems
and services that process PII.
ISO/IEC 29146 defines and estab-
lishes a framework for access man-
agement (AM) and the secure
A framework for ac- management of the process to ac-
ISO/IEC 29146 ond ed 2024 cess information and Information
cess management o .
and Communications Technologies
(ICT) resources, associated with the
accountability of a subject within
some context.
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ISO/IEC 29151 establishes control
objectives, controls and guidelines
for implementing controls, to meet
the requirements identified by a
risk and impact assessment related
to the protection of personally
identifiable information (PII). In
particular, it specifies guidelines
based on ISO/IEC 27002, taking
into consideration the
requirements for processing Pll that
may be applicable within the
context of an organization's
information security risk
environment(s). It is applicable to
all types and sizes of organizations
acting as Pll controllers (as defined
in ISO/IEC 29100), including public
and private companies,
government entities and not-for-
profit organizations that process
PII.
ISO/IEC 29184 specifies controls
that shape the content and the
structure of online privacy notices
as well as the process of asking for
consent to collect and process
Online privacy no- 1St ed. 2020 personally identifiable information
tices and consent Under periodic review (PI) from PII principals. This
document is applicable in any
online context where a PlI
controller or any other entity
processing Pll informs PII principals
of processing.

1St ed. 2017

Confirmed 2023

Revision (FDIS) considering
the revision of 27001 and
27002 with the new title
Controls, requirements,
and guidance for person-
ally identifiable information
protection

Code of practice for
ITU-T X.gpim | personally identifia-
ISO/IEC 29151 ble information pro-
tection

ISO/IEC 29184
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ISO/IEC 29190 provides
organizations with guidance how
to assess their capability to manage
privacy-related processes. In
particular, it:
specifies steps in assessing
processes to determine privacy
capability;
specifies a set of levels for privacy
capability assessment;
provides guidance on the key
process areas against which
privacy capability can be
assessed;
provides guidance for those
implementing process
assessment; and
provides guidance on how to
integrate the privacy capability
assessment into organizations
operations.
ISO/IEC 29191 provides a
framework and establishes
requirements for partially
Requirements for anonymous, partially unlinkable
partially anonymous, 1St ed. 2012 authentication.
partially unlinkable  Confirmed 2018 and 2024 The term ‘partially anonymous,
authentication partially unlinkable’ means that an
a priori designated opener, and
that designated opener only, can
identify the authenticated entity.

Privacy capability as- 1St ed. 2015

ISO/IEC 29190 .
sessment model Confirmed 2021

ISO/IEC 29191

Privacy in brain-
ISO/IEC 27574 computer interface NP
(BCI) applications
Authenticator explo-
ration
Exploration of secu-
rity and privacy char-
ISO/IEC 25683 acteristics for digital PWI

wallets managing

digital credentials

ISO/IEC 25680 PWI
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ISO/IEC 27566—t

2

ISO/IEC 27575

ISO/IEC TBD

Committee
document
#501

Committee
document
#502
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Age assurance sys-

ems — Part 2: Tech-

nical approaches and PWI
guidelines for imple-
mentation

Privacy for metaverse
frameworks

Privacy and security
guidelines on intelli- PWI
gent travel services

PWI

Freely available via com-
WG 5 Roadmap mit-
tee.iso.org/home/jtclsc27

Freely available via com-
Privacy references list mit-
tee.iso.org/home/jtclsc27

This document gives a graphical
and partially textual overview of
WG 5 projects and topics not yet
covered.

This document provides introduc-
tory guidance on privacy-related
references that have been pub-
lished to describe data privacy is-
sues and to determine when, how,
and to what extent their personally
identifiable information should be
used, communicated and shared
with others.
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Committee
document
#504
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Standards privacy as-
sessment

Freely available via com-
mit-
tee.iso.org/home/jtclsc27

This document defines a Standards

Privacy Assessment (SPA) process

that provides guidelines for creat-

ing a Privacy Considerations sec-
tion within standards. So this docu-
ment provides standard and speci-
fication editors with guidance on:

Why a Privacy Considerations
section is needed in standards
and specifications,

When a SPA process should be
used for a standard and
specification,

How to conduct a SPA analysis on
a standard and specification,
and

What findings should be included
in the Privacy Considerations
section of a standard and
specification?
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SC 27 PROJECTS CONTRIBUTING TO THE UN
SUSTAINABLE DEVELOPMENT GOALS
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The 2030 UN agenda is an important schedule of international commitment covering seventeen
Sustainable Development Goals (SGDs) within the three pillars of development: economic, social and

environment).

ISO is helping to meet the United Nations Sustainable Development Goals (SDGs) by maximizing the
benefits of international standardization and ensuring the uptake of these standards. Economic,
environmental and societal dimensions are all directly addressed by ISO standards. Organizations and
companies looking to contribute to the SDGs will find that International Standards provide effective tools
to help them rise to the challenge.

For each Goal, ISO has identified the standards that make the most significant contribution, from
technical solutions to systems that organize processes and procedures, there are numerous I1ISO
standards that correspond to each of the SDGs. The ISO site https://www.iso.org/sdgs.html serves as a
resource for those who are looking for a concrete way in which their organization can play its part.

The table below is a listing of SC 27 projects contributing to the Sustainable Develop Goals (SGDs).
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SDG WG 1 WG 2 WG 4 WG 5
27031, 27050-1
1 | NOPOVERTY 27001, 27002 27050-2, 27050-3
27050-4, 5181, 27099
27031, 5181, 27040
27045, 5689, 7699
2 | ZEROHUNGER 27001, 27002 7709, 20547-4, 24392
27032, 27045, 27400
27402
;| GOODHEALTH 27001, 27002, 27045, 7699, 7709, 24760, 27570
ANDWELL-BENG | 27005 20547-4, 27032, 27046 | 29100
, | Quay 27021 7052 24760, 29100
EDUCATION PWI 27109 29190
27001, 27002
5 | GENDEREQUALITY | 27005, 27021, PWI 27032 24760, 29100
27109
5| CLEANWATERAND 27400, 27402
SANITATION
AFFORDABLE AND 27400, 27402, 27403, | 1260 59100, all
" | CLEANENERGY 27040, 27045, 20547-4, |\ 5 standards
24392, 27046
27031, 27033-7.2,
DECENT WORK 27033-1, 27033-2
8 | ANDECONOMIC ;;882’27002’ 27033-3, 27033-4, iééff;iiiiﬁdf'
GROWTH 27033-5, 27033-6
27032, 27099, 19086-4
27001, 27002
27005, 27006-1, 4983, 24392, 27031
. :sﬁg§2?k»4AND 27010, 27011, iiggé%ﬁ4iégééf; 27040.2, 27046.4, 24760, 29100, all
NRASTRUCTURE | 27014, 27017, 731505 " | 27402, 27403.5, 27032, | WG 5 standards
27019, 27100, 27400, 5181, 27045
27110
27035-1, 27035-2
27035-3, 27035-4
27001, 27002, 27037, 27041, 27042
10 ﬁjggﬁiﬁ}ms 27005, 27014, 20009-3 27043, 27050-1, 24760, 29100
27021 27050-2, 27050-3
27050-4, 5181, 27099
27032
27001, 27002, 4983, 24392, 27031
27005, 27006-1, 07033-7.2, 27046.4,
1y | SUSTANABLECITES | 27010, 27011, 11770-7, 14888-4 | 27402, 274035 24760, 27570
AND COMMUNITEES | 27014, 27017, 20008-3, 20009-3 | 27045, 27400, 27033-1, | 29100
27019, 27100, 27033-2, 27033-4
27110 27033-5, 27033-6
4983, 24392, 27035-4
RESPONSIBLE 27001, 27002, 11770-7, 20008-3, | 27040.2, 27046 4, 27006-2
12| CONSUMPTION 27005, 27006-1, 1 55195 g 07402, 274035, 27031, | 27557.2
AND PRODUCTION | 27019 ! ’ ! ’

27036-1, 27036-2,
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27036-3, 27036-4,
6114, 5689, 27032,
27400
27045, 27046, 7699,
13 | CUMATE ACTION 7709, 20547-4, 24392,
27400, 27402, 27403
27037, 27041, 27042,
16 giggi’léUSHCE AND 27001, 27002, 27043, 27050-1, 24760, 29100, all
INSTITUTIONS 27005, 27014 27050-2, 27050-3, WG 5 standards
27050-4, 5181
17 PARTNERSHIPS FOR | 27001, 27006-1, ;;822_;7?&;_3 24760, 29100, all
THE GOALS 27007 97036-4 WG 5 standards
1 NO POVERTY (END POVERTY IN ALL ITS FORMS EVERYWHERE)
) ZERO HUNGER (END HUNGER, ACHIEVE FOOD SECURITY AND IMPROVED NUTRITION AND PROMOTE SUSTAINABLE
AGRICULTURE)
3 GOOD HEALTH AND WELL-BEING (ENSURE HEALTHY LIVES AND PROMOTE WELL-BEING FOR ALL AT ALL AGES)
4 QUALITY EDUCATION (ENSURE INCLUSIVE AND EQUITABLE QUALITY EDUCATION AND PROMOTE LIFELONG LEARNING
OPPORTUNITIES FOR ALL)
5 GENDER EQUALITY (ACHIEVE GENDER EQUALITY AND EMPOWER ALL WOMEN AND GIRLS)
5 CLEAN WATER AND SANITATION (ENSURE AVAILABILITY AND SUSTAINABLE MANAGEMENT OF WATER AND SANITATION
FORALL)
7 AFFORDABLE AND CLEAN ENERGY (ENSURE ACCESS TO AFFORDABLE, RELIABLE, SUSTAINABLE AND MODERN ENERGY FOR
ALL)
3 DECENT WORK AND ECONOMIC GROWTH (PROMOTE SUSTAINED, INCLUSIVE AND SUSTAINABLE ECONOMIC GROWTH,
FULL AND PRODUCTIVE EMPLOYMENT AND DECENT WORK FOR ALL)
9 INDUSTRY, INNOVATION AND INFRASTRUCTURE (BUILD RESILIENT INFRASTRUCTURE, PROMOTE INCLUSIVE AND
SUSTAINABLE INDUSTRIALIZATION AND FOSTER INNOVATION)
10  REDUCED INEQUALITIES (REDUCE INEQUALITY WITHIN AND AMONG COUNTRIES)
SUSTAINABLE CITIES AND COMMUNITIES (MAKE CITIES AND HUMAN SETTLEMENTS INCLUSIVE, SAFE, RESILIENT AND
11
SUSTAINABLE)
12 RESPONSIBLE CONSUMPTION AND PRODUCTION (ENSURE SUSTAINABLE CONSUMPTION AND PRODUCTION PATTERNS)
13 CLIMATE ACTION (TAKE URGENT ACTION TO COMBAT CLIMATE CHANGE AND TS IMPACTS)
PEACE, JUSTICE AND STRONG INSTITUTIONS (PROMOTE PEACEFUL AND INCLUSIVE SOCIETIES FOR SUSTAINABLE
16 DEVELOPMENT, PROVIDE ACCESS TO JUSTICE FOR ALL AND BUILD EFFECTIVE, ACCOUNTABLE AND INCLUSIVE
INSTITUTIONS AT ALL LEVELS)
17 PARTNERSHIPS FOR THE GOALS (Strengthen the means of implementation and revitalize the global partnership for sustainable

development)
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SC 27 ADVISORY GROUPS

ADVISORY GROUP AG-2 (Trustworthiness)
e Convenor: Ricardo VILLALON FONSECA, INTECO (CR)

Since the turn of the century, we have witnessed a significant increase in systems and systems of system
complexity where:

e Systems become more IT intensive, as we see for instance with the spread of the Internet of Things

(loT); and, with the convergence of Operational Technologies (OT) and Information Technologies
(IT), more cyber in nature;

e Systems become more data intensive, thus the rise of Big Data, and data driven;

e Systems integrate more complex technologies, such as Artificial Intelligence (Al) technologies.
These changes in technologies have enabled the evolution of smart systems and systems of systems
such as smart home and buildings, smart grids, smart factories, smart health, precision agriculture, smart
transportation and smart cities. These smart systems provide new services that enhance the well-being
and the sustainability of our global society. Given the criticality, from both a safety and mission point of
view, of these systems, it is necessary to be able to communicate the level of trust in these systems and
the services they are providing. Thus, the need for the characterization of the trustworthiness of these
systems and their associated enabled services. Trustworthiness can thus contribute to the building of
confidence. It is ensured and maintained through a sound governance framework and systems
engineering practices. It should be noted that the terms trust or trusted are sometimes used to
characterize specific interactions between technical systems. Systems engaging in such interactions
could be considered as trustworthy by operators and users of those systems or by other stakeholders.

SC 27 has established this advisory group to discuss Trustworthiness from a security viewpoint and
support the work of JTC 1/WG 13 Trustworthiness. This SC 27 advisory group, through its involvement
with the security community, acts as the main contributor on the security aspects of Trustworthiness into
JTC 1/WG 13.

ADVISORY GROUP AG-5 (Strategy)
e Convenor: Jean-Pierre Quemard, AFNOR (FR)
e Convenor support : Kai Chen, SAC (CN)

It supports the SC 27 Management on strategic issues with respect to upcoming technologies. It shall
identify gaps, new opportunities, and strategic move in the portfolio of SC 27 standards and projects to
ensure market needs are being adequately addressed, monitor upcoming technologies with respect to
their potential relevance of the SC 27 scope, and review strategic issues arising from overlapping or
conflicting scopes, activities, and projects as well as disagreement on project assignments between
Working Groups and beyond, including Committees outside SC 27.

ADVISORY GROUP AG-6 (Operations)
e Convenor: Dr. Qin QIU, SAC (CN);

This advisory group addresses the operational aspects of SC 27: committee functioning of its activities
in support of its meetings, work programme, operating procedures and its organization. The group
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assesses and evaluates all aspects of the operational running of the committee and makes
recommendations on operational improvements to SC 27 Management.

ADVISORY GROUP AG-7 (Communications and Outreach)
e Convenor: Dr. Edward HUMPHREYS, BSI (GB);
e Convenor support: Taewan PARK, KATS (KR)

The scope of the communications and outreach activity in SC 27 is to:

e Develop and publish external communications for ISO/IEC JTC 1/SC 27 to complement and
supplement information published by ISO;

e Raise awareness about the committee and its work;

e Market published standards as well as ongoing projects;

e Support standards development by promoting this development in communication activities.

The objectives of the communications and outreach aim to:

e Achieve high levels of recognition, support and acceptance of the work of ISO/IEC JTC 1/SC 27
by raising awareness of the committee and its work with the wider stakeholder communities;

e Inform and encourage increased participation of experts in the work of the committee by
effective communication of ISO/IEC JTC 1/SC 27 activities and opportunities;

e Increase the use of the standards (and other documents) developed by the committee by
increasing public knowledge of their application and value;

e To assist all elements of the ISO/IEC JTC 1/SC 27 community to provide the comprehensive,
understandable effective communications internally and externally.

ADVISORY GROUP AG-8 (Conformity Assessment Advisory Group)
e Convenor: Dr. Edward HUMPHREYS, BSI (GB)

The purpose of AG 8 is to support communications and awareness within SC 27 regarding all and every
aspect of conformity assessment as it relates to the SC 27 work programme. This includes, but is not
limited to, application of SC 27 conformity assessment policy and protocol, reporting of CASCO enquir-
ies and exchanges, reporting of project issues, and SC 27 conformity assessment education and aware-
ness, including conformity assessment advisory notes.

ADVISORY GROUP AG-9 (Diversity)
e Convenor: Dr Gargi Keeni, BSI (IN)

Scope of the SC 27 diversity activities is to:
e Create an environment which enables diversity and inclusion through;
o building awareness of diversity and inclusion activities
o aligning with the ISO and IEC gender diversity action plan
o incorporating the inclusive language policy and gender responsiveness guidelines in
developing documents

e Educate SC 27 members on understanding diversity and inclusion through workshops and
presentations;
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e Review the gender balance of officers and experts at all stages of standards development;

e Conduct surveys/research with committee members to learn about any differences in experi-
ences in standard development based on gender and other diversity and inclusivity properties

e Establish and maintain SC 27 diversity action plan, monitor and measure progress;

e  Work with ISO and IEC diversity and inclusion representatives.
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SC 27 JOINT WORKING GROUPS
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ISO/TC 307-JTC 1/SC 27/JWG 4: Security, privacy and identity for Blockchain and DLT

e Co-Convenor: Julien BRINGER, AFNOR, France (appointed by ISO/TC 307)
e Co-Convenor: Sal FRANCOMACARO, ANSI, USA (appointed by JTC 1/SC 27)

Joint Working Group (JWG) 4 has started its activities in 2018. This JWG is under the administrative
responsibility of ISO/TC 307 and JTC 1/SC 27 is the other parent committee. Objective of this JWG is to
produce Standards and Technical Reports in the domain of Blockchain Identity, Security and Privacy.

Scope:

This Joint WG was created to leverage different expertise and competences from the two parents’
committees to create a synergy among Blockchain experts and Security, Identity and Privacy experts to
produce specialized standards in the intersection of the two parent committees while avoiding
duplications and possible inconstancies.

Objectives:

The JWG is also working on refining its Programme of Work to answer to the need for standardization in
Security, Identity and Privacy for Blockchain. The JWG has a unique capability of collaborating with the
working groups of both committees to ensure compatibility with existing standards developed in SC 27
and adaptation to the specificities of blockchain.

Publications

e |SO/TR 23244:2020, Blockchain and distributed ledger technologies — Privacy and personally
identifiable information protection considerations

e |SO/TR 23576:2020, Blockchain and distributed ledger technologies — Security management of
digital asset custodians

e |SO/TR 23249:2022, Blockchain and distributed ledger technologies — Overview of existing DLT
systems for identity management

e |SO/TR 23644:2023, Blockchain and distributed ledger technologies (DLTs) — Overview of trust
anchors for DLT-based identity management

JWG 4 is progressing the development of following document (status in parenthesis):

e |SO 24946 (CD stage), Requirements and guidance for improving, preserving, and assessing the privacy
capability of DLT systems

e 1SO 25126 (WD stage), Information security controls based on ISO/IEC 27002 for distributed ledger
services

e |SO 24876 (WD stage), Blockchain and distributed ledger technologies — Privacy protection when
involving trust anchors in DLT-based identity management

e |SO 23042 (WD stage), Reference architecture for DLT-based decentralized identity systems
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JWGY7 Joint ISO/IEC JTC1/SC 27 - ISO/IEC JTC1/SC 37 Working group : Cybersecurity
testing and evaluation of biometrics

Co-convenors: Julien BRINGER, AFNOR, France (appointed by JTC 1/SC 27)
Co-convenors: Ambika SUMAN, BSI, UK (appointed by JTC 1/SC 37)

Joint Working Group (JWG) 7 has started its activities in 2025. This JWG is under the administrative
responsibility of JTC 1/SC 27, and JTC 1/SC 37 is the other parent committee. The responsibility of WG 7
is to handle all standardization aspects at the intersection of the topics of cybersecurity testing and
evaluation and of the topics related to biometrics.

List of projects:

tection

ISO/IEC [Criteria and 1st Ed For the security evaluation of presentation attack detection
19989-1 |methodology for [2020 for biometrics, this International Standard will specify ex-
security evalua-  [Underrevi- ftended functional security functional components to
tion of biometric [sion (WD  [ISO/IEC 15408-2, extended security assurance components
systems- Part 1:  [stage) to ISO/IEC 15408-3, and will complement the methodology
Framework specified in ISO/IEC 18045.
For security evaluation of biometric recognition performance
and presentation attack detection for biometric verification
systems and biometric identification systems this document
specifies: extended security functional components to SFR
Classes in ISO/IEC 15408-2; supplementary activities to
methodology specified in ISO/IEC 18045 for SAR Classes of
ISO/IEC 15408-3.
ISO/IEC [Biometric datain- WD stage [This document provides an overview on: Biometric data in-
25456 jection attack de- jection attack use cases on biometric system for enrolment

and recognition; Injection Attack Instruments on systems
using one or several biometric modalities. This document
provides guidance on: System for the detection of Injection
Attack Instruments; Appropriate risk mitigation against Injec-
tion Attack Instruments; Creation of test plan for the evalua-

tion of Injection Attack Detection system.

Page 92 of 92

copyright ISO/IEC 2025




