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PROLOGUE 

This special publication of the SC 27 Journal is to celebrate the launch of the annual ISO/IEC 

27001 Day that will take on the 27th January of every year from 2022 onwards. 

ISO/IEC 27001 is a flagship standard for both ISO and IEC, but also for JTC 1/SC 27 the 

committee that is responsible for its development and maintenance.  It is one of the key 

management system standards that have been published by ISO/IEC and is a one-of-a-kind 

standard in the field of information security management.   

ISO/IEC 27001 is the result of a long and rewarding historical journey, a voyage that has been 

taken by many: from its original development in the 1990s, through to various revised editions 

and in 2022 the plan for developing a new edition scheduled for the next three to five years.  

Experts from many businesses, industries and governments have been involved in its 

development.  All these experts have contributed knowledge and expertise from both their 

working environment and from a national market perspective.   

The title of ISO/IEC 27001, Information Security Management System (ISMS), is universally 

enshrined in the chronicles of professional information security management practice and is 

synonymous with the common language for international information security.    

Dr. Edward HUMPHREYS 

26th March 2022 
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INTRODUCTORY WORDS FROM THE SC 27 CHAIR 

ISO/IEC 27001 AND  

ITS CONTRIBUTION TO INFORMATION SECURITY 

Dr. Andreas WOLF 
ISO/IEC JTC 1/SC 27 Chair 

 
Standards are essential for human civilization.  They enable the global interoperability of 

technical solutions while ensuring that the technical progress can be applied smoothly on a 

global scale.  This proves to be important since the industrial revolution more than 100 years 

ago, and becomes even more important as globalization progresses. In the past, we have seen 

that any technology of importance has been accompanied by mechanisms to ensure its safety 

and security, and that the availability of such mechanisms was an indication for the maturity of 

these technologies.  These former technologies included the steam engine and the automobile, 

to mention but a few.  Today, information and communication technology is one of the key 

technologies and may very well be the most important one of our time.  

Computer networks have reached tremendous performance levels, computers are everywhere, 

and artificial intelligence is leveraging the algorithmic capabilities of IT systems to 

unprecedented levels.  Some people say that these developments are at least as important as 

the industrial revolution a century ago.  Similar to the mechanisms that ensured the safety of 

steam engines in the past, society today needs mechanisms to protect us from the risks we face 

due to IT systems.  This is where IT security standards come into play.  Since the very Web itself 

is global, IT security needs to be considered on a global level too.  International standards have 

proven to be a good tool when it comes to reaching a global scale.  

IT security cannot be addressed in a simple manner.  There are many possible approaches to a 

vast range of complex challenges.  But they can all be categorized and their impact can be 

measured and evaluated with respect to common rules developed by an international 

community of experts.  Requirements and recommendations like these determine the value of 

international standards because they were developed by applying best practices and the 

wisdom of a countless number of experts from many different countries.  In this sense, 

standards educate the industry, they help avoid unnecessary mistakes, and they support the 

efficient use of intellectual resources.  Furthermore, experience has shown that IT security topics 

became more and more cross-sectional and interdisciplinary and increasingly relevant for many 

application areas, even outside information technology. 
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IT security has departed from its niche as a topic of interest merely for governments, the 

military and the financial sector and has become relevant to everyone who owns a computer or 

smartphone, i.e. virtually to all of us. Coming full circle with the industrial revolution: IT 

technology will reach maturity and trustworthiness as soon as there is a set of well-established 

international standards in place that covers all relevant aspects of IT security.  ISO/IEC JTC 1/SC 

27 is the standardization committee responsible for developing such standards.  

If we take a closer look at SC 27 and its history, we can see how SC 27 evolved over the past 30 

years.  One of the first topics considered by SC 27 and its predecessors was the standardization 

of information security management systems (ISMS), the name of SC 27’s first working group 

WG 1 indicates this still today. Even without being unfair to the large number of published and 

currently developed SC 27 projects, one may say that some of them have outstanding 

importance for humanity.  The most important one is most likely ISO/IEC 27001 accompanied 

by its family of standards  

SC 27 will face a number of technological challenges in the coming years.  Emerging 

technologies will grow and need to be enhanced with security aspects.  These technologies 

include, for instance, the Internet of Things, Smart Cities, or Distributed Ledger technologies, to 

name just a few. It is foreseeable that any item that can be distinguished and seen as an 

individual will soon have to have its own identity.  And that identity will need to be a secure 

identity.  There are some expectations that the transition brought about by emerging 

technologies will be quite disruptive; SC 27’s task is to enable the maintenance of IT security 

aspects and to support the development of interoperable IT security methods required to serve 

future needs.  Continuous maintenance of ISO/IEC 27001 and adjustment of this standard to 

technological and societal developments is one of the SC 27 contributions to this endeavor; the 

large number of experts contributing to that project will ensure the success of this activity.  It is 

very likely that the management system standard ISO/IEC 27001 has a bright future in the 

coming decades, contributing to IT security in all its facets. 
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THE VOYAGE OF 27 THOUSAND AND ONE1 

Dr. Edward HUMPHREYS 
ISO/IEC JTC 1/SC 27/WG 1 Convenor 

 

THE DAWN OF ISMS 

EARLY 90s AND THE DEFINITION OF ISMS 
The early 1990s was a time of discovery, and the following are notes that reflect my personal 

journey during this time through to the present day.  Discussions around the early 1990s 

discovered a new-found world - the realm of the ISMS (information security management 

system).  This period was the Dawn of the ISMS and the start of my pioneering journey into the 

definition and concept of an ISMS.  It also led to the vision of the ISMS as common language 

and an international voice designed to meet the future needs of an information security 

management culture and society.  This journey of innovation led to the development an ISMS 

family of standards and a legacy for ISMS rediscovery for generations to come.  This Dawning 
of the ISMS discovery came at a time when in the early 1990s advanced communications 

systems grew at a rapid rate and the management of these systems was a crucial aspect for 

providing robust, resilient, secure and self-healing networks and connectivity.  In addition, the 

late 1980s electronic messaging, directory and data management systems had emerged 

alongside to provide an international infrastructure of services and connectivity.  Based on over 

ten years of experience of applying management systems to real-business environments2, and 

supporting national and international connectivity, the question of information security was 

raised in the in late 1980s.  This gave rise to many developments in information security and 

secure communications 1986-1990 e.g. the development of X.400 and X.5003 security, the 

                                                             
1 Based on the publication - Historical Account of the Development of ISMS Standards (1990-2019) by 
Dr. Edward Humphreys  
2 This was prompted by the work on the management standard BS 5750 (which today we know as ISO 9001).  
Although, BS 5750 is a different type of discipline, from information security, the idea of linking quality assurance 
with security was already an issue that had been extensively discussed by industry and government.  Work on a 
security version of BS 5750 did provide the important ground work which was to become BS 7799-2.  This ground 
work was based on the experience gained from the use of BS 5750 for certification purposes by the telecoms 
industry.  However, there was a need to extend this work with the emerging requirement for a standard that would 
address the risk cultures of organizations and the code of practice (the standard that was published as BS 7799-1) 
that was being used by various industries (primarily telecom, petroleum, and banking).  Various risk schemes were 
considered 
3 My journey involved the creation of X.509 based on the PK technology from UK telecoms industry. 
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concept of organizational base-line security4 and the UK code of security practice5 and the early 

1990s to the notion of an ISMS6.   

ISMS STANDARDIZATION GROUP AND PUBLICATION OF BS 7799-2 
By 1993 interest in a management system for information security, based on the original 

definition and concept of an ISMS, had grown.  Subsequently a group, the ISMS Foundation, 

was established.  One of the activities significant to the future of ISMS was consideration of risk 

management, and this started with existing industry practices (e.g. the asset, threat and 

vulnerability model).  This group considered standards such as CRAMM7 (UK government 

methodology), Australian standards and the international standard ISO/IEC 13335-3 (GMITS8-

3).  

In 1994 it was agreed that a formal BSI committee referred to as the ISMS standardization 
group (ISG) be established to develop of an ISMS standard based on the work of the ISMS 

Foundation, the management standard BS 5750 (now known as ISO 9001), BS 7799-1 (now 

known as ISO/IEC 27002) and on current information security risk management practices and 

standards.  It was my pleasure to head up the ISG and to work with a team of world-class 

professionals.  The activity of the ISG developed the standard UK BS 7799-2 (information 

security management system specification and guidelines for implementation) in 1997 and this 

was published in 1998.   

EN ROUTE TO A CERTIFIED BUSINESS ENVIRONMENT BASED ON BS 7799-2 
Following the publication of BS 7799-2 the topic of discussion turned towards an ISMS 

accreditation certification scheme.  A dedicated ISMS certification group was formed to discuss 

the development of a certification scheme.  The discussion within this group started with the 

conclusions of the early debates in 93-95, which included scope of accredited certification, 

relevancy to business processes, risk assessment and choosing appropriate controls to manage 

the risk, effectiveness of implementation, evidence of achievement and certification audits. 

The work of this group involved myself as advisor to UK government and professionals from 

the national UK accreditation body (UKAS), certification bodies, and other interested parties and 

organisations (e.g. IRCA – International Registrar for Certified Auditors).  By the end of 1998 the 

first accredited certificates had been awarded against BS 7799-2.   A set of accreditation 

requirements was developed in the UK by myself in conjunction with UKAS, and these became 

                                                             
4 This includes the I4 (international information integrity institute) initiative on base-line controls. 
5 The Dawn of BS 7799-1 (now ISO/IEC 27002) based on existing best practice in the telecoms, petroleum and 
financial industries. 
6 The Dawn of BS 7799-2 (now ISO/IEC 27001) based on existing best management system practice in the telecoms 
and petroleum industries. 
7 CRAMM = CCTA Risk Assessment and Management Methodology 
8 GMITS = Guidelines for the Management of IT Security 
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the European standard EA 7/03 (which eventually became ISO/IEC 27006).  In early 1999, an 

international register of ISMS certificates was established to track and publish the number of 

awarded accredited certificates based on data supplied by certification bodies from around the 

world.  The number of certificates steadily grew and by 2000 there had been 300 certificates 

awarded, including certifications in countries other than the UK.  This trend continued with 

more and more countries and industries getting involved in ISMS certifications.  By 2004, 617 

certificates had been awarded to organizations in over 37 countries covering sectors such as 

telecoms, finance and insurance, healthcare, IT services, energy, outsourcing and 

manufacturing.  Going forward to 2019, over 230,000 had been awarded, to organizations in 

over 100 countries covering over 40 different sectors.      

ISMS DOCUMENT ARCHITECTURE 
In 1997, a document architecture for the BS 7799 standards was developed: at the top layer 

(high level management layer) BS 7799-1 and BS 7799-2 were positioned and at the lower 

layers, documents would be located that could be referenced to support the two BS 7799 

standards.  These lower layer documents might be guidelines to assist in the implementation of 

BS 7799-1 and BS 7799-2, such as other BSI standards, industry standards and best practice, 

ISO and IEC standards, and standards from other countries, e.g. ISO/IEC 13555-3 and AS/NZS 

4360 (risk management), ISO/IEC 13555-5 (network security), FIPS 112 (password usage), BS 

7083 (physical security), German Bundesamt für Sicherheit in der Informationstechnik (German 

BSI) (Baseline Protection Manual), ISO 10011 (Guidelines for auditing quality systems) and 

IIARF9 (systems auditability and control).  By 1998 I had developed a Taxonomy of standards to 

populate this ISMS document architecture.  This Taxonomy subsequently became a CEN 

publication associated with the CEN network information security group.  Today, an ISMS 

document architecture appears in ISO/IEC 27000 and in past versions of the SC 27 document 

SD 11.       

REVISION OF BS 7799-2 AND PREPARING FOR INTERNATIONALISATION 
In 1998 it was decided to revise BS 7799-1, as a consequence BS 7799-2 was revised, given the 

link with the controls.  From 1998, to the early 2000s revisions of these standard were 

developed, in particular with internationalization in mind.  Experts from many countries 

collaborated in these revisions, including Australia, Brazil, Germany, Ireland, Japan, Korea, 

Netherlands, Norway, Sweden and Switzerland.  At the same time interest in ISMS certification 

grew with the expansion of the number of certification bodies in different parts of the world 

being accredited to provide certification services.      

 

 

                                                             
9 Institute of Internal Auditors Research Foundation 
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ISMS GLOBAL OUTREACH 
The idea of an ISMS standard spread to other countries and the ISMS standardization group 
(ISG) evolved and international experts joined from Australia, Ireland, Japan, Netherlands, and 

Norway, Sweden.  This resulted in the International User Group (IUG) being established as a 

forum to promote BS 7799-1 and BS 7799-2.  Chapters of the IUG were set up in a number of 

countries, and these arranged workshops and training to promote awareness of ISMS.   

The IUG with the generous help from various commercial sponsors and the UK government 

launched a number of annual international conferences entitled 7799 Goes Global.  Also, an 

IUG Journal was published and an IUG.  At the 7799 Goes Global Conference 5/6th Dec 2006, a 

number of ISMS excellence awards were presented to individuals that have played a 

significance role in the development of ISMS standards these were: ISO/IEC 27001 2005 Award 

to Eva Kuiper (US) and John Snare (Australia) as editors of ISO/IEC 27001; ISO/IEC 17799 2005 

Award to Oliver Weissmann (Germany) and Angelika Plate (Germany) and ISMS Lifetime 

Achievement Award to Edward Humphreys (UK).  The appendices at the end of this Journal 

provide a sample of extracts from these events and activities.  

VOYAGE OF THE DAWN TREADER10 

Early in 2003, BS 7799-2 made its voyage into ISO/IEC and in April 

2004 (at the WG 1 meeting in Singapore) it was decided to develop 

an ISMS standard based on BS 7799-2.  Unlike Narnia, In June of 

2004 a WD was launched N4036 (Information security management 

system specification with guidance for use – see figure below).  At 

the WG 1 meeting in Fortaleza, Brazil in October of 2004 ISO/IEC 

24743 (ISMS specification) was approved for a final CD.   

In late 2004 the WG 1 Convenor proposed an ISMS family of 

standards, based on a set of 27k numbers (27000-27009).  At the 

WG 1 meeting in Vienna, Austria April 2005 it was decided to adopt 

the 27k number series (the ISMS 27k brand) and to renumber 

ISO/IEC 24743 (ISMS) as ISO/IEC 27001, and to renumber ISO/IEC 

17799 as ISO/IEC 27002.  At the Vienna meeting ISO/IEC 27001 (ISO/IEC 24743) was registered 

for FDIS and in October later that year the 1st edition of ISO/IEC 27001 was published, through 

the efforts of the editors John Snare and Eva Kuiper.  Collectively these events became known 

as the Grand Design One for the ISMS family of standards.  Like the Dawn Treader in the 

                                                             
10 The Dawn Treader was a ship that was involved in Prince Caspian's voyage (Chronicles of Narnia – C S Lewis).  This 

was a perilous journey that brought its travellers face to face with many wonders and hazards (risks) as they sailed 

toward Aslan's country at the edge of the world. 
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Chronicles of Narnia, ISO/IEC 27001 was born into a perilous world but in this case a world of 

cyber-threats, but unlike Narnia ISO/IEC 27001 is real and an international solution for 

tackling the perilous world of cyber-threats, which it has accomplished with outstanding 

success. 

BEYOND NARNIA 

The years following the publication of ISO/IEC 27001:2005 saw various new developments, 

including the expansion of the ISO/IEC 27000 family.  At the same time, strategy and 

technology coordination groups under the management of TMB worked on the development a 

harmonized approach for MSSs (management system standards) specifying a high-structure, 

common text and definitions that would be applied to all published MSS.  When ISO/IEC 

27001:2005 came up for revision the recommendations proposed by these TMB groups were 

taken into account, in fact the revision of ISO/IEC 27001:2005 was the first MSS in ISO to 

adopt these recommendations.  Today further development these recommendations appear 

in 

ISO/IEC Directives Part 1 (2021) as Annex SL.  This led us into Grand Design Two for the ISMS 

family and the next generation of ISO/IEC 27001 and ISO/IEC 27002 and the revised editions 

published in 2013.  By 2013 the ISMS family had grown to eleven standards including ISO/IEC 

27001, ISO/IEC 27002, ISO/IEC 27005, ISO/IEC 27006 and ISO/IEC 27011, in addition over the 

next 5 years another 5 standards were added to the family. 

We are now in the Grand Design Three phase with the ISO/IEC 27002:2022 published in 

February 2022, and ISO/IEC 27001:2022, aligned with ISO/IEC 27002:2022, expected in the 

autumn of 2022.  The Grand Design Three plan includes a full revision of ISO/IEC 27002:2022, 

starting 2023, and the third generation ISMS standards.   

ISO/IEC 27001 still maintains its status as a high-profile standard within ISO and there is no 

reason for this to change.  It also continues to be the international common-language for 

information security management for business relationships and investments, for ISMS 

certifications and the basis for our defence against cyber-threats and risks.  This has been a 

remarkable journey from the early days in the mid-90s until now, and what has been achieved 

has shaped the information security world helping business, governments and society to 

manage and build a secure future.  Unlike the fantastical and magical world of Narnia11 with its 

mythical beasts and talking animals, ISO/IEC 27001 exists in the real world, securely managing 

and protection our information, and achieving victory over real-world cyber risks and threats

11 The Chronicles of Narnia is a series of seven fantasy novels by British author C. S. Lewis. 
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BS 7799-2 to ISO/IEC 27001 - Hall of Fame 
 

This hall of fame mentions some of the many individuals that have been involved in the journey 

that has taken us from the development of the UK standard BS 7799-2 to the international 

standard ISO/IEC 27001.  This is not a definitive list, and so apologies go to those individuals 

that were involved but have not been mentioned below. 

1993-1997 (THE DAWNING OF BS 7799-2) 

Maurice BLACKMAN, John COURT, Paul FAULKNER, Nigel HICKSON, Richard HACKWORTH, 

Edward HUMPHREYS, Mike JONES, David LACEY, William LIST, Steve MATHEWS, Rolf 

MOULTON, Keith OSBORNE, Rob PARKIN, Les RILEY, Nigel SALT, Robin SHERMAN, Mike 

USHER, Len WATTS, Denis WILLETTS, Richard WINSBORROW 

1998-2003 (THE NEXT GENERATION OF BS 7799-2) 

Jane BEAUMONT, Maurice BLACKMAN, Richard BOOTHROYD, David BREWER, David BROOKS, 

Geoff BROOKS, Robert COLES, John COURT, Ian COWAN (IE), Jacob HANSEN (DK), Geoff 

HAYES, Stephan HILL, Edward HUMPHREYS, Martin HOGG, Tim INMAN, John IVINSON, Steve 

JONES, Steve KIRK, David KING, David LACEY, David LILBURN WATSON, Gunnar LINDSTROM 

(SE), Willie LIST, Steve MATHEWS, Rolf MOULTON, Ingar NORDEN (SE), Steve POMFRET, 

Angelika PLATE (DE), Vernon POOLE, Chris POOLEY, Kare PRESTTUN (NO), Dick PRICE, Anton 

PRONK (NL), Peter RESTELL, Leslie ROBERTS, Bengt RYDSTEDT (SE), Geoff SMITH, John SNARE 

(AU), Arve THENDRUP (NO), Steve THOMAS, Peter WEISS (CH), Richard WINSBORROW 

2003-2005 (1ST GENERATION OF ISO/IEC 27001 – GRAND DESIGN ONE) 

Rune ASK (NO), Jan ELOFF (ZA), Ruud GOUDRIANN (NL), Ariosto FARIAS (BR), Asbjorn 

HOVSTO (NO), Edward HUMPHREYS (GB), Dale JOHNSTONE (AU), Meng Chow KANG (SG), 

Christer KLING (SE), Eva KUIPER (US),  Kyung-Seok LEE (KR), Gunnar LINDSTROM (SE), Jim 

LONG (GB), Robin MOSES (GB), Ingar NORDEN (SE), Taewan PARK (KR), Angelika PLATE (DE), 

Kare PRESTTUN (NO), Martina ROHDE (DE), Sven Olof SANDSTROM (ES), Toshio TAKATORI 

(JP), Oliver WEISSMAN (DE), Ken-Ichiroh YOSHIDA (JP)  

2006-2015 (2ND GENERATION OF ISO/IEC 27001 - GRAND DESIGN TWO) 

Jean-Luc ALLARD (BE), Elżbieta ANDRUKIEWICZ (PL), Rune ASK (NO), Fuki AZETSU (JP), 

Philippe BOUCHET (FR), Jan BRANZELL (SE), David BREWER (GB), Anders CARLSTEDT  (SE), Erin 

CASTEEL (AU), Helén DAHL (SE), Ralph ECKMAIER (AT), Dongyang FAN (CN), Ariosto FARIAS 

(BR), Sabrina FENG (GB), Zhigao FU (CN), Andreas FUCHSBERGER (DE), Cesare GALLOTTI (IT), 

Fabio GUASCONI (IT), Matthieu GRALL (FR), Alain DE GREVE (BE), Yonosuke HARADA (JP), 

Edward HUMPHREYS (GB), Dale JOHNSTONE (AU), Meng Chow KANG (SG), Gargi KEENI (IN), 

Bridget KENYON (GB), Jung Duk KIM (KR), Helge KREUTZMANN (DE), Eva KUIPER (US),  Johann 
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van der MERWE (ZA), Jinghua MIN (CN), Mike NASH (GB), Sathyan NATERAJAN (IN), Kyeong 

Hee Oh (KR), Taewan PARK (KR), Angelika PLATE (DE), Pierre SASSEVILLE (CA), Andy SMITH 

(GB), John SNARE (AU), Lars SODERLUND (SE), Marcus SOLAND (CH), Philip SY (SG), Toshio 

TAKATORI (JP), Eisaku TAKEDA (JP), Armelle TROTIN (FR), Yury TIMOFEEV (RU), Xinjie WANG 

(CN), Peter WEISS (CH), Oliver WEISSMAN (DE), Richard WILSHER (US), Shin YAMASHITA (JP), 

Satoru YAMASAKI (JP), Diamandis ZAFEIRIADES (CY)  

FUTURE (ISO/IEC 27001 - GRAND DESIGN THREE) 

The future has yet to be determined. 



 
 
 
 
 

Special Publication for ISO/IEC 27001 Day 

Page 16 of 64 

WORLD OF ISMS 

Dr. Edward HUMPHREYS 
ISO/IEC JTC 1/SC 27/WG 1 Convenor 

 
27 THOUSAND AND ONE ON THE GLOBAL STAGE 

The ISMS standard ISO/IEC 27001 has opened up a world of opportunities and benefits for 
protecting the digital environment that supports business, government and society. Its global 
outreach serves to protect organizations of all sizes, in all types of business and in every nation 
and region of the world. It has truly become the common international language for 
information security management. In the global sense combating many of the cyber-attacks 
and crimes is a collective responsibility of all that those businesses, consumers and citizens that 
engage in the digital world.  We all have a role to play to protect this digital world, we all have 
responsibilities to protect our own information but also that of others we engage with.  Our 
success or failure, survival or destruction depends on our ability to properly play our part in 
information security.  ISO/IEC 27001 is a common language to support collective action to 
protect our information and others information on a global scale.  This standard is the result of 
worldwide consensus by international security professionals to address collectively the 
information security problem with an all-inclusive management solution for the benefit of 
everyone. 

 
The ISO/IEC 27001 brand has organically grown into a family of standards to provide a 
comprehensive capability to manage the challenges facing organizations regarding information 
security risks and incidents.  The ISO/IEC 27001 brand is a far-reaching, extensive suite of 
standards providing solutions for effective, adequate and appropriate protection of its 
information. 
 
THERE IS NOTHING PERMANENT EXCEPT CHANGE 
The information security and cybersecurity can never be in a stable, fixed, permanent condition 
or state, because the information, applications, services and systems it is trying to protect exist 
in a constantly changing environment: the risks, threats, and vulnerabilities. Impermanence of 
cybersecurity is a situation that requires continual attention, hence systems to be ready and 
prepared. 
 
An ISMS is the product of a process that involves scoping, designing, developing, 
implementing, using, monitoring, assessing and reviewing, and improving.  This process is 
conceived to address the impermanence and uncertainty of the state of information security 
and cybersecurity, in particular the uncertainty of the risks facing an organization associated 
with continuous development and metamorphosis of the threats, attacks and vulnerabilities.  As 
the information security and cybersecurity risk environment mutates over time the ISMS 
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process is critically needed to manage this problem of permanent change and uncertainty. 

 
TO RISK OR NOT TO RISK 

ISO/IEC 27001 is designed around a continual improvement process which means the ISMS can 
adapt to changing risk situations and circumstances. This enables the protection afforded by 
the implemented ISMS to be kept up to date and responsive to evolving threats in the fast 
developing digital world we live, work and play in. 
 
As with other management system standards, ISO/IEC 27001 is a conformity assessment 
standard for building trust and stakeholder confidence, in the case of ISMS this is the effective 
protection of information and the managed mitigation of information risk. This should involve a 
continual and iterative process of communication with stakeholders regarding needs, 
requirements and expectations for the assessment, treatment and management of risk. The 
engagement with stakeholders is important to share or obtain information regarding the 
management of risk. Stakeholder engagement and consultation is a process which inputs to the 
scope of the ISMS and decision making that shapes and influences risk management process. 
 

The ISMS is customized and proportionate to the requirements, needs and expectations of 
external and internal stakeholders. The external context might relate to (i) legal and regulatory, 
financial, technological, economic and societal factors, (ii) stakeholder relationships, needs and 
expectations, (iii) contractual obligations, (iv) dependencies on systems and networks, and (v) 
market drivers and trends, all of which can affect and have an impact on how Information 
security risks are managed and mitigated. In case of the internal context the ISMS, the context 
includes consideration of organizational mission, objectives and governance, accountabilities, 
information systems, internal stakeholders, and interdependencies and interconnections. 
 
THE UNEXAMINED ISMS IS NOT WORTH HAVING 

Performance evaluation is the internal examination of the current security status of the ISMS. 
Conformity assessment is the external/third-party examination of the current security status of 
the ISMS. Both examination processes are key to maintaining an ISMS which is of value to the 
organization and building stakeholder trust and confidence. An unexamined ISMS is not worth 
having as the original ISMS design and implementation will over time become ineffective, 
inadequate and likely to be unsuitable to address the constant flow of change in the threat 
environment. Proactive monitoring and reporting of cyber events and incidents in both internal 
and external systems and networks is imperative for intelligence gathering of the cyber risk 
landscape. It is better to be in control and manage the situation than just responding to it after 
a cyber-attack has taken place: early detection and preventative and corrective actions are 
better than catch up and recover after the incident has occurred. It is necessary that 
management maintain oversight and surveillance of the evolving cyber risk landscape, to back 
informed risk management decision making, and to establish an adaptive capacity to anticipate, 
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adjust and respond to a changing cyber space world. Regular examination and improvement of 
the ISMS adds business value, protects investment in information security risk mitigation and 
provides resilience to respond and recover from threats and incidents. The standard ISO/IEC 
27004 addresses the topic of performance evaluation. 

 
GLOBAL ISMS CERTIFICATION 

Demonstrating conformance to the requirements ISO/IEC 27001 directs us to the subject of 
ISMS accredited certifications. The market take up of ISO/IEC 27001 ISMS certifications and 
registrations has been remarkable, with the number of certifications continually growing year by 
year since the dawn of ISMS assessments in 1998. This global growth in ISMS certifications has 
developed as a result of the realisation that there are many benefits to be gained, not only 
internal to the organization but also in the wider outreach of the business and consumer 
community the organization engages with. 

The first benefit that might come to mind of implementing ISO/ IEC 27001 is managing risks to 
reduce the costs of impacts and for business improvements, but there are many other benefits 
to be considered including the building up customer and stakeholder trust and confidence, 
demonstrating information security posture and efficacy of the organization, through to 
providing a market edge and competitive advantage. Some organizations go down the ISMS 
certification route to demonstrate to their customers that they are implementing processes and 
security controls that are suitable and adequate to protect customer data – to demonstrate 
they are fit for purpose.  Other organizations become certified as part of a contractual 
obligation, for example, a supply chain business might be requested to be certified by their 
customer. An organization may have their ISMS certified as part of their internal governance 
and compliance programme, demonstrating that they have an information security risk 
management process in place, they have adopted a system of risk-based security controls in 
place and that they undertake planned internal ISMS audits to check compliance with the 
requirements of ISO/IEC 27001. 
 
INTERNATIONAL TRADEMARK 

The capability of the ISMS 27000 brand is far reaching and transformative, taking organizations 
into new business areas and opportunities, by providing assurance to customers and 
stakeholders, of its ability to manage information security and cyber risks, and protect personal 
data. This capability, however, presupposes a positive declaration and commitment to on-
going risk management, with controls kept up to date to ensure their effectiveness and 
applicability commensurate with the evolving cyber risk landscape. 
 
THE FUTURE IS BRIGHT 

Nothing will come from nothing, information security needs investment, in does not come by 
default or as a free attachment to something acquired.  Also, effective information security is 
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not something that can be purchased it is something that needs to be managed, needs 
continual attention and monitoring, and it needs effort to maintain and keep up to date.  The 
ISO/IEC 27001 philosophy is conceived to minimise the risks, maximise investment in 
information security and to protect the continuity of business. 
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IT IS ALL ABOUT THE QUESTION   
AND SOME QUESTIONS ARE BETTER THAN OTHERS 

Reminiscences of John Snare12 

(Key Note Talk at the International 27001 Day 27th January 2022) 

 

Let me take a trip down memory lane and tell my personal story of how I ended up working on 
information security management systems and associated standards.  I hope that the history and 
background are interesting; after all, sometimes it helps us understand where we are if we can 
understand how we got here and why. 

Throughout my professional career, I have spent a lot of time thinking about questions. 

Relevant to ISO/IEC 27001: 
How do I use the information I have about information security? and 
How can I help improve information security management standards? 

Let us take a step back in time. 

I am a telecommunications engineer.  As a young telecommunications engineer, it was all about 
transmission, switching, and operation support systems.  When you walked into a telephone 
exchange it was noisy as mechanical switches and relays clattered. 

So how did a telecommunications engineer became interested in information security 
management systems? 

Let me take you back to the 1980s. 

Three things were revolutionising telecommunications in the 1980s. 

1. Telephone call switching was becoming computer controlled – and once computers 
become involved, we all know what that means: errors, omissions, hacking. 

2. Telcos were starting to think about adding value to the services they provide – traditional 
approaches to billing didn’t cut it: perhaps surprisingly to some it was becoming (even 
more) important: 

a. to make sure that only authorised people used services; 

b. to know who was using the services; 

c. to make sure that someone would pay; and 

d. to make sure that the correct charges would appear on the correct bills. 

                                                             
12 Editor of ISO/IEC 27001:2005 
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3. Villains were stealing telephone calls and later laundering money through premium voice 
services. 

My employer, the Australian telco Telecom Australia now Telstra, needed a small team of experts to 

call on in a crisis when problems relating to these developments were encountered.  Such people 

were hard to find in the commercial world outside telcos, so I created a small research unit within 

Telecom Australia to meet this need. 

There were no training courses; we had to teach ourselves – but how?  So the question was: 

Who else might be doing work on commercial infosec, and how could I collaborate 

with them? 

I found two answers (a good engineer knows that there is never just one answer and always looks 

for three answers to any question). 

1. The banks were working on consumer electronic funds transfer.  This was a leading-edge 
use of telco services at the time (if you don’t count porn). 

2. Telephone companies were working on standards within the reference model for Open 
Systems Interconnection and particularly those concerning on-line directories. 

The banks had realised that they had to share PIN pads in retail sites and were trying to find a way 

to personalise PIN Pads in customer premises, instead of shipping them personalised from a central 

trusted facility. 

Telcos were working on security protocols that would operate world-wide between cooperating 

telcos with no centralised control. 

So, I entered the world of cryptography, especially key management and public key cryptography. 

As my team internally publicised our work and the services it might facilitate (research departments 
always have to do that to survive the accountants), people from other parts of Telecom started to 
come to me asking if I could give them a C-library for various crypto systems.  I was flattered at first 
and said certainly.  However, soon I started to get a sinking feeling and discovered some more 
questions. 

Why was I being asked for this?  (I knew, even then, that there were many traps for 
young players.  Crypto was hard to implement correctly, harder to operate correctly, 
and almost impossible to maintain soundly.)   

What was the problem that needed solving?   

What was the policy guiding the requirements? 
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I received lots of blank stares when I asked these questions.  I might as well have been 
speaking a foreign language. 

Although I did not know it at the time, I had unwittingly taken my first step into the discipline of 
information security management.  It turned out that since I had raised these questions, it would be 
my job to find answers. 

So, my first two information security management tasks were to work on policies, and to develop 
guidelines for meeting those policies. 

You will not be surprised when I tell you this was tricky.  Everyone had their own idea of 
what a policy was, everyone had their own idea about how guidance should be organised, 
and everyone had their own idea on the level of detail that the guidance should contain.  
Does this sound familiar?  Everyone who has worked on what is now ISO/IEC 27002 over 
the last 30 years or so knows these problems only too well.  (Congratulations to the editors 
and experts who have come up with new answers to these questions in the recently 
approved latest edition of ISO/IEC 27002.) 

It is still relevant today.  It is really hard to organise guidance for information security 
controls.  I have learned that it is usually best to live with what you have.  It is always 
possible to do it differently, but really, really hard for the different to be significantly better. 

At about that time, while working on crypto standards, I came across the code of practice for 
information security developed in the UK.  The engineer in me said, this may not be perfect, but it is 
a lot better than I have, and surely it would be better to start with that and build on it.  How 
fortunate I was to be able to work initially with UK experts including Edward (Ted) Humphreys and 
later ISO experts to do just that.   

It is still relevant today. For all their weaknesses, the international standardisation 
disciplines of ISO and ITU-T have the undervalued characteristic of providing a 
forum for the pooling of expertise, the contest of ideas, and the ability to produce 
output that is better than the sum of the inputs.  Quite frankly, it is a miracle.  When 
asked why you wasting your time working on standards, remember this and that 
everyone contributes a little and benefits a lot! 

So far so good, but I was actually in a deeper hole, not one being filled-in (and I was still digging).  
Why?  Because with all this good practice, I now needed to develop and provide guidance on how 
to apply it in particular circumstances.  

What guidance was relevant?  

What priority should be placed on implementing controls based on the guidance?  

How much should be spent on controls (remembering that a dollar spent on 
information security controls was a dollar not being spent on developing a new 
product or supporting customers)? 
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I had stumbled into the world of risk management. 

Sadly, my hole was becoming deeper, but I kept digging. 

What is meant by risk?  

How do you estimate it?  

How do you use the answers? 

It was clear to me that risk was something to do with information security management, but 
how? 

We all need to remember that risk management is not something new invented by information 
security practitioners.  It is been known about for a long time by gamblers.  CFOs in companies are 
expert in managing risk associated with the company’s finances.  They make a lot of money if 
they do it well and get the sack if they do not.  I have worked for a company that routinely used the 
risk associated with projects to determine the cost of capital for those projects.  So what could I 
learn from the experience of others? 

For information security, I discovered the delightfully named ‘delphic’ approach that can 
perhaps be interpreted to mean ‘ask someone wise’.  In fact, being practical, it meant ‘let’s 
have a look at organisations like ours that do it well, and do what they do.  We can then change 
things a bit if their situation is not quite the same as ours’.  This approach became known as the 
‘Baseline approach’.  Indeed, this was the principle behind the first of our management system 
standards.  You can still see it in ISO/IEC 27001 in the section about selecting controls.   

But wait, can we learn more from other management system standards?  An excellent 
question.  Looking at ISO 9001, I (and others) discovered the ‘Plan, Do, Check, Act’ cycle.  
Many people who have worked with this will have argued whether Deming got it wrong and 
‘act’ should have been ‘improve’ or whatever.  However this is the wrong question.  
Look at what was achieved in Japan using this approach 50 years ago or so and learn! 

Applying the Plan Do Check Act cycle to information security management systems was not easy, 
but for a time it was part of the standard, and elements of it remain implicitly in ISO/IEC 27001.  
What we learnt was that there was over emphasis on planning (who has not been guilty of that) 
and not nearly enough emphasis on: 

• implementing the plan 

• operating the environment with the required controls; 

• checking to see if it is working as expected; and 

• making changes when problems or gaps are found or the situation changes. 

Addressing these matters produced a more complete management system specification and while 
the elements added have been improved and refined, we had the key features of what is now in 
ISO/IEC 27001. 
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It is still true today.  It is very easy to overlook key activities in the operational parts of the 
management cycle.  (Hands up those who work for organizations that require a business 
case before major projects are started?  - Lots of hands I am guessing.  Hands up those 
who check whether the outcomes predicted/forecast in a business case actually happen? – 
Do I see any hands?) 

I offer you some contemporary questions in closing. 

Your organisation already has an information security management system – even if you do 
not realise it - do you know what it is? 

Are you planning to update your management system to include the requirements of 
ISO/IEC 27001? 

1. Do you know how much money it will save your organisation? 

2. Do you know how much revenue it will bring into your organisation? 

3. Do you know what it will cost? 

4. Do you know what non-financial benefits it will bring to your organisation?  (Hint: 
having a certificate to hang on the wall is not a good answer to this question.) 

5. Do you know how to determine whether or not your ISO/IEC 27001 management 
system is achieving its objectives? 

If you do not know the answers to these questions, do not embark on an ISO/IEC 27001 
project until you do; otherwise it will end up in tears!  We have a good tool to guide 
implementation and operation of an information security management system in ISO/IEC 
27001.  But how good a management system is will depend on answers to questions like 
these.  ISO/IEC 27001 can help you save or earn a lot of money; it can equally help you 
spend and waste a lot of money.  This was true 30 years ago and is still true today. 

In conclusion, a final question to contemplate:  What can I do to make you look good? –  
whoever you might be. 
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LAST REVISION13 OF ISO/IEC 27001 EDITORSHIP 
Angelika EKSTEEN and Matthieu GRALL (editors ISO/IEC 27001:2013) 

 

INTRODUCTION 
You all know that after its inception in 2005, ISO/IEC 27701 was enhanced in 2013. But you may not 

know that there is a story before, during and after! On International 27001 Day, the last two editors 

share their behind-the-scenes view! 

Before the revision 
Once upon a time, BS 7799 was an English standard originally published in 1995. There was an initial 

big "battle" at ISO (another out-of-the-scope but very interesting story) to build the first versions of 

ISO/IEC 27001 (requirements for an Information Security Management System - ISMS) and ISO/IEC 

27002 (best practices - controls - in information security) on this basis. But this was the beginning of 

a worldwide involvement in overall good practices in information security… 

DURING THE REVISION 
Then came the late revision of ISO/IEC 27001. The Member Bodies (MBs) chose Angelika EKSTEEN, a 

German expert very involved in SC27/WG1 (related to information security management systems) 

and well known in international standardization, and Matthieu GRALL, a Frenchman who had made 

a name for himself by defending state positions in information security and privacy related standards, 

to act as editors. 

The revision lasted 5 years, with editing meetings every 6 months. Prior to these meetings, the editors 

discovered and pre-processed the proposed improvements suggested by the MBs. During the 

meetings, they had to facilitate discussions to find the most consensual solutions. And after the 

meetings, the editors had to produce a resolution of the comments, fully reflecting the decisions 

made in the meeting, and in diplomatically acceptable terms, as well as an amended version of the 

working document. 

In summary, the main challenges were the following: 

• a phenomenal number of comments and proposals for improvement (thousands, on 
hundreds of pages, with different forms, in every round of edition!); 

                                                             
13 The revision that resulted in ISO/IEC 27001:2013. 
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• the successive involvement of experts from all MBs, sometimes with still different visions, and 
systematically a lack of knowledge of the discussions and consensus previously found, which 
thus called into question the previous decisions; 

• the ISOs work on the harmonization of management systems, which imposed, in a moving 
manner because they were done in parallel, constraints on the content and shape of the 
standard: concepts to be used, common plan and texts, drafting of chapters, etc.; 

• the difficulty of finding a consensus in the face of different, even opposing and firm, visions 
of the different countries: 

o the right method for risk assessment, where different MBs had varying views, even up 
to the last meeting; 

o How mandatory the use of ISO/IEC 27002 is made through the use of a normative 
annex, and the interpretation of the requirements for the Statement of Applicability; 

o The level of detail to be provided – here the harmonization of management systems 
created a lot of discussion; 

AFTER THE REVISION 
Since the revision of the standard was published in 2013, there have been some minor corrections 

and clarifications, which the editors have also had to deal with. 

The next revision of the standard should only involve dealing with the revision of ISO/IEC 27002, on 

which Annex A of ISO/IEC 27001 is based. Thus, the editing work should not be huge. 

However, it will generate a lot of work from all those who use it (trainers, users, auditors, certifiers, 

etc.). And several other standards will have to be updated (e.g., ISO/IEC 27701 on privacy-specific 

additional requirements and controls). 

Further revisions will be entrusted to happy new editors! 

LAST WORDS FROM THE EDITORS 

A last word from Angelika 
 Since 2010 and until summer 2018 (where I decided to move to another line of business) it was my 

profession to bring the beauty of management systems, particularly but not only the ISO/IEC 27001 

management system for information security, to organizations. My experiences were: 

• the harmonization of management systems helped a tremendous lot in combined 
implementations; 

• especially the important ingredients in management systems about keeping the system up to 
date and applying continuous improvement really helped the organizations to move to the 
next level; 
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• local derivatives of the international standards highlighted how important the concepts 
applied in the ISO/IEC 27001 revision are – only if the standards state what is to be achieved, 
and not how it has to be achieved, they are generally implementable;  

• Whilst I am doing something entirely different now, I am very pleased to have been part of 
this journey, and to apply concepts that have been proven to be valuable and useful in 
practice in standardization, benefitting and transforming organizations in any line of business.  

 

A last word from Matthieu 
First of all, Angelika taught me everything about being an editor and I can't thank her enough for 

that. 

Over the years, I had the chance to see and live all aspects of the use of standards allowing a 

certification (as a reminder, only the requirements standards such as 27001 allow it within the ISO 

framework): 

• their creation as an international editor; 
• their use as inspiration or their complete implementation as CISO, trainer and consultant (at 

Sodifrance and then Imineti by Niji); 
• their use as a certification referential as creator of various labels within regalian authorities (at 

the ANSSI and the CNIL), as responsible for accreditation (at the Club EBIOS), and as an 
audited ISMS manager. 

What I retain is that, whatever the efforts of those who write standards, everyone interprets them in 

a different way! If there is an area for improvement, it is perhaps to better convey the spirit of the 

standards to those who will use them. 

As last word from both 
Finally, behind the scenes, nobody knows the crucial role of the ISO/JTC1/SC27/WG1 Chair, Dr. 

Edward HUMPHREYS, as a facilitator!  Indeed, the whole life cycle, from the preparation, the work to 

obtain a consensus, to the promotion, of a standard such as 27001, requires the full involvement and 

support of the chairman to be achieved.  And he has provided it fully, with his listening, his perfect 

understanding, and his so clever diplomacy. 
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ISO/IEC 27001 – ORGANIZATIONAL ROLES THAT DRIVE AN ISMS 
IMPLEMENTATION AND HOW THEY MAY INFLUENCE THE APPLICATION 

OF THE STANDARD 
Mr. Jan BRANZELL (Swedish Expert and SC 27/WG 1 27003 Editor) 

OVERVIEW 
Practical experience from numerous of ISMS implementation cases in Sweden and internationally, 

as well as knowledge gathered during the development of ISO/IEC 27003 have shown us that there 

are several different motives for organizations wanting to have an ISMS based on ISO/IEC 

27001:2013. 

These motives vary from case to case and are key to take into consideration to have successful 

implementation of the ISMS – implementation that not only will fulfill the requirements of the 

standard but will bring practical business benefits for the organization and by that the long-term 

positive effects of having an ISMS. 

INTERNAL INTERESTED PARTIES HAVE DIFFERENT MOTIVES FOR AN ISMS 
Implementing an ISMS is a decision that has to be made by the Top Management, but that decision 

has a background of what different roles see as the benefits.  In some cases, there is a single driver 

and in other cases there is a combination. Generally, it is good to make an inventory of these 

motives and expectations and get an understanding on how they will influence both the priorities 

that may be necessary for implementation as well as the long-term use of the ISMS to meet this 

expectation – early on in the implementation case. This might be seen as a challenge for the CISO 

but is really an opportunity to anchorage the ISMS in the organization and use it in the daily 

operation. 
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Explanation to the roles in the figure and what they represent as internal interested parties 

regarding information security and an ISMS: 

• Top Management –person or group of people who direct and control an organization at 
the highest level. In a smaller organization this is often the CEO and in larger this is often a 
group, a management team. 

• MS standards – a person or persons that are working with other ISO management 
standards such as ISO 9001, ISO 14001 etc. This role is normally applicable to larger 
organizations, but the perception may apply to smaller organizations as well. 

• Business - a person or persons that are responsible for different functions within the 
organization such as sales and marketing, HR, legal, procurement etc. 

• CISO – Chief Information Security Officer – The person holding the ISMS together and 
reporting to Top Management according to requirements in the standard. This role may 
vary in an organization depending on the size and type of business. During an 
implementation case, this role may be new. 

• Technology – a person or persons that are working with ICT from a technical perspective. 
This role is valid especially if the organization manages ICT inhouse. The role has an 
understanding and/or knowledge about ICT security and may be a CIO and/or ICT security 
expert. 

 
THE MAIN CONSIDERATION TO UNDERSTAND AND ADDRESS 
The CISO and Top Management have their motives to make the ISMS useful for the business, but 
the other three roles may have a very different perception of what an ISMS based on the standard 
is or what it shall focus on. The CISO should use this to ensure that their understanding is correct 
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and that the ISMS will contribute to their objectives and by that also fulfilling the Top Management 
expectations. The main implications for these three roles are listed in the table below with the 
principal differences overstated to make the issues clearer. 
 

Role 
Pre-
perception 

Pre-focus 
Address to change the 
perception and adapt focus 

Outcome/contribution to 
the ISMS 

MS 
standards 

ISO/IEC 
27001 is a 
management 
system 
standard 
(MSS) like all 
others ISO 
MSS 
standards. 
 

Documentation 
and Management 
review activities. 

ISO/IEC 27001 is not based 
upon documentation as it is risk 
based and has a link to 
controls. The linkage to controls 
cannot be handled by 
documentation but by a risk 
management process. The 
management review for an 
ISMS may require more 
engagement from the Top 
Management as risk status has 
to be reported. 

The documentation made 
by the organization for 
other ISO MSS may need 
revision and new 
documentation is needed 
especially regarding risk. The 
management review may 
not be a meeting as for the 
other MSS. Aligning ISMS 
management review to the 
overall annual business 
planning is better.  

Business 

ISO/IEC 
27001 is a set 
of rules that 
are either 
fulfilled or 
not. It is 
handled by 
the CISO 
(security 
organization). 

Compliance so 
that the standard 
helps to align with 
legal or 
contractual 
obligations. 
Makes interaction 
with other parties 
easier. 

ISO/IEC 27001 is not a check list 
and involves the whole 
organization which means that 
activities and especially risk 
assessments should be made 
by the business and decisions 
are made by risk owners and 
not by the CISO. 

An ISMS is for the business 
and should be aligned by 
involving the business. It can 
be supported by the CISO 
but many of the actual 
decisions and activities are 
not made by the CISO. The 
standard cannot ensure any 
other compliance than 
against the standard itself 
but may address a lot of 
legal and contractual issues. 

Technology 

ISO/IEC 
27001 is a set 
of controls 
that all must 
be 
implemented.  

ISO/IEC 27001 is 
the Annex A and 
ISO/IEC 27002 
and especially the 
technical controls. 
A gap analysis of 
the controls is the 
key activity. 

ISO/IEC 27001 Annex A is a 
control list that should be used 
as a reference list for what the 
organization needs. It does not 
tell how a control is 
implemented and the actual 
implementation may vary 
depending on technology and 
risk. 

Being aware of what is 
needed in terms of controls 
and that the risk 
assessments are the 
supporting activity for 
implementation through the 
risk treatment plan. The use 
of SoA (Annex A) is to 
ensure that any controls 
have not been missed out 
and additional controls may 
be added. 
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Conclusion 
Implementing an ISMS based on ISO/IEC 27001 should focus on the requirements in clause 4-10. 
This enables a systematic approach ensuring that: 

• Compliance issues can be handled by the risk management process requirement in clause 6 
and 8 where the compliance risks and controls are identified and evaluated by the business. 
Risk treatment decisions are made by the risk owners which very often represent the 
business. The Management Review activity enables risk status reporting and decisions on 
Top Management level. The ISMS will support this; 

• The ISMS does not over-document things for the sake of documentation. That something is 
documented is less valid for an ISMS than that the controls in the SoA are actually 
implemented; 

• Annex A is not used as a check list, and the organization uses it as a support that must be 
considered. An organization has and will have different controls in place over time and the 
ability to adapt to changes and need of controls are important aspects of an ISMS being 
implemented.   

 
If the implementation case of an ISMS can focus on the roles and needs of interested parties and 

the business context in clause 4, a sound platform for success is created. Then, by applying the risk 

management process in clause 6 throughout the scope of the ISMS and its boundaries, the 

organizational involvement and business alignment can be achieved for long-term success. 
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ISO/IEC 27001 – A PERSONAL JOURNEY BY DAVID BREWER 
“…an opportunity to collaborate further with Edward Humphreys…” 

Dr. David BREWER (GB) 

Sometime in 1998, I was invited to join the UK committee responsible for the BS 7799 

standard – a Code of Practice for Information Security Management – the standard that was 

ultimately destined to become ISO/IEC 27002.  

Some years earlier, 5 May 1987 to be precise, I became a founder member of the UK 

Government Commercial Computer Security Centre (CCSC).  The CCSC had two objectives, the first 

to establish an international standard and scheme for the evaluation of information security 

products, and secondly to provide guidance for users.  Our work on the former objective ultimately 

gave rise to the Common Criteria, ISO/IEC 15408, and the establishment of SC27 WG3, but that, of 

course, is another story.  Nevertheless, it also led to the neglect of the second objective, and I 

therefore embraced this invitation as an opportunity to complete that unfinished work.  It was also 

an opportunity to collaborate further with Edward Humphreys, whom I had met earlier in my CCSC 

days.  

When I joined the committee, its task was to create a new standard – BS7799 Part 2 - 

Specification for information security management systems – the standard that was ultimately 

destined to become ISO/IEC 27001. 

“…Edward is indeed the Father of ISMS…” 

The reason for this was that the Dutch had established a scheme for certification against 

BS 7799, but UK experts felt that this was inappropriate, because BS 7799 was a guidance standard.  

Indeed, I argued that not all the controls in BS7799 were applicable to all organizations: my 

company at the time, for example, did not have a computer network, so all the controls concerning 

network security were inappropriate.  This argument was accepted and so was born the concept of 

the Statement of Applicability (SOA).  Someone asked how the applicable controls should be 

determined, and a voice answered, “risk assessment”, and so was born the standard’s 

dependency on risk assessment.  I have always attributed Edward as being the person who 

answered that question but although on occasion, he has denied it, it was indeed Edward who 

coined the phrase “information security management system” and for that we should all be truly 

grateful.  Edward is indeed the Father of ISMS. 

“…contained the controls as normative requirements…” 
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Both BS7799-2:1998 and BS7799-2:1999 contained the controls as normative requirements 

in the main body of the document.  There was a requirement to perform a risk assessment and a 

requirement to produce the SOA, but nothing else.  A certification scheme was established called 

“c:cure”.  Nevertheless, I regarded BS7799-2 as a weak standard: it required organisations to 

establish an ISMS, but the standard said nothing about using it. 

BS7799, now called BS7799-1, was offered to ISO through the fast-track mechanism.  It 

succeeded on its second attempt and became ISO/IEC 17799:2000.  The UK committee deliberated 

on whether BS7799-2 should be similarly proposed, but in recognition of my criticism, it was 

decided to strengthen it first.  A 

subcommittee was formed with Edward 

as its chair with Dr Angelika Plate, Steve 

Mathews, the late William (Willie) List, 

and me as members.  Together we 

produced BS7799-2:2002, and, taking 

inspiration from ISO 9001:2000, the 

new standard now looked very much 

like other management system 

standards of that time. 

“…Edward arranged for an international review…” 

With ISO firmly in mind, Edward arranged for an international review of the new BS7799-2 

prior to its publication.  Well known WG1 members of the review team included John Snare and 

Dale Johnstone (AU), Aristo Farias Jr (BR) and the late Rune Ask (NO).  One of the highlights of the 

review was the decision to retain the SOA, despite arguments against it.  The photos show a vote 

being taken and the celebration 

afterwards when our work was done. 

Following publication of BS7799-

2:2002, John Snare prepared it for 

submission to ISO and ultimately it 

became ISO/IEC 27001:2005 (and ISO/IEC 

17799 was renamed as ISO/IEC 27002). 

We then went our separate ways.  

I, for example, embarked on a career of 

worldwide BS7799-2:2002 (and subsequently ISO/IEC 27001:2005) training and consultancy, in the 
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early years often with Willie.  During our work, he and I made four discoveries that were to prove 

invaluable for the 2013 revision of ISO/IEC 27001 and for my own work with ISMS: 

“…a new method for risk assessment…” 

< In 2002, I was engaged by the MD of a logistics company to assist him in establishing an 
ISMS for his company.  On the first day, I started with the risk assessment, but the MD 
was so unresponsive to questions about assets and threats that I feared asking about 
vulnerabilities and instead asked about his concerns.  He had no problem in answering 
that question.  On recounting my experiences to Willie, we determined that the MD had 
been referring to events and consequences.  We therefore devised a new method for risk 
assessment, fully conformant with BS7799-2:2002, but driven by events and 
consequences.  Imagine my pleasant surprise when reading the newly published ISO 
31000 some 7 years later to discover that it was founded on the same concept.  
Encouraged by an Australian comment (AU10 in the Berlin 2010 meeting), this led to the 
depreciation of assets-threats-vulnerabilities as being the sole method for information 
security risk assessment. 

< In 2003, Willie and I were deliberating about how to measure the information security 
performance of an ISMS.  The product of our research led to the discovery of the 
“time” theory, which showed the relationship between preventive, detective and 
reactive controls and the event-consequence model.  Although, this has only been 
partially embraced by SC27, organisations that use it are able to construct robust risk 
treatment plans.  Such plans, which I refer to as “designer plans”, following the Utility 
of the SOA study, specify how the necessary controls are intended to work together to 
modify risk.  The idea is that if a prevent control fails, the situation can be rectified by a 
detective control, and should that fail, the reactive controls can act as a final safeguard.  
Hopefully this concept can be utilised in the new PWI on attributes.  

< In 2004, whilst working on a large-scale ISMS project in Mauritius, Willie and I discovered 
that by expressing (designer) risk treatment plans in the form of a story, it was possible 
to teach senior civil servants to perform the risk assessment and risk treatment process.  
This was an instant success and prompted the head of one Ministry to state publicly that 
“information security is a management issue and not a technical issue”: a mantra we 
are all advised to remember.  

“…recasting of the SOA requirement…” 

< In 2005, Willie and I were deliberating about the utility of the SOA.  We argued that 
having completed the risk treatment process, one should have already determined the 
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controls necessary to manage risk, so why then select them from a catalogue? The 
answer was “what if [the treatment process] got it wrong [and one had inadvertently 
omitted a necessary control]?”.  We named this concept an “AIL” (alternative ideas 
list), and discovered that there were many AILs, not just Annex A.  COBIT, for example is 
an AIL – one does not implement everything in COBIT, but rather uses it for inspiration.  
These ideas were successfully introduced into SC27 and lead to the recasting of the SOA 
requirement in the 2013 revision. 

Work with ISO/IEC 27001:2013 and my involvement with SC27 WG1 has been a rewarding 

experience and I have learnt much more.  There are some further improvements that we can make 

to ISO/IEC 27001, and I look forward to working with you all to do that.  

Dr David Brewer 

London, January 2022  
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How to manage risk, leveraging on ISO/IEC 27001 
Pablo Corona (SC 27/WG 1 Convenor- Support, Mexico)  

 

When we talk about risk management, there are several consideration and different sides to 

consider. In some fields or disciplines there is a concept of positive risk, in others risk management 

is a tool on how to address opportunities, sometimes we tend to try fitting every kind of risk in the 

same mold, but not every risk is the same, ISO 31000 family of standards include guidelines to 

create a risk management process, starting from understanding the context of the organization, 

and the needs and expectations of interested parties, to use them as a base to establish the 

organizations objectives, roles and communication mechanisms. 

These standards are applicable to every kind of risk, for example financial risks, where it is very clear 

why we talk about risks and opportunities together, because every risk is taken to pursue an 

opportunity, and there are some measurable aspects that help to assess the risk associated with the 

potential win that can be obtained mixed with the potential loss.  

When you make an investment there are parameters that can describe how conservative or 

aggressive is the investment, it is feasible to find historic information, performance indicators and 

return indexes. In this case it is easy to see that the investment is a business enabler that we use as 

leverage to increase the amount of money invested. A company listed in a stock exchange that is 

very stable will produce some sustained gain, the risk is low and also the benefit obtained is low. 

Investing on a startup company can give a return rate much higher than the one on the stable 

company, but the risk is higher. You can win big, and you can lose big also. 

This is commonly addressed building an investment portfolio, that will balance the resulting risk 

with some amount in stable organizations that will give back something very close to a fixed rent, 

and some other amount in more aggressive companies that may give big returns but the possibility 

of losing is also big. 

Depending of the risk appetite of the investor, this portfolio can have a bigger portion in the 

aggressive part or in the conservative one. Also, the tolerable risk is a portion of the investment that 

according to the investor’s profile can be lost before calling back the investment. 

Translating these concepts to information security and cybersecurity seemed natural but is also 

tricky, because risks in this other realm behave different, and this is where the importance of 

standards such as ISO/IEC 27005 resides, it takes the best practices and lessons learned from many 
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organizations and cultures, so we can adopt and adapt them to our context, needs and objectives, 

but focuses on considering specific elements that can have an effect in confidentiality, availability 

and integrity. It also includes annexes with examples of risk assessment methodologies, including 

those that focus on assets, threats and vulnerabilities, or some recent ones referring to risk 

scenarios and threat modeling. 

This risk management processes are means to introduce technology as a business enabler, 

pursuing opportunities and in many cases the win comes at first hand - in opposition of what 

happens in financial risks, that we find out if we win or lose at the same time- because just by 

installing or implementing these technologies we can work faster, from any place, at any time, have 

redundancy options and can reach clients or users in places that would be impossible to reach 

without technology, this is the win, opportunities come from pursuing this win. This case is more 

similar to signing a contract with a client that gives you money at the beginning of the contract and 

if you deliver on time, use resources efficiently, and manage the project properly, you end up 

winning money; but if you are late on deliverables you get a penalty, if you don’t manage the 

resources in a cost-efficient way, in the end you can lose money instead of winning. 

The risk management process should align the business objectives with the information security 

objectives to assess, identify and evaluate those events that can have an effect on information, 

assets, and business enablers, because if information is affected, business objectives are 

compromised. 

When talking about information security and cybersecurity risks, the gain is obtained beforehand 

and the potential loss remains dormant, until the information is corrupted or lost, the services are 

unavailable, someone gets unauthorized access to confidential information or to control business 

transactions. This may or may not happen in the short term but in the long run something will 

eventually happen, and this will depend on aspects such as the benefit that can be obtained 

through what is controlled by this technology, the exposition it has, the single points of failure the 

system has, how complex is to corrupt the system without being noticed, among others. 

These aspects actually define both the likelihood of the risk, but also the kind of measures that 

could be implemented to reduce this likelihood. So, if we take the exposition of the technology, we 

can measure how exposed it is by mapping from where it can be accessed, whether it is from a 

physical access to facilities, through a local network or the internet. Also, it is more likely for a risk to 

materialize if the number of users or devices is high or unauthenticated. These can be use as criteria 

to measure the risk and also give guidance on identifying each user and device, identifying and 
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reducing the number of system components exposed outside of the organization, and implement 

logging and monitoring systems to identify unusual activities. 

So, we manage risks to maximize the gains and reduce the loss, then understanding how big is the 

benefit of introducing a business enabler will help us to assign the adequate amount of resources 

to manage and control the risks derived from those enablers.  

Finding that adequate amount of resources is key for risk management and is an equilibrium hard 

to find. Too much controls and the business can be obstructed, slowed down, or sets you out of 

market. But too few controls can make the organization fragile, exposed and vulnerable. Not only 

finding that balance is hard, because even when found, it must be maintained, because the 

scenarios are changing, technology is evolving, attacks are getting more complex and the 

dependence on technology is bigger every day. 

This is why risk management requires to start from the top of the organization, from understanding 

needs and expectations of interested parties to set strategic business objectives, then assigning 

roles, responsibilities, resources, training and in general some sort of organizational apparatus that 

puts together the understanding risks in terms of the business, the relevance and contribution of 

each business enabler, the operations and its different components, such as people, tools, 

processes; but also understanding of technology, its risks in technical terms and how to manage 

and administrate each component. This apparatus is what we call an Information 

Security/cybersecurity Management System, that is designed to align all these different views, 

profiles, needs, expectations, objectives, activities, indicators, etc. in a comprehensive way that 

maximizes opportunities while reducing the risks associated with its purpose.  

ISO /IEC 27001 is the most used reference for establishing this apparatus as an Information Security 

Management System, stating requirements that an organization shall follow in order to establish, 

implement, operate and continually improve a management system, that is compatible with the 

business needs, but also comparable with the common objectives of other interested parties 

outside of the organization. 

This management system is a tool that creates a security strategy, working in the same way the 

diverse investment portfolio, with controls in different levels of the organization and of different 

types, whether they are administrative, physical or logical, implementing controls to identify, 

protect, detect, respond and recover before, during and after incidents, avoiding to relay the 

complete security in a single control or group of people, aligning the needs and expectations of the 

different levels of the organization with the business objectives. This makes the Information security 
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Management System a risk management system focused on those events that can have an effect 

on confidentiality, integrity or availability. 

We can find guidance on how to implement this strategy based on the controls included in ISO/IEC 

27002, that are the base for one of the cornerstones of the information security management 

system, which is the risk management process. Considering that this process is in constant 

improvement and can be flawed, especially during the earliest stages of the establishment of the 

management system, having a list of controls that has to be compared against those obtained from 

the risk assessment, is a control itself, because any omission of controls that the risk assessment 

process may have forgotten, can be included after this comparison, so the Information Security 

Management System includes a requirement to stablish an Statement of Applicability, that 

commonly has been understood as a list or subset of those controls in ISO/IEC 27001 annex A (that 

came from ISO/IEC 27002), but the requirement in ISO/IEC 27001 is to compare the controls 

resulting from the risk assessment process with those in Annex A, to avoid omissions. 

In fact, this list of determined controls could be fed from different sources, besides the results of the 

risk analysis, such sources could be a privacy impact assessments, mandatory controls and 

measures established in legal or contractual requirements, other frameworks or control references 

implemented or mandated by clients or other interested parties. Then these controls are compared 

and complemented with those in Annex A or sector specific standards such as ISO/IEC 27011, 

ISO/IEC 27017, ISO/IEC 27018, ISO/IEC 27019 or other kind of guidelines and frameworks, like 

ENISA Cloud Security Guide for SMEs or NIST cybersecurity framework. 

In the next illustration we can observe how the control set for an organization can include different 

sources and types or references: 
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In this way we have a complete management system which is: 

• Aligned	with	the	business	needs	
• Considering	requirements	from	other	interested	parties	
• Establishing	a	comprehensive	risk	assessment	process	according	to	the	organizational	

context	
• Include	controls	and	measures	from	different	sources	to	build	a	single,	resilient	and	

continually	improved	strategy	

 

Risk assessment

Application specific 
(e.g. Privacy impact 

Assessment)

Applicable regulatory 
and contractual 

controls

Controls form 
27001 Annex A

Sector specific 
controls, national 
and international 
standards (27011, 

27017, etc.)
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ISO/IEC 27001 and COAL 
Dr. David BREWER (UK expert) 

 

An organization does not need to be a legal entity.  It can be subset of a legal entity, for 

example just part of a department within a faculty of a university.  In such cases, not all the 

necessary controls will be implemented by the organization but will, instead, be implemented by 

other parts of the university, e.g., HR and physical security.  These controls are not outsourced – 

they were never a function of the organization in the first place, and thereby not within the power 

of the organization to outsource. This is one reason why the new edition of Annex SL now refers to 

“externally provided processes, products or services”, rather than “outsourced processes”.  

However, that aside: 

< A necessary control can be specified by the external organization but implemented by 
the ISMS organization.  An example would be a university-wide, or corporate 
information security, which everyone must follow.  

< The control can be specified by that other organization and implemented by it.  
Examples would be HR controls and physical security. 

< In either case, the control might not be sufficient for the organization’s needs and 
therefore needs to be augmented by the organization. 

< Finally, the control could be purely local to the organization – specified by the 
organization and implemented by it. 

“…spells COAL…” 

Taking the first letters of the italicised words spells C-O-A-L, and there we have it - ISO/IEC 

27001 and COAL – a way to specify the responsibilities for necessary controls in the case where an 

organization is a subset of a legal entity. 

“…another concept – overarching and subordinate ISMS …” 

Whilst such an organization can very small, say five people, they could also be very large.  A 

good example of this is the application of the concept to a Civil Service. In this case, the 

organizations are government ministries and large departments. Whilst COAL applies (indeed, it 

was on such a project that the concept was discovered), it gives rise to another concept – 

overarching and subordinate ISMS.  In this case, the overarching ISMS is positioned at the top of 
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the Civil Service (at Cabinet Office level).  This ISMS is responsible for overall risk assessment, policy, 

and governance.  Some subordinate ISMS are responsible for specifying type C and O controls.  All 

subordinates are responsible for implementing C controls, the specification and implementation of 

augmentations (i.e., type A, where necessary) and type L controls. 

“…dealing with role-based access controls, with thousands of users …” 

There can also be in-between cases.  An example is the application to the finance 

department of a large company, which already had an ISMS certification for another department.  

That other organization is responsible for setting corporate wide information security policy.  The 

solution in this case was to invent a virtual overarching ISMS, locate all corporate-wide policies 

there (including those, such as HR and physical security, which is the responsibility of other 

organizations anyway), and then treat the finance department as a subordinate ISMS (which, of 

course, is responsible for type O controls concerning corporate-wide financial policy).  Not the only 

challenge on this project: one of the other major information security challenges was dealing with 

role-based access controls, with thousands of users, but that is another story! 
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A STRUCTURED APPROACH FOR THE ISO/IEC 27001:2013 
Ralf SERMATHEU14  

(SC 27/WG 1 Portuguese expert) 

Introduction 

For several years, the ISO/IEC 27001 has been demonstrated worldwide as the key standard to help 

companies to thrive and reduce cybersecurity gaps and risks. 

For some countries, several private companies are adhering to the ISO Standard as the key standard 

to be adopted, even when there is a need to create control-mapping with other frameworks and 

standards such as NIST, COBIT, COSO, ISF, CMMI, etc. 

The process of adopting ISO/IEC 27001 has to be smooth and painless, being well-structured and 

suitable to the business needs. 

ISO to ensure (oversee) risks and compliance 

In many companies, are in the stage of designing their internal cyber risk frameworks as well as trying 

to adopt the Enterprise Risk Approach, ISO can help you as guidance tool, with several controls and 

clauses outlined as well supported by the ISO/IEC 27002.  

Many of us may know that the risk-based approach is a good way of engagement and might help 

companies to thrive either on audit or implementation, as well as supporting the businesses via their 

CRO - Chief Risk Officers in order to overcome the day-to-day over digital risks.  

Assurance with an international standard 

Those companies operating in a specific sector (e.g. banks, insurance) have to be aligned with the 

ISO 27001 requirements within other legal and regulatory requirements proposed by the Regulator. 

The major ICT Player in the world have adopted ISO/IEC 27001, some, because it's a required 

assurance to be adopted, because it may be part of a mandatory requirement for a tender process   

                                                             
14 ISO expert from Portugal, Information Security Auditor, working with ISO 27001:2013 for many years both as 

an implementer and auditor, as well former CISO, IT Security Manager and Advisory. Critically structuring and 

adapting my mindset on a day-to-day basis tailored with privacy frameworks and overcome the digital risks.  
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As we are in the age of data breaches, where information is the new currency dealt by the 

cybercriminals market. 

ISO Numbers 

In the context of the countries that have the most certified companies, the five largest are listed 

below: 

1 - China - 12403 certified companies 

2 - Japan - 5645 - certified companies 

3 - UK - 3327 certified companies 

4 - India - 2226 certified companies 

5 - Italy - 1827 certified companies 

- Improve internal engagement 

Source: ISO SURVEY 2020 - ISO.org 

For those companies that thrive to achieve internal support, ISO/IEC 27001 can work together with 

ISO 19011 (see details) and help the internal auditor to build their internal audit framework based on 

audit foundation and principles. 

Thrive with your customers and regulatory and legal 

In the UK and Europe, the ISO 27001 is gaining good adherence and becoming the key support for 

Privacy matters, as well as supporting GDPR and DPA2018.  

An external audit view 

As an experienced auditor, I have been helping companies to achieve the right level of compliance 

aligned with an acceptable level of risk, I wanted to emphasize the importance of the management 

sponsorship covering all the chain of command, as well as a good strategy comprised by a forecast 

budget and strict assessment in roles and responsibility.  

Expand the horizon about the cyber risks existent in their market not limited to the IT Risks, has 

become mandatory as well hiring and preparing professionally the staff to be competent to answer 

to the various level of attacks, and not only technology.  

The covid-19 and the pandemic in itself brought a new landscape to many companies to rethink 

their cyber security controls, as well for some, to reinforce technology and documented controls 

related to remote working as well within this new hybrid way to work. 
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An Implementer View 

Those companies implementing the ISO/IEC 27001:2013 must pay good attention to policy 

designing, mandatory requirements on their sector as mentioned above. 

Some success factors can be crucial to determine how long this process is going to be taken such: 

- Policies and procedures suitable to the business as well aligned with regulatory and legal 

requirements 

-  Preparedness of staff with an appropriate Information Security Awareness Programme 

- A critical level of risk assessment and acceptance aligned with company risk appetite and tolerance 

- Top Management Support 

- A Business Continuity Strategy potentially aligned with the Incident/Crisis Management 

-  An adequate segregation of duties 

-  Threat Assessment on an ongoing basis 

- Internal Audit performed with independence 

- Regular Management Review meeting suited to the business 
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APPENDICES 
 

These appendices present a miscellany of documents and images recording past activities and 

events relating to ISO/IEC 27001.   
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ISO Management Systems Journal 
The following are articles published by ISO in 2006 celebrating the publication of ISO/IEC 270001. 

JAN/FEB 2006 ISO JOURNAL 
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MAY/JUNE 2006 ISO JOURNAL 
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INTERNATIONAL USER GROUP (IUG) ISMS JOURNAL 
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7799 GOES GLOBAL 5/6TH DEC 2006  
AND THE ISMS EXCELLANCE AWARDS 
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