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PROLOGUE 

Welcome to this first issue of the ISO/IEC JTC 1/SC 27 Journal.  
The purpose of Journal is present articles from SC 27 experts 
involved in the development of standards covering information 
security, cybersecurity and privacy protection. 

This first issue of the journal will focus on the work of SC 27/WG 1 
whose scope of work is information security management 
systems standards.  This includes the high profile standards ISO/
IEC 27001 and ISO/IEC 27002.   

The subsequent issues of this Journal will be launched quarterly 
and will present the work of the other four working groups of SC 
27. 

Any questions or feedback relating to the content of this Journal 
can be directed to editor (sc27.wg1@gmail.com)  

Dr Edward Humphreys 
SC 27 Journal Editor  
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WELCOME BY THE SC 27 CHAIR 
Dr. Andreas WOLF 
ISO/IEC JTC 1/SC 27 Chairman 

ISO/IEC JTC 1/SC 27 is the home to information security, 
cybersecurity and privacy protection standards. Over the past 
thirty years, our committee published a variety of standards. At 
the time of writing this Welcome, the number published 
standards was 198, by the time you read this first issue of the SC 
27 Journal, it would be well over 200. Some of our products, such 
as the ISO/IEC 27000 family of standards, are among the most 
popular and best selling standards. The committee and its 
working groups have one and a half thousand experts registered 
in the ISO Global Directory. Currently 235 of these experts serve 
as editors and co-editors. All these facts illustrate the enormous 
competence and potential of the SC 27 community and show the 
value that SC 27 and its experts have for the development of our 
society.  

From an individual perspective, IT security may seem of limited 
importance, but in reality without IT security, IT systems are 
worthless. Since almost every major IT system processes 
personal data, the protection of privacy is also of essential 
importance. Most SC 27 standards are horizontal and are likely to 
support almost any application domain. However, it is not 
enough just to develop excellent standards. Our standards 
achieve the greatest impact when we can successfully train the 
experts from other application-specific standardization 
organizations on their content.  

The SC 27 Journal that you now have in your hands intends to 
expand the outreach of the committee by demonstrating the 
various competencies of its members. With this in mind, I would 
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like to thank all the authors of the articles in this issue for their 
valuable contributions and the SC 27 communication and 
outreach advisory group for this wonderful publication. 
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WORLD OF ISMS 
Dr. Edward HUMPHREYS 
ISO/IEC JTC 1/SC 27/WG 1 Convenor 

ALL THE WORLD’S A STAGE 

The ISMS standard ISO/IEC 27001 has opened up a world of 
opportunities and benefits for protecting the digital environment 
that supports business, government and society.  Its global 
outreach serves to protect organizations of all sizes, in all types 
of business and in every nation and region of the world.  It has 
truly become the common international language for information 
security management.  In the global sense combating many of 
the cyber attacks and crimes is a collective responsibility of all 
those businesses, consumers and citizens that engage in the 
digital world.  We all have our a part and role to play to protect 
this digital world, we all have responsibilities to protect our own 
information but also that of others we engage with.  Our success 
or failure, our survival or destruction depends on our ability to 
properly play our part in information security.  ISO/IEC 27001 is a 
common language to support collective action to protect our 
information and others information on a global scale.  This 
standard is the result of worldwide consensus by international 
security professionals to address collectively the information 
security problem with an all-inclusive management solution for 
the benefit of everyone.  

The ISO/IEC 27001 brand has organically grown into a family of 
standards to provide a comprehensive capability to manage the 
challenges facing organizations regarding information security 
risks and incidents.  The ISO/IEC 27001 brand is a far-reaching, 
extensive suite of standards providing solutions for effective, 
adequate and appropriate protection of its information. 
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THERE IS NOTHING PERMANENT EXCEPT CHANGE 

The information security and cybersecurity can never be in a 
stable, fixed, permanent condition or state, because the 
information, applications, services and systems it is trying to 
protect exist in a constantly changing environment: the risks, 
threats, and vulnerabilities.  Impermanence of cybersecurity is a 
situation that requires continual attention, hence systems to be 
ready and prepared, and be able to adapt and survive cyber 
attacks.  

An ISMS is the product of a process that involves scoping, 
designing, developing, implementing, using, monitoring, 
assessing and reviewing, and improving.  This process is 
conceived to address the impermanence and uncertainty of the 
state of information security and cybersecurity.  In particular, to 
address the uncertainty of the risks facing an organization 
associated with continuous development and metamorphosis of 
the threats, attacks and vulnerabilities.  As the information 
security and cybersecurity risk environment mutates over time 
the ISMS process critically needs to manage this problem of 
permanent change and uncertainty.     

TO RISK OR NOT TO RISK 

ISO/IEC 27001 is designed around a continual improvement 
process which means the ISMS can adapt to changing risk 
situations and circumstances.  This enables the protection 
afforded by the implemented ISMS to be kept up to date and 
responsive to evolving threats in the fast developing digital world 
we live, work and play in. 

As with other management system standards, ISO/IEC 27001 is a 
conformity assessment standard for building trust and 
stakeholder confidence, in the case of ISMS this is the effective 
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protection of information and the managed mitigation of 
information risk.  This should involve a continual and iterative 
process of communication with stakeholders regarding needs, 
requirements and expectations for the assessment, treatment 
and management of risk.  The engagement with stakeholders is 
important to share or obtain information regarding the 
management of risk.  Stakeholder engagement and consultation 
is a process which provides input to the scope of the ISMS and 
the decision making that shapes and influences risk management 
process.

The ISMS is therefore customized and proportionate to the 
requirements, needs and expectations of external and internal 
stakeholders.  The external context might relate to (i) legal and 
regulatory, financial, technological, economic and societal 
factors, (ii) stakeholder relationships, needs and expectations, (iii) 
contractual obligations, (iv) dependencies on systems and 
networks, and (v) market drivers and trends, all of which can 
affect and have an impact on how Information security risks are 
managed and mitigated.  In case of the internal context the ISMS, 
the context includes consideration of organizational mission, 
objectives and governance, accountabilities, information 
systems, internal stakeholders, and interdependencies and 
interconnections.  

THE UNEXAMINED ISMS IS NOT WORTH HAVING 

Performance evaluation is the internal examination of the current 
security status of the ISMS.  In addition, third-party conformity 
assessment is the external examination of the current security 
status of the ISMS.  Both examination processes are key to 
maintaining an ISMS, which is of value to the organization and 
building stakeholder trust and confidence.  An unexamined ISMS 
is not worth having as the original ISMS design and 
implementation will over time become ineffective, inadequate 
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and likely to be unsuitable to address the constant flow of 
change in the threat environment.  Proactive monitoring and 
reporting of cyber events and incidents in both internal and 
external systems and networks is imperative for intelligence 
gathering of the cyber risk landscape.  It is better to be in control 
and manage the situation than just responding to it after a cyber-
attack has taken place: early detection and preventative and 
corrective actions are better than catch up and recover after the 
incident has occurred.  It is necessary that management maintain 
oversight and surveillance of the evolving cyber risk landscape, 
to back informed risk management decision making, and to 
establish an adaptive capacity to anticipate, adjust and respond 
to a changing cyber space world.  Regular examination and 
improvement of the ISMS adds business value, protects 
investment in information security risk mitigation and provides 
resilience to respond and recover from threats and incidents.  
The standard ISO/IEC 27004 addresses the the topic of 
performance evaluation (there is an article about this standard in 
this Issue of the Journal).       

GLOBAL ISMS CERTIFICATION 

Demonstrating conformance to the requirements ISO/IEC 27001 
directs us to the subject of ISMS accredited certifications.  The 
market take up of ISO/IEC 27001 ISMS certifications and 
registrations has been remarkable, with the number of 
certifications continually growing year by year since the dawn of 
ISMS assessments in 1998.  This global growth in ISMS 
certifications has developed as a result of the realisation that 
there are many benefits to be gained, not only internal to the 
organization but also in the wider outreach of the business and 
consumer community the organization engages with.      

The first benefit that might come to mind of implementing ISO/
IEC 27001 is managing risks to reduce the costs of impacts and 
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for business improvements, but there are many other benefits to 
be considered including the building up customer and 
stakeholder trust and confidence, demonstrating information 
security posture and efficacy of the organization, through to 
providing a market edge and competitive advantage.  Some 
organisations go down the ISMS certification route to 
demonstrate to their customers that they are implementing 
processes and security controls that are suitable and adequate to 
protect their customer’s data – to demonstrate they are ‘fit for 
purpose’.  Other organisations become certified as part of a 
contractual obligation, for example, a supply chain business 
might be requested to be certified by their customers.  An 
organisation may have their ISMS certified as part of their internal 
governance and compliance programme, demonstrating that 
they have an information security risk management process in 
place, they have adopted a system of risk-based security controls 
in place and that they undertake planned internal ISMS audits to 
check compliance with the requirements of ISO/IEC 27001. 

INTERNATIONAL TRADEMARK 

The capability of the ISMS 27000 brand is far reaching and 
transformative, taking organizations into new business areas and 
opportunities, by providing assurance to customers and 
stakeholders, of its ability to manage information security and 
cyber risks, and protect personal data.  This capability, however, 
presupposes a positive declaration and commitment to on-going 
risk management, with controls kept up to date to ensure their 
effectiveness and applicability commensurate with the evolving 
cyber risk landscape.    

THE FUTURE IS BRIGHT 

Nothing will come from doing nothing, information security 
needs action and investment, in does not come by default or as a 
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free attachment to something acquired.  Also effective 
information security is not something that can be purchased it is 
something that needs to be managed, needs continual attention 
and monitoring, and it needs effort to maintain and keep up to 
date.  The ISO/IEC 27001 philosophy is conceived to minimise the 
risks, maximise investment in information security and to protect 
the continuity of business.   

The benefits of using ISO/IEC 27001 are further enhanced by use 
of the other standards in the brand family including:  

• Supporting guidelines 

• ISO/IEC 27002 - Information security controls 

• ISO/IEC 27003 - ISMS guidlines 

• ISO/IEC 27004 - Information security management 
monitoring, measurement, analysis and evaluation 

• ISO/IEC 27005 - Guidance on information security risk 
management    

• ISO/IEC 27016 Information security management 
organisational economics 

• ISO/IEC 27022 - Guidance on information security 
management system processes 

• Governance 

• ISO/IEC 27014 - information security governance 

• Sector related 

• ISO/IEC 27010 - Information security management for 
inter-sector and inter- organisational communications 

• ISO/IEC 27011 - Information security management 
guidelines for telecoms organizations based on ISO/IEC 
27002 
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• ISO/IEC 27013 - Guidelines on the integrated 
implementation of ISO/IEC 27001 and ISO/IEC  20000-1 

• ISO/IEC 27019 - Information security management 
guidelines based on ISO/IEC 27002 for process control 
systems specific to the energy utility industry 

• Cybersecurity 

• ISO/IEC 27100 - Cybersecurity – Overview and concepts 

• ISO/IEC 27102 - Guidelines for cyber insurance 

• ISO/IEC 27110 - Cybersecurity framework development 
guidelines 

• Audit and Accreditation Related 

• ISO/IEC 27006 - International accreditation guidelines for 
the accreditation of bodies operating certification /
registration of information security management systems 

• ISO/IEC 27007 - Guidelines for information security 
management systems auditing 

• ISO/IEC 27021 - Competence requirements for information 
security management professionals 
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ISO/IEC 27002 CODE OF PRACTICE FOR 
INFORMATION SECURITY CONTROLS 
Sabrina FENG, Alia FOURATI, Veronica Marinelli 
(ISO/IEC 27002 editors) 

BACKGROUND AND OVERVIEW 

ISO/IEC 27002 is one of the most widely used and adopted 
standards on Information Security controls in the world.  It 
provides a list of general controls and guidance to implement 
these controls that support organizations to implement 
Information Security Management System compliant with ISO/
IEC 27001.  

The standard was first published in 2000 as ISO/IEC 17799, which 
adopted a British Standard known as BS 7799 part 1 originally 
published in 1995.  ISO/IEC 17799 was subsequently renamed to 
ISO/IEC 27002 and revised in 2005, then in 2013, which is the 
current version, also known as the 2nd edition.    

The current edition of the standard consists of 114 controls 
organised in 14 categories.  Each category contains one objective 
and a number of controls that achieve the same objective.  Each 
control has a control title, control text, implementation guidance 
and other information.  This last version is currently under 
revision (since 2018) and scheduled to be published in 2021. The 
main changes are related to the structure of the document and to 
bring the list of controls up to date. In the revised version, the 
controls are organized through 4 themes: Organizational, People, 
Physical and Technological, and a list of attributes is added to 
controls so as they can be grouped by these defined attributes.  
The purpose of these new attributes is to make the standard 
more flexible so that organizations can create their own views to 
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present, filter or sort the controls for different audiences or 
perspectives. 

CONCEPTS AND PHILOSOPHY 

General 
The controls listed in the standard are a list of generic and 
general controls. They should be applicable to all sizes and types 
of organizations regardless of the sector in which they operate in. 
Organizations should perform risk assessments based on their 
context, objectives, requirements from interested parties to 
determine and implement risk treatment plans, which often 
includes implementing a set of controls. ISO/IEC 27002 does not 
deal with the risk assessment process and the determination of 
which controls are needed to mitigate the risks that are relevant 
to the organization, but it provides a generic list of controls for 
organization to consider. The list of controls is meant to be 
comprehensive but not exhaustive. Information security controls 
include organizational, people, physical and technological 
controls. The standard does not mean to include all possible 
information security controls, especially when some are specific 
for certain sectors or types of organization.    

Main objective is to support ISO/IEC 27001, but can also be 
used as standalone document 

ISO/IEC 27002 was written to support the implementation of ISO/
IEC 27001.  Annex A of ISO/IEC 27001 provides the list of controls 
of IEO/IEC 27002 including objectives, the control titles and 
control texts. Current version of ISO/IEC 27001 Clause 6.1.3 Risk 
Treatment Plan, requires organizations to compare the controls 
implemented by the organization to those listed in Annex A and 
produce a Statement of Applicability which justifies the inclusion 
and exclusion of the Annex A controls.  
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The standard contains a number of controls that are also 
requirements from ISO/IEC 27001 e.g. those related to 
awareness, policy etc. Although it is recommended that 
organizations should implement an Information Security 
Management System compliant with ISO/IEC 27001, some 
organizations may decide to only use the control guidelines to 
help in the design and implementation of controls. 

ISO/IEC 27002 SECTOR SPECIFIC GUIDELINE 
STANDARDS  

In the ISO/IEC 27000 family of standards, there are several sector 
specific standards developed to provide guidance for specific 
sectors. In addition to the guidance provided in ISO/IEC 27002, 
these standards often provide more specific guidance on 
controls included in ISO/IEC 27002, or provide additional 
controls that are specific to that particular sector. Examples of 
ISO/IEC 27002 sector-specific standards are ISO/IEC 27019 for 
energy, ISO/IEC 27010 for inter-sector and inter-organizational 
communications, ISO/IEC 27011 for telecommunications 
organizations, ISO/IEC 27015 for financial services, ISO/IEC 27017 
for cloud services, ISO/IEC 27018 for protection of Personally 
Identifiable Information (PII) in public clouds acting as PII 
processors, ISO 27799 for health sector organizations. These 
standards are widely adopted by organizations in specific 
industries and sectors. 

ISO/IEC 27701 

The standard ISO/IEC 27701 is not a sector specific standard but 
it does build over ISO/IEC 27001 and ISO/IEC 27002 by building a 
Privacy Information Management System on top of an 
Information Security Management System. It provides specific 
requirements, controls and guidance that complement an ISMS 
to make manage privacy as well. 
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ISO/IEC 27002 AND OTHER SC27 STANDARDS   

The implementation guidance of ISO/IEC 27002 controls is high 
level, and could refer to other SC27 standards that provide 
additional specific control guidances. For example, 27002 
provides high level guidance on implementation of Key 
Management process, where ISO/IEC 11770 Key Management 
Part 1, 2 and 3 provide detailed comprehensive guidance on Key 
Management.  The Table below provides the mapping of ISO/IEC 
27002 controls and other specific guidelines standards.  

ISO/IEC 
27002:2013 
Controls

SC 27 WG 4 Related Standards 

8.3.2 Disposal of 
media

ISO/IEC 27040:2015 Information technology — Security techniques 
— Storage security

9 Access control Network Security

ISO/IEC 27033-1:2015 Information technology — Security 
techniques — Network security — Part 1: Overview and concepts

ISO/IEC 27033-2:2012 Information technology — Security 
techniques — Network security — Part 2: Guidelines for the design 
and implementation of network security

ISO/IEC 27033-3:2010 Information technology — Security 
techniques — Network security — Part 3: Reference networking 
scenarios — Threats, design techniques and control issues

ISO/IEC 27033-4:2014 Information technology — Security 
techniques — Network security — Part 4: Securing communications 
between networks using security gateways

ISO/IEC 27033-5:2013 Information technology — Security 
techniques — Network security — Part 5: Securing communications 
across networks using Virtual Private Networks (VPNs)

ISO/IEC 27033-6:2016 Information technology — Security 
techniques — Network security — Part 6: Securing wireless IP 
network access

12.3 Backup ISO/IEC 27040:2015 Information technology — Security techniques 
— Storage security
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13 
Communication 
security

Network Security

ISO/IEC 27033-1:2015 Information technology — Security 
techniques — Network security — Part 1: Overview and concepts

ISO/IEC 27033-2:2012 Information technology — Security 
techniques — Network security — Part 2: Guidelines for the design 
and implementation of network security

ISO/IEC 27033-3:2010 Information technology — Security 
techniques — Network security — Part 3: Reference networking 
scenarios — Threats, design techniques and control issues

ISO/IEC 27033-4:2014 Information technology — Security 
techniques — Network security — Part 4: Securing communications 
between networks using security gateways

ISO/IEC 27033-5:2013 Information technology — Security 
techniques — Network security — Part 5: Securing communications 
across networks using Virtual Private Networks (VPNs)

ISO/IEC 27033-6:2016 Information technology — Security 
techniques — Network security — Part 6: Securing wireless IP 
network access
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14 System 
acquisition, 
development 
and 
maintenance

Application security 

ISO/IEC 27034-1:2011 Information technology — Security 
techniques — Application security — Part 1: Overview and concepts

ISO/IEC 27034-2:2015 Information technology — Security 
techniques — Application security — Part 2: Organization normative 
framework

SO/IEC 27034-3:2018 Information technology — Application 
security — Part 3: Application security management process

ISO/IEC DIS 27034-4 Information technology — Security 
techniques — Application security — Part 4: Validation and 
verification [Under development]

ISO/IEC 27034-5:2017 Information technology — Security 
techniques — Application security — Part 5: Protocols and 
application security controls data structure

ISO/IEC 27034-6:2016 Information technology — Security 
techniques — Application security — Part 6: Case studies

ISO/IEC 27034-7:2018 Information technology — Application 
security — Part 7: Assurance prediction framework

13.1.1 Network 
controls 

14.1.2 Securing 
application 
services on 
public 
networks 

14.1.3 
Protecting 
application 
services 
transactions

ISO/IEC 27039:2015 Information technology — Security techniques 
— Selection, deployment and operations of intrusion detection and 
prevention systems (IDPS)
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15 Supplier 
relationships

ISO/IEC 27036-1:2014 Information technology — Security 
techniques — Information security for supplier relationships — Part 
1: Overview and concepts

ISO/IEC 27036-2:2014 Information technology — Security 
techniques — Information security for supplier relationships — Part 
2: Requirements

ISO/IEC 27036-3:2013 Information technology — Security 
techniques — Information security for supplier relationships — Part 
3: Guidelines for information and communication technology 
supply chain security

ISO/IEC 27036-4:2016 Information technology — Security 
techniques — Information security for supplier relationships — Part 
4: Guidelines for security of cloud services

16 Information 
security incident 
management

ISO/IEC 27035-1:2016 Information technology — Security 
techniques — Information security incident management — Part 1: 
Principles of incident management

ISO/IEC 27035-2:2016 Information technology — Security 
techniques — Information security incident management — Part 2: 
Guidelines to plan and prepare for incident response

ISO/IEC 27037:2012 Information technology — Security techniques 
— Guidelines for identification, collection, acquisition and 
preservation of digital evidence

ISO/IEC 27042:2015 Information technology — Security techniques 
— Guidelines for the analysis and interpretation of digital evidence

ISO/IEC 27043:2015 Information technology — Security techniques 
— Incident investigation principles and processes

17 Information 
security aspects 
of business 
continuity 
management

ISO/IEC 27031:2011 Information technology — Security techniques 
— Guidelines for information and communication technology 
readiness for business continuity
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ISO/IEC 27003 - THE RECIPE FOR HOW TO 
UNDERSTAND ISO/IEC 27001 REQUIREMENTS 
Jan Branzell, Raquel Porciúncula, Yukihiko Kitahara  
(ISO/IEC 27003 editors)

ISO/IEC 27003 is the standard in the ISO 27000 series that has 
the closet relationship to ISO/IEC 27001 as it provides guidance 
on all the requirements for an Information Security Management 
System (ISMS). There are then other standards that provides 
specific guidance on certain requirements such as ISO/IEC 
27005 on information security risk management and ISO/IEC 
27004 on monitoring and measurement.   

LEGEND 
ISO/IEC 27001 - ISMS 
requirements  
ISO/IEC 27003 - ISMS guidlines 
ISO/IEC 27004 - Information 
security management 
monitoring, measurement, 
analysis and evaluation 
ISO/IEC 27005 - guidance on 
information security risk 
management   

By using guidance standards for implementing on maintain an 
ISMS an organization can increase its understanding on how 
the requirements can be used to provide the information 
security it needs. Information security that can encompass 
cyber security and privacy concerns. 
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About ISO/IEC 27003 guidance on ISO/IEC 27001 

The former version of ISO/IEC 27003:2011 was about 
implementing an ISMS, but when the revision started to align to 
the 2013 version of ISO/IEC 27001 there was a change in the 
scope and purpose of this standard. The notion among the 
experts were that instead of providing guidance on 
implementation, a much broader perspective was perhaps better 
– to provide guidance on how to interpret and use the 
requirements for establishing information security in line with the 
organization’s business needs.

Setting the stage through determining the context – 
Clause 4 

Much of the emphasis in ISO/IEC 27003 is focused on the 
requirements of clause 4 of ISO/IEC 27001 as this lays the 
foundation for applying an ISMS that is line with the business. It 
explains what internal factors should be considered such as the 
way the business is run, the culture, the technology, the 
information flows, etc. The external context may of course add 
legal aspects and even if the standard does not explicitly take up 
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privacy laws, this is a subject that many organizations now have 
to consider, one way or another, for their ISMS, already existing 
or during implementation. Guidance on how the context affects 
the scope of the ISMS is also provided as well as examples of 
interested parties. Using the guidance provided will support a 
greater understanding for the whole organization of how an ISMS 
can support the business. 

It is all about risk - Clause 6 and 8 

The most extensive part of ISO/IEC 27003 is on clause 6 Planning 
as this is where the main aspects of risk are explained. The 
standard explains the difference between management system 
risks and information security risks. The former are generic risks 
that apply to the ISMS itself, while the latter are the specific risks 
related to information security and cyber security and that may 
also include privacy. ISO/IEC 27003 provides basic information 
with regards to information security risk management and 
connects to ISO/IEC 27005 that provides more details on the 
subject. ISO/IEC 27003 also explains how risk will be used during 
operations, in clause 8. 

The organization’s objectives on what to protect covers Privacy 
and this is not explicitly addressed in ISO/IEC 27003 as this is 
covered in the recently published ISO/IEC 27701:2019 Security 
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techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for 
privacy information management — Requirements and guidelines. 

Link to controls – Clause 6 

One of the unique features of ISO/IEC 27001 is the control set in 
Annex A. ISO/IEC 27003 explains and provides examples on how 
to use the controls in Annex A in relation to risk in practical 
examples. The guidance on each control is covered in ISO/IEC 
27002:2013 Information technology — Security techniques — 
Code of practice for information security controls. ISO/IEC  27003 
also gives guidance on how to extend the risk process into the 
required Statement of Applicability (SoA) and risk treatment plan. 
A reader of the clause will have a deeper understanding on how 
to use risk and controls to align risk management with business 
needs and how the control set in Annex A supports this. 

Performance evaluation of security - Clause 9 

Risk assessment is as mentioned a key activity for an ISMS but 
the guidance of requirements in clause 9 Performance evaluation, 
provides more supportive activities such as the use of monitoring 
and measurement aimed at the controls and how they are 
implemented to obtain the intended level of information security. 
However, the guidance here is not very specific due to the fact 
that how this is performed is very dependent on the organization 
and that detailed information is provided in ISO/IEC 27004 on 
monitoring and measurements. More guidance is provided on the 
internal audit requirement and practical examples on how to 
make efficient internal audits depending on the organization’s 
size are given. 
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Management can be in the secure driving seat with an 
ISMS – Clause 9.3 

The requirement of management review that the Top 
Management conducts means confirmation of the ISMS 
delivering as intended for the business of the organization. How 
different required activities combined enable a successful 
management review is explained in clause 9.3. Explanation on the 
formal requirements to prove that an ISMS is in place is also 
provided, how to ensure that the ISMS serves its purpose to 
enable Top Management to be in control of the information and 
cyber security status and take informed decisions for future ISMS 
enhancement and limitation of information security risks. 

Mastering security over time – Clause 4-10 

The use of technology in new forms is accelerating and there are 
more innovations on the horizon and beyond. Expectations on 
security are raising both from consumers and society as such. 
Not only for information and cyber security but for privacy as 
well, even if ISO/IEC 27003 was published before the additional 
ISO/IEC 27701 management system standard for privacy.  
Any organization today and even more tomorrow will have to 
consider security matters. Standards such ISO/IEC 27001 and 
ISO/IEC 27003 providing guidance cannot cover everything 
always. But the sound foundation that an ISMS provides for a 
systematic approach to information and cyber security over time 
enables an organization to adapt and enhance their ISMS to cope 
with new situations and technologies far better than an 
organization without.  
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PERFORMANCE EVALUATION WITH       
ISO/IEC 27004 
Dr David BREWER 
(ISO/IEC 27004 editor) 

ISO/IEC 27004 – Monitoring, measurement, analysis and 
evaluation – is a guidance standard in support of ISO/IEC 27001, 
the requirements standard for Information Security Management 
Systems (ISMS). It takes its name from Clause 9.1 of ISO/IEC 
27001 and provides guidance to organisations on how to fulfil the 
requirements of that clause. 

Before examining the application and use of ISO/IEC 27004, it is 
prudent to first discuss the requirements of Clause 9.1, their 
importance, and the benefits of diligent fulfilment. 

Information needs for evaluating information security 
performance and ISMS effectiveness  

The core requirements of ISO/IEC 27001, Clause 9.1 are common 
to all management system standards. Since 2012, these have 
been specified by ISO in a directive often referred to as the 
“High-level structure (HLS)” or “Annex SL”.  ISO/IEC 27001:2013 
adopted the requirements of this directive with little variation. An 
important difference, however, is the repositioning of the last 
paragraph in Clause 9.1 of the HLS to the beginning of ISO/IEC 
27001, Clause 9.1.  

Clause 9.1 of the HLS begins with a requirement to determine 
what needs to be monitored and measured and ends with a 
requirement to evaluate the information security performance 
and effectiveness of the ISMS. Despite ISO/IEC 27001 saying in its 
introduction that the order of presentation of requirements does 

Page  of 28 43



not imply their order of implementation, SC27 considered that 
placing the raison d’être of the measurements at the end of 
Clause 9.1 did not assist in one’s understanding of the 
requirements. Without this change of order, organizations might 
be tempted to measure everything that could be measured 
without any attention being paid as to why.  

Thus, SC27 considers that the most important feature of Clause 
9.1 is the determination of one’s information needs in respect of 
determining the information security performance and 
effectiveness of the ISMS. Knowing what one wants to achieve in 
making measurements, and the setting of worthwhile goals are 
key to obtaining the greatest value from an ISMS. Clause 9 
corresponds to the CHECK in the Deming PLAN-DO-CHECK-ACT 
model and allows organisations to take stock of their information 
security performance and ISMS effectiveness by direct 
measurements, thereby facilitating informed decisions to be 
made regarding corrective actions and improvements. 

Having established one’s information needs, the remainder of the 
clause specifies requirements for what, how, when, and who of 
the monitoring and measurement, and their analysis and 
evaluation. The clause ends with a requirement to document the 
results. The latter is an example of the emphasis that the HLS 
places on results rather than intent. From an audit perspective 
“show me the results of your measurements” is the question to 
ask, not “show me your measurement programme” (which, 
incidentally, is not an ISO/IEC 27001 requirement, albeit it is 
referred to in ISO/IEC 27004. 

Determining information needs 

A good place to start is with one’s information security 
objectives. These form the output from the fulfilment of ISO/IEC 
27001, Clause 6.2 (Information security objectives). Whilst there 
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is no explicit linkage between the requirements of ISO/IEC 27001 
Clauses 6.2 and 9.1, Clause 6.2 does say that the objectives 
should be “measurable if practicable” (and indeed ISO 9001, the 
quality management system standard, insists that they are). The 
rationale is that there is no point in setting an objective if there is 
no way to determine if it is being met. Conversely, some might 
argue that their objectives are long term aspirations such as the 
preservation of confidentiality, integrity, and availability. However, 
it is possible to convert such long-term aspirations into short 
term goals. For example, confidentiality is seen to be preserved if 
there are no incidents resulting in the undesirable disclosure of 
information. A short-term goal can therefore be set by specifying 
a target of zero such incidents over a given period, say the 
organization’s fiscal year.  

It is appropriate to use the organization’s fiscal year for such 
measurement periods because it is usual for organizations to set 
their business objectives annually. Moreover, ISO/IEC 27014:2020 
(Governance of information security) advocates alignment of the 
organization’s information security objectives with its business 
objectives. To do this one reviews the business objectives and 
asks: “what role does the confidentiality, integrity, and availability 
information play in meeting them”? Moreover, “what are the risks 
to the fulfilling these business objectives and which of these 
concern information security”? The information security 
objectives should be related to the answer to these questions. 
For example, consider an on-line retailer with an objective to sell 
goods from an online marketplace and deliver them to the 
purchaser within 24 hours. Quite apart from need for availability 
of the on-line retailer’s website, there will be information security 
objectives arising from legal requirements (such as data 
protection and on-line trading), accuracy of the warehousing 
inventory, pricing, and payment and delivery information. Thus, 
an information need could be “how well does the number of 
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items in stock for each product as displayed on the website 
correspond to the reality of what is in the warehouse”? 

Monitoring and measurement 

ISO defines monitoring as “determining the status of a system, 
process or an activity”, whereas measurement is a “process to 
determine a value”. Thus, monitoring is a series of measurements.  
A measure is a variable to which a value is assigned as the result 
of measurement. Given these definitions, and having determined 
one’s information needs, the next step is to determine the 
corresponding measure (or measures), how the measure should 
be evaluated, calculated, or scored, and the desired result of the 
measurement or target. 

ISO/IEC 27004, in explaining these terms and their application, 
advocates the use of a form called a measurement construct and 
provides 35 completed examples. Organizations are advised to 
complete one such form for each information need. The form 
contains fields for: 

• an identifier, e.g., “KPI-01”; 

• the information need, e.g., “how well does the number of 
items … what is in the warehouse”; 

• a description of the measure, e.g., “percentage of near empty 
bins with correct number of items”; 

• how the measure should be evaluated, e.g., “R1 = ratio of 
number of near empty bins / total number of bins; R2 = ratio of 
near empty bins with the same number of items as recorded in 
the database / number of near empty bins; score green if R1 = 
0, otherwise green if R2 = 1; red if R2 < 0.8; otherwise amber”; 

• the desired result, e.g., “green”; 
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• the evidence, e.g., “physical count of items by picker and scan 
of bin barcode”; 

• the frequency of measurement, e.g., “every time an item is 
picked where either the amber ‘low item’ warning lamp on the 
bin is lit or the picker perceives that there are 10 or less items 
in the bin”; 

• who is responsible, e.g., “Pickers are responsible for taking the 
low item count measurements during the picking process and 
inputting it on their barcode reader. The software will perform 
the analysis and display anomalies on the warehouse control 
dashboard. The duty managers are responsible for taking 
action when there are count differences (as well as triggering 
the restocking process)”;  

• the data source, e.g., “physical counting of bin contents and 
the warehouse inventory database”; and 

• the reporting format, e.g., “graphs, warning signals and 
numerical data on the warehouse control dashboard”. 

Types of measure 

ISO/IEC 27004 describes two types of measure – performance 
and effectiveness – and points out that these terms should not be 
confused with the same terms as used in the goal of evaluating 
“information security performance and ISMS effectiveness”. 

Performance measures are measures based on intentions. For 
example, a government plans to vaccinate 2 million people per 
week. A performance measure counts the number of people 
vaccinated each week and compares it against the target of 2 
million. In contrast, an effectiveness measure considers how well 
something meets its objectives. For example: “does the 
vaccination programme reduce the number of hospitalizations”?  
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In an information security context, the canonical example 
concerns awareness training: 

• performance: “is our training program meeting its planned 
targets of so many people being trained per week?” 

• effectiveness: “do our training sessions meet their training 
objectives?” and (to test the training objectives themselves) 
“are our training sessions having the desired effect on 
reducing the number of internal security incidents?” 

Effectiveness measures are better at meeting the goal of 
evaluating information security performance and ISMS 
effectiveness. However, in practice they are more difficult to 
design. The example in the previous section is a performance 
measure. To create an effectiveness measure, one must look 
beyond the simple mechanics of counting items in a bin to look 
at the relationships between the number of bin items, the rate of 
sale, trends in customer demand, lead time for restocking and 
customer satisfaction, to name but a few factors. For this reason, 
ISO/IEC 27004 advocates starting with performance measures, 
and augmenting these with effectiveness measures as the ISMS 
matures. 

Measurement programmes 

Whist ISO/IEC 27004 recommends the use of measurement 
programmes, it must be stressed that this is not an ISO/IEC 27001 
requirement. However, in practice, they are useful. For example, 
in a London based organization, which has an integrated 
management system (IMS) covering ISO/IEC 27001, ISO 22301 
and ISO 9001, a measurement programme is devised annually 
upon publication of the company’s business objectives for the 
year. This programme is presented as a series of measurement 
constructs each referred to as a Key Performance Indicator. Each 
KPI corresponds to an information need, which is derived in the 
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manner described earlier in this article. The measurement 
constructs follow the advice given in ISO/IEC 27004. The results 
are collated in the form of a dashboard and reviewed monthly by 
the IMS management team. A much smaller organization based 
in the city of York, which has an ISO/IEC 27001 certification, has 
adopted the similar approach, with its measurement programme 
using the ISO/IEC 27004 measurement constructs. 

Metrology – the science of measurements 

Whilst ISO/IEC 27004 offers practical advice and guidance, it 
does have a solid theoretical foundation. Metrology is the science 
of measurements. It refers to information need and shows how 
so-called base measures can be combined to create derived 
measures from which the information need can be satisfied. ISO/
IEC 27004, Annex A illustrates this process and shows the 
relation between it and the requirements of ISO/IEC 27001, 
Clause 9.1. 

As an example of base measures and derived measures consider 
the measurement of vehicle speed. The base measures are 
distance travelled and time, the distance travelled traditionally 
being measured by wheel rotation and latterly by GPS, and time 
by a clock. Speed is a derived measure and is calculated, i.e., 
derived, by dividing the distance travelled by time. 

Summary and conclusion 

ISO/IEC 27001, Clause 9.1 is an important requirement as its 
diligent fulfilment facilitates informed decisions to be made 
about corrective actions and improvements to an ISMS. 

ISO/IEC 27004 is a guidance standard that provides advice on 
how to fulfil the requirements of that clause. It advises 
organizations to start by determining their information needs and 
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then, for each such need, to produce a measurement construct. 
The application of each measurement construct will then lead to 
the measurements, analysis, and evaluation necessary to fulfil 
those information needs. In turn, the information so obtained 
should allow the organization to evaluate its information security 
performance and ISMS effectiveness. 

ISO/IEC 27004 explains how to produce a measurement 
construct, the different types of measure and how these relate to 
the information need. The standard contains numerous practical 
examples. Indeed, the two organizations cited above consulted 
ISO/IEC 27004 whilst establishing their measurement 
programmes and subsequently use it as a reference. Both 
organizations reported that ISO/IEC 27004 offered clear 
explanations, good advice, was straightforward to use, and their 
work benefitted greatly from the copious examples that it 
contains. 
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HOW WE MANAGE RISK, LEVERAGING ON 
STANDARDS 
Pablo CORONA 
(WG 1 Convenor Support) 

Much has been said about risk management, positive risk and 
how to address opportunities, but sometimes we tend to try 
fitting every king of risk in the same mould, but not every risk is 
the same, standards line ISO 31000 include guidelines to create 
a risk management process, starting from understanding the 
context of the organization, and the needs and expectations of 
interested parties, to use them as a base to establish the 
organization’s objectives, roles and communication mechanisms. 

This standard is applicable to every kind of risk, such as financial 
risks, where it is very clear why we talk about risks and 
opportunities together, because every risk is taken to pursue an 
opportunity, and there are some measurable aspects that help to 
assess the risk associated with the potential win that can be 
obtained mixed with the potential loss.  

When you make an investment there are parameters that can 
describe how conservative or aggressive is the investment, many 
times we find historic information, performance indicators and 
return indexes. In this case it is easy to see that the investment is 
a business enabler that we use as leverage to increase the 
amount of money invested. A company listed in a stock exchange 
that is very stable will produce some sustained gain, the risk is 
low and also the benefit obtained is low. 
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Investing on a startup company can give a return rate much 
higher than the stable company, but the risk is higher, you can 
win big, and you can lose big also. 

This is commonly addressed building an investment portfolio, 
that will balance the resulting risk with some amount in stable 
organizations that will give back something very close to a fixed 
rent, and some other amount in more aggressive companies that 
may give big returns but the possibility of losing is also big. 

Depending of the risk appetite of the investor, this portfolio can 
have a bigger portion in the aggressive part or in the 
conservative one. Also the tolerable risk is a portion of the 
investment that according to the investor’s profile can be lost 
before calling back the investment. 

Translating these concepts to information security and 
cybersecurity seemed natural but is also tricky, because risks in 
this other realm behave different, and this is where the 
importance of standards such as ISO/IEC 27005 resides, it takes 
the best practices and lessons learned from many organizations 
and cultures, so we can adopt and adapt them to our context, 
needs and objectives, but focuses on considering specific 
elements that can have an effect in confidentiality, availability and 
integrity, including annexes with examples or risk assessment 
methodologies, including those focused on assists, threats and 
vulnerabilities, or some recent ones referring to risk scenarios 
and threat modelling. 

This risk management processes are means to introduce 
technology as a business enabler, pursuing opportunities and in 
many cases the win comes at first hand -in opposition of what 
happens in financial risks, that we find out if we will or lose at the 
same time- because just by installing or implementing these 
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technologies we can work faster, from any place, at any time, 
have redundancy options and can reach clients or users in places 
that would be impossible to reach without technology. This case 
is more similar to signing a contract with a client that gives you 
money at the beginning of the contract and if you deliver on 
time, use resources efficiently and manage the project well, you 
end up winning money, but if you are late on deliverables you get 
a penalty, if you don’t manage the resources in a cost-efficient 
way, in the end you can lose money instead of winning. 

The risk management process described in ISO/IEC 27005 aligns 
the business objectives with the information security objectives 
to assess, identify and evaluate those events that can have an 
effect on information and asses and a business enabler, because 
if information is affected, business objectives are compromised. 

When talking about information security and cybersecurity risks, 
gain is obtained beforehand and the potential loss remains 
dormant, until the information is corrupted or lost, the services 
are unavailable, someone gets unauthorized access to 
confidential information or to control business transactions. This 
may or may not happen in the short term but in the long run it 
will eventually happen, and this will depend on aspects such as 
the benefit that can be obtained through what is controlled by 
this technology, the exposition it has, the single point of failure 
the system has, how complex is to corrupt the system without 
being noticed, among others.  

These aspects actually define both the likelihood of the risk, but 
also the kind of measures that can be implemented to reduce this 
likelihood. So if we take the exposition of the technology we can 
measure how exposed it is by mapping from where it can be 
accessed whether it is from a physical access to facilities, 
through a local network or the internet. Also it is more likely for a 
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risk to materialize if the number of users or devices if high or 
unauthenticated. These can be use as criteria to measure the risk 
and also give guidance on identifying each user and device, 
identifying and reducing the number of system components 
exposed outside of the organization and implement logging and 
monitoring systems to identify unusual activities. 

So, we manage risks to maximize the gains and reduce the loss, 
so understanding how big is the benefit of introducing a business 
enabler will help us to assign the adequate amount of resources 
to manage and control the risks derived from those enablers. 
ISO/IEC 27005 establishes risk management guidelines to be 
followed in order to achieve this goal. 

Finding that adequate amount of resources if key for risk 
management and is an equilibrium hard to find. Too much 
controls and the business can be obstructed, slowed down or set 
you out of market. But too few controls can make the 
organization fragile, exposed and vulnerable. But not only finding 
that balance is hard, because even when found, it must be 
maintained, because the scenarios are changing, technology is 
evolving, attacks are getting more complex  and the dependence 
on technology is bigger every day. 

But risk management requires to start from the top of the 
organization, from understanding needs and expectations of 
interested parties to set strategic business objectives, then 
assigning roles, responsibilities, resources, training and in 
general some sort of organizational apparatus that puts together 
the understanding risks in terms of the business, the relevance 
and contribution of each business enabler, the operations and its 
different components, such as people, tools, processes; but also 
understanding of technology, its risks in technical terms and how 
to manage and administrate each component. This apparatus is 
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what we call an Information Security/cybersecurity Management 
System, that if designed to align all these different views, profiles, 
needs, expectations, objectives, activities, indicators, etc. In a 
comprehensive way that maximizes opportunities while reducing 
the risks associated with its pursue. ISO /IEC 27001 is the most 
used reference for establishing this apparatus as an Information 
Security Management System, stating requirement that an 
organization shall follow in order to establish, implement, operate 
and continually improve a management system, that is 
compatible with the business needs, but also comparable with 
the common objectives with other interested parties outside of 
the organization. 

This management system is a tool that creates a security 
strategy, working in the same way the diverse investment 
portfolio, with controls in different levels of the organization and 
of different types, whether they are administrative, physical or 
logical, implementing controls to identify, protect, detect, 
respond and recover before, during and after incidents, avoiding 
to relay the complete security in a single control or group of 
people, aligning the needs and expectations of the different 
levels of the organization with the business objectives. We can 
find guidance on how to implement this strategy based on the 
controls included in ISO/IEC 27002, that are the base for one of 
the cornerstones of the information security management 
system, which is the risk management process. Considering that 
this process is in constant improvements and can be flawed, 
specially during the youngest stages of the establishment of the 
management system, having a list of controls that has to be 
compared against those obtained from the risk assessment, is a 
control itself, because any omission of controls that the risk 
assessment process may have forgotten, can be included after 
this comparison, so the Information Security Management 
System includes a requirement to establish an Statement of 
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Applicability, that commonly has been understood as a list or 
subset of those controls in ISO/IEC 27001 annex A (that came 
from ISO/IEC 27002), but in fact this list if determined controls 
should be fed by different sources, such as the results of the risk 
analysis, privacy impact assessments, mandatory controls and 
measures established in legal or contractual requirements, other 
frameworks or control references implemented and then 
complemented with those in Annex A or sector specific 
standards such as ISO/IEC 27011, ISO/IEC 27017, ISO/IEC 27018, 
ISO/IEC 27019, ISO/IEC 27701 or other kind of guidelines and 
frameworks like ENISA Cloud Security Guide for SMEs or NIST 
cybersecurity framework. 

In this way we have a complete management system which is: 

• Aligned with the business needs; 

• Considering requirements from other interested parties; 

• Establishing a comprehensive risk assessment process 
according to the organizational context; 

• Include controls and measures from different sources to build 
a single, resilient and continually improved strategy. 
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ABOUT SC 27/WG 1 

WG 1 is the home of the world’s two most successful and 
acclaimed information security management standards: ISO/IEC 
27001 and ISO/IEC 27002.  It is responsible for the family of ISO/
IEC 27001 of ISMS (information security management) standards 
shown in the diagram below (page 43).   

  
WG 1 was established in 1990 and its current membership 
consists of more than 870 professional experts from over 70 
countries and liaison bodies.  Given the global outreach of the 
ISO/IEC 27001, the work programme of WG 1 attracts experts 
from a diverse range of business organisations, government 
bodies and agencies, accreditation and certification bodies, 
consumer and industry groups, and academia.  

Dr Edward Humphreys (WG 1 Convenor) 

Pablo Corona (WG 1 Convenor-Support)     
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