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PROLOGUE

Welcome to Issue 2 of the ISO/IEC JTC 1/SC 27 Journal. The
purpose of Journal is to present articles from SC 27 experts
involved in the development of standards covering information
security, cybersecurity and privacy protection.

The fast developing digital world encompasses a range of
advanced technologies (e.g. loT, Al, Big Data and Cloud), services
and applications, all of which need effective and appropriate
security controls. All organisations need to be prepared and
ready, responsive and adaptive to deal with the inherent cyber
risks associated with the digital world we live and work in.

This second issue focuses on the work of SC 27/WG 4 whose
scope of work covers security controls and services, emphasising
security standards for IT and digital environments. This includes
the application of standards for the security of products and
systems in information systems, as well as the security in the
lifecycle of such products and systems. The work of WG 4 is
both diverse and wide-ranging involving, for example, ICT
security readiness and incident management, security life-cycle,
organisational security processes, security aspects of trusted
services (for example in the provision, operation and
management of these services), as well as cloud, Internet and
cybersecurity related technologies and architectures.

Any questions or feedback relating to the content of this Journal
can be directed to editor (sc27.wgl@gmail.com)

Dr Edward Humphreys
SC 27 Journal Editor
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A standardized approach to ensure loT’s
trustworthiness for smart living in a sustainable
world

Abhik CHAUDHURI (WG 4 project editor, India)

INTRODUCTION

In 2015 when Gartner Inc. mentioned the Internet of Things (loT)
in their Hype Cycle’, the journey of loT as an emerging
technology had already begun and its potential was being
realised globally across sectors. Although the current pandemic
has impacted the growth predictions made earlier about the
scale of loT implementations, |oT is having a positive impact on
human lives in this pandemic by enabling contact tracing?, smart
sensing of biological parameters3 and various other innovative
means to identity and control COVID-19. loT-enabled smart
services are becoming popular for smart living with the surge in
smart city designs and deployments across the world. loT
applications are also being used to address the challenges of
sustainable development.

However, security and privacy of loT technologies, devices and
applications are major concerns for users, governments and
businesses. To create secured and privacy-enabled smart
services that we can trust, we need a standardized approach.

1 “Hype Cycle for Emerging Technologies, 2015”. Gartner. Available at https://www.gartner.com/en/
documents/3100227/hype-cycle-for-emerging-technologies-2015

2 Roy, A., Kumbhar, F. H., Dhillon, H. S., Saxena, N., Shin, S. Y., & Singh, S. 2020. Efficient Monitoring
and Contact Tracing for COVID-19: A Smart loT-Based Framework. IEEE Internet of Things
Magazine, 3(3), 17-23.

3 Singh, S., Hamidon, M. N., Zuber, M., & Ahmad, K. A. 2021. Wireless Sensing Technology with loMT
approach for Continuous Monitoring of Breathing Rate and Volume during COVID-19. Frontiers in
Sustainable Cities, 3, 6.
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This paper discusses how the UN’s Sustainable Development
Goals (SDGs) are being addressed with loT implementations, the
concerns for loT’s trustworthiness, and how global standards
from ISO/IEC SC27 WG4 can address |oT's trustworthiness,
related challenges for a sustainable world and smart living.

10T AND SUSTAINABLE DEVELOPMENT

The 2030 Agenda for Sustainable Development’4 that was
adopted by the UN General Assembly’s 194 countries in
September 2015, mentions 17 Sustainable Development Goals
(SDGs) to transform our world. 1oT’s potential can be utilised to
realise the Sustainable Development Goals and the United
Nations’ Agenda. Paragraph 15 of the Agenda, which aims to
transform our world, specifically mentions and acknowledges the
potential of information and communication technologies for
development. It says: “The spread of information and
communications technology and global interconnectedness has
great potential to accelerate human progress, to bridge the
digital divide and to develop knowledge societies, as does
scientific and technological innovation across areas as diverse as
medicine and energy.”

The report “Harnessing the Internet of Things for Global
Development”s, written as a contribution to the ITU/UNESCO
Broadband Commission for Sustainable Development, provides
multiple examples of |oT interventions that have been mapped to

4 Transforming our world: the 2030 Agenda for Sustainable Development. 2015. United Nations.
Available at https://sustainabledevelopment.un.org/content/documents
/21252030%20Agenda%20for%20Sustainable%20Development%20web.pdf

5 Biggs, P., Garrity, J., LaSalle, C., Polomska, A., & Pepper, R. 2016. Harnessing the Internet of Things for
global development. International Telecommunication Union. Available at https://www.itu.int/en/
action/broadband/Documents/Harnessing-loT-Global-Development.pdf
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the Sustainable Development Goals (SDGs) in various sectors
like:

Health, water and sanitation;
Agriculture and livelihoods;
Education;

The environment and conservation;
Resiliency, infrastructure and energy;
Governance and human rights.

In 2018, the World Economic Forum highlighted® that most of the
loT projects were contributing to achieve the SDGs and UN's
2030 mission. They had analysed about 640 loT deployments
and 84% of these deployments were addressing the SDGs.

loT TRUSTWORTHINESS AND RELATED CONCERNS

‘Trustworthiness’ is defined by ISO as the ‘ability to meet
stakeholders' expectations in a verifiable way’7, and the
characteristics of trustworthiness include 'reliability, availability,
resilience, security, privacy, safety, accountability, transparency,
integrity, authenticity, quality, usability'é. As an emerging
technology, loT should address the needs of trustworthiness
from its stakeholders, specifically the end users and the
regulators for mass adoption.

Security and privacy are the key concerns today that are
impacting loT’s trustworthiness. We are seeing a gradual rise in
the number of cybersecurity incidents and data privacy breaches
on a global scale that includes impact on loT implementations.

6 The effect of the Internet of Things on sustainability. WEF, 2018. Available at https://
www.weforum.org/agenda/2018/01/effect-technology-sustainability-sdgs-internet-things-iot/

7 ISO/IEC TR 24028:2020. Available at https://www.iso.org/obp/ui/#iso:std:iso-iec:tr:24028:ed-1:v1:en

8 ibid
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As per World Economic Forum’s State of the Connected World
Report (2020 Edition)?, while 10T is playing an essential role in our
lives during this pandemic, the greatest levels of risk for loT are in
two areas - ‘safety and security’, and ‘privacy and trust’. The
Report also indicates a gap in governance to address these risks
that is impacting the realisation of societal benefit and equity
utilising the potential of loT.

ENSURING A STANDARDIZED APPROACH FOR
TRUSTWORTHY loT

Making loT technology and applications reliable and secure is key
to realising the potential of this technology. Security-by-design,
Privacy-by-design and Governance-by-design are the prime
necessities to build trustworthy smart products and services.
Depending on the criticality of the smart service offered, a higher
level of device and service quality is necessary.

A globally accepted standardized approach in designing loT
devices and services is emerging as a prime need to addresses
the security, privacy and trust concerns. ISO/IEC JTC1 SC27/WG4
is addressing the security and privacy challenges of loT with
three key standardization initiatives -

1. Cybersecurity — loT security and privacy — Guidelines (ISO/IEC
27400)

This effort aims to provide guidelines on risks and principles for
security and privacy concerning the development, operation and
use of loT-systems with detailed controls that should be
considered in these products and solutions. The security and

9 State of the Connected World (2020 Edition). World Economic Forum. Available at http://
www3.weforum.org/docs WEF_The_State_of the_Connected_World_2020.pdf
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privacy controls in this new standard will have a set of specific
“implementation guidance” for the stakeholders - loT service
developer, 10T service provider and loT user.

2. Cybersecurity — loT security and privacy — Device baseline
requirements (ISO/IEC 27402)

We are seeing an increasing number of reports from government
and other organizations recommending legislation and
regulations for security and privacy baseline capabilities for loT
devices. There is a growing desire among stakeholders in the loT
ecosystem to drive harmonization around the commonalities of
these baseline capabilities. This standard aims to provide security
and privacy baseline capabilities for loT devices.

3. Cybersecurity - loT security and privacy - Guidelines for loT-
domotics (ISO/IEC 27403):

loT-domotics is the use of loT within the home automation
systems. It is composed of the electronic or electric devices
(such as lighting systems, temperature control systems, smart
appliances, and other IOT devices), application platforms and
mobile applications to control them, and the networks
interconnecting these entities. There is a growing concern
among end users, service provides, devices manufacturers,
network operators and the governments regarding security and
privacy of loT-Domotics. This standard aims to identify loT-
domotics stakeholders, analyse their security and privacy
concerns, and develop guidelines to improve security and
privacy in loT-domotics.

CONCLUSION

loT technology can potentially become a socially adopted
technology if the humans accept it for mass adoption in various
spheres of life. We can address the UN’s SDGs for a sustainable
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world in a smarter and trusted way with loT with appropriate
guidance from global standards from ISO and other
standardization bodies. An overarching governance of the loT
deployments and continuous monitoring of the trust factors will
help the end users to develop a true belief bounded by rationality
for proper justification of the techniques and output of the
“things.” Through the process of knowledge development and
distribution about loT technology by human and non-human
epistemic agents and with able guidance from loT standards a
social trust will gradually develop about this emerging
technology.

Page 14 of 47



The need of standardizing industrial Internet
platform: challenges and threats

Zhen YANG (China), Tong LI (China), Karl WAEDT (Germany),
Yanghuichen LIN (China)

(ISO/IEC 24392 editors)

1. OVERVIEW OF INDUSTRIAL INTERNET PLATFORMS

The paradigm of Internet of Things (loT), which was first
introduced in 1998 to connect things or objects to the Internet,
has been quickly developed and widely deployed in the past
decades. Industry 4.0 or Industrial IoT (lloT) expresses the
industrial use case applications of loTs (e.g., tracking sales for
predicting future business issues), and can be seen as a
specialised application of loT. On the top of lloT, the industrial
Internet (Industry 4.0) is a typically deemed as an intersection
with Cyber-Physical Systems (CPS), which is shown Fig. 1. The
industrial Internet is the integration and linking of big data,
analytical tools, and wireless networks with physical and
industrial equipment, or otherwise applying meta-level
networking functions, to distributed systems. The industrial
Internet promotes the digital transformation of the
manufacturing industry and continuously promotes new
industries through the comprehensive connection of industrial
elements, industrial chains, and value chains.

Fig.1.The relationship
between IoT, lloT, industry
4.0, CPS [2]
Page 15 of 47



The essence of the industrial Internet platform (IIP) is to closely
connect and integrate equipment production lines, factory
suppliers, products and customers. IIP has been incrementally
established in recent years to support smart manufacturing,
which involves collecting technology and value chain
organization concepts. Along with the continuous development
of the industrial Internet, an increasing number of threats have
been exposed. In particular, the integration of traditional
industrial settings and industrial Internet platforms leads to
incompatible security countermeasures, making the industrial
Internet vulnerable. In response to these security issues, we are
working on the ISO/IEC 24392 Industrial Internet Platform
Security Reference Model to provide standardized security
solutions.

2. INDUSTRIAL INTERNET PLATFORM SECURITY -
CHALLENGES AND THREATS

The IIP is based on a variety of network interconnection
technologies, from industrial design, technology, production,
management, service, etc., involving the entire life cycle of
enterprises from the establishment to completion. It will
empower the entire industrial system to have intelligent functions
such as description, diagnosis, prediction, decision-making, and
control. An IIP can be divided into four layers. The first layer is the
edge layer, which builds the data foundation of the IIP through
large-scale and in-depth data collection, heterogeneous data
protocol conversion, and edge processing. The network layer is
second one, which provides network services and serves as the
foundation of the IIPs. The third layer is the platform layer (PaaS),
which builds a scalable open cloud operating system based on
general PaaS and covers innovative functions such as industrial
data analysis and industrial micro services. The fourth layer is the
application layer, which forms industrial infrastructure as a
service (SaaS) and industrial applications that meet different
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industries and scenarios and forms the ultimate value of the IIP.
The functional architecture of the industrial cloud platform is
shown in Fig 2.

Industrial Application of
Saas Business operation Snovation
Application Industrial microservice
development component library
Industrial Industrial data modeling and analysis
PaaS
Industrial big data system
Common PaaS platformresource deployment
management
Network layer Internet service
Edge layer Equipment Protocol Edge data
access parsing processing

Fig.2. lIP architecture

Each of the layers involves different characteristics and security
threats accordingly. In order to investigate the IIP-specific
security threats, we first identify IIP-specific characteristics that
appear in each layer that can make IIP vulnerable (Section 2.1).
After that, a list of security threats is identified accordingly in
Section 2.2. We further summarise each layer's characteristics
and security threats in detail in ISO/IEC 24392 and propose
corresponding solutions as discussed below.
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2.1 INDUSTRIAL INTERNET PLATFORM CHARACTERISTICS

2.2.1 Edge Security Domain

The edge layer builds the data foundation of the IIP through
large-scale and in-depth data collection, heterogeneous data
protocol conversion, and edge processing.

In the traditional industrial scenario, a large number of devices
are in a non-networked scenario. But almost every device needs
to be connected and shared in the industrial Internet scenario to
realise data collection. Therefore, traditional industrial wiring is
not suitable for complex workshop environments.

In order to collect data from the production environment, the
edge layer of IIP contains a large number of 10T devices. These
loT devices contain computing chips that can handle small-scale
computing problems. They can help loT devices calculate some
easier-to-handle calculation problems and improve work
efficiency.

2.2.2 Network Security Domain

The network layer provides network services and serves as the
foundation of the IIPs. The essence of the Industrial Internet is to
connect the local data from the factory to the IIP. The factory
manages, calculates, configures production, etc., through the IIP.
Therefore, factories and IIP often transmit data, and the
transmitted data may involve sensitive data.

loT devices have limited computing resources. And they are
usually in a poor network environment. Encryption algorithms
with high resource requirements are not suitable for this
scenario. It is difficult to perform complex encryption on data.
Therefore, large amounts of data can only be transmitted in plain
text or after simple encryption.
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Different requirements for control traffic and non-control traffic.
Simultaneous transmission of control traffic (control commands)
and non-control traffic (general production data) in a network.
Non-controlling traffic consumes a lot of resources for controlling
traffic, resulting in the interruption of industrial control system
functions.

2.2.3 Platform Security Domain

The platform layer (PaaS) builds a scalable open cloud operating
system based on general PaaS. This layer has many innovative
functions, such as big data processing, industrial data analysis,
and industrial micro services. There are also many characteristics
that traditional cloud platforms do not have.

Different IIP providers usually provide their own specialist
interface to access the cloud. Different platforms use different
interface standards. There may also be differences in data
transmission methods and transmission protocols between
different platforms. But there are a lot of scenarios that require
intercommunication between platforms in the industrial Internet,
including different communication protocols and interface
standards.

Most industrial Internet uses deploy industrial Internet platforms
to process existing data. This makes use of the computing
advantages of the Industrial Internet platform to optimise
production. However, due to various reasons, such as data
interference or machine failure, this may lead to wrong decisions.

2.2.4 Application Security Domain

The application layer forms industrial infrastructure as a service
(SaaS) and industrial applications that meet different industries
and scenarios.

Page 19 of 47



There are a large number of applications released by unknown
publishers on the industrial Internet platform. The production
needs of industrial IIPs are diverse. In order to meet production
needs, |IPs applications need to be continuously developed and
customised. On the IIP, there is much open-source software
released by unknown publishers. These low-cost free code
libraries provide users with personalised industrial applications.
Help factories meet daily production needs.

Smart manufacturing equipment applications continue to
change. Due to the rapid development of the industrial Internet,
the original software cannot meet the existing needs. Therefore,
the industrial Internet platform software needs to be
continuously updated and iterated quickly.

2.2 INDUSTRIAL INTERNET PLATFORM SECURITY THREATS

In this subsection, we discuss the security threats that appear in
each layer.

2.2.1 Edge Security Domain

The factory environment is complex, with a large number of
production equipment and different types. The equipment layout
is complicated. After factory equipment is connected to the IIP,
the equipment that needs to collect data has dramatically
increased. Traditional field wiring is difficult to meet. The use of
wireless sensors can effectively solve the wiring problem.
However, wireless sensors are limited by computing resources,
so they are usually not encrypted. As a result of the above
reasons, attackers can steal data by attacking wireless sensors or
monitoring wireless network signals.

As described in 2.1.1 above, the edge layer of IIP contains a large
number of loT devices. loT devices such as wireless sensors have
a certain amount of computing and processing power. But their
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computing resources are limited and encryption is difficult.
Attackers can use these devices to perform replay attacks and
disrupt the normal operation of the system.

2.2.2 Network Security Domain

In the industrial Internet scenario, factories and cloud platforms
exchange large amounts of data, and attackers can intercept
network data streams to steal data, leading to data leakage. At
the same time, loT devices' computing resources are limited, the
network environment is poor, and encryption algorithms with
high resource requirements are not applicable. Data can only be
transmitted in plain text or simple encryption, which leads
attackers to steal data by monitoring and intercepting network
data streams.

A large amount of data will be generated in the industrial field in
real-time. After being connected to the cloud platform, excessive
traffic may cause data loss, which will affect production. And
there are two types of flow in the factory environment: control
flow and non-control flow. The control traffic is small, but the
requirements for delay are very high; the non-control traffic, such
as operating data, is large, but the requirements for network
delay are relatively low. Suppose the control flow (control
command) and non-control flow (general production data) are
simultaneously transmitted in a network. In that case, the non-
control flow consumes many resources for the control flow,
causing the industrial control system to function interruption and
production stagnation.

2.2.3 Platform Security Domain

The use of IIPs for production optimization is the advantage of
the Industrial Internet over traditional industries. The cloud
platform can guide and optimize production through big data
analysis. However, the data analysis model of the cloud platform
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also has the possibility of making wrong decisions. Once the
cloud platform makes mistakes, Decisions can lead to problems
such as equipment failure and production stagnation.

Different cloud platform providers provide their specialist
interfaces to access the cloud, including different
communication protocols and interface standards. IIPs often
need to communicate with each other. But different platforms
may have different standards in different countries or regions.
Different standards easily lead to heterogeneous data and
difficult transmission between platforms, result in poor
interoperability between IIPs.

2.2.4 Application Security Domain

With the increase in the |IP's openness, industrial applications are
characterised by openness and customization. At the same time,
there are many scenarios of data sharing and collaborative
processing between applications. There are a large number of
unknown publishers on the IIP. If there are malicious publishers, it
may lead to security threats such as data leakage and cross-
application attacks.

Industrial applications continue to change, and the boundaries
between different life cycles have become blurred. Frequent
iterations of application versions can easily lead to system
security that cannot adapt to applications' changes, thereby
bringing security threats.

3. RELATED STANDARDS

In this section we will introduce existing security standards
related to intelligent manufacturing and security related
standards in the entire industry. Such standards are all related to

[IPs via a certain perspective, but cannot fully address the security
needs in IIPs, further motivating a specialised standardization.
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e Standards related to Industrial Network and system security

Industrial Network and system security-related standards mainly
include IEC/TR 62443-3-1, IEC 62443-2-1, IEC TR 62443-2-3, |IEC
62443-4-1, |IEC 62443-4-2, etc. Such standards provide
standardized guidance, technical support, and risk assessment
programs for industrial network security issues, industrial
automation and control systems, product safety development
processes in industrial environments, and product development
life cycle requirements. Industrial network and system security
are inextricably linked with industrial Internet platforms. Such
standards provide a reference for industrial Internet platform
security standards. Help establish complete industrial Internet
platform security standards. However, such standards cannot
completely cover or replace industrial Internet platform security
standards. The industrial Internet platform has its own unique
characteristics—for example, industrial Internet platform security
issues, cross-platform transmission security issues, etc.

e Standards related to role-based access control for power
system management

Standards, such as |IEC 62351-8, provides access control
standards for power systems. They support a distributed security
environment, where security is also a distributed service. The
power system sector continuously improves energy supply by
using technological advancements in computer applications.
Such documents define role-based access control (RBAC) for
enterprise-wide power systems. Many industrial Internet
scenarios need role-based access control (RBAC) to achieve
dynamic access control for different environments and different
people. However, there is no access control standard for IIPs. The
factory needs an access control standard for the characteristics
of the lIP. Although the standards mentioned above undoubtedly
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provide a good reference, they are usually aimed at controlling
power system access control and cannot be directly quoted.

e Standards Related to Security Controls

ISO/IEC 27002:2013 gives guidelines and a broad range of
information security controls for information security. Such
guidance can also be used to solve security problems in the IIP
scenario. However, the IIP scenario has the characteristics of
complex scenarios, heterogeneous data, and numerous
stakeholders. These characteristics have led to many unique
security problems that can no longer be resolved by the security
controls provided by ISO/IEC 27002. For example, there are many
stakeholders in the IIP scenario, including the factory manager,
operator of the service platform, developer of the function block,
etc. Each stakeholder may also have multiple different roles, and
each role needs different access rights. Therefore, the access
controls given in ISO/IEC 27002 fail to meet the requirements of
[IP. Our standard tries to provide more IIP-specific security
controls based on ISO/IEC27002 to ensure the information
security of IIP.

ISO/IEC 27017 is expanded on the basis of ISO/IEC 27002. ISO/
IEC 27017 gives additional cloud-specific security controls. IIP is
an extension and development of traditional cloud services in the
industrial scenario. Therefore, some of the security controls that
are applied to traditional cloud services in ISO/IEC 27017 are also
applicable to the IIP. For example, the cloud service customer
should identify the authorities relevant to the combined
operation of the cloud service customer and the cloud service
provider. But, IIP is more complicated. It connects industrial
production equipment, cloud platforms and third-party industrial
applications. The complexity of IIP leads to many unique security
problems that can no longer be resolved by the security controls
provided by ISO/IEC 27017. For example, a large amount of
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industrial production data is collected by loT devices in real time
and then transmitted to IIP. The transmission has the risk of traffic
overload. This risk is beyond the control of the security control
methods provided in ISO/IEC 27017.

4. THEFUTURE

Although the definitions of the industrial Internet and the IIPs
vary from country to country, it is undeniable that traditional
factories are closely connected to IIPs in industrial Internet
scenarios. This connection goes beyond simple data exchange
between factories and IIP. Industrial products may interact with
the IIP throughout their life cycle from production to end-of-life
destruction. The connection of multiple factories, multiple
products, and multiple life cycle stages can involve numerous
stakeholders who require different access rights. These
characteristics show that the IIP-centered industrial Internet
scenario is complex by nature, and challenging to be secure.

In this article, we summarised the characteristics, security
threats, and existing security standards in the IIP scenario
through extensive research work. Based on the research results,
we have identified that current security standards cannot meet
the needs of protecting complex IIP scenarios, motivating the
corresponding need of standardization. ISO/IEC 24392, which
concentrates on the security reference model of IIPs, is supposed
to fill this gap. Specifically, it addresses the security issues during
the interaction between industrial products throughout their
entire life cycle.
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Are you secure on the Internet?
Sanjiv AGARWALA (ISO/IEC 27032 co-editor, India)

INTRODUCTION

The Internet is being widely used by single user organizations to
large multi-national organizations across organizations of all sizes
and types. The article discusses the unique challenges pertaining
to the world of Internet including the security risks and the need
for international standards such as ISO/IEC 27032 that provide
guidelines for Internet security.

ISO/IEC 27032 (Information technology — Cybersecurity —
Guidelines for Internet security) provides:

e an explanation of the relationship between Internet security,
web security, network security and cybersecurity;
an overview of Internet security;
identification of interested parties and a description of their
roles in Internet Security;

e high level guidance for addressing common Internet security
issues.

ESTABLISHING THE NEED FOR INTERNET-USAGE

More and more businesses are doing business over the Internet.
As personal computers, laptops and mobile devices become
widespread, the use of the Internet grew exponentially. More and
more users connect to the Internet through various technologies.
Today, even a basic smart phone can connect to the Internet.
More and more content (audio, video, messages, files etc.) are
served over the Internet over high-speed networks.
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An increasing number of organizations are having a digital
footprint enabled by the Internet and Internet-based
technologies. Traditional applications are becoming web-enabled
to provide better customer experience, and an increasing
number of organizations are adopting cloud computing.
Software is provided as-a-service over public clouds that use the
Internet as the enabler. To summarise, the Internet has become a
basic need of every user and organization. It is difficult to
imagine a world without the Internet.

However, on the other end, there is an increasing trend of attacks
on Internet facing systems as can be seen from the various data
breaches that are reported world-wide. While some data
breaches are reported, there are many that are not publicly
reported. Many of the attacks are evolving into sophisticated
cyber-attacks blended with attacks on personal data.

Regulators world-wide are drafting regulations to control the data
breaches and regulators penalise organizations that do not
implement adequate controls to protect from data breaches. All
these and many other developments have made Internet Security
a fundamental security issue for all businesses.

INTERNET CHALLENGES

The Internet is a huge public global network of servers,
computers, and other electronic devices such as mobile smart
phones, Internet of Things devices and so on. Each electronic
device can connect with any other device using a valid Internet
Protocol (IP) address. However no single entity owns the Internet.
The Internet has no central governing body and each country
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formulates its own laws and regulations on how they would want
to control access to the Internet by its citizens.

The Internet, being a public network, brings with it threats that
are unique to the environment. Users can be globally connected
from anywhere and can even be anonymous. This implies threats
can originate from anywhere on the Internet and may be difficult
to identify and govern. As IP addresses can be spoofed, many of
these attacks may be difficult to establish and taking any legal
action is another challenge.

INTERNET SECURITY RISKS

As organizations conduct business over the Internet, there can
be a risk to confidentiality, integrity and availability of data on
systems and applications that are Internet-facing. Due to evolving
nature of attacks from cyber criminals, organizations are also
prone to cyber security risks. Malware has been around since the
Internet’s inception and continues to remain a consistent
problem with the spread of ransomware. Other cybersecurity
risks range from denial of service, traffic interception to data
privacy risks and data manipulation on Internet sites.

When users and organizations execute any transaction over the
Internet, there is a risk that they may share their personal data
during the course of any communication such as during
blogging, when accessing webmail, social networking or
completing web forms. If sensitive personal information is
managed by any web-facing application, this also introduces
privacy risks. ISO/IEC 27032 will help organizations to identify the
threats, vulnerabilities, attack vectors and the risks during
Internet access. If an attacker ("threat") is able to secretly
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intercept the web traffic ("attack vector") due to some weak
configurations in the application ("vulnerabilities"), then a
person’s online identity can be stolen and the person deprived of
access to key services and applications ("cyber security risk").
Based on risk assessment, one can uncover the various relevant
Internet security risks that can be addressed through various
security controls as explained in ISO/IEC 27032. For the example
mentioned above, based on the cyber security risk as identified,
one can refer to ISO/IEC 27032 controls for Internet security, to
mitigate the risk. The mitigation can be a combination of Internet
security controls like education, awareness & training, privacy
protection over the Internet, technical vulnerability management,
network management, use of cryptography and application
security for Internet-facing applications.

INTERNET SECURITY GUIDELINES

ISO/IEC 27032 is an international standard that deals with
Internet Security risks and provide guidelines to an organization
that use the Internet. ISO/IEC 27032 has listed the interested
parties, like users, government authorities and Internet service
providers, when the Internet is used for business purposes along
with the desired responsibilities. Each organization needs to
identify other interested parties unique to its context.

ISO/IEC 27032 provides the security control guidelines to
address the various risks. ISO/IEC 27032, is a standard in the
cybersecurity series and uses security controls and concepts
from ISO/IEC 27002, ISO/IEC 27033, ISO/IEC TS 27100 and I1SO/
IEC 27701, that address Internet security and cyber-security
readiness for Internet-facing systems. ISO/IEC 27002, Information
security controls provides a list of controls and guidelines for
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implementing the same. Each of these controls can have
Information security attributes like confidentiality, integrity and
availability, and cyber security attributes like identify, protect,
detect, recover and respond. ISO/IEC 27033 series provide
security controls and guidance on networks. ISO/IEC 27701 is a
standard for privacy information management system. ISO/IEC
TS 27100 provides technical explanations and specifications to
various cybersecurity terms and concepts.

CLOSING THOUGHTS

Customers look for exciting products and services and the
Internet is a fast and economical way of conducting e-Commerce
transactions. Though there are increasing and evolving security
risks for Internet users, it is very important for an organization to
keep its protection up to date and continuously address these
risks through a systematic application of controls.
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Information security incident response - An
organisational tool in context with changes not
planned

Carlos HORNA (SC 27 expert Peru)

THE CONTEXT

2020 has been a year that put organizations in front of important
challenges to survive in the market and to respond to very short
reaction times. The COVID19 pandemic brought the need for
countries around the world to introduce measures to stop the
spread of the virus, including social distancing between people,
self-isolation and quarantine measures. In this global scenario,
the digitization of processes or services, use of apps on mobile
devices, APIs for information exchange, migration to cloud
computing and deploying remote work or telework have been
options adopted on a massive global scale.

Organizations with experience in maintaining a group of their
staff with remote work and organizations without experience in
this model (until now), have been pressured to make very quick
decisions about this adoption, so that business operations and
processes can continue and avoid reaching a point where the
damage cannot be reversed. With very short planning times,
tight budgets and an urgent need to resume operations, many
organizations have learned through serious or significant
incidents that information security is a cross-cutting component
and necessary both for day-to-day operations and to achieve
business objectives.
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To understand the global potential of some cyber crimes
increased in the covid19 pandemic, we can check Interpol
website (https://www.interpol.int/en/How-we-work/CQOVID-19/
COVID-19-Stay-Safe) for a list:

Fraud (online or by phone);

Phishing (request for login details or to click on links);
Hacking attempts (to obtain personal information);
Counterfeiting (medical supplies and drugs);
Deliberate dissemination (attempts).

Understand to how this trends take consequences in the business
objectives is not only take measures to protect systems or
services and data related. To protect the business is necessary
include the persons in the assessment like operational staff,
directors, clients, users, and people in business partners,
business suppliers and others relevant parts. But is a problem
implement or deploy all information security controls (new or
modified) identified for a COVID19 context ( tight budgets), in this
context the adequate response is a relevant challenge to protect
the business.

This is a relevant issue because is not only a technical decision,
the organization unknown when and how arrive the next attempt
of break security controls or security incident with potential to
big losses for the organization (limited in resource like staff,
budget, infrastructure, facilities, etc). Top management of the
organization in whole need take the best decisions for address
this concerns to avoid negative consequences in business
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objectives, regular operations and agreements with partners or
clients.

THE NEED

Effective and timely response to information security incidents is
necessary to protect the relevant operations of the business. This
can be part of an effective and efficient ISO/IEC 27001
Information Security Management System (ISMS) or as a stand
alone process.

As an organization prepares to face the various risk scenarios and
take actions that minimise the consequences of the most
relevant risks, but as has become clear in the COVID19 scenario,
not all risks are addressed and an external factor may be
disruptive.

Understanding that there is always the potential for new factors
to emerge that have an impact on business objectives and that
may or may not be covered by information security objectives,
may or may not translate into normal operations for business
activities. The organization need have a way to respond
effectively and efficiently to these information security incidents
and they should be managed appropriately so that it can recover
operations as soon as possible and avoid their recurrence.

A timely report of incidents can be a source of valuable

information for top management decisions and at other levels in
the organization.
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INFORMATION SECURITY INCIDENT MANAGEMENT

The management of information security incidents allows
organizations to address in a structured way the set of actions to
be carried out to detected an information security event and take
a quickly response, and later be able to analyse in more detail
and learn to avoid recurrences. The international standard 1SO/
IEC 27035 (1Ist edition) initially published in September 2011 has
been an important document, used to guide us on this issue and
being a recurring reference in various publications on
information security.

Currently models not only of information security, but also in
cybersecurity and privacy protection has references to incident
management like part relevant in operational level. ISO/IEC
27035 has become the series of standards based on best
industry practices and the consensus reached for ISO members
about information security incident management. The ISO/IEC
27035 series is:

® |SO/IEC 27035-1:2016 Information technology — security
techniques — information security incident management
— part 1: principles of incident management

e ISO/IEC 27035-2:2016 Information technology — security
techniques — information security incident management
— part 2: guidelines to plan and prepare for incident response

e ISO/IEC 27035-3 Information technology — information
security incident management — part 3: guidelines for ict
incident response operations
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Together, the standards in the ISO/IEC 27035 series address
general recommendations in response to information security
incidents. They cover incident management principles, phases,
plans and operations. These are applicable within an
organization or in a community context, either for the exchange
of information or to coordinate relevant actions between actors
or interested parties.

Taking into consideration the changes adopted by companies to
overcome business challenges in the face of the COVID19
pandemic, with financial restrictions and the need to investment
in digital processes and services, we can find that information
security management tasks have had limits to planning both in
medium - long term and in obtaining additional resources (even
up to the present time) to maintain secure primary information
assets. In this scenario, information security incident
management helps us prioritise resources based on a timely
response, which helps us maintain business operations until we
can update and improve our entire information security
management model.

LEGAL ISSUES

The management of information security incidents not only
allows us to respond in order to guarantee the continuity of
operations, it is also a relevant process to incidents with legal
consequences, both for our organization and for other parties.

The investigation and handling of the incident can be useful in a

legal process either to report an illegal act (for example, in the
event of a theft of confidential business information such as trade
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secrets or intellectual property) or to demonstrate due diligence
(for example, before a leakage of personal information of users or
customers). Situations that have increased as a result of changes
in the use of technologies without due analysis and assessment
of associated risks, for example unplanned migration to cloud
computing or access to company resources remotely without the
due access control considerations.

In these cases the ISO / IEC 27035 series is complemented by a
set of standards that provide us with additional
recommendations so that we can generate adequate digital
evidence useful in legal processes.

These standards are as follows:

e ISO/IEC 27037:2012 Information technology — security
techniques — guidelines for identification, collection,
acquisition and preservation of digital evidence;

e ISO/IEC 27038:2014 Information technology — security
techniques — specification for digital redaction;

e ISO/IEC 27041:2015 Information technology — security
techniques — guidance on assuring suitability and adequacy
of incident investigative method;

e ISO/IEC 27042:2015 Information technology — security
techniques — guidelines for the analysis and interpretation of
digital evidence;

e ISO/IEC 27043:2015 Information technology — security
techniques — incident investigation principles and processes.
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Together, these standards can support incident management, but
not only to generate evidence of what happened, but to reliably
demonstrate due diligence in actions taken (for example, in the
face of a regulatory authority requirement on privacy or a
discrepancy between business partners).

These standards can be not only part of the implementation of an
ISMS or a cybersecurity programme, they are tools that support
the organization at various levels according to its own particular
needs, especially when the organization is subject to an
environment of high uncertainty and unplanned changes.
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Relationship between controls in ISO/IEC
27002 and security controls and services

standards from SC27 WG4
Eric Hibbard (WG 4 editor, USA) and Pablo Corona (WG 1

Convenor Support, Mexico)

A management system, as it names refers, is focused on the
management activities and its capabilities to assign objectives
according to its context, identify risks and designated resources to
address them, establish indicators and metrics to measure the
performance of these controls, and to establish actions to improve and
correct them. In this way, ISO/IEC 27001 specifies requirements to
establish, implement, operate, maintain, and continuously improve an
information security management system (ISMS), complimented with
the controls in annex A. These controls are further detailed in ISO/IEC
27002 to enrich the controls identified by the risk assessment process
and avoid omissions, according to the organization’s infrastructure,
personnel, operations and context.

For some people associated with technical operations, the controls in
Annex A lack enough detail to enable a clear understanding associated
with their implementation, operation and measurement. A quick
solution is to leverage the ISO/IEC 27002 guidelines on implementing
the controls and other information important to be considered on the
implementation. However, this information may not be deep enough for
practitioners in the specific technical fields, so this is where the
development of additional information security controls standards can
be important to ensure appropriate coverage of the specifics.

ISO is divided into technical committees, and in the case of Information
Technology, it created a Joint Technical Committee (JTC 1) with the
International Electrotechnical commission (IEC). Within JTC 1, Sub-
committee 27 (SC 27) was established to create standards on
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information security, cybersecurity and privacy protection. SC 27 itself
is further divided into multiple working groups (WG). Of these WGs, WG
1is devoted to developing management systems standards led by the
best seller ISO/IEC 27001 Requirements for Information Security
Management Systems and ISO/IEC 27002 that covers Information
Security Controls. Also, within SC 27 is WG 4, which is devoted to
developing standards on security controls and services, complementing
and supporting the management systems documents.

For example, ISO/IEC 27002 Chapter 13 is the domain for
communication security, including 7 controls. These controls are further
expanded upon in the WG 4-developed ISO/IEC 27033 network security
standard (consisting of 6 published parts), covering:

Part 1: Overview and concepts
Part 2: Guidelines for the design and implementation of network
security
® Part 3: Reference networking scenarios -- Threats, design
techniques and control issues
® Part 4: Securing communications between networks using
security gateways
® Part 5: Securing communications across networks using virtual
private networks (VPNS)
® Part 6: Securing wireless IP network access
The ISO/IEC 27033 guidance addresses how a control is implemented,
the considerations for measure performance and different aspects that
should be taken in place are detailed in these standards.

The following table shows additional WG 4 standards related to controls
in ISO/IEC 27002 version 2013.
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ABOUT SC 27/WG 4

WG 4 was established in 2006 and its current membership
consists of more than 800 professional experts from over 70
countries and liaison bodies. The work of WG 4 attracts experts
from a diverse range of business organizations, government
bodies and agencies, consumer and industry groups, and
academia.

WG 4 SCOPE

The WG 4 scope covers all aspects related to security controls
and services, emphasising standards for IT security and its
application to the security of products and systems in
information systems, as well as the security in the lifecycle of
such products and systems. The scope of WG 4 covers:

e ICT security operations (for example readiness, continuity,
incident and event management, investigation);

e Information lifecycle (for example creation, processing,
storage, transmission and disposal);

e Organizational processes (for example design, acquisition,
development and supply);

e Security aspects of Trusted services (for example in the
provision, operation and management of these services);

e Cloud, internet and cyber security related technologies and
architectures (for example network, virtualization, storage)

WG 4 PORTFOLIO

WG 4 has developed many security controls standards to address
the need to protect digital environments and the IT supporting
these environments. The following is a high-level view of the WG
4 portfolio:
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ICT SECURITY OPERATIONS

ISO/IEC 27031 - Information and communication technology
readiness for business continuity

ISO/IEC 27035 - Information security incident management
® Part 1 Principles and process
® Part 2 Guidelines to plan and prepare for incident response

Part 3 Guidelines for ICT incident response operations

Part 4 Coordination

ISO/IEC 27037 - Guidelines for the identification, collection,
acquisition and preservation of digital evidence

ISO/IEC 27039 - Selection, deployment and operation of
intrusion detection and prevention systems (IDPS)

ISO/IEC 27041 - Guidance on assuring suitability and adequacy
of incident investigative method

ISO/IEC 27042 - Guidelines for the analysis and interpretation
of digital evidence

ISO/IEC 27043 - Incident investigation principles and
processes

ISO/IEC 27050 - Electronic discovery
® Part 1 Overview and concepts

® Part 2 Guidance for governance and management of electronic
discovery

® Part 3 Code of practice for electronic discovery
® Part 4 Technical readiness
ISO/IEC 4983 Secure deployment, updating, and upgrading

ISO/IEC 5192 - Guidelines on Security Operations Centers
(80OC)

ISO/IEC 6109 - Data life cycle log audit guidelines
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INFORMATION LIFECYCLE
® |SO/IEC 27033 - Network security

Part 1 Overview and concepts

Part 2 Guidelines for the design and implementation of network
security

Part 3 Reference networking scenarios - Threats, design
techniques and control issues

Part 4 Securing communications between networks using
security gateways

Part 5 Securing communications across networks using Virtual
Private Networks (VPNs)

Part 6 Securing wireless IP network access
Part 7 Guidelines for network virtualization security

ISO/IEC 27036 - Information security for supplier relationships

Part 1 Overview and concepts
Part 2 Requirements
Part 3 Guidelines for ICT supply chain security

Part 4 Guidelines for security of cloud services

ISO/IEC 27038 - Specification for digital redaction
ISO/IEC 27040 - Storage security
ISO/IEC 5181 - Data provenance - Security and privacy

CLOUD, INTERNET AND CYBER RELATED TECHNOLOGIES

ISO/IEC 19086-4 Cloud computing - Service level agreement
(SLA) framework - Part 4: Components of security and of
protection of Pl

ISO/IEC 20547-4 - Big data reference architecture - Part 4:

Security and privacy

ISO/IEC 21878 - Security guidelines for the design and
implementation of virtualized servers
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® |SO/IEC 24392 - Security reference model for industrial
internet platform

® |SO/IEC 27032 - Guidelines for Internet security

® |SO/IEC 27046 - Big data security and privacy - Guidelines for
implementation

® |SO/IEC 27400 - loT security and privacy - Guidelines

® |SO/IEC 27402 - loT security and privacy - Device baseline
requirements

® |SO/IEC 27403 - loT security and privacy - Guidelines for loT
domotics

® |SO/IEC 5689 - Security frameworks based on the conceptual
model of cyber-physical systems

® |SO/IEC 7699 - Guidance for addressing security threats and
failures in artificial intelligence

® |SO/IEC 7709 - Security and privacy reference architecture for
multi-party data fusion and mining

ORGANIZATIONAL PROCESSES
® |SO/IEC 27034 - applications security

Part 1 Overview and concepts

Part 2 Organization normative framework

Part 3 Application security management process

Part 4 Validation and verification

Part 5 Protocols and application security control data structure

Part 5-1 Protocols and application security control data structure
- XML Schemas

® Part 6 Case Studies
® Part 7 Assurance prediction framework
® |SO/IEC 27045 - Big data security and privacy - Processes
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® |SO/IEC TR 6114 - Security assurance throughout system life
cycle

SECURITY ASPECTS OF TRUST SERVICES

® |TU-T X.842 | ISO/IEC TR 14516 - Guidelines for the use and
management of Trusted Third Party services

® |TU-T X.841| ISO/IEC 15816 - Security information objects for
access control

® |TU-T X.843 | ISO/IEC 15945 - Specification of TTP services to
support the application of digital signatures

® |SO/IEC 27070 - Requirements for establishing virtualized roots
of trust

® |SO/IEC 27071 - Security recommendations for establishing
trusted connections between devices and services ISO/IEC
27099 - Public key infrastructure - Practices and policy
framework

® |SO/IEC TR 29149 - Best practices for the provision and use of
time stamping services

Johann AMSENGA (WG 4 Convenor)
Francois LOREK (WG 4 Convenor-Support)

Page 46 of 47



Page 47 of 47



