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PROLOGUE

Welcome to Issue 2 (Volume 1) of the ISO/IEC JTC 1/SC 27/WG 1
Journal. The purpose of Journal is to present articles from
officers and experts of WG 1 involved in the development of ISMS
standards.

This second issue is a selection of interviews with the editors of
WG 1 projects: what made them want to be an editor, what
challenges does an editor face during the development of a
standards project and what difference has the standard made to
the world of information security.

Any questions or feedback relating to the content of this Journal
can be directed to editor (sc27.wgl.edwardjh@gmail.com).

Dr Edward Humphreys
WG 1 Journal Editor
Nov 2023
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WG1-EDITORS
Dr Edward HUMPHREYS

An important aspect of the success of any project is the role that
is played by the editors in the development of text for
publication. The development of a standard requires input from
WG 1 experts and SC 27 NBs. The editors are responsible for
collating this input, drafting a disposition of comments (DoC)
based on this input, chairing meetings to discuss the draft DoC
and to produce a final DoC, then up-date the text for further
rounds of commenting or balloting until the text is mature
enough for publication. Their roll also involves achieving
consensus amongst experts in respect of the input received and
the DoC.

The work of editors is often intensive and demanding. They do

this work voluntary and deserve much appreciation for the hard
work.
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ISO/IEC 27001:2022
Joint-editor - Pablo CORONA-FRAGA

Q1 What made want to be the editor of your project?

| started in SC27 WG1 in 2011 and by that time we were reviewing
ISO/IEC 27001 for the edition that was published on 2013. Since
then | tried to learn the process of the creation of a standard,
revision and the times to send and receive comments. 10 years
passed and a new version was to be prepared, so | wanted to
contribute and give back some of the knowledge that was passed
to me. Many people were patient and very sharing with me, so |
felt a commitment too do the same and not only receive but give
my time and knowledge for improving this beloved standard that
many organizations around the world use to improve their
information security posture.

Q2 What challenges did you face as editor?

The first challenge is the number of comments, but arranging
and consolidating them is the easy part. The real challenge is to
try to understand people from different cultures, with different
understanding and expectations on what is information security
and what should be ISO/IEC 27001. Understanding that as an
editor, even is a comment do not agree with my point of view, the
result and disposition should not reflect my personal position but
the consensus of the WG. This requires to read and listen to
experts with open eyes and ears to keep on learning even if you
consider you understand a subject. This gets complicated also
because words and concepts even if they have a direct
translation form one language to English and back, may have a
whole different meaning in the culture of the expert writing it, so
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we must consider not just the words but the context around
them.

Q3 What difference to the world of information security has
your standard made?

Standards give us a common ground to understand and compare
how we all do information security. Every organization's context is
different, but having a common language, concepts and actions
included in the management systems enables the knowledge
sharing and team work amongst organizations from different
cultures, sectors and ways of using information as means or ends
for their organization. This increases credibility and promotes
continuous improvement to build a better information security
culture and more resilient organizations and societies.

Page 8 of 29



1ISO/IEC 27002:2022
Editor - Sabrina FENG

Q1 What made want to be the editor of your project?

At the time when the 27002:2013 revision project started, | have
been working with SC27 for nearly 5 years, in fact | started my
standardisation journey when the previous revision of 27002
being revised. By participating the previous revision of standard
as an expert, | did gain some insights of the challenges also had
some ideas on how to address it. | always loved to take on a
challenge. What would be better than being the editor of one of
the most popular International standards on Information
Security?

Q2 What challenges did you face as editor?

The first lesson | learned was that | was the editor not the author
of the standard. What this meant was that | needed to put aside
my own opinion as an expert. The role of editor involves bringing
out all the different views from international experts, driving
consensus and achieving the best outcomes. Often it means go
with an option that | don't personally agree with as an expert.

The first difficult consensus we needed to achieve was on the
structure of the standard. There were very strong opinions from
the experts, and radical proposals for change. We could have
easily spent long time go around circles not achieving anything,
but working with my colleagues, we managed to find the best
framework to discuss these options, ensuring all the opinions are
heard, all the arguments are made and driving a consensus.

The next challenge that hit us was COVID. We had to run some of
our most intense discussions remotely when experts were at
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different time zones and may experiencing very difficult personal
circumstances. Personally, | was pregnant and expecting a baby.
The editor workload, intensity of discussion, pressure to progress
the projects all became very real. It was the believe that we
could achieve something amazing, and it will be beneficial to the
community kept us going. The thousands of hours of work are
worthwhile at the end.

Q3 What difference to the world of information security has
your standard made?

ISO/IEC 27002:2022 is the only international standard that
provides detailed implementation guidance to nearly 100 general
Information Security controls. It provides the community with an
authoritative source to guide organisation’s implementation of
information security controls. By implementing these controls it
helps organizations around the world to protect their company,
customers and stakeholders. It also provides the foundation for
many industry specific standards on Information Security
Controls. The introduction of attributes allows organizations,
industries and communities to share best practices on selecting
controls that meet specific needs and requirements. That could
be privacy, cloud, resilience and many other topics.
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1ISO/IEC 27003: 2017
Editor - Jan BRANZELL

Q1 What made want to be the editor of your project?

| have always been interested in understanding the wide aspects
of the world and especially people and cultures. Started
engaging in SC 27 and WG 1 about 20 years ago | felt as | was at
home after working within global marketing earlier. The
consensus approach and the clear ISO process made it very
interesting and easy for me to adapt overall to the work.

| did start as an expert enjoying seeing the editors getting
consensus and moving a project forward. Then by coincidence a
Swedish colleague Christer Kling could not continue to be a co-
editor of the first edition of ISO/IEC 27003. | was asked to take his
place which | accepted. This first version was then on
implementation guidance on ISMS (ISO/IEC 27001:2005).

So, it was a bit like a coincidence being an editor, but one | never
have regretted. As then the next version of 27001 was published
in 2103 | became the editor for the next version of 27003. This
then went through a quite substantial change to only being
guidance on the requirements in ISO/IEC 27001 due to that 27001
was the first management standard that followed the common
structure. A major but enjoyable challenge to complete together
with the co-editors.

Q2 What challenges did you face as editor?

There are as | see it different types of challenges:

+ Manage yourself as an editor - meaning that you must be
in control of your calendar and other tasks to be able to
allocate time to drive the editing forward.
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« As an editor you may have an expert opinion- But this
should be avoided to let the experts contribute and always
strive to be impartial as an editor

+ Coordinate and work with the co-editors - Plan and getting
the team to help each other and to make the team of
editors grow and perhaps potentially take on as editors.

« Understanding why contributions may be in conflict. - To
have time to talk to people and understanding the "why"
and then be patient as well as keep in mind that language
can be a reason and respect that.

As a conclusion, try to be open minded and patient but at the
same time keep a focus on progressing the document is a
challenge as an editor. But is also the reward to see experts
understand each other and making the project finally being
published.

Q3 What difference to the world of information security has
your standard made?

| think that if | look at ISO/IEC 27003:2017 it made during he
editing to make the final version from 2013 to 2017 a greater
understanding of how to interpret at that point in time the new
version of 27001:2013. This greater understanding was initially
among all the experts from around the world that then supported
the implementation and usage of ISO/IEC 27001 to the success it
has today.

Then of course ISO/IEC 27003 also have helped organizations to
understand how they can benefit from using the requirements in
ISO/IEC 27001:2013 for establishing and maintaining and
systematic approach for managing information and
cybersecurity. Then of course this may also then contribute
creating a more secure society.
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It also lays the foundation for improving guidance on ISMS in the
just started minor revision of ISO/IEC 27003 that is now going on
based on the 2022 version of ISO/IEC 27001.
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1ISO/IEC 27004:2016
Editor - Dr David BREWER

Q1 What made want to be the editor of your project?

Why did | want to become an editor for the first revision of ISO/
[EC 270047 Well, ISO/IEC 27001:2005 was derived from the
British ISMS standard but added a measurement requirement.
The first edition of ISO/IEC 27004 was created to provide
guidance on how that new requirement could be fulfilled.
However, that first edition was overly concerned with the science
of measurements and was therefore considered by many experts
as being too theoretical and of limited practical value. Moreover,
few people had any experience of how to make any
measurements relevant to information security. Nevertheless, the
late William List and | had recently published our research on
measuring the effectiveness of internal control and | was eager to
contribute our results to the ISO standards making process. ISO/
IEC 27001:2013 recast these measurement requirements into the
now familiar form of Annex SL, Clause 9.1, and ISO/IEC 27004
was due for its first revision. | was therefore quick to volunteer
and was appointed as the editor. This could be a golden
opportunity to recast my ideas into an ISO standard, or so |
thought...

Q2 What have been the challenges as an editor?

How wrong could | have been? In Rome (October 2012), at a
meeting which today we would recognize as a PWI, all my ideas
were rejected. | was bitterly disappointed. So much so, that |
considered immediate resignation - but more interesting ideas
were starting to emerge during the meeting, ideas that | had not
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even considered. | was humbled yet inspired, instantly realizing
that my role as editor was to encourage such excellent ideas,
seek and obtain consensus and cause them to be documented as
a coherent, and useful standard. By the time the meeting ended, |
was enjoying my new role. Subsequent meetings, throughout the
WD, CD and DIS stages got better and better. | was fully
immersed as an editor with no personal expert contributions,
thereby allowing me to be impartial, seeking only to attain
scientific correctness and consensus. The new edition is not
theoretical, but it still has a sound theoretical foundation.
Nevertheless, the overall process was not without its challenges:
we had to recover from a lost set of NB comments and the final
editorial changes for the Edition 2 FDIS never made it into the IS.
However, we fixed that with the third edition.

Q3 What difference to the world of information security has
your standard made?

From my perspective the revised standard is a success. As a
director of two companies, | am closely involved with two ISMS.
As a consultant, | have assisted many organizations to establish
their ISMS. In all cases, | have used, or otherwise have
introduced, the new editions of ISO/IEC 27004. Key to their
success is the recommendation that organizations should start
by defining what they want to know, or otherwise discover, about
the performance and effectiveness of their information security
and ISMS. ISO/IEC 27004 refers to this as the “information need”.
The standard explains how this need can be transformed into a
set of measures. Looking at the results of its application in these
many ISMS, the guidance works very well. | am very encouraged
by the innovation that organizations have made in creating
measures to fulfil their information needs. Universally these
organizations have included their information security objectives
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amongst their information needs, predating the new ISO/IEC
27001:2022 requirement to do so by several years - a testimony
to the ISMS maturity brought about by applying the guidance in
ISO/IEC 27004.
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ISO/IEC 27005:2022
Editor - Elzbieta ANDRUKIEWICZ

Q1 What made you want to be the editor of your project?

First, | started my work as a standardization expert by providing
comments. Then, | felt | could contribute more to developing
standards, so my journey as the ISO/IEC 27005 editor began. It
resulted in the first edition of the standard published in 2008. In
the following years, my work as the editor has been marked by
milestones of subsequent revisions in 2011, 2017, and the fourth
revision in 2022.

As the editor, | like working with people from various countries
expressing their views on the same topic depending on their
culture, professional background, and experience. The critical
point of the editor's work is leading the discussion among
experts in a way that allows understanding each other and trying
to find solutions satisfactory to the great majority.

Q2 What challenges did you face as an editor?

Developing the fourth edition of the standard was a difficult task.
The first trial was unsuccessful due to a lack of consensus on the
scope of the standard. Then, the working group started a more
systematic approach by developing the design specification. In
parallel, the third minor revision was published in 2017. This
revision aimed to avoid any risk of faulty implementations
resulting from references to the old ISO/IEC 27001 edition. Once
we finished the design specification in 2019, another revision
could start, and it was successfully finished in 2022. The most
challenging objective in the latest edition was to meet the
expectations of two groups of potential users: the one who
needed specific support in the implementation of information
security management systems (ISMS) compliant with ISO/IEC
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27001 and the one who wanted to have a comprehensive
guidance document to information security risk management in
application which are not directly related to the ISMS.

Q3 What difference to the world of information security has
your standard made?

ISO/IEC 27005 is a member of the 27000 family of standards. It
directly supports the implementations of ISMSs compliant with
ISO/IEC 27001. From its first edition, the standard is one of the
most popular ISO standards in the world. Many professionals use
it in dealing with information security/cybersecurity risks. It is
referenced in many national regulations and other legislation
sources as the best practice in the field. As an example, the
standard was referenced in the official document of the European
Commission Recommendation 209/534 of 26 March 2019,
"Cybersecurity of 5G network", as the most suitable document to
support national risk assessments conducted by EU Member
States in response to the recommendation.
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150/IEC 270006-1:2024
Editor - Dr Helge KREUTZMANN

Q1 What made want to be the editor of your project?

My initial driver was to reach the next level, managing the
discussion and the progression of ISO/IEC 27006 instead of
participating as expert "only". This also gives me additional
insights, as | need to prepare every topic in detail and
understand the implications, before discussing them with the
highly skilled experts in WG1. And finally it’s a pleasure to bring
each new revision into the market, in time and with high quality.

Q2 What challenges did you face as editor?

There are many challenges in each sets of comments. One
challenge is obtain good input when everyone knows a change is
needed, but good input is lacking. | remember our discussion
regarding audit time in Incheon quite well. Another challenge is
to "talk" to groups not involved in the meetings, like the ISO
editor or CASCO. They have a different viewpoint and it is
sometimes quite involved to explain to them why certain
wordings are perfectly fine (and needed) in our community (i.e.
full consensus in the group) when they argue "this cannot be
understood and needs to be updated". But the biggest challenge
was to cope with difficult discussions in the latest revision, when
there was no physical meeting, i.e. no coffee or lunch break to
discuss challenges without the time limits of a meeting. This felt
like "squaring the circle" with blindfolds on.

Q3 What difference to the world of information security has
your standard made?

As we have seen in the market, non-accredited certificates are
issued with questionable statements. To enable certificates the

Page 19 of 29



market can trust, accreditation and meaningful accreditation
criteria are need. As markets are growing and cooperation
between regions gets more intense (e.g., in the supply chain),
these criteria need to be international, And in my work as editor
I've seen various examples where we solved accreditation
problems so that they work globally as well as locally, for example
for auditor qualification or sensible audit time calculations. Thus
ISO/IEC 27006 harmonizes the markets and enables trust in the
world of information security. Finally, in the last plenary | learned
that the impact of ISO/IEC 27006-1 exceeds even beyond
information security, as it was quoted as prime example for novel
approaches to audit time calculations for virtual sites by a
speaker working on this subject for many management system
standardization efforts.
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1S0/IEC 27011:2024
Editor - Koji NAKAO

Q1 Why do you want to be the editor of your project?

ISO/IEC 27011 is a guideline for information security controls for
telecommunications organizations/carriers, so from the first
edition stage, | drafted it with Ted (Edward) Humphreys in
anticipation of working with ITU-T SG17 (SDOs with many
telecommunications carriers' participation). This is how | got
involved in the project. After that, | continued to work as an
editor of ISO/IEC 27011 because of the need to promote
coordination between SC27 and SG17 (ITU-T).

Q2 What were some of the difficulties you faced as an editor?

Since ISO/IEC 27011 is a common document with ITU-T
Recommendation X.1051, it was sometimes difficult to ensure
synchronization between the standardization process of ITU-T
SG17 and that of JTC1/SC27, and to coordinate our comments
with each other. Again, the assistance provided by Ted (Edward)
Humphreys was a saving grace.

Q3 What difference will your standard make to the world of
information security?

ISO/IEC 27011 is based on ISO/IEC 27002 for security controls for
one sector, such as telecommunications organizations/carriers,
so it is intended to be referenced and used by
telecommunications organizations/carriers for the purpose of
obtaining an ISMS and ensuring information security for their
organizations. Therefore, in order for telecommunications
organizations/carriers to promote ISMS acquisition and
operation, this ISO/IEC 27011 is greatly useful for promoting
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information security certification and for operating information
security based on security controls specific to
telecommunications organizations guided by ISO/IEC 27011.

In addition, for many telecommunications carriers, it is not only
the acquisition and operation of ISMS, but also the ability to
recognize new insights and considerations in information
security through the management measures and guidelines
provided in 27002 and 27011, which will lead to more effective
security controls (security measures) for the organization.
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150/I1EC 27013:2022
Editor - Erin CASTEEL

Q1 What made want to be the editor of your project?

ISO/IEC 27013 is a guidance standard to assist organisations with
an integrated management system for service management (1ISO/
IEC 20000-1) and information security management (ISO/IEC
27001). | was co-editor for the previous version of ISO/IEC 27013.
The first ISO Standard | was editor for was ISO/IEC 20000-2:2012.
| was also the convener of the Working Group responsible for the
20000 series for several years and | am an auditor for both
20000-1 and 27001, so | have a good understanding of both
standards. Given this experience | felt qualified to be editor and
lead this development. It has been rewarding working with
experts from SC27/WG1 and SC40/WG2 on this project.

Q2 What challenges did you face as editor?

It was a straightforward project that was focused on updating
ISO/IEC 27013 to align with the latest edition of ISO/IEC 20000-1.
The primary challenge was conducting all the comment
disposition meetings virtually during Covid, but we managed
quite well.

Q3 What difference to the world of information security has
your standard made?

ISO/IEC 27013 clarifies a number of different concepts and
terminology that can cause confusion or misinterpretation
between ISO/IEC 27001 and ISO/IEC 20000-1. For example, it
explains the difference between requirements and controls,
which can confuse many people and organisations. ISO/IEC
20000-1 only includes requirements. Organizations wishing to
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integrate an ISMS and an SMS need to distinguish between the
requirements specified in ISO/IEC 27001 and ISO/IEC 20000-1,
and the information security controls specified in ISO/IEC
27001:2013, Annex A. Even if it appears that there is a common
topic area between a requirement specified in ISO/IEC 20000-1
and a control included in ISO/IEC 27001:2013, Annex A, the
distinction between requirements and controls needs to be
understood and communicated to avoid confusion within the
organization. Other concepts considered include incident
management vs. information security incident management, and
differences relevant to how risk management may be addressed.
Hopefully ISO/IEC 27013 helps both information security and
service management professionals better understand each
other’s perspectives and priorities, and gain insight into how
service management and information security management can
be mutually supporting.
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ISO/IEC 27019:2022
Editor - Alia FOURATI

Q1 What made want to be the editor of your project?

ISO/IEC 27019 represents a major cybersecurity standard
proposing a reference list of cybersecurity controls specific to
the energy sector. It is based on ISO/IEC 27002 which proposes
an internationally recognized generic list of information security
controls and that must be used in the context of the
implementation of an ISMS based on ISO/IEC 27001. In the
energy sector, ISO/IEC 27019 must then be used for the
implementation of an ISO/IEC 27001 ISMS in this specific
context, considering the additional specific controls of ISO/IEC
27019.

Being editor of ISO/IEC 27019:2017 and of its current revision was
an obvious choice and an obvious commitment as a
cybersecurity expert working for the electricity sector, and where
cybersecurity is considered of utmost importance for the whole
value chain of the electrical system. In addition, | think it is
essential that the editors of such sectoral standards master the
specific constraints and needs of the sector to ensure their
appropriateness and relevance.

Q2 What challenges did you face as editor?

As editor, | have faced multiple and diverse challenges, mainly
during the previous revision that had a wider scope, and during
which the whole standard has been revised.

At the beginning of the revision, there was a few contributors due
to the specific topic of the standard (energy), and | had to
communicate on the importance of this standard to get more
experts involved. It is actually very important to have different
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views in order to take into account multiple contexts and ensure
that the standard can be applicable in different countries with
different practices with regard to cybersecurity in the energy
context.

Another challenge was to manage very specific comments and
contributions related to specific needs that might not be always
applicable. Reaching a consensus within a group of experts
remains probably the most challenging for an editor of a sectoral
standard.

Finally, | believe that meeting deadlines of the standardization
process, including comments resolution, resolution of blocking
points, ensuring the progress of development until the
publication of the standard within the time frame, is a common
challenge for all editors.

Q3 What difference to the world of information security has
your standard made?

ISO/IEC 27002 represents a widely and internationally recognized
list of information security controls. And all ISO/IEC 27002
sector-specific standards, including ISO/IEC 27019, extend that
list and become then the reference lists of security controls for
the sector they address.

One major benefit of ISO/IEC 27019 is to provide a relevant and
complete list of security controls defined for the energy sector to
be used for the implementation of the widely recognized and
used ISO/IEC 27001 (Information Security Management System)
in the energy sector. Actually, ISO/IEC 27019 reinforces the
relevance of an ISMS based on ISO/IEC 27001 when implemented
in the energy sector.
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WG 1PROJECT PORTFOLIO

The table below presents the complete list of WG 1 projects as is
accurate as of October 2023.

Standard Title Status

ISO/IEC 27001 Informatlon security management systems - 2022 (edition 3)
Requirements

ISO/IEC 27002 Information security controls 2022 (edition 3)

ISO/IEC 27003

Information security management system
-Guidance

2017(edition 2)
Under revision

ISO/IEC 27004

Information security management - monitoring,
measurement, analysis and evaluation

2016 (edition 2)
Under revision

ISO/IEC 27005

Information security risk management

2022 (edition 4)

ISO/IEC 27006-1

Requirements for bodies providing audit and
certification of information security
management systems accreditation guidelines
for the accreditation of bodies operating
certification /registration services

2016 (edition 3)
AMD1: 2020
Under revision

ISO/IEC 27000

Overview and vocabulary

2018 (edition 5)
Under revision

ISO/IEC 27007

Guidelines for information security management
systems auditing

2020 (edition 3)

ISO/IEC TR
27008

Guidelines for the assessment of information
security controls

2019 (edition 1)
Under revision

ISO/IEC 27010

Information security management for inter-
sector and inter- organisational communications

2015 (edition 2)

ITU-T X.1051 |
ISO/IEC 27011

Code of practice for Information security
controls based on ISO/IEC 27002 for
telecommunications organizations

2016 (edition 2)
Cor 1:2018
Under revision

ISO/IEC 27013

Guidelines on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1

2021 (edition 3)
Amendment 1
Under
development

ITU-T X.1054 | . . ) N
ISO/IEC 27014 Governance of information security 2022 (edition 2)
ISO/IEC TR Information security management - .
2014 (edition 1
27016 Organisational economics (edition 1)
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ITU-T X.1631|
ISO/IEC 27017

Code of practice for information security
controls based on ISO/IEC 27002 for cloud
services

2015 (edition 1)
Under revision

ISO/IEC 27019

Information security controls for the energy
utility industry

2017 (edition 1)
Under revision

ISO/IEC 27021

Competence requirements for information
security management systems professionals

2017 (edition 1)
AMD1

ISO/IEC TS Guidance on information security management 2021 (edition 1)
27022 system processes

ISO/IEC TR Mapping the revised editions of ISO/IEC 27001 .
27023 and ISO/IEC 27002 2015 (edition 1)
ISO/IEC TR Use of ISO/IEC 27001 family of standards in Under

27024 Governmental / Regulatory requirements development

ISO/IEC 27028

Guidance on ISO/IEC 27002 attributes

Under
development

PWI 27029 ISO/IEC 27002 and ISO and IEC standards DTR
ISO/IEC TS
271(/)0 Cybersecurity - Overview and concepts 2021 (edition 1)

ISO/IEC 27102

Guidelines for cyber-insurance

2019 (edition 1)

ISO/IEC TR 27103

Cyber security and ISO and IEC standards

2018 (edition 1)
Under revision

ISO/IEC TR 27109

Cyber education and training

TR

ISO/IEC TS 27110

Cybersecurity framework development
guidelines

2021 (edition 1)

Legend

core standards

conformity assessment

Other standards in the ISO/IEC 27001 family
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