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PROLOGUE 
Welcome to Issue 1 (Volume 1) of the ISO/IEC JTC 1/SC 27/WG 1 Journal.  

The purpose of Journal is to present articles from o"icers and experts of 

WG 1 involved in the development of ISMS standards. 

This #irst issue gives an historical account of the evolution of WG 1, an 

incredible journey, involving a great team of information security 

professionals.  At the heart of this journey is a transition from IT security 

to information security, resulting in the world beating standard ISO/IEC 

27001.   

Further Issues of this Journal will feature articles of interest about WG 1 

projects, surveys of the adoption of ISO/IEC 27001 and certi#ication, as 

well as articles of an educational and awareness nature regarding 

principles of embedded in the set of ISMS standards.  

Any questions or feedback relating to the content of this Journal can be 

directed to editor (sc27.wg1.edwardjh@gmail.com).  

Dr Edward HUMPHREYS 

WG 1 Journal Editor 

Oct 2023 
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WG 1 - HISTORICAL ACCOUNT  

Dr Edward HUMPHREYS 

BACKGROUND 

Pre-SC 27 (pre-1990) was a time when standardization in the #ield of 

security was just starting in ISO and this focused mainly on 

cryptography and communications security (for example, OSI security, 

NLSP, TLSP and physical layer security), and on application security (for 

example, X.400 Message Handling, X.500 Directories, FTAM and the 

like).  Work in these areas was carried out by groups such as JTC 1/SC 6, 

JTC 1/SC 21 and CCITT (ITU!T).   

However let us start with the #irst security standards group in 1981.  It 

was also during this period that the #irst security standards for data 

cryptographic techniques started to be developed.  This began with a 

Working Party under TC 97 (Information Processing Systems) chaired by 

the late Sir Donald Davis  (CBE, FRS).  The Working Party had #ive 1

national bodies as members:  Germany (experts from ZfCH), The 

Netherlands, Switzerland ( Walter WIDMER), UK (Denis WILLETTS and Dr. 

Sir Donald DAVIS was one of the inventors of Packet Switching, which played a 1

signi#icant role in the marriage between communication and computer systems 
(see Harris, Trevor, Who is the Father of the Internet? The case for Donald Watts 
Davies).  For his research into Packet Switching he became one of the inaugural 
inductees into the Internet Hall of Fame.  He was one-time assistant to Alan 
Turing (of Bletchley Park and Enigma fame) engage on the famous ACE 
(Automated Computing Engine) work.  He later went on to work on 
communication protocols and data security, and became famous in the banking 
sector for his work on the use of cryptographic techniques and development of 
message authentication codes.
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Edward (Ted) HUMPHREYS) and USA (Bob ELANDER).  Their work 2

programme consisted of a single political objective and #ive technical 

projects (including an algorithm, modes of operation and a very 

innovative parallel processing protocol for high-speed ciphering).  

Under the brilliant leadership of Sir Donald DAVIS, this group set the 

scene for what was to follow including the early days of SC27.  The work 

of this party led to the establishment of TC 97/SC 20 (Information 

process systems Ð data cryptographic techniques) ( Chair by Denis 

WILLETTS, Sec. Annette CALKIN) to consider a broader political set of 

objectives and to develop a range of data cryptographic techniques 

standards projects.  SC 20 was structured into three working groups:  

WG 1 (Secret-key Techniques Ð Convenor: Edward (Ted) HUMPHREYS), 

WG 2 (Public-key Techniques Ð Convenor: Louis GUILLOU, France ) and 

WG 3 (Data encryption protocols Ð Convenor: Joe TARDO, USA).  When 

the joint-technical committee JTC 1 was established, TC 97/SC 20 

became JTC 1/SC 20, with the same working groups and the same work 

programme.  SC 20 was developed many standards  for cryptographic 

techniques some of which still exist today in SC 27/WG 2.  The 1980s 

was an especially important time for business, academia and ISO to 

come together to explore the boundaries of cryptographic techniques 

in the context of standardisation.  In particular, it was a time when 

political decisions were made regarding whether standardisation of 

algorithms should be allowed.  This is resulted in a ban on algorithms 

and so the notion of a Register of Algorithms was established as an 

alternative to the standardisation of algorithms.  Dr Edward 

HUMPHREYS who took charge of the Resister project recalls it was a 

 For the record Dr Edward HUMPHREYS, whilst working for British Telecom in 2

the 1980s took over the o!ice of Sir Donald DAVIS at Bletchley Park - this involved 
research work on the use of cryptographic techniques for network management.  
This is an interesting link between these two individuals, both involved in 
networks and both working at Bletchley Park. 
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time of lively debate and intellectual battles.  It also the #irst time set of 

algorithm criteria was produced in ISO for entry into the Register.  This 

ban of algorithms last into the 1900s when it was eventually lifted.   

The interaction between SC 20 and both SC 21 and SC 6 presented 

some interesting project exchanges and developments.  For example, in 

CCITT (now ITU!T) work on the X.400 and X.500 series of 

recommendations provide cooperation with all three SCs.  The work on 

X.509 originating in British Telecom  has left a permanent mark on the 3

world of Internet transactions.  From a cryptographic perspective it 

demonstrated the large scale bene#its of public-key techniques on 

applications such as global communications, network management and 

transactions.  SC 20 was a key-player 

Eventually SC 20 was disbanded in 1989 to make way for the 

establishment in 1990 of SC 27.  The programme of work of SC 20/WG 1 

and WG 2 was taken over by SC 27 and the work of WG 3 went into JTC 

1/SC 6. A new WG was established (WG 3) in SC 27 to deal with 

evolution criteria (Common Criteria). 

The 1990s was a time of change for international security standards, in 

particular, it was the start of a new genre of standards making.  The 

scope of work had to expand to keep up with the growth in new 

technology, system applications, the Internet as well as with the greater 

accessibility of personal computing.  In addition, the scope had to 

expand to face the growing issues of managing security and #inally in 

the 2000s the inevitable need to address the governance, risk and 

compliance.  From the very outset the scope of the newly formed SC 27, 

 The X.509 was the work of Dr Edward HUMPHREYS and his colleagues in the 3

Data Security Laboratory of British Telecom.  Once the X.509 work had "inished it 
was tested and evaluated in British Telecom (using the latest generation of PK 
chips) before being submitted to CCITT.
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grew beyond that of its predecessor, SC 20, with additional projects 

being considered in the #ield of cryptographic techniques, more 

collaborative work on application security projects with other JTC 1 

subcommittees and work security evaluation criteria for security 

products and systems of products.  Now thirty-three years later the 

scope of SC 27 has continued to expand to encompass the ever-

changing world of business and management, GRC, technology, 

applications and services, and societal and consumer needs for 

information security.   

Close to 41 years ago TC 97 dealt with #ive projects on data 

cryptographic techniques, today TC 97Õs successor SC 27 has, in its life-

time, dealt with over 215 projects covering a vast spectrum of topics, 

aspects and issues related to not just information security and IT 

security, but also privacy.  As the world of business and society 

continues to change, there will certainly be a need to expand even 

more the scope of standardization to address the information security 

and privacy aspects.  

FORMATIVE YEARS 

From its inaugural meeting in autumn 1990 until the present day SC 27/

WG 1 has always been a Ôtrend setter in security standardizationÕ, 

speci#ically in the #ield of management of IT and information security, 

expanding the domain of international standards from the traditional IT 

considerations of security into the world of management standards and 

GRC.  One of the results of this shift has been two of the best selling 

and internationally applicable information security standards of all time 

ISO/IEC 27001 and ISO/IEC 27002. 

The scope of work of SC 27/WG 1 in 1990, included the projects 

inherited from its predecessor JTC 1/SC 20/WG 1 as well as a new set of 
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projects that dealt with the management aspects of IT security, 

emerging requirements for security controls at the application level and 

including collaborative work with JTC 1/SC 6, 21, 22 and ITU!T.  The new 

projects included standardisation areas such as Trusted Third Parties for 

the application of digital signatures, Intrusion Detection Systems (IDS), 

and incident handling management.  It also included work on the GMITs 

(Guidelines for the Management of IT Security) series which also 

embraced the notion of risk assessment, IT security controls and 

implementation policy Ðtopics that were #inally starting to evolve and 

take hold as a subjects of management of security for standardization.  

Finally in the latter years (2000-to present date) more changes 

appeared as the dawn of information security management standards 

gradually but surely became the main topic of standardisation for WG1 

and hence the publication of the ISO/IEC 2700x family of standards, 

headed by the best selling international information security 

management standard ISO/IEC 27001. 

During its 33 years of standardisation work WG 1 has seen many 

changes in the marketplace, especially the move from IT security 

management to information security management, services and 

applications, with greater emphasis on GRC (Governance, Risk and 

Compliance) issues through to the emergence of the idea of 

certi#ication of information security management systems.  During 

these 33 years WG 1 has always successfully responded to these 

changes and challenges of the marketplace to deliver standards that 

would provide for businesses Òwhat needs to be done to manage its 

information and IT security risks and to implement level of protection 

for its information and IT system assetsÓ.   
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RE!STRUCTURING OF WG 1 

During the 90s WG 1 collaborated regularly with many other ISO groups 

a liaison JTCI/SC21/WG 1 (OSI architecture), WG 4 (OSI management) 

and WG6 (ODP) on various aspects of ISO security, for example on 

GULS (upper layer security), FTAM security, the access control, 

con#identiality, non-repudiation, authentication and integrity 

frameworks (the ITU!T X.800 family of standards) and the OSI 

management standards.  WG 1 also worked with: 

¥ ITU!T on DAF, and ODP security (in conjunction JTC1/SC21); 

¥ JTC1/SC6 on network layer NLSP and transport layer TLSP standards 

for security;  

¥ JTC1/WG 3 on the security aspects of Open-EDI standards;  

¥ JTC1/SC22 on API security and security information objects;  

¥ JTC1/W18 on Multi-media/Hyper-media security aspects;  

¥ ECMA on security information objects.  

Eventually as the work of WG 1 expanded with a scope covering more 

and more of the management aspects of information security, IT 

security management and security services and applications it was 

decided to move some of the work of the WG 1 into two separate 

working groups, WG 2 and so a new working group was formed, WG 4.  

Under the new arrangements WG 1 became fully responsible for 

management standards and eventually ISMS (Information security 

management system) standards. 

MORPHOLOGICAL ADAPTION 

The WG 1 convenor Dr Edward HUMPHREYS made a decisive change in 

the thinking of the working group with an advancement away from IT 

security attitudes to management attitudes.  This gave rise to a change 

of shape and form revolutionised security standards for the better, 
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placing management high on the agenda and making it the proper 

priority for real business.  

This meant the IT security management projects (see below) were 

retained in WG 1 and to be evolved into information security 

management standards.  This mainly involved Guidelines for the 

Management of IT Security (ISO/IEC 13335) 
¥ Part 1 Concepts and models for ICT security management 
¥ Part 2 Managing and planning IT security 
¥ Part 3 Techniques for the management of IT security 
¥ Part 4 Selection of safeguards  
¥ Part 5 Application of IT Security Services and Techniques (this 

part was transferred to WG 4, speci#ically in regard to ISO/IEC 
27035) 

Parts 1!4 of WG 1 GMITS project were retained in WG 1, revised and then 

retitled as MICTS (Management of ICT Security) and then parts 

subsumed into the development of the family of ISMS standards (in 

particular in the development of ISO/IEC 27003 and ISO/IEC 27005).  

Part 5 of GMITS was transferred to WG 4, speci#ically in regard to ISO/

IEC 27035.  

Management of ICT Security (ISO/IEC 13335 Parts 1!2) 
¥ Part 1 (GMITS 1 and 2) 
¥ Part 2 (GMITS 3 and parts of GMITS 4) 

The other original WG 1 projects were transferred to WG 2 (1994-2002) and 
WG 4 (2008), leaving WG 1 to entirely focus on the family of ISO/IEC 27001 

management standards. 

The transformation from management of IT security to information 
security management presented many challenges including bridging 
the intellectual gap between the old school of thinking to a new 
school of thinking.  This required a lot of education and awareness to 
move the old entrenced views to adopt the more modern business 

Page  of 12 31



views of the future, opening the path for business focused security 
leading to the dawn of a new age. 

DAWN OF A NEW AGE 

Pre-2000 the emphasis in ISO had been very much on IT security 

management with important standards such as GMITS (ISO/IEC 13335 

Parts 1!5)) playing a major role, as well as other management standards 

dealing with speci#ic technologies (for example, key management, 

management of IDS, incidents, TTPs).  The GMITS #illed a much-needed 

requirement for standards dealing with the management of IT security Ð 

it was the #irst of its kind at the international level to address the issue of 

risk management and the selection of controls to manage IT security 

risks, but in reality this was not enough for the modern business.     

The business attitudes in the 1990s, however, were gradually but surely 

starting to change, with the growing acknowledgement at the board 

level of the importance of information security management as topic for 

the weekly or monthly business agenda.  If we take a look at the World 

Economic Forum (WEF) site we can see that today information security 

is on the Global Agenda.  Information security, as with the topic of 

privacy, has become the talking point in business, society, amongst 

citizens and consumers. 

As the general mindset of business started to see security not only as an 

IT problem, but also as a broader business problem, senior 

management began to search for non-technical standards that would 

address the business objectives for information security.  Gradually the 

focus shifted from a predominately IT security risk concern to a bigger 

information security risk concern.  In the early 90s (around 1988!91) 

groups of in#luential chief executives, senior managers and advisors, 

from some the worldÕs top organisations were talking about and 

developing baseline controls.  Example activities included BSITS (UK 
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CCTA), ISCOP (European Commission), the SRI/I 4 work on baseline 

controls as well as the German (GISA) IT Baseline Protection Manual.  

One other signi#icant example of these baseline activities was the 

emergence of a universal best/code of practice for information security, 

which was #irst published in 1992 by BSI as PD0007, and then published 

as the UK standard BS 7799 (later renumbered as BS 7799!1).  This 

standard became an instant success with management within a short 

period of time not just in the UK, but also in several countries outside of 

the UK.  The business attraction included: organisations could talk with 

each other using this standard as a common information security 

language at the business level, they could issue SLAs to suppliers using 

the same common language and they could protect their information in 

a structured and systematic way using a baseline approach.  Shortly 

after this publication the next strategic vision emerged - the need to 

provide business with an information security management process 

that could be used for compliance and auditing purposes.  This resulted 

in the development of a second standard BS 7799!2 which brought 

together the basic principles of information security policy, process and 

procedures, with a process model involving risk management, 

monitoring, internal audit, management reviews, and continual 

improvement.  In other words it was a speci#ication for a management 

system just like that of ISO 9001 for quality with the addition of a risk 

management process and a set of security controls - it was the #irst 

version of the information security management system (ISMS) 

standard.  Like BS 7799!1, its popularity in the business community grew 

signi#icantly.  Shortly after a certi#ication scheme was developed and by 

the late 1990s certi#ications had grown to over 200.  These two 

standards were a signi#icant driving force behind the business attitude 

towards information security management changing from security as an 

IT department problem to security as a business problem.    

Spring 2000 saw the dawn of a new age in information security 

standards in ISO when the UK code of practice for information security 

management BS 7799!1 was submitted to ISO/IEC.  The ISO/IEC national 
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body ballot resulted in su"icient support being obtained for its 

publication as ISO/IEC 17799.  At the subsequent ballot resolution 

meeting to consider the comments accompanying the negative votes, it 

was decided that an early revision was appropriate, and this was 

initiated in 2001.  A second edition of the standard was then published 

in 2005 and subsequently renumbered in 2007 as ISO/IEC 27002.   

This event in 2000 opened the door to the development of a family of 

ISO/IEC 2700x of information security management standards, which 

today continues to develop, expand and be adopted by business 

around the world.   The #lagship of the ISO/IEC 2700x family, is of 

course the ISMS requirements standard ISO/IEC 27001 (originally 

numbered as ISO/IEC 24743), its source being the UK standard BS 

7799!2, which as submitted for consideration as a standard in 2003.   

The importance of ISO/IEC 27001 (which is inherited from BS 7799!2) is 

that it belongs to the genre of standards referred to as management 

system standards (MSSs) that all adopt the continuous improvement 

philosophy, this includes ISO 9001 (for quality management systems), 

ISO 14001 (for environmental management systems) and ISO 22301 (for 

business continuity management systems).  Another important feature 

of ISO/IEC 27001, which it adopted from its source, is the notion of a 

GRC standard for information security based on the generic OECD 

model.  

EVOLUTION OF THE ISO/IEC 27000 FAMILY 

The notion of an ISMS family had progressively emerged from 2002 

onwards starting with a discussion of whether there was a need for an 

international ISMS certi#ication compliance standard through to the 

launch of an ISMS ÔbrandÕ of standards in Spring 2005. Today (2015) 19 

documents that make up the suite of WG 1 standards and guidelines in 
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the ISMS ÔbrandÕ - (a more detailed history regarding the evolution of the 

ISMS family see ÔImplementing ISO/IEC 27001Õ)  4

Of course the topic of an ISMS was not new as in 2002 several 

countries were already implementing the ISMS standard BS 7799!2 or 

national variants of BS 7799!2, but it was new as regards ISO/IEC 

standardisation.  In autumn 2002, a Study Period was established to 

assess and verify the requirements for an ISMS standard.  This initial 

part of the study resulted in feedback and contributions from national 

bodies and an early draft of a Guide 72 Justi#ication Study Report was 

developed.  At the SC 27/WG 1 Quebec meeting in April 2003 it was 

decided to launch a national body review and comment for the Guide 

72 Justi#ication Study Report and for an independent business review, 

and to extend the Study Period to produce a #inal version of the JS 

report.  The #irst set of results concluded that an ISMS standard could:  

¥ O$er signi#icant value to a wide range of organisations (small, 

medium and large); 

¥ Fill a void for organisations seeking to be better recognized 

internationally for protecting their information assets;  

¥ Permit a more level playing #ield in SMEs by allowing them to 

demonstrate their ability to successfully adopt and maintain an 

ISMS; 

¥ Provide greater world harmonisation in protecting Internet 

based systems and on-line information assets; 

¥ Assist an organisation in meeting current and emerging 

regulatory and legislative requirements.     

TodayÕs ISMS standards taxonomy grew out of an amalgamation of 

these three relationship models.  From one model we see the signs of 

 Humphreys, Edward (2 nd ed. 2015), Implementing ISO/IEC 27001, Artech 4

House, Boston, London 
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an emerging family of numbers Ð ISMS speci#ication, ISMS control 

catalogue, ISMS implementation, information security performance 

evaluation and risk management.  From the other two models we see 

basis the current ISMS family structure.  The #igure below is derived 

from these NB models: 

From 2003 to 2005 many interrelated activities took place in parallel.  

ISO/IEC 17799 was undergoing revision, and the ISMS Study Period 

continued to develop ideas and generate valuable feedback as to the 

possible future of an ISO/IEC ISMS speci#ication and associated 

guidelines.  This evolution of an ISMS family of standards cannot be 

complete without a discussion on the development of the GMIT series, 

#irst undergoing revision, then migrating into the MICTS two part series 

and then #inally the migration of MICTS material into the new evolving 

ISMS family.  This discussion particularly extended to the debates on 

information security risks developing the ideas from GMITS!3 and 

MICTS!2, and its migration into ISO/IEC 27005.  Also in 2003!2004 

emerged the debate on the need and interest in measuring the 

e$ectiveness of information security (which lead to the development of 

ISO/IEC 24742 Ð later renumbered as ISO/IEC 27004) and late 2004 saw 

the launch of a Study Period on supporting guidance in regard ISMS 

implementation.  In the Spring of 2005 the ISMS Ô27k brandÕ was 

launched and by late 2005 the Ô27k brandÕ was starting to take shape 

with 27001 and 17799 already published, 27003 Ð 27005 in 

development, and 27000 in the pipeline.  In early 2006 saw the #irst 

ISMS standard on accreditation certi#ication (ISO/IEC 27006 ) well on 5

its way and in late 2006 saw the launch of a Study Period on ISMS audit 

guidelines (ISO/IEC 27007) and a NP on the #irst ISMS sector speci#ic 

 This standard started life in the UK as a UKAS document developed by Dr 5

Edward HUMPHREYS.  It was then submitted to EA (European Accreditation 
Forum) and numbered as EA 7/03 before being "inally being submitted to ISO to 
become ISO/IEC 27006.
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standard (ISO/IEC 27011 telecoms sector).  By the end of 2006 the ISMS 

27k family was on its way to being established and gaining recognition 

in the market place and making its unique mark in the world of 

international standards. 

So the period 2000!2006 heralded a new era and genre of SC 27/WG 1 

standards making. This new genre was shaped by the strategy and 

policy for a future ISMS family and unfolded with releases of ISMS 

standards from 2005 onwards.  The transition from ICT security 

management to information security management naturally evolved as 

the new variety of standards took shape and were published.  In 

addition, this new brand of standards, the 27k series, where taking 

account the broader perspective of governance, risk and compliance 

(GRC) requirements and as well as the importance of developing 

security culture as de#ined by OECD work (which emerged in BS 7799!2 

and as was retained as part of ISO/IEC 24743/27001).  A signi#icant 

aspect of this new genre of standards making was that played by the 

move towards international ISMS certi#ication to meet the growing 

business market needs and GRC requirements.  

Interest on the internationalisation in ISMS related standards grew as 

the ISMS Justi#ication Study Report was distributed for independent 

review.  Feedback came from various groups including the international 

ISMS User Group.  This ISMS user group particularly showed interest in 

developing international certi#ication to build upon the existing BS 7799 

accredited scheme, which was already operating in several countries, 

and to extend this scheme to transition to a global accredited scheme 

with supporting international standards for certi#ication and audits. 

The #igure below gives a simple illustration of the timeline involved.   
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ESTABLISHING THE BRAND 

How important is a number?  An important question Ð Can numbers 

assigned to products, services, standards act like a brand name? Can 

they represent a special relationship and identity between a service, 

product, standard and the marketplace and consumer.  BS 7799 did 

have this e$ect on the market, it became recognized as a certain brand 

of security standard, and a number associated with this certain brand of 

standard Ð a baseline control standard - a Ôcode of practiceÕ.  Baseline 

standards became fashionable and popular in the 90s as a new way of 

dealing with the management aspects of security beyond the IT 

domain.  This being the case the reputation BS 7799 grew and with it 

Ô7799Õ as a label/brand grew, as was the case with ISO 9001 for quality.  

The number itself established a certain market importance, even though 

the number was selected in an arbitrary way (just the next number in a 

list of numbers Ð BS 7780 High octane (super) unleaded petrol - 

Speci#ication) .  The internationalisation of BS 7799 into ISO/IEC 17799 

retained this brand, as well as its British-centric origins.   It was 

therefore necessary to ask the question Ð Should a new family of ISMS 

standards necessitate a new set of numbers Ð a new beginning and era 

in international standardisation?     

In 2003 the draft ISMS Justi#ication Study pointed to the need to 

consider a family of ISMS related standards structured to support an 

ISMS speci#ication.  As the ISMS Study Period progressed over the next 

18 months and contributions were debated it became apparent that an 

ISMS family of interdependent related ISO/IEC 27001-centric standards 

was the future.  Also in this same period it emerged that an ISMS 

management system based family needed an international brand to 

raise its pro#ile and gain a market image like that of ISO 9001 (which 

was a branded with a dedicated set of numbers as a family of standards 

9000, 9001, 9002 and so on).   In 2004 it also became clear that if an 
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ISMS family was to be a market friendly success then having a family 

series that would include ISO/IEC 17799, ISO/IEC 24743 and ISO/IEC 

24742 as the #irst three members of an ISMS family may not be the best 

Ôbrand and imageÕ for this new ISMS world.  There was, however, a split 

of views between those wanting to retain the Ô17799 brandÕ, which had 

established itself in some countries, and those wishing a new brand 

divorced from the association with BS 7799.   

In order to focus the debate on how best to ÔbrandÕ the ISMS family the 

Convenor Dr. Edward HUMPHREYS issued a vision paper  to encourage 

NB feedback on this branding issue.  The vision paper presented NBs 

with three options for study and review: (i) sub-division of 17799 to 

include 24743 and 24742 and so on, (ii) a market (friendly) transition 

option into a new ÔbrandÕ family of numbers or (iii) immediate new 

ÔbrandÕ family of numbers (27001, 27002, 27003 and so on).  The 

consensus at the Vienna meeting of WG 1 in April 2005, was to go for 

(iii) the new ÔbrandÕ family of numbers idea via a market friendly 

transition route.  What we know today as the ISMS family brand, was 

launched Dr. Edward HUMPHREYS in Vienna, the evidence of which can 

be seen in several of the WG 1 Resolutions of the Vienna meeting.   

Here is the statement from the WG 1 Convenor 

"A family of Information Security Management System (ISMS) 

standards is being developed within ISO/IEC JTC 1/SC 27. The family 

includes standards such as information security management system 

requirements, risk management, metrics and measurement, and 

implementation guidance. This family will adopt a numbering 

scheme using a series of numbers 27000 et seq.Ó 

Today the 27000 brand is now in common use throughout the world. 
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INTERNATIONAL ISMS ACCREDITED CERTIFICATION 

ISMS certi#ication was established in 1997 with an accredited scheme 

for conformity assessment against BS 7799!2.  This became an instance 

success, it #illed a gap for a much need means for demonstrating your 

security conforms to an agreed set of requirements.  By 2002 over 

3000 certi#icates had already been awarded, not only to organisations 

in the UK, but also in Australia, Japan, Netherlands, Sweden and several 

other countries.  The accreditation requirements document EA 7/03 

(now ISO/IEC 27006) was produced by the WG 1 Convenor for UKAS in 

the UK.  Interest from other countries started to grow with a momentum 

and appetite for certi#ication it was then up to ISO to take action.  

In 2005!2006, the next bold step was taken in trying to establish ISMS 

certi#ications on the worldÕs stage.  This involved an initial meeting with 

WG 1 Convenor, the WG 1 ISMS (27001 and 27002) editorial teams, and 

representatives of IAF, EA and CASCO on the topic of international 

conformance assessments for ISO/IEC 27001.  This resulted in setting 

up a working party with representatives from IETF, CASCO, IAF and EA 

to consider the adoption of the EA document EA 7/03 as an ISO 

standard for the accreditation of bodies providing assessment services 

of ISMS implementations.  Over a space of six months the work involved 

formatting of EA 7/03 as an ISO/IEC standard and aligning and adding 

to the text of EA 7/03 with the text of the generic accreditation standard 

ISO 17021.  Once this work was #inished the document was then input 

into SC27/WG 1 for NB review and comment.  After a complete review 

and resolution of comments from NB voting the revised version was 

published as ISO/IEC 27006. 

GENERATION OF MANAGEMENT SYSTEM STANDARDS 

Overseeing the work on management system standards (MSS) started 

with the TMB groups SAG and JTCG.  Their work included responsiblity 
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for the coordination of requirements and technical aspects of 

management system standards at that time (2003).  This work was done 

in collaboration with those involved in the development of MSS - the 

ISO TCs/SCs and CASCO.  

As time passed the trend for developing more management system 

standards (MSS) grew.  This resulted in the need to have a harmonised 

structure for all MSS.  This has resulted in a common speci#ication for 

MSSs, which is speci#ied in Annex SL of the ISO Directives.  This means 

that all new proposals to develop an MSS must use this speci#ication as 

well as those existing MSS that in the course of time will be revised.   

THREE GENERATIONS OF ISO/IEC 27001 

ISO/IEC 27001 has been revised overtime and today (2023) we have the 

third generation published in 2022, with lineage back to BS 7799!2:1997.  

It is expected that more generations will appear over the fullness of 

time.  The core standards that support ISO/IEC 27001 - ISO/IEC 27002, 

ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC 27005 - have all had to be 

revised overtime as part of the natural cycle of ISO standards.  The one 

conformity assessment standard in WG 1, ISO/IEC 27006 (now ISO/IEC 

27006!1), sits alongside this core group as it serves a di$erent purpose. 

The complete set of WG 1 standards is contained in the SC 27 document 

SD 11 which is available on the Resources page of  

LINEAGE 

There is a natural limit to the range of standards that can support ISO/

IEC 27001, and this has been reached.  This however, does not mean the 

work of WG 1 is #inished, as ISO/IEC 27001 and its core set of supporting 

standards, and ISO/IEC 27006!1, will go through several re-iterations of 

re#inement, improvement and updating (revision) to keep pace with 

advancements in business and management practices, information risks 
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and developments in conformity assessments.  The lineage of ISO/IEC 

27001 will continual to #lourish supporting business and accredited 

certi#ications around the world.     

EPILOGUS 

É and that the unexamined life is not worth living ( !  "#  $%&'()*+),-  

./,-  ,0  .12)3-  $%45678 ) É (Plate Apology ) 6

Examination is at the heart of life and death.  Taking this out of context, 

an ISMS left unchecked will eventually become worthless - clause 9 and 

10 of ISO/IEC 27001 says it all - check the performance of your ISMS 

(monitor, review) and update and continually improve your ISMS will 

keep it #it-for-purpose.  Failure to do these things and your ISMS will 

eventually die. 

Globally the collective energy of living ISMS implementations will help 

to keep risks under control.  

The SC 27 journey started in 1981 and the journey to ISMS 

standardisation started in 1997, and the two merged around 2002.  The 

two journeys have been #illed with many experiences with much to 

learn. 

The ISMS journey involved radical changes to meet modern business 

perceptions, making the needs of business centre-stage, highlighting 

business risks and impacts as a critical item on the agenda.  The result 

was a success and a business ISMS is the must-have element of 

protection.   

 Plato - Apology [38a] https://www.perseus.tufts.edu/hopper/text?doc=plat.6

+apol.+38a
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WG 1 PROJECT PORTFOLIO 
The table below presents the complete list of WG 1 projects as is 
accurate as of October 2023. 

Standard Title Status

ISO/IEC 27001
Information   security management systems Ð 
Requirements

2022 (edition 3)

ISO/IEC 27002 Information security controls 2022 (edition 3)

ISO/IEC 27003
Information security management system 
-Guidance

2017(edition 2) 
Under revision

ISO/IEC 27004
Information security management - monitoring, 
measurement, analysis and evaluation

2016 (edition 2) 
Under revision

ISO/IEC 27005 Information security risk management 2022 (edition 4)

ISO/IEC 27006!1

Requirements for bodies providing audit and 
certi#ication of information security 
management systems accreditation guidelines 
for the accreditation of bodies operating 
certi#ication /registration services

2016 (edition 3) 
AMD1: 2020 
Under revision

ISO/IEC 27000 Overview and vocabulary
2018 (edition 5) 
Under revision

ISO/IEC 27007
Guidelines for information security management 
systems auditing

2020 (edition 3)

ISO/IEC TR 
27008

Guidelines for the assessment of information 
security controls

2019 (edition 1) 
Under revision

ISO/IEC 27010
Information security management for inter-
sector and inter- organisational communications

2015 (edition 2)

ITU!T X.1051 | 
ISO/IEC 27011

Code of practice for Information security 
controls based on ISO/IEC 27002 for 
telecommunications organizations

2016 (edition 2) 
Cor 1:2018 
Under revision

ISO/IEC 27013
Guidelines on the integrated implementation of 
ISO/IEC 27001 and ISO/IEC 20000!1

2021 (edition 3) 
Amendment 1  
Under 
development

ITU!T X.1054 | 
ISO/IEC 27014

Governance of information security 2022 (edition 2)

ISO/IEC TR 
27016

Information security management Ð 
Organisational economics

2014 (edition 1)
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Legend 

ITU!T X.1631 | 
ISO/IEC 27017

Code of practice for information security 
controls based on ISO/IEC 27002 for cloud 
services

2015 (edition 1) 
Under revision

ISO/IEC 27019
Information security controls for the energy 
utility industry

2017 (edition 1) 
Under revision

ISO/IEC 27021
Competence requirements for information 
security management systems professionals

2017 (edition 1) 
AMD1

ISO/IEC TS 
27022

Guidance on information security management 
system processes

2021 (edition 1)

ISO/IEC TR 
27023

Mapping the revised editions of ISO/IEC 27001 
and ISO/IEC 27002

2015 (edition 1)

ISO/IEC TR 
27024

Use of ISO/IEC 27001 family of standards in 
Governmental / Regulatory requirements

Under 
development

ISO/IEC 27028 Guidance on ISO/IEC 27002 attributes
Under 
development

ISO/IEC TS 
27100

Cybersecurity Ð Overview and concepts 2021 (edition 1)

ISO/IEC 27102 Guidelines for cyber-insurance 2019 (edition 1)

ISO/IEC TR 27103 Cyber security and ISO and IEC standards
2018 (edition 1) 
Under revision

ISO/IEC TR 27109 Cyber education and training TR

ISO/IEC TS 27110
Cybersecurity framework development 
guidelines

2021 (edition 1)

core standards

conformity assessment

Other standards in the ISO/IEC 27001 family
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WG 1 TEAM 
Dr Edward HUMPHREYS 
(WG 1 Convenor) 

Dr Edward Humphreys started working on ISO 

security standards in 1982, during this time he 

has managed several standards groups 

including the convenor of SC 27/WG 1, which 

he still leads, and directs the development and 

maintenance of the ISO/IEC 27000 family of 

standards.  He also the managed the development of the UK ISMS 

standards BS 7799!1 and -2, the forerunners of ISO/IEC 27002 and ISO/

IEC 27001, and the ISMS accreditation standard EA 7/03 9 (now ISO/

OEC 27006).  He was a senior assessor for several accreditation bodies 

including UKAS.  

  

He has over forty years business experience in information and IT 

security, advising organisations and governments regarding the 

implementation of ISMS standards and progress to certi#ication.  He is a 

professor at several universities and is the author of seven books on 

information and cybersecurity.   

He is a Liveryman of the London Worshipful Company of Information 

Technologists (WCIT), Chartered Fellow of BCS and a member of the 

The Old Pauline Club.  He is also the recipient of several awards for his 

work on the development of ISO/IEC 27000 family of standards 

including the prestigious UK Wolfe Barry Gold Medal, the 1906 IEC 

award, several Lifetime Achievement Awards and many other coveted 

awards.  ISO have credited him as the Ôfather of ISO/IEC 27001 and the 

family of ISMS standardsÕ. 
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Pablo CORONA FRAGA 
(WG 1 Convenor-Support) 

Candidate for PhD in Sciences, specialized in 

AI applied to cybersecurity, holding a Master 

in IT Administration and Systems Engineer 

bachelor. He has worked for NYCE 

Standardization and Certi#ication for more 

than 18 years, has been vice president for 

cybersecurity and digital health at the Mexican Internet Association and 

an advisor in multiple public and private organizations from di$erent 

sectors. His experience covers areas such as digital transformation, 

systems auditing, cybersecurity and personal data protection. He is 

editor of the ISO/IEC 27001:2022 standard internationally and leads 

related committees in ISO/IEC. 

Academically, he has taught classes on risks, information security, 

computer forensics, and arti#icial intelligence at universities such as the 

Universidad Iberoamericana, Universidad Panamericana, UDLAP and 

INFOTEC. He is the author of books on cybersecurity and risks and has 

participated as advisor for the electoral preliminary results programme 

(PREP) for the Mexican National Elections Institute (INE)  

Zhigao FU 
(WG 1 Convenor Support Team) 

Zhigao FU is an accreditation scheme manager in 

China National Accreditation Service for Conformity 

Assessment (CNAS). Since 2009, he started working 

with the standardization in the #ield of information 

security and conformity assessment. He actively participates in the 
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technical activities in ISO/IEC JTC1/SC 27 WG1 and International 

Accreditation Forum (IAF), currently serving as the member of WG1 

convenor support team. He was a co-editor of ISO/IEC 27001:2022. He 

is also an experienced assessor in the #ield of ISMS (ISO/IEC 27001) and 

ITSMS (ISO/IEC 20000!1), as well as a peer evaluator of Asia Paci#ic 

Accreditation Cooperation (APAC). 
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