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PROLOGUL

Welcome to Issue 4 (Volume 3) of the ISO/IEC JTC 1/SC 27
Journal. The purpose of Journal is to present articles from SC 27
officers and experts involved in the development of standards
covering information security, cybersecurity and privacy
protection, and presentations from users of the SC 27 standards.

This current issue covers articles on auditing practice as it relates
to conformity assessment, that is, a demonstration that the
specified requirements of ISO/IEC 27001 are fulfilled. These
articles have been developed by WG 1 experts and represent their
collective knowledge and experience of with many years practice
in the field of accreditation, certification and auditing with regard
to ISO/IEC 27001 and ISO/IEC 17021-1. These articles are for
awareness and educational purposes only and reflect the views
of the authors concerned, not the views of ISO or SC 27.

Thanks go to the authors of these articles and those experts in
WG 1 that shared ideas with these authors.

Other articles are being developed on auditing practice that will
appear in future issues of the Journal.

Any questions or feedback relating to the content of this Journal
can be directed to editor (sc27.wgl.edwardjh@gmail.com). Also
the SC 27 website https://committee.iso.org/home/jtclsc27/
provides more detailed information and resources.

Dr Edward Humphreys
SC 27 Journal Editor
Oct 2023
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WHAIT ISANNEX A?
Pablo CORONA-FRAGA

INTRODUCTION

This auditing practice note provides information on the proper
way to use and interpret Annex A of ISO/IEC 27001. This
information will be useful for both auditors and users of ISO/IEC
27001.

ISO/IEC 27001 applies a risk management approach to determine
a set of controls, that must be compared with those in Annex A.
This reduces the chances of having an incomplete risk treatment
plan.

WHAT IS A NORMATIVE ANNEX, ACCORDING TO ISO
DIRECTIVES

Annex A of ISO/IEC 27001 is a normative annex which means it
provides additional normative text to the main body of the
document (ISO/IEC Directives Part 2). One particular use of a
normative annex is to present information in regard to a
particular application of the document, for example a process
shall be carried out according to what is specified in the annex.
Therefore, in the case of Annex A it states that the information
security controls in Annex A shall be used in context with 6.1.3.

PURPOSE AND PROPER USE OF ANNEX A

+ For comparison against the results of the risk assessment
process to determine risk treatment options and controls

« As the foundational control in the ISMS, because even if the
risk assessment process is not mature, the organization will
compare the results against a common base of controls to
avoid omissions



+ As a quality check to ensure that the risk treatment plan is
complete

« To fulfil the requirement of producing a Statement of
Applicability

IMPROPER USE OF ANNEX A

+ As acomprehensive list of controls. Requirements contained
in sub-clause 6.1.2 and sub-clause 6.1.3 provide the flexibility
to adopt any additional control set(s), allowing customization
to any sector or business-specific need. This allows the
organization to apply best practice when performing risk
treatment

+ Asarequirement list; the “shalls” in Annex A apply only if the
organization determines that the specific control is relevant

RELATIONSHIP BETWEEN ANNEX A AND ISO/IEC 27001
REQUIREMENTS

ISO/IEC 27001 6.1.3 c) states “...compare the controls determined
in 6.1.3 b) above with those in Annex A and verify that no
necessary controls have been omitted;”

Therefore, the requirement is to make a comparison between the
results from the risk assessment and the controls in Annex A.

HELPING A USER INTERPRET THE USE OF ANNEX A

As stated in ISO/IEC Directives part 1, Annex SL, a management
system is “a set of interrelated or interacting elements of an
organization to establish policies and objectives, as well as
processes to achieve those objectives”. In this sense, all
organizations have a management system, whether or not they
have implemented a formal management system standard.

An MSS defines the requirements for a management system that
uses a framework of resources to achieve an organization’s
objectives. Organizations and interested parties, such



as conformity assessment bodies and regulators, can decide
whether or not they use (or require the use of) an ISMS and how
to use it, based on their needs.

ISO/IEC 27001 subclause 6.1.2 c) requires the organization to
apply an information security risk assessment process to identify
risks associated with the loss of confidentiality, integrity and
availability of information within the scope of the information
security management system. If information is affected, business
objectives may be compromised. The ISMS should align
information security objectives with business objectives, and
apply a risk management process to assess, identify and evaluate
those events that might have an effect on information, assets,
and business enablers.

The organizational context, including risks to information security
is always changing, therefore it is important that the ISMS
remains appropriate, effective and suitable. This includes making
sure that the risk management process remains fit for purpose.

During the early stages of the establishment of an ISMS, having a
list of controls to be compared against those obtained from the
risk assessment is a control in itself, because if the risk
assessment process has overlooked a necessary control it may
be identified during this comparison. However, Annex A is not an
exhaustive set of controls, so additional control sources (e.g.
ISO/IEC 27017, PCI-DSS, COBIT, NIST 800-53) can be applied to
complement this.

When are exclusions from Annex A controls acceptable?

The following reasons may be considered as acceptable to not

implement a control listed in Annex A (this is not a complete list):

+ If there is no related risk;

« If the risk is acceptable when considering the related controls
and the impact to interested parties;



« If there is(are) another control(s) that replaces the Annex A
control.

DISCLAIMER

This paper has not been subject to an endorsement process by
the International Organization for Standardization (ISO), or ISO/
[EC Sub-Committee JTC 1/SC 27.

The information contained within is for educational and
communication purposes only.

The SC 27 or WG 1 does not take responsibility for any errors,
omissions or other liabilities that may arise from the provision or
subsequent use of such information.



STATEMENT OF APPLICABILITY (SOA)
Dr David BREWER

INTRODUCTION

This auditing practice note provides information on the proper
way to use and interpret the requirements for a Statement of
Applicability (SOA) as defined in ISO/IEC 27001. This information
will be useful for both auditors and users of ISO/IEC 27001.

QUESTIONS ABOUT THE SOA

The following questions have been raised about the SOA and the
text that follows provides some explanation as how best to
interpret the requirements of the SOA to answer these questions.

1. Is the concept of applicability applied in the same way or
shared as a common notion between ISO/IEC 27001:2013 and
ISO 9001:2015?

2. Must the SOA use the same structure as ISO/IEC 27001 Annex
A?

3. Is not the SOA just a conformance table, which explains how
the organization implements the Annex A controls?

4. If the organization has implemented information security
controls that are not in Annex A, must the organization
include them in the SOA?

5. What if the organization is just a small business unit within a
much larger enterprise and relies heavily on externally
provided services?

6. lIs it acceptable in common practice if regulators require or
provide a standardized SOA?

7. Who has the ultimate decision on an SOA, the auditor, or the

organization?



RELATIONSHIP BETWEEN SOA, ANNEX A AND ISO/IEC
27001 REQUIREMENTS

The term SOA has been used since the concept of an ISMS
standard was first conceived. In BS 7799-2:1998 the forerunner of
ISO/IEC 27001, the controls were included in the main body of
the standard as requirements. However, it was recognised that
some controls did not apply to all organizations and the device of
a SOA was introduced to specify which ones did apply. However,
over time the SOA has been repurposed, but the name has
remained the same.

Since ISO/IEC 27001:2013, the term SOA refers to the
documented information that contains an organization’s
necessary information security controls; justification for why they
are included in the SOA; whether they are implemented or not;
and the justification for any Annex A. controls that are excluded,
i.e., are determined as being unnecessary according to the
organization’s business context.

ISO/IEC 27001 (Clause 6.1.3. b)) requires organizations to
determine the information security controls that they need to
reduce their exposure to information security risk to an

acceptable level. These are called necessary controls.

If, during this process of risk treatment, an organization
inadvertently omits a necessary control, it will be unknowingly
exposed to information security risk - it will think itself safe when
it is not.

To counter this, ISO/IEC 27001 Clause 6.1.3 c) requires
organizations to compare their necessary controls with those in
Annex A (see Auditing Practice Note WGInXXX). Thus, Annex A is
a reference set of controls, which is what the Annex is called.
(Note: Annex A is renamed as Information security controls
reference in the 2022 edition of ISO/IEC 27001.)



Such a comparison process can be performed by mapping the
organization’s necessary controls to the Annex A controls. If, at
the conclusion of this process, there are any Annex A controls
left over, then the organization must confirm that a control of that
type is unnecessary. The justification must be included in the
SOA.

Annex A contains a wide variety of controls, but this list of
controls is, by design, neither complete nor recommended. It is
simply an assortment of security measures which may (or may
not) match the list of controls which an organisation decides to
implement. The list of controls which an organisation decides are
appropriate to it, and which it will implement, are its “necessary
controls”; this list will vary by organisation. Indeed, organizations
can design their own controls or select them from sources other
than Annex A (e.g., standards such as ISO/IEC 27011, 27017, or
industry sources such as NIST).

Thus, the presence of a control in Annex A does not make it
necessary to an organisation. The determination of necessity is
the responsibility of the organisation itself, via (for example) risk
assessment, or via the need to comply with contractual or legal
obligations. Annex A is intended to support the organisation’s
decision-making process, not replace it. It is an aide memoire, a
selection of measures which can cause an organisation, by
reason of being required to match its necessary controls to the
controls in Annex A, to realise that it has missed something which
is indeed necessary to the organisation for independently
justifiable reasons.

To summarise: in an organisation’s SOA, the justification for
inclusion of a control must reflect the context and risk
management arrangements of the organization, not simply
because it is in



Annex A. Exceptionally, an organization could provide other
justifications, such as best practice when there is uncertainty as
to the sources of risk.

It is possible that there will be necessary controls that are not in
Annex A. These are referred to in ISO/IEC 27003 as custom

controls. It is also possible that a custom control replaces the
need for an Annex A control, as explained in ISO/IEC 27003. ISO/
IEC 27007 refers to such a custom control that has a similar

wording to the Annex A control that it replaces as a variation.

For the ISMS certification activity, the version of the SOA must be
referenced in the certification documents (see ISO/IEC
27006:2015, 8.2.1). However, a change to the SOA which does not
change the coverage of the controls in the scope of certification
does not require an update of the certification document.

Thus:

«  The ISO/IEC 27001 requirement is to compare the
organization’s necessary controls with a common reference
set of controls to discover if any necessary control has been
inadvertently omitted;

+ Annex A is that common reference set;

+ The SOA is a means to document all the organization’s
necessary controls in one place; explain why they are
necessary; whether they are already implemented or not and
explain why any of the reference controls are unnecessary;

« ISO/IEC 27006 requires that the version of the SOA shall be
referenced in the ISMS certification document.

HELPING USERS INTERPRET THE USE OF SoA

The concept of applicability is used in both ISO/IEC 27001 and
ISO 9001. ISO 9001 addresses the applicability of the



requirements in the main body of the standard, which
organizations can exclude provided that the exclusion does not
affect quality. For ISO/IEC 27001, all the requirements in Clauses
4 -10 are applicable and cannot be excluded. The controls in
Annex A, as explained above, are not requirements and therefore
the term SOA, in the context of ISO/IEC 27001 is not the same as
itisinISO 9001.

ISO/IEC 27001 specifies what the SOA must contain. It does not
specify how it should be structured. Nevertheless, organizations
could use the structure of Annex A, for example in the form of a
table with additional columns for implementation status and
justifications.

Alternatively, it could place all its necessary controls the top of
the SOA and place the justifications for any unnecessary Annex A
control at the bottom. If the same justification applies to several
unnecessary Annex A controls, the controls can be grouped, and
the explanation given once. In either case the organization is
permitted to include whatever additional information that it
deems necessary. For example, ISO/IEC 27002:2022 introduces
the concept of control attributes and explains how organizations
can define its own. If it does, the SOA would be an appropriate
place to record them.

The necessary controls in the SOA do not have to have the same
names as those in Annex A and they do not have to use the same
control text. Moreover, they can be expressed as statements of
fact (“we do X...”) as opposed to instructions of intent (The

organization shall).

Nevertheless, it is important to be able to demonstrate
conformity to Clause 6.1.3 c¢), and that can be done by showing
the mapping between the necessary controls and the Annex A
reference controls.



It is also important to implement exactly what the organization
uses as control text for its necessary controls. In this respect, the
use of custom controls and variations is a powerful device. If all
the necessary controls are expressed in this way, the organization
can be very precise in terms what it does (either directly in the
organization’s necessary control text or by reference to the
detail), significantly reducing the possibility of being found
nonconformant. If the organization adopts the Annex A control
text as its necessary control specifications but does not do what
the Annex A control specifies, then there is plenty of scope to be
found nonconformant.

The SOA must contain the necessary controls. Therefore, if the
organization uses a control that is not in Annex A, then for
conformity with ISO/IEC 27001, 6.1.3 d) it must be included in the
SOA.

ISO/IEC 27001 applies to all types of organizations. If the

organization is part of a larger entity, the term organization in
ISO/IEC 27001 refers only to the part of the larger entity that is
within the ISMS. In this situation, the organization could rely on
the external parties to implement the processes and activities of
its ISMS, which include the external suppliers outside the larger
entity and internal suppliers in the larger entity. For example, the
power company is an external supplier, and the HR department
of the larger entity is also an external supplier, albeit internal to
the larger organization. There is a new requirement in ISO/IEC
27001:2022 that requires externally provided processes, products
and services that are relevant to the ISMS to be controlled. If the
risk of power failure, for example, is an acceptable risk, it will not
affect the intended results of the ISMS. Therefore, it is not
relevant to the ISMS and does not need to be controlled. If, on
the other hand, it is an unacceptable risk, risk treatment should
result in the use of a control (like A.7.11 - Supporting utilities).



Even if the necessary control is performed by an external
organization it must still be included in the SOA.

Interested parties, such as regulators, are perfectly entitled to
place requirements on the organization. These should be dealt
with via ISO/IEC 27001:2022 Clause 4.2 and should find their way
into the risk assessment and risk treatment processes, and hence
the SOA that way.

The regulator is perfectly entitled to seek evidence of compliance
with its requirements, but whether the SOA is the most suitable
way to do that would depend on the case in question.
Demonstrating compliance with regulatory requirements is not
the same as producing an SOA.

The organization has the final authority and responsibility for how
to implement its ISMS, including the SOA. The SOA is for the
benefit of the organization. Nevertheless, auditors are looking for
evidence of conformity against Clause 6.1.3 d), and auditors can
rule the SOA nonconformant if it does not meet those
requirements.

DISCLAIMER

This paper has not been subject to an endorsement process by
the International Organization for Standardization (ISO), or ISO/
[EC Sub-Committee JTC 1/SC 27.

The information contained within is for educational and
communication purposes only.

The SC 27 or WG 1 does not take responsibility for any errors,
omissions or other liabilities that may arise from the provision or
subsequent use of such information.



AUDITOR COMPEITENCE
Steve WATKINS

INTRODUCTION

This auditing practice note provides guidance on issues to be
considered in determining and maintaining auditor competence
for audits with ISO/IEC 27001 as part of the audit criteria.

This document is generic with regards first-, second- and third-
party auditing and therefore does not necessarily reflect the
requirements in standards relevant to those (e.g. ISO/IEC
17021-1:2015 and ISO/IEC 27006:2015+A1:2020).

Additional considerations are likely to be relevant for those
involved in designing, implementing and maintaining audit
programmes.

COMPETENCE

Competence is defined as:

“ability to apply knowledge and skills to achieve intended
results™

The intended result of each audit may vary from others - whether
it is a first-, second- or third-party audit, the scope of the audit
(proportion of the ISMS, and/or proportion of the criteria the
ISMS is intended to conform to), the audit objectives that are
likely to be derived from the audit programme objectives, .... An
auditor who is competent for one ISMS audit may not be for
another.

For example, An ISMS auditor who is competent to assess
a small, low-complexity, low-risk IT service provider might
not have the knowledge and skills required to effectively



audit an organization in the healthcare sector with patient
data concerns, and an auditor competent for either or
both of these first two scenarios might not be competent
to audit a telecommunications provider that is part of a
country’s critical national infrastructure.

STANDARDS

The following international standards include content relevant to
the auditing of an information security management system:

Audit

relationship
STANDARD 1st party 2nd party 3rd party
ISO/IEC 19011:2018, X X X
clause 7
ISO/IEC 17021-1:2015, X
clause 7
ISO/IEC 27006:2015/ X
Amd 1:2020, clause 7
ISO/IEC 27007:2020, X X X
clause 7

ISO/IEC 27021:2017/Amd X
1:2021, clause 6.5.3

GENERIC MANAGEMENT SYSTEM AUDITOR
COMPETENCE

There are requirements for a competent auditor using any
management system standard; while these are not the focus of
this document, they include:



Audit knowledge and | Personal behaviour | Principles
skills
+ Audit objectives, |+ Ethical * Integrity

audit programme
objectives and
their

consequences
* Methods for
auditing
*  Report writing
+  Sampling
approaches

«  Communication

+  Verify audit
evidence -
relevance,
accuracy, and

+ sufficiency

+  Open-minded
+ Diplomatic
+  Observant
+  Perceptive

+ Versatile

« Tenacious

» Decisive

+ Self-reliant

+ Fortitude

+ Opento
improvement

« Culturally
sensitive

« Collaborative

+ Fair presentation

*  Due professional
care

+ Confidentiality

* Independence

+ Evidence-based

+ approach

+ Risk-based
approach

An audit team leader will require additional competence.

ISMS AUDITOR COMPETENCE

In addition to the generic management system competences

referenced earlier in this document, to be competent to conduct
an ISMS audit an individual needs to have appropriate knowledge
and skills of the following:

« The audit criteria, which in this document includes ISO/IEC

27001.

« Current information security methods and practices.
+ Context/sector-specific information security implications.

+ Information security risk management.

Each of these are expanded on in the following sections.




ISO/IEC 27001 AS AUDIT CRITERIA

ISMS auditor competence requirements should consider:

« an advanced understanding of the ISO/IEC 27001 standard,
including the extent and limit of requirements, the relevant
principles and their application.

« an appreciation of other standards in the ISO 27000 family
that are relevant to the scope of the audit - this should
include guidance on requirements for an ISMS (ISO/IEC
27003); information security management monitoring,
measurement, analysis and evaluation (ISO/IEC 27004);
managing information security risks (ISO/IEC 27005); and
information security management systems auditing (ISO/IEC
27007), through the sector-generic standards (e.g.
information security management for inter-sector and inter-
organizational communications, ISO/IEC 27010).

+ knowledge of the information security controls reference set

included in ISO/IEC 27001:2022, Annex A and the information

security controls included in ISO/IEC 27002:2022, to enable
an effective audit of the comparison of determined controls
against those in ISO/IEC 27001:2022, Annex A as required by
ISO/IEC 27001:2022, 6.1.3.c).

INFORMATION SECURITY METHODS, PRACTICES AND
DEVELOPMENTS

ISMS auditor competence requirements should include the auditors
ability to gain sufficient appreciation of the tools, methods,
techniques and controls used in the ISMS to be able to ask
relevant audit questions. For example, information security risk
assessment and risk management methods, their strengths and
limitations.

CONTEXT/SECTOR SPECIFIC KNOWLEDGE AND SKILLS

ISMS auditor competence requirements should consider:



* Requirements relevant to the audit scope, including the:
expectations of relevant interested parties; applicable statutory
and regulatory requirements.

+  Sector-specific risks and the management of them, typically
associated with the primary information security assets
associated with the sector.

+  Sector specific business and management concepts, processes
and related terminology.

+ Processes and technologies, including technological solutions the
ISMS user has adopted.

+ Control sets relevant to the organization and sector, including
sector specific standards from the ISO/IEC 27000 family (e.g.
Information security controls based on ISO/IEC 27002 for
telecommunications organizations, ISO/IEC 27011).

INFORMATION SECURITY RISK MANAGEMENT
KNOWLEDGE AND SKILLS

ISMS auditor competence requirements should consider:

« Context of the organization (industry, market, environment,
third party expectations).

« Approaches and techniques for information security risk
assessment; knowledge of ISO/IEC 27005 is likely to be
relevant.

+ Relevant risk sources for the organization, considering its
context.

+ Relevant information security surveys, reports and trends.

+ How an information security incident can impact the
organization and the consequences of incidents on it’s
business objectives.

+ General knowledge of security controls addressing the most
likely and widespread risk

+ sources for the organisation and the skill to evaluate their
effectiveness.



There is no need to have a deep technical knowledge of risk
sources, technology or tools and techniques of attacks, but there
should be sufficient understanding to determine if the likelihood
and consequence have been consistently analysed and
evaluated.

DISCLAIMER

This paper has not been subject to an endorsement process by
the International Organization for Standardization (ISO), or ISO/
[EC Sub-Committee JTC 1/SC 27.

The information contained within is for educational and
communication purposes only.

The SC 27 or WG 1 does not take responsibility for any errors,
omissions or other liabilities that may arise from the provision or
subsequent use of such information.



AVYYW UV INVMIVINITIVR, VICROURLEL,

ANALYSE, AND EVALUATE?
Dr David BREWER

INTRODUCTION

This auditing practice note provides information on the proper
way to use and interpret the requirements for monitoring,
measurement, analysis and evaluation as defined in ISO/IEC
27001. This information will be useful for both auditors and users
of ISO/IEC 27001.

QUESTIONS ABOUT MEASUREMENTS?

The following questions have been raised about monitoring,
measurement, analysis and evaluation and the text that follows
provides some explanation as how best to interpret the
requirements of ISO/IEC 27001, Clause 9.1 to answer these
questions.

1. How do you devise measurements that are appropriate to the

work you are doing?

What is the appropriate level of granularity?

3. Must the risk assessment and risk treatment processes have
to be measured?

4. Does each information security control have to be measured
separately?

5. Why are the requirements for monitoring and measuring,
separate from the requirements for analysing and evaluating
the results?

6. Why do the performance and effectiveness measures in ISO/
IEC 27004 not relate to the ISO/IEC 27001 requirement to
evaluate information security performance and ISMS
effectiveness?

N



RELATIONSHIP BETWEEN MEASUREMENTS AND OBJECTIVES

ISO/IEC 27001:2022 contains a new requirement, Clause 6.2,
which is that information security objectives shall be monitored.
The intent of this clause is that the information security policy is
supported by objectives, that these objectives are deployed
throughout the relevant parts of the organization and that plans
are established to achieve them. Thus, the new requirement
“shall be monitored” implies that it is the fulfiiment of those
objectives that is monitored.

The addition of this new requirement provides a link between
Clause 6.2 (Objectives) and Clause 9.1 (Monitoring, measurement,
analysis and evaluation), which was missing in the 2013 edition of
ISO/IEC 27001.

The intention of Clause 9.1 is to consider the ISMS and its
processes and determine the extent to which planned activities
are realized and planned results are achieved. Its purpose is to
support decision-making related to the respective activities and
to drive continual improvement.

This intention accords with the definition of effectiveness (i.e., “...
extent to which planned activities are realized and planned
results are achieved”) and therefore partially explains the final
paragraph of Clause 9.1, which is to “evaluate the performance
and the effectiveness of the ISMS. Performance is a “measurable
result”. An example of a measurable result is a measurable
information security objective. Thus, this final paragraph of
Clause 9.1 can be regarded as the goal of Clause 9.1, the
preceding paragraphs (what, how, when and who) being the
means for achieving this goal.

Clause 6.2 requires the information security objectives to be
measurable if practicable. By including this caveat, the standard



acknowledges that there can be situations when it is not feasible
to measure the achievement of an objective. However, seemingly
unmeasurable objectives such as the preservation of
confidentiality can be converted into a series of measurable
ones. For example, since there is a requirement to update the
information security objectives, for each period between
updating, organizations can set an objective which says there
shall be no incidents that result in a loss of confidentiality.
Moreover, the requirement to be measurable does not imply that
the results must be quantifiable. Qualitative results (e.g., “yes/no”
answers) can also be considered, when supported by appropriate
evidence.

INTERPRETING THE MEASUREMENT REQUIREMENTS

The new link between Clause 6.2 and 9.1 implies that the
information security objectives provide a good starting place.
Organizations can derive their information security objectives
from their business objectives. Deriving information security
objectives from business risks is a good way to ensure that
measurements are appropriate for the organization. However,
fulfilment of information security objectives is not the only
measurement within scope of Clause 9.1.

For example, information security performance can also be
measured by the number of information 224 security related
incidents. Another consideration is the evaluation of
effectiveness.

There are several ISO/IEC 27001 requirements that require the
organization to perform some activity at planned intervals or to
evaluate effectiveness. Two examples of related questions are
“are these activities performed at the scheduled times?” and “are
the intended training results achieved?”. ISO/IEC 27004 gives, in
Annex B, several examples to consider. As stated by ISO/IEC



27001 itself does not require to measure each process (they can
be monitored).

The granularity of measurements should be commensurate with
needs of the organization for controlling its information security
management system. An auditor should ask how a process, or a
control can be evaluated for its effectiveness and performance.
The evaluation can be based on measurements or monitoring
activities (including audits and periodical tests). The auditor
should understand if these measurements and monitoring
activities are sufficient for the organization to be assured of the
performance and the effectiveness of the information security
management system.

The risk assessment and risk treatment processes must be
measured because, according to ISO/IEC 27001 clause 9.1,
information security processes shall be monitored or measured.
The kind of monitoring or measurements shall be decided by the
organization according to its needs, its context, and
requirements from interested parties. Examples of measures are:
if the risk assessment has been reviewed at the scheduled times,
if the risk treatment actions have been closed at scheduled
times, if the risk treatment actions have been effective.

However, making distinct measurements for each control is not
useful (and, moreover, it can require too much effort, reducing
resources for other information security activities). Making
distinct measurements for each control is analogous to
attempting to measure the defensive strength of an army by
measuring the combat effectiveness of individual soldiers and
somehow aggregating the results. Information security controls
do not work in isolation. Auditors should also be aware that ISO/
IEC 27001 requires to “monitor and measure”, not only to
“measure”. For many controls, a monitoring activity can be
sufficient for evaluating their effectiveness.



The requirements for monitoring and measuring are separate
from the requirements for analysing and evaluating the results,
because these activities can require different skill sets and they
need not be performed at the same time. For example, an
intrusion detection system can automatically send periodic
reports to a “Security Operations Centre”, whose staff analyses
and evaluate the results. A second example concerns

backup.

Finally, the terminology used in ISO/IEC 27001 and ISO/IEC
27004 for “performance” and “effectiveness” differ because of
their different origins. The terminology used in ISO/IEC 27001
primarily comes from the ISO Directives and is common to all
management system standards. It was therefore agreed though
the consensus of many ISO standards committees. The
terminology used in ISO/IEC 27004 originates from academia
and the science of metrology.

Further information can be found in ISO/IEC 27004.

DISCLAIMER

This paper has not been subject to an endorsement process by
the International Organization for Standardization (ISO), or ISO/
[EC Sub-Committee JTC 1/SC 27.

The information contained within is for educational and
communication purposes only.

The SC 27 or WG 1 does not take responsibility for any errors,
omissions or other liabilities that may arise from the provision or
subsequent use of such information.



RISK MANAGEMENT PROCESS
Pablo CORONA-FRAGA

INTRODUCTION

ISO/IEC 27001 establishes information security management
requirements and outlines a framework for managing the
confidentiality, integrity and availability of information so that it
remains secure and relevant. The requirements for risk
management include the planning of how this process will be
done within the context of information security, establishing
actions to address information security risks.

The organization has to determine criteria for risk acceptance
and to assess risks, ensuring that the process is repeatable and
consistent. These criteria can be created based on the type of
organization, the needs and expectations of their interested
parties, the relationship and dependencies the business has on
information and its use.

The organization is asked to identify risk applying an information
security risk assessment process to identify threats,
vulnerabilities, exposures, among others, and the potential
impact to the confidentiality, integrity and availability of
information. It also asks to analyse potential consequences of
information security risk, their realistic likelihood and determining
a level of risk; to finally evaluating information security risks,
comparing the results of the analysis with the criteria established,
and prioritizing risks to be treated accordingly with adequate
controls.

Auditing clause 8 requirements is related to how the organization
define and apply the risk assessment process to determine the
necessary controls determined in clause 6; clauses 9 and 10



require organizations to regularly review and update their risk
management processes to ensure that they remain effective.

The following considerations are a common basis for the risk
assessment process:

+ context of the organization (industry, market,
environment, third party expectations);

« approaches and techniques for information security risk
assessment, it is recommended the understanding of ISO/
IEC 27005 for understanding how risk assessments are
conducted according to different approaches;

+ relevant risk sources for the organization, considering its
context;

+ relevant information security surveys, reports and trends;

« how an information security incident can impact the
organization and its consequences on the business
objectives;

+ general knowledge of available controls (administrative,
technical, physical) for addressing the most likely and
widespread risk sources and the skill to evaluate their
effectiveness.

Organizations are required to regularly review their risk
management processes to ensure that they remain effective, and
to make any necessary adjustments. This includes conducting
regular internal audits of the ISMS, as well as conducting regular
management reviews to evaluate the overall effectiveness of the
ISMS and to make the necessary adjustments to the risk
management process.



QUESTIONS ABOUT HOW TO AUDIT THE RISK MANAGEMENT
PROCESS AND METHODS?

Auditing an ISMS based on ISO/IEC 27001 should be performed
considering that the risk management methods -including the
determination of risk criteria, risk identification, analysis and
evaluation- have the main objective of determining the necessary
controls according to the risks that can have an effect on the
organization, its context, and its ability to conducts its business.

To audit the risk management process the auditor has to consider
that ISO/IEC 27001 does not require a specific method. The
following considerations are useful when auditing this process:

+ Risk assessment: The organization should be familiar with the
process of identifying and evaluating the potential impacts of
security threats on an organization's information assets. The
organization should understand how a risk assessment is
conducted and be able to evaluate the methods and
techniques used and how they result in comparable
outcomes;

+ Risk treatment: The organization should be familiar with the
process of determining the necessary controls and
implementing them to manage the risks identified in the risk
assessment. The organization should understand the different
types of controls available (for example organizational
controls, people controls, physical controls, technological
controls) and be able to evaluate the effectiveness of the
controls implemented;

+ Ongoing monitoring and review: The organization should be
familiar with the process of regularly reviewing and updating
the ISMS and in particular the risk management process itself,
to ensure that it remains effective in managing risks to the



confidentiality, integrity and availability of the organization's
information.
ISO/IEC 27005 has been written for providing guidance on
implementation of the information security risk requirements
specified in ISO/IEC 27001.

A documented risk assessment process should be followed to
lead to the proper identification and analysis of the information
risks that relate to the context of the risk assessment as
described in:

« Internal and external issues;

+ Interested parties;

+ Scope; and

+ Objectives for information security.

Usually, a documented risk assessment process contains the
following:

+ Guidance on the likelihood scale. For example, a table of
some kind with a scale of 1to 3 or 1to 5.

+ Guidance on the impact scale. For example, a table of some
kind with a scale of 1to 3 or 1to 5.

+ Clear rules on how the likelihood and impact scales are
applied, and how the risk level is determined. The audit
process should make sure that the relates personal
understand and apply them.

« A clear definition of the risk appetite for the organisation. A
vague statement about “we have a low appetite for risk” is not
acceptable. It should be something that can be easily and
clearly applied to the risk based on the risk attributes, for
example, likelihood, impact, level). This is usually based on
the organization context and considers if the risk level is
greater than X then it is not within the appetite. An



organization with a lot of regulations inn its context is likely to
have a much lower risk appetite than a start-up with 5 people.

+ Clear rules for how risks can be accepted or not. Usually
based on the risk appetite on the basis that if the risk level is
greater than X then it must be treated and/or the risk owner
can accept it.

+ Rules for how to prioritise the risk treatment. For example,
based on “the ones that are most outside the risk appetite” or
“the ones that can be treated quickest”

+ Rules/guidance on when the risk assessment should be
updated. This is usually when something has an effect within
the scope, or at regular intervals, for example, annually.

+ Following the risk assessment process should give a fair
representation of the information security risks to the
organisation to "produce consistent, valid and comparable
results".

Examples for commonly used risk assessment approaches are
Asset-vulnerability-threat and event-consequence. Some
techniques for identifying risks and the necessary controls
include for example: questionnaires, brainstorming, checklists,
structured what if, business impact analysis, root cause analysis,
failure mode effect analysis, vulnerability assessment,
penetration testing or threat modelling.

An auditor should understand how the approach chosen by the
organization fits its needs by effectively addressing information
security events that have consequence in information and
therefore on the business objectives, and if it has been used
according to its context. An auditor should not promote or
require a specific approach or teach how to use a specific tool or
how to evaluate risk sources and consequences.

In addition, ISMS auditors should be aware of the industry and
the organization they are auditing, as well as being able to



understand and evaluate the risks that are specific to that
organization and its context, to correctively assess that the risk
assessment process fulfils the objective of determining the
necessary controls in the context of the organization.

WHAT ISSUES DO ISMS AUDITORS EXPERIENCE WHEN
AUDITING THE REQUIREMENTS RELATED TO THE RISK
ASSESSMENT PROCESS IN ISO/IEC 27001?

Even though that organizations should be familiar with related
documents and standards, such as:

+ ISO/IEC 27002, which provides guidance on the controls
related with an information security management system;

« ISO/IEC 27003, which provides guidance for the
implementation of the ISMS

+ ISO/IEC 27005, which provides guidelines for information
security risk management;

+ ISO/IEC 27007, which provides guidelines for ISMS auditing;
and

« ISO/IEC 27008 that provides guidelines for assessing the
ISMS controls referred in Annex A.

These standards only provide additional guidance on how to
implement the requirements outlined in Clause 6 and 8, and can
be used in conjunction with the ISO/IEC 27001 standard to
ensure compliance, but they are not intended to be used as
conformity assessment standards, and do not include
requirements that must be implemented by the organizations.

As the risk management process results are intended to be used
to determine and implement the information security controls to
address risks, the Auditors Practice Notes on Annex A and the
SOA should also be considered as guidance for the auditing
process, to avoid using Annex A as a list of mandatory controls to



address risk or using the SOA only as a list of the controls
included in Annex A.

The following are the most common issues that ISMS auditors
experience with information security risk management:

« the information security risk management does not cover the
entire ISMS scope (for example, it covers only IT systems and
not information on other media; it covers only information in
the organization’s sites and not outside; it covers developed
software and not the information);

« the information security risk management approach is not
flexible enough for risk sources specific to the organization’s
context (for example, phishing in the context of banks, OT
networks in the context of manufacturers);

« the information security risk management approach requires
a lot of data and cannot be maintained (many organizations
use, in the beginning, tools that are very time-consuming, and
they cannot maintain it in the following years);

« the organization identifies too many detailed threats but does
not consistently address them (this can happen because they
want to show to the auditor too many data, but they are
meaningless for the purpose of the information security risk
assessment);

+ the “information security risk assessment” is actually a
vulnerability report;

« controls are not linked to the risk sources they are meant to
address.

These issues should be addressed by the auditor with the focus
on the requirements of ISO/IEC 27001 and not requiring a
particular method or specific result to be delivered.

Instead, the audit findings should be related to the ability of the
organization for determining the risks in their context, to assess



and evaluate them to prioritize its treatment, and how the
organization determines the necessary controls in order to get
comparable and repeatable results.

RELATIONSHIP BETWEEN RISK ASSESSMENT PROCESS AND
ISO/IEC 27001 REQUIREMENTS

Is the risk assessment a proper and full result from applying

the documented risk assessment process?

* What steps have been taken to try to ensure that the risk
assessment is adequate and robust to identify risks in the
organization’s context?

* How does the risk assessment process identify all the risks
within the scope, derived from the business objectives,
external and internal issues and the list of interested parties
and their requirements?

*  Who was involved in the identification of risks? (This should

be more than the information security team)

* Do all the risks have a risk owner with enough accountability
and authority to manage the risk?

Note: This article is only about information security risk
assessment - clauses 6.1.2 and 6.1.3. This document does not
cover the requirements in 6.1.1 about risks and opportunities to
the ISMS.



DEFINITIONS

All definitions are from ISO/IEC 17000: 2020 (Conformity
assessment — Vocabulary and general principles) and ISO/IEC
17021-1:2015 (Conformity assessment — Requirements for bodies
providing audit and certification of management systems — Part
1: Requirements).

accreditation - third-party attestation related to a conformity
assessment body, conveying formal demonstration of its
competence, impartiality and consistent operation in performing
specific conformity assessment activities

accreditation body - authoritative body that performs
accreditation

Note 1 to entry: The authority of an accreditation body can be derived
from government, public authorities, contracts, market acceptance or
scheme owners.

audit - process for obtaining relevant information about an object of
conformity assessment and evaluating it objectively to determine the
extent to which specified requirements are fulfilled

Note 1to entry: The specified requirements are defined prior to
performing an audit so that the relevant information can be obtained.
Note 2 to entry: Examples of objects for an audit are management
systems, processes, products and services.

Note 3 to entry: For accreditation purposes, the audit process is called
“assessment”.

certification audit - audit carried out by an auditing organization
independent of the client and the parties that rely on
certification, for the purpose of certifying the client’s
management system



Note 1 to entry: In the definitions which follow, the term “audit” has been
used for simplicity to refer to third-party certification audit.

Note 2 to entry: Certification audits include initial, surveillance, re-
certification audits, and can also include special audits.

Note 3 to entry: Certification audits are typically conducted by audit
teams of those bodies providing certification of conformity to the
requirements of management system standards.

Note 4 to entry: A joint audit is when two or more auditing organizations
cooperate to audit a single client.

Note 5 to entry: A combined audit is when a client is being audited
against the requirements of two or more management systems
standards together.

Note 6 to entry: An integrated audit is when a client has integrated the
application of requirements of two or more management systems
standards into a single management system and is being audited against
more than one standard.

conformity assessment - demonstration that specified
requirements (5.1) are fulfilled

Note 1to entry: The process of conformity assessment as described in
the functional approach in Annex A can have a negative outcome, i.e.
demonstrating that the specified requirements are not fulfilled.

Note 2 to entry: Conformity assessment includes activities defined
elsewhere in this document, such as but not limited to testing (6.2),
inspection (6.3), validation (6.5), verification (6.6), certification (7.6), and
accreditation (7.7).

Note 3 to entry: Conformity assessment is explained in Annex A as a
series of functions. Activities contributing to any of these functions can
be described as conformity assessment activities.

Note 4 to entry: This document does not include a definition of
“conformity”. “Conformity” does not feature in the definition of
“conformity assessment”. Nor does this document address the concept
of compliance.

conformity assessment body - body that performs conformity
assessment activities, excluding accreditation



EXAMPLE:

Product, process, service, system, installation, project, data, design,
material, claim, person, body or organization, or any combination
thereof.

Note 1to entry: The term “body” is used in this document to refer to
conformity assessment bodies (4.6) and accreditation bodies (4.7). The
term “organization” is used in its general meaning and may include
bodies according to the context. The more specific ISO/IEC Guide 2
definition of an organization as a body based on membership is not
applicable to the field of conformity assessment (4.1).

impartiality - presence of objectivity

Note 1 to entry: Objectivity means that conflicts of interest do not exist,
or are resolved so as not to adversely influence subsequent activities of
the certification bodly.

Note 2 to entry: Other terms that are useful in conveying the element of
impartiality include “independence”, “freedom from conflict of interests”,
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“freedom from bias”, “lack of prejudice”, “neutrality”, “fairness”, “open-
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mindedness”, “even-handedness”, “detachment”, “balance”.
nonconformity - non-fulfilment of a requirement

object of conformity assessment object - entity to which specified
requirements apply

specified requirement - need or expectation that is stated

Note 1to entry: Specified requirements can be stated in normative
documents such as regulations, standards and technical specifications.
Note 2 to entry: Specified requirements can be detailed or general.



