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PROLOGUE 

Welcome to Issue 3 (Volume 3) of the ISO/IEC JTC 1/SC 27 
Journal.  The purpose of Journal is to present articles from SC 27 
o#icers and experts involved in the development of standards 
covering information security, cybersecurity and privacy 
protection, and presentations from users of the SC 27 standards. 

This current issue covers interviews with some of the SC 27 
O#icers.  The role of an SC 27 is signi!icant to the smooth running 
and management of the Committee and it Working Groups.  It 
requires time and dedication, experience and knowledge of the 
ISO rules that govern the development and maintenance of 
standards, and it requires leadership skills to bring experts 
together as teams to produce the said standards. 

Any questions or feedback relating to the content of this Journal 
can be directed to editor (sc27.wg1.edwardjh@gmail.com).  Also 
the SC 27 website https://committee.iso.org/home/jtc1sc27/  
provides more detailed information and resources.  

Dr Edward Humphreys 

SC 27 Journal Editor 

Sept 2023  

https://committee.iso.org/home/jtc1sc27/


SC 27 CHAIR  

Dr Andreas WOLF 

Can you summarise the mission of SC 27? 

The easiest way to answer this question is probably to refer to the 
committee's scope: SC 27 is responsible for the development of 
standards for the protection of information and ICT, considering 
both security and privacy aspects. One of the main elements of 
the SC 27 mission is certainly the continuous development of our 
!lagship standards ISO/IEC 27001, ISO/IEC 15408 and ISO/IEC 
27701. All these products are meant including their family 
members and this list of three is obviously incomplete. 

The committee primarily has a horizontal function, and the 
dissemination of IT security standards through liaison and 
cooperation with all potential application areas is also part of our 
mission. 

Both tasks can only be accomplished based on the commitment 
of hundreds of volunteer experts who serve worldwide as 
contributors, editors, National Body o#icials, or simply dedicated 
users of the SC 27 standards. These experts are essential to a 
successful committee and therefore the continued development 
of a knowledgeable, experienced and diverse expert base is a 
prerequisite for everything else. 

Can you tell us about your journey in standardization as 
SC 27 Chair?   

People knowing me may be aware that my !irst active contact 
with a standard was the CC evaluation of a biometric speaker 
recognition system back in the early 2000s. From there my way 
led me !irst into our sister committee JTC 1/SC 37 ÒBiometricsÓ 



where I serve as editor still today. My interests around passports 
and passport readers then led me into the smartcard world in JTC 
1/SC 17 as well, where I meanwhile serve as head of delegation 
for DIN. All these activities aimed at one or the other IT security 
topic, so it was not really a surprise when DIN asked me if I would 
be interested in taking over the chairmanship in SC 27. After 
being elected as chair, I took over other responsible roles as well.  

The latest and probably most relevant one for SC 27 is the 
chairmanship of ACSEC, the Advisory Committee on information 
security and data privacy of IEC. I see my role as that of a 
moderator within SC 27, but also as ambassador for products of 
the committee in the outside world. 

What is the breadth of the SC 27 ChairÕs role? 

The chair is just one individual in a group of about two thousand 
registered expert members of the committee. But for sure he is 
one of the most visible ones. It is not only on guiding the 
committee through its plenaries. It is also about representing SC 
27 and connecting the committee with other entities in the 
standardization world, about making liaisons alive, and about 
eliminating inconsistencies and overlaps.  

Internally, the chair is the one who tries to organize together with 
the committee manager that the editors and their expert 
colleagues have appropriate working conditions. And he needs 
to have an open ear for all potential problems and to o$er neutral 
moderation of con!licts.  

The chair role is equipped with some power, the chair is 
responsible for the strategy of the committee and decides 
together with the committee manager on the progression of 
projects. This power is preferably never executed. 



Can you highlight the future challenges facing SC 27? 

The world gets more and more complex. Anything is already 
connected and a computer or will be connected soon. This 
includes domains many people canÕt even imagine today. Finally, 
anything will have cybersecurity and privacy needs. Anything in 
this sense covers not only the typical ICT products, but also cars, 
industrial facilities, buildings, infrastructures, cities, and so on. 
The borders between IT and OT will more and more disappear.  
IT security standardization in its complexity needs to be 
reconsidered and extended. Partners need to be identi!ied and 
cooperations to be established to ensure that the cybersecurity 
topic is always fully covered by high quality standards.  

SC 27 plays an important role but is not the only player. The 
committee needs to cooperate with verticals and other horizontal 
committees like IEC/TC 65, to name a very important one. 
IT privacy is a term that is interpreted di$erently by di$erent 
cultures. Nevertheless, it is necessary to create concepts that 
!ind broad consensus, no matter if these concepts are applied in 
a speci!ic country or not. This task has non-technical 
components as well, requiring a neutral, global and 
comprehensive approach. 

Finally, the expert pool does not grow with the same speed as the 
complexity of the topic to be addressed. So, the committee 
needs to make use of its precious expert resources in a very 
responsible way. 

What is your personal vision for the future of SC 27? 

The relevance of SC 27 will further grow in the future. The 
committee will be seen by the community as THE home of IT 
security and privacy. It will have well established liaisons with all 
relevant other computer security related committees in all SDOs, 



and potentially lead these committees in an informal or more 
formal cluster. We continue to have many heavily engaged 
experts from all over the world, representing the diversity of 
mankind with respect to geography, gender, age, and degree of 
economical development. 



SC 27 CHAIR!SUPPORT  

Laura LINDSAY 

Can you tell us about your journey in 
standardization as SC 27 Chair-Support?   

I began working in SC 27 in 2008 attending my !irst meeting at 
the South Africa Meeting.   I had never worked in standards 
before and I was participating due to the development of ISO/IEC 
27033 on Network Security.   As this was the !irst meeting of WG 
4 it was a great time to get started in standards development.  I 
took the opportunity to jump right in and o$ered to be the editor 
of part 2 of the standard.  I slowly became more involved in other 
SC 27 WGs and even joined SC 38 in 2011 to become the editor of 
the Cloud computing Reference Architecture.   Being part of the 
US mirror committee for SC 27 allowed me the opportunity to get 
more familiar with the overall work that SC 27 was doing and I 
began taking leadership roles in the US committee which 
translated into more engagement in more SC 27 activities. I 
began attending the SC 27 plenaries and serving on the 
Resolution Drafting Committee to help with the e#iciency and 
e$ectiveness of SC 27 Resolutions.  I had the chance to support 
WG 4 leadership team in keeping the large programme of work 
progressing and this lead to mentoring new editors in their roles.   
I was the Vice-convenor of the Special Working Group on 
Tranversal Items (SWG"T) that again had me looking across SC 27 
at the projects that touched on more than one working group 
and allowed me to get the cross pollination of experts to work on 
these transveral projects.  Continuing to work with all of the 
convenors, engaging with both the Heads of Delegations and the 
NB experts allowed me the opportunity when their was a vacancy 
in the Chair Support role to put my name forward as a candidate 
and gain the support of the committee for this role. 



What is the breadth of the SC 27 Chair-SupportÕs role? 

The Chair-Support role is there to help the SC 27 management 
team (Chair and Committee Manager) in the e#icient running of 
SC 27.   As SC 27 is a very large committee the Chair and 
Committee manager can sometimes have a hard time covering 
all the WGs and external engagements being requested.  In 
keeping in sync with the Chair and Committee Manager this 
allows me to be able to represent the SC 27 management in a 
consistent way with the Chair.   Additionally, as di#icult issues 
may arise I, as the Chair-support, provide a sounding board to 
discuss the options available for the Chair and SC 27 to take.  I 
represent SC 27 on several of the JTC 1 Advisory Groups to make 
sure that SC 27 concerns are heard and that SC 27 positions are 
carried forward.   

Within the running of the Committee I support the Chair and 
committee manager in the drafting committee and helping to 
answer questions in the WGs that I am helping to monitor. 

What is your personal vision for the future of 
cybersecurity and privacy standardization? 

I believe that the future of cybersecurity and privacy 
standardization is only going to continue to grow.   We are going 
to !ind that as the intersection of IT into di$erent Industries, 
Sectors and Applications grows, the need for cybersecurity and 
privacy expertise will continue to be needed.  

I have seen a shift in how regulation is impacting cybersecurity 
standardization.  For many years (30+) cybersecurity has been 
through voluntary or contractual use of standards.  Many times 
those security requirements become an afterthought or only 
after an incident.  We are seeing a shift to more cybersecurity 
regulation which is bringing to the forefront the need for 



cybersecurity standards and the application of those standards in 
di$erent sectors or applications.   We have seen these regulations 
in Europe through the Cybersecurity Act and the upcoming 
Cyber Resilience Act, in the United States we saw the US 
Executive Order on Improving the NationÕs Cybersecurity and in 
ChinaÕs Cybersecurity Law.  These are just 3 examples of 
emerging regulation relating to Cybersecurity, there are many 
more from a variety of countries around the world.  As we 
continue to see the amount of regulation grow I believe that 
reminding people that there are many cybersecurity standards 
that already exist that can be used rather than going and 
duplicating work that has already been done.  Additionally, this 
will be critically important as we continue to see emerging 
technologies and the new ways of thinking about cybersecurity.  
Areas that we are already seeing the need to rethink what we 
consider to be cybersecurity and what the real gaps are is in the 
area of Arti!icial Intelligence.  Quantum Information technology 
will be another emerging technology that will challenge the way 
that we traditionally think of cybersecurity and what will need to 
change to address that emerging technology.   

With regards to privacy, this is going to take on an even larger 
role than simply protecting people's personal information.  As we 
see the collection, processing and use of data growing with 
technologies such as Arti!icial Intelligence we will see a need to 
protect various aspects of people's data.  The concept of privacy 
will continue to be driven from a regulatory perspective and will 
include both personal identi!iable information but also overall 
data protection.   

I think the next 5"10 years will be an exciting time for both 
cybersecurity and privacy seeing these topics expand into a 
variety of new areas and come to the forefront of being critical 
and become part of the design process. 



SC 27 COMMITTEE MANAGER  

Sobhi, MAHMOUD 

What is the role of SC 27 Committee 
Manager? 

The Committee Manager is the individual appointed by the 
member body which holds the secretariat of a committee to 
manage the technical and administrative services provided.  
   
In case of ISO/IEC JTC 1/SC 27 ÒInformation security, 
cybersecurity and privacy protectionÓ, I have been appointed by 
the German Member Body ÒDINÓ as Committee Manager about 
three years ago.  

My responsibilities as Committee Manager include: 

¥ Good advice on ISO/IEC processes Ð Providing advice on 
procedures and on interpretation of the ISO/IEC Directives 
to the Chair, Convenors, project editors and experts 

¥ Meeting preparation and follow-up Ð Assisting to set 
meeting dates and locations; drafting meeting agendas; 
distribution of relevant meeting documents; record 
meeting decisions and minutes; ensure timely 
implementation of the meeting outcomes 

¥ Project Management Ð Managing the committee 
documents; establishing priorities, meeting milestones 
and target dates for projects; solving problems  

¥ Management of IT tools - Using ISO electronic 
applications to manage the committee documents, initiate 
ballots, announce meetings 

Being a Committee Manager requires me to be neutral and to 
dissociate myself from my national positions, and I work closely 



with the committee Chair in managing the work of the 
committee. 

Can you give us some indication as extent of SC 27 
membership (number of national body members/
countries, liaison bodies, experts)? 

SC 27 Member Bodies and Liaisons in numbers: 

¥ 57 Participating Members; 
¥ 33 Observing Members; 
¥ 51 Liaisons within ISO/IEC;  
¥ 64 Liaisons to external organizations (including other 

SDOs, CAT A and CAT C Liaison Organizations). 

SC 27 membership in numbers (including o#icers and liaison 
representatives): 

¥ 829 experts registered in SC 27 Information security, 
cybersecurity and privacy protection; 

¥ 861 experts registered in SC 27/WG 1 Information security 
management systems; 

¥ 630 experts registered in SC 27/WG 2 Cryptography and 
security mechanisms; 

¥ 712 experts registered in SC 27/WG 3 Security evaluation, 
testing and speci!ication;  

¥ 781 experts registered in SC 27/WG 4 Security controls 
and services; 

¥ 806 experts registered in SC 27/WG 5 Identity 
management and privacy technologies;  

¥ 259 experts registered in SC 27/JWG 4 Joint ISO/TC 307 - 
ISO/IEC JTC 1/SC 27 WG: Security, privacy and identity for 
Blockchain and DLT; 

¥ 101 experts registered in SC 27/JWG 6 Joint ISO/IEC JTC1/
SC 27 - ISO/TC 22/SC 32 WG : Cybersecurity requirements 
and evaluation activities for connected vehicle devices. 



Can you give us some idea about the processes and work 
involved in managing the SC 27 programme of work?  

Managing the SC 27 work programme requires a multi-project 
management approach involving many di$erent activities, while 
using the ISO tools provided, for example ÒISO ProjectsÓ.  

Activities I undertake at a regular basis include: 

¥ managing the project portfolio  
¥ monitoring workload  
¥ proposing priorities for work items  
¥ checking content of submitted NP forms (clarity, 

comprehension, completeness, etc.)  
¥ drafting the project plan in cooperation with the proposer 

and project editor 
¥ creating basic conditions and structures for e$ective work 
¥ proposing to assign work items to the relevant Working 

Group  
¥ ensuring e$ective decision-making, e.g. take decisions by 

correspondence between meetings and ensure timely 
distribution of documents before a committee meeting  

¥ proactively and frequently monitor, measure and control 
project progress against the project plan for the whole 
project portfolio 

¥ taking or proposing preventive and corrective actions on 
portfolio and on projects to meet the agreed target dates 
and ensure e#icient development of projects, in 
accordance with the stakeholdersÕ needs 



How many standards has SC 27 developed (including 
published and those in develoment)? 

SC 27 has developed 236 documents, including IS, TS, TR, 
Amendments, Corrigenda, and 62 documents are currently under 
development.  

One of the most well-known Standard SC 27 has developed is 
ISO/IEC 27001 specifying requirements for establishing, 
implementing, maintaining and continually improving an 
information security management system.  

What is involved in organizing and running an SC 27 Plenary?  
First, it is important to be aware of the di$erent meeting types 
typically used by committees within ISO and IEC: virtual 
meetings, face-to-face meetings and hybrid meetings. 

With the COVID pandemic shutting down nearly all face-to-face 
events, virtual meetings have seen very signi!icant growth. 
   
In SC 27, the hybrid meeting format is not used, but only virtual 
meetings and face-to-face meetings with remote participation on 
best e$ort basis as described in  JTC 1/SD 19.  

Concerning organizing and running a SC 27 Plenary, both 
meeting types bring di$erent challenges with them, as well as 
their speci!ic advantages and drawbacks. The main aspect IÕd like 
to highlight in this regard is that while face-to-face meetings 
usually require a close cooperation with the host and at least one 
year or more years of advanced planning, keeping in mind it is 
not an easy task to !ind hosts for such a big committee, virtual 
meetings can be set up in much less time. Running SC 27 
meetings, whether virtual or face-to-face, always requires a very 
close collaboration between the Chair, Chair Support and 
Committee Manager.  

https://jtc1info.org/public-information/


WG 1 CONVENOR (Information  
security management systems)  

Dr Edward HUMPHREYS 

Can you tell us about your journey in 

standardization as WG 1 Convenor?    

My journey into ISO standardization started in 1982, working in 
the !irst technical committee to deal with security standards, TC 
97.  This involved one working group, 5 national standards bodies 
(Germany, Netherlands, Switzerland, United Kingdom, USA), 11 
experts and 5 projects.  The TC 97 activity led to the 
establishment of ISO/SC 20, a sub-committee with a greater 
scope of work.  This involved three working group, 15+ national 
standards bodies, 50+ experts and 30+ projects.  A further 
development led to SC 20 and its working groups being 
transferred into the newly formed joint committee ISO/IEC JTC 1.  
Finally, SC 20 was dissolved in 1989 and the work transferred to 
the newly formed SC 27 in 1990.    

I have served as WG convenor from 1984 to the present day, with 
a total of three WG convenorships.   

Dr Edward 
Humphreys role

Liaisons

TC 97 Editor of all security 
projects

ISO/SC 20 WG 1 convenor SC 6, SC 21

ISO/IEC JTC1/SC 20 WG 1 convenor SC 6, SC 21, CCITT (ITU!
T)

ISO/IEC JTC1/SC 27 WG 1 convenor SC 6, SC 38, SC 40, ITU!
T, CASCO, TMB/JTCG, 
IAF



Over the 41 years of ISO standards development in security I 
have been involved in many signi!icant changes Ð you could say I 
been actively part of the history of security standards from the 
beginning until now.   

At the start the focus was mainly on cryptography but this grew 
into communications and network security, OSI security, 
Directory and Messaging Security, through to the focus of today 
on information security management system standards, the so 
called ISO/IEC 2700 family of standards.  Along the way we 
started with paper-based meetings through to e-document 
meetings, from no IT through to various generations of laptops, 
plus iPads and tablets, and mobile phones, from physical 
meetings through to remote meetings and even hybrid meetings.   

I have experienced forty plus years of standardization, of 
meetings in 65+ di$erent countries, engaging with many 
hundreds, if not thousands of experts, all of which was a 
rewarding, worthwhile and valuable time of my life.         

Can you summarise the mission of WG 1? 

Today the mission of WG 1 is the development and maintenance 
of the ISO/IEC 27001 family of standards.  The overall focus of the 
work is information security management system standards.  

This family of standards falls into the following classes (see also 
!igure below): 

¥ Information security management system (ISMS) 
requirements; 

¥ Guidance supporting ISMS establishment, implementation 
and performance; 

¥ Control standards for ISMS implementation; 
¥ Other supporting guidance; 
¥ Accreditation and auditing standards.  



Can you highlight the top !ive standards that have been 
developed by WG 1? 

¥ ISO/IEC 27001 Ð Information security management systems - 
requirements 

¥ ISO/IEC 27002 Ð Information security controls 
¥ ISO/IEC 27005 - Guidance on managing information security 

risks 
¥ ISO/IEC 27017 - Code of practice for information security 

controls based on ISO/IEC 27002 for cloud services 
¥ ISO/IEC 27019 - Information security controls for the energy 

utility industry  

Can you explain the market relevance of your WG ? 

ISO/IEC 27001 is one of ISOs best-selling standards. It is known 
and used throughout the world in most business sectors.  It is 
classed as a very high-pro!ile market standard Ð a must have for 
those organizations that are serious about managing their 
information security risks. This success of ISO/IEC 27001 is 
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complemented by the global take-up of certi!ication in 
conformance with this standard across most sectors.  

In addition, to the success of ISO/IEC 27001, the controls 
standard ISO/IEC 27002 is also a best seller and another global 
success as is ISO/IEC 27005 on information security risk 
management.  

 
What is your personal vision for the future of WG 1?  

ISO/IEC 27001 is one of ISOs best-selling standards. It is known 
and used throughout the world in most business sectors.  It is 
classed by ISO as a very high-pro!ile market standard Ð a Òmust 
haveÒ for those organizations that are serious about managing 
their information security risks. The family of ISO/IEC 27000 
family of standards has become the global benchmark for 
information security management, it is leading the international 
!ield but to keep its position WG 1 will need to continue to revise 
and upgrade these standards to keep pace with the fast 
development of the digital world we live in and do business in. 



WG 2 CONVENOR (Cryptography 
and security mechanisms)  

Hirotaka YOSHIDA 

Can you tell us about your journey in 
standardization as WG 2 Convenor?   

My journey as WG 2 Convenor only started one year ago so one 
can say that the WG 2 ship has just left the port. The ship of WG 2 
has already experienced several big waves of challenges and it is 
expected that even bigger ones in the future.  

I believe I have courage enough to face them because we have 
people on board in the ship, such as experienced project o#icers 
and supportive experts with an immense span of knowledge on 
crypto, above all, we are a professional collaborative team that 
works well together. It is people on board the ship that will 
generate a lot of energy for WG 2 to go forward. 

Can you summarise the mission of WG 2? 

The mission of WG 2 is to develop standards based on 
cryptographic (and non-cryptographic) techniques and 
mechanisms specifying several options regarding symmetric 
cryptographic techniques and asymmetric cryptographic, which 
includes: 
¥ con!identiality; 
¥ entity authentication; 
¥ non-repudiation; 
¥ key management, including random number generation and 

prime number generation; 
¥ data integrity such as message authentication, hash-

functions, and digital signatures. 



Can you highlight the top !ive standards that have been 
developed by your WG 2? 

¥ ISO/IEC 9796"2: Digital signature schemes giving message 
recovery  
Ñ Part 2: Integer factorization based mechanisms, 

¥ ISO/IEC 9798"3: Entity authentication  
Ñ Part 3: Mechanisms using digital signature techniques 

¥ ISO/IEC 18033"3: Encryption algorithms  
Ñ Part 3: Block ciphers 

¥ ISO/IEC 19772: Authenticated encryption 
¥ ISO/IEC 29192"2: Lightweight cryptography Ñ Part 2: Block 

ciphers 

Can you explain the market relevance of your WG 2? 

There have been many IT systems or devices providing services 
for users that are provided by using Internet. Examples are, 
Internet banking which has been available for many years, and 
the emerging connected-car services.  

However, if the attackers compromise these systems, this would 
cause signi!icant problems, !inancial loss, loss of trust, etc. 
Therefore, a fundamental framework and methodology should be 
provided to ensure systemsÕ security.  

The development and maintenance of the systems typically 
include important challenges from the security perspectives. The 
objectives of security are mainly categorized as con!identiality, 
integrity, and availability (CIA). 

To meet these objectives, it is the mission of WG 2 to provide 
cryptographic standards that will play the key roles in security of 
the systems.  



What is your personal vision for the future of WG 2? 

The cryptography uses techniques that not necessarily easy to 
use and understand for most users and engineers because of the 
highly mathematical nature of the techniques used. Given the 
increasing importance of WG 2 standards as IoT devices will be 
widely deployed over the world, it will be the aim of WG 2 to 
systematically develop a set of cryptographic standards that are 
more user friendly and more robust against the future capability 
of attackers which is unknown to us now. 



WG 3 CONVENOR (Security 
evaluation, testing and 
speci!ication)  

Miguel BA„îN 

Can you tell us about your journey in 
standardization as WG 3 Convenor?   

Amazing, very rewarding, and still in baby stage! I joined ISO/IEC 
JTC 1/SC 27 around 25 years ago, and I was quickly engaged by 
the open collaboration and positive culture to create consensus-
driven standards. My !ield of professional activity has always 
been around cybersecurity assurance, evaluation and 
certi!ication, and being able to take an active role in the same 
very standards that govern the market recognition of certi!icates 
is a fantastic experience. 

I was appointed WG3 Convenor back in 2009, and I must thank 
all WG 3 for the continuous support they have granted me since 
then, especially the Convenor Support, Naruki-san Kai, from JP, 
he is such an unvaluable member of our WG3. ItÕs really a 
pleasure to serve such smooth functioning WG, we normally 
achieve unanimous agreements in all topics, and progress is only 
limited by our own care to only develop standards that are going 
to make an impact on the market. 

Standards are created, and then eventually withdrawn, we can 
consider them temporary products, but the WG expert 
community is the real ongoing product and richness of this 
standardization activity. In this sense, WG 3 is a heck of a 
expertise authority source in our niche !ield of application, and 
also a very live and easy to self-conduct group of terri!ic people. 



Can you summarise the mission of WG 3?  

WG 3 deals with standards to measure how secure is a given ICT 
product or system. We have several approaches to determine 
how much assurance you can have when using such products in 
that the product will e$ectively mitigate threats or comply with 
cybersecurity requirements. 

While other standards may specify requirements to ICT products 
or dictate security controls, our WG 3 is interested in how to 
determine if real technology and speci!ic implementations will 
meet and how such requirements, or how e$ective are in practice 
those security controls. We develop standards that are to be used 
as a measuring tape to determine the extent of con!idence, trust 
and assurance in real life. 

Can you highlight the top !ive standards that have been 
developed by your WG 3?  

To start with, ISO/IEC 15408 ÒEvaluation criteria for IT securityÓ 
and ISO/IEC 18045 ÒEvaluation criteria for IT securityÓ are our 
best sellers and the more in!luential standards from WG 3. They 
are complemented by other developments from WG 3 to 
facilitate a very consistent and powerful set of standards that 
allow to specify security properties for ICT products, perform 
tests and evaluation activities over such ICT products, and !inally 
come to a quali!ied level of assurance in the product meeting 
those requirements. 

While ISO/IEC 15408 and ISO/IEC 18045 are very generic and can 
be applied to mostly any type of product, we are also proudly 
producing more speci!ic standards, tailored to more speci!ic 
product types. A great example is ISO/IEC 19790 ÒSecurity 
requirements for cryptographic modulesÓ and the companion 



ISO/IEC 24759 ÒTest requirements for cryptographic modulesÓ, 
that provide a very straightforward assurance model for a 
keystone element of ICT security, cryptographic modules that 
centralize the provision of cryptographic services and secure 
cryptographic keys. 

It would be unfair to spot a !ifth champion, the rest of WG 3 
developments are all equally useful or relevant, in that they 
provide additional solutions and methods to determine ICT 
cybersecurity assurance, complementing the already mentioned 
standards, and making sure they are current and up to the state-
of- the-art. 

Can you explain the market relevance of WG 3?  

Huge. Products designed to comply with our standards, and 
certi!ied accordingly, are currently in use by billions of people. 
We have classically impacted broadly used product types, like 
operating systems, !irewalls and such, and if we look at the latest 
statistics of trendy vulnerabilities, those apply to product types 
that have not been matched to comply with our standards. 

In addition, we are kept very active by recent legislative 
initiatives, as the assurance needs on the cybersecurity of 
technology is now part of daily discussions everywhere. An 
example can be the EU proposal to de!ine a cybersecurity 
certi!ication scheme for products based not only in ISO/IEC 
15408, but also referring to other complementing products we 
have developed 

in areas of technical competence of testing laboratories and of 
cybersecurity evaluators, for vulnerability handling and 
disclosure or patch management. 



What is your personal vision for the future of WG 3?  

We have a lot to do. 

We had the luxury to start 25 years ago in a niche environment 
where determining the assurance level of a product was not 
really constrained by time or costs aspects, but assurance in 
meeting cybersecurity requirements is now becoming a 
prerequisite for products to enter into market, and this requires 
very agile but e$ective evaluation and testing methods and 
standards. We are also faced with very complex new 
technologies, like AI or quantum computing, and we need to 
agree on how to best determine how secure they are, and how 
much trust we can put on them. 

We have a lot to do. 



WG 5 CONVENOR (Identity 
management and privacy 
technologies)  

Prof. Dr. Kai RANNENBERG 

Can you tell us about your journey in standardization as 
WG 5 Convenor?   

The journey started in 1991, when I learned that evaluation criteria 
for IT security (later published as ISO/IEC 15408) were 
standardized in WG 3 of SC 27. Working on earlier version of 
these evaluation criteria I had noted that they were missing 
content (functionality) to appropriately evaluate privacy 
respecting technologies. So I joined WG 3 with proposals for the 
improvements of ISO/IEC 15408 and staid on to maintain the 
work. Around 2004 it turned out that identity management and 
privacy required more standards than existed and could be done 
by existing SC 27 groups. So following two Study Periods on the 
matters WG 5ÒIdentity management and privacy technologiesÓ 
was established by SC 27 in May 2006. Then in March 2007 I was 
elected as Convenor of WG 5. The !irst meeting I convened then 
took place in May 2007. From then on WG 5 experienced a steady 
growth both in participation and projects. 

Can you summarise the mission of WG 5? 

The mission of WG 5 starts with its scope, which covers the 
development and maintenance of standards and guidelines 
addressing security aspects of identity management, biometrics 
and the protection of personal data. This includes topics such as: 

1. In the area of Identity Management: 
¥ A framework for Identity management; 
¥ Anonymity and pseudonymity; 
¥ Credentials and attributes; 



¥ Entity assurance and Identity proo!ing; 
¥ Access management; 

2. In the area of Privacy: 
¥ A privacy framework; 
¥ A privacy reference architecture; 
¥ Privacy infrastructures; 
¥ Privacy impact assessment; 
¥ Speci!ic Privacy Enhancing Technologies (PETs); 
¥ Privacy engineering; 

3. In the area of Biometrics: 
¥ Protection of biometric data; 
¥ Authentication techniques. 

Another part of the mission is the on-going maintenance of WG 5 
standing documents such as SD1 (WG 5 Roadmap), SD2 (Privacy 
references list), and SD4 (Standards Privacy Assessment (SPA)) - 
SD 1 Figures are shown below:  



 
At the same time collaboration with other WGs in SC 27 is 
important e.g., WG 1 on management aspects, WG 2 on speci!ic 
cryptographic techniques, WG 3 on evaluation aspects, WG 4 on 
speci!ic technologies, and the Joint ISO/TC 307 - JTC 1/SC 27 
JWG 4 ÒSecurity, privacy and identity for Blockchain and 
DLTÓ on e.g. DLT systems for identity management and privacy 
and PII protection considerations; 

Another important part of WG 5Õs mission is the liaison and 
collaboration with a diverse set of organizations and committees 
working on e.g. technologies, requirements, and guidelines for 
services and applications in this area. One example is the Global 
Privacy Assembly, previously called the International Conference 
of Data Protection and Privacy Commissioners.  



Can you highlight the top !ive standards that have been 
developed by your WG 5?  

¥ ISO/IEC 24760 ÒA framework for identity managementÓ Parts 1 
to 3 with its Part 1 ÒTerminology and conceptsÓ being freely 
available via https://standards.iso.org/ittf/
PubliclyAvailableStandards/index.html 

¥ ISO/IEC 29100 Privacy framework, freely available via https://
standards.iso.org/ittf/PubliclyAvailableStandards/index.html 

¥ ISO/IEC 27701 Extension to ISO/IEC 27001 and ISO/IEC 27002 
for privacy information management Ñ Requirements and 
guidelines 

¥ ISO/IEC 29134 Guidelines for privacy impact assessment 
¥ ISO/IEC 29184 Online privacy notices and consent 

Can you explain the market relevance of WG 5? 

Privacy protection is meanwhile understood as an essential pre-
condition for successful digitalisation: Often is required by 
comprehensive regulation, such as the EU General Data 
Protection Regulation. Underpinning this regulation by 
privacy-enhancing technologies and management practices as 
well as assurances require a lot of standards and standardisation 
work. 

Identity management is closely related to both privacy and 
digitalisation initiatives, as it is needed to enable relying parties 
to build trust with their users, e.g. citizens and customers. At the 
same time Identity management needs to 
enable users to de!ine, which information they like to present in 
which contexts to avoid over-identi!ication, which can lead to 
harmful consequences. For example, to show someone is of legal 
age, in most cases the certi!ied year of birth is su#icient, but not 
the day of birth. 



What is your personal vision for the future of WG 5?  

Considering. the market interest in the WG 5 standards and the 
in!lux of new projects WG 5 will have work to do, also in future. 


