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Technological advancements in cloud computing, printed electronics, and
microcontrollers have led to the rapid proliferation of Internet of Things (loT) devices. It
reshapes the technological landscape but comes with inherent challenges, particularly
regarding security and privacy. As our reliance on these devices grows, so does the need
for robust measures to safeguard against potential cyber threats.

The Foundation: Risk Assessment and Treatment

In addressing loT devices' security and privacy risks, the standard underscores the
importance of conducting a thorough risk assessment, best performed at design time.
This assessment, performed at both the 0T device and system levels, considers intended
outcomes, the needs of interested parties, and the unique constraints of loT devices, such
as computing capabilities and data storage.
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The risk treatment plan lays the groundwork for implementing crucial features and
controls, including identifying distinct risk assessment processes for different products,
selecting appropriate risk treatment options, and defining all necessary controls for
seamless implementation.

The standard promotes transparency in loT devices by mandating the implementation of
identified features and controls outlined in their design documentation, ensuring
continuous documentation availability throughout the product's supported lifetime.

Additional Layers: Policy, Documentation, and Information
Disclosure

Beyond risk assessment, ISO 27402 outlines specific requirements for IoT device
policies, documentation, and information disclosure.

Notably, it emphasises the need for user documentation detailing identified risks at design
time and the features supporting security and privacy controls. Risk analysis
documentation should be available during assessments and audits, and information about
loT device features should be publicly available.

The standard recommends widely accepted risk assessment methods and clear user
communication regarding responsibilities, licensing agreements, and data protection.

Device Capabilities and Operations

ISO 27402 delves into various requirements for 0T device capabilities and operations,
covering aspects such as configuration, software reset, user data removal, data
protection, interface access, and vulnerability disclosure processes.

The requirements stress the secure execution of software updates, ensuring they are
initiated by authorised entities and performed through secure procedures.
Recommendations include mechanisms to confirm the validity of updates, options for
configuring automatic updates, and considerations for loT devices with safety-relevant
functions.

Towards a Globally Harmonised Approach

ISO/IEC 27402 seeks to establish a globally harmonised approach to the baseline
security and privacy requirements of loT devices. It encourages using international
standards for cryptographic requirements, outlines best practices for event logging, and
provides guidance on identifiers, software updates, and user notifications.

Development of ISO/IEC 27402 benefited from taking existing standards and best
practices into account, such as an interagency report from the US National Institute of
Standards and Technology (NIST IR 8259A), the UK's Code of Practice for Consumer
loT (converted to ETSI EN 303 645), and the C2 document on |loT Device Security
Baseline Capabilities developed by the Council to Secure the Digital Economy (CSDE)



consortium. 1ISO 27402 sets an initial target for all loT device developers globally. By
adhering to these baseline requirements, stakeholders can contribute to creating secure
and privacy-respecting loT ecosystems, fostering trust and reliability in this dynamic and
expanding domain.

Mitigating security risks becomes paramount to instil confidence among users and
organisations. Resolving these cybersecurity challenges will enhance loT systems'
overall safety and integrity and pave the way for increased adoption. A comprehensive
and secure loT ecosystem will encourage businesses and consumers to leverage the full
potential of interconnected devices, unlocking new possibilities and use cases across
various industries.
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