
control Definition IS/TR/TS/AMD/COR Edition Subclause WG

abelian group group (G , *) such that a *b  = b *a  for every a  and b  in G ISO/IEC 10118-3:2018-10 3rd edition 3.4 WG2
abelian group group (G , *) such that a *b  = b *a  for every a  and b  in G ISO/IEC 11770-2:2018-12 3rd edition 3.4 WG2
abelian group group (S , *) such that a *b  = b *a  for every a  and b  in S ISO/IEC 15946-1:2016-07- 3rd edition 3.1 WG2
abelian group group (G , *) such that a  * b  = b  * a  for every a  and b  in G ISO/IEC 18370-2:2016-07- 1st edition 3.1 WG2
abelian group group (3.8) (G , +) such that a  + b  = b  + a  for every a  and b  in G

[SOURCE: ISO/IEC 15946‑1:2016, 3.1, modified]
ISO/IEC 19592-2:2017-10 1st edition 3.1 WG2

abelian group group (S , *) such that a *b = b *a  for every a  and b  in S
[SOURCE: ISO/IEC 15946‑1:2016, 3.1]

ISO/IEC 20009-4:2017-08 1st edition 3.1 WG2

absorbing phase input phase of a sponge function
[SOURCE: G. Bertoni, J. Daemen, M. Peeters, G. Van Assche. Sponge functions. Ecrypt Hash Workshop 2007, 
May 2007]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.1 WG2

ACBio instance report generated by a BPU compliant to this document to show the validity of the execution result of one or more 
subprocesses executed in the BPU

ISO/IEC 24761:2019-10 2nd edition 3.1 WG5

acceptance procedure procedure followed in order to accept newly created or modified configuration items (3.3) as part of the target of 
evaluation (TOE), or to move them to the next step of the life-cycle
Note 1 to entry: These procedures identify the roles or individuals responsible for the acceptance and the criteria to 
be applied in order to decide on the acceptance.
Note 2 to entry: There are several types of acceptance situations some of which can overlap:
a) acceptance of an item into the configuration management system for the first time, in particular as part of an 
integration process;
b) progression of configuration items to the next life-cycle phase at each stage of the construction of the TOE
EXAMPLE  1: Module, subsystem, quality control of the finished TOE;
c) subsequent to transport of configuration items
EXAMPLE  2: Parts of the TOE or preliminary products between different development (3.15) sites;
d) subsequent to the delivery (3.14) of the TOE to the consumer;
e) subsequent to the integration of the TOE

ISO/IEC 15408-3:2022-08 4th edition 3.1 WG3

acceptance statement formal management declaration to assume responsibility for risk ownership, risk treatment and residual risk ISO/IEC 29134:2023 2nd Editon 3.1 WG5
access capability functionality enabling personally identifiable information (PII) principals (3.27) to access their PII (3.25) and 

propose changes, correction, or deletion
ISO/IEC 27561:2024 1st Editon 3.1 WG5

access control means to ensure that access to assets is authorized and restricted based on business and security requirements ISO/IEC 27000:2018-02 5th edition 3.1 WG1
access control means to ensure that physical and logical access to assets (3.1.2) is authorized and restricted based on business and 

information security requirements
ISO/IEC 27002:2022-02 3rd edition 3.1.1 WG1

access control granting or denying an operation to be performed on a resource (3.14)
Note 1 to entry: A primary purpose of access control is to prevent unauthorized access to information or use of 
ICT resources based on the business and security requirements; that is, the application of authorization policies to 
particular access requests.
Note 2 to entry: When an authenticated subject (3.15) makes a request, the resource owner will authorize (or not) 
access in accordance with access policy and subject privileges.

ISO/IEC 29146:2024 2nd Editon 3.1 WG5

access control list
ACL

list of permissions to grant access to an object ISO/IEC 19790:2025-02 3rd edition 3.1 WG3

access management set of processes to manage access control (3.1) for a set of resources (3.14) ISO/IEC 29146:2024 2nd Editon 3.2 WG5
access point point at which the user may connect to the network or facility ISO/IEC 27099:2022-07 1st edition 3.1 WG4

SC 27 Committe Document 6: Glossary of IT Security Terminology

Terms and definitions appear in the SC 27 Standards (ISs/TRs/TSs/AMDs/CORs) of all WGs in alphabet order of terms
as of 2024-08-31 (Updated items since the previous version are marked in red)



access point
wireless access point

device or piece of equipment that allows wireless devices to connect to a wired network
Note 1 to entry: The connection uses a wireless local area network (WLAN) or related standard.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.1 WG4

access structure set of subsets of all share-holders (3.11), A ⊂  {S | S ⊂  {1,…,n}} , such that for all S, T ∈  A , S  is not a subset 
of T  and T  is not a subset of S and the shares (3.10) held by share-holders in S are sufficient to successfully 
reconstruct the message (3.4) using the message reconstruction algorithm (3.5)

ISO/IEC 19592-1:2016-11-
15

1st edition 3.1 WG2

access token trusted object encapsulating the authority for a subject (3.15) to access a resource (3.14)
Note 1 to entry: An access token is issued by the policy decision point (PDP) and consumed by the policy 
enforcement point (PEP) for the resource.
Note 2 to entry: An access token may contain access permission information for a subject to access the resource 
and identifying information for the authority of the authorization decision.
Note 3 to entry: An access token may contain information that enables its integrity to be validated.
Note 4 to entry: An access token may take a physical or a virtual form.

ISO/IEC 29146:2024 2nd Editon 3.3 WG5

accountability property that ensures that the actions of an entity can be traced uniquely to the entity
[ISO/IEC 7498-2:1989]

ISO/IEC 21827:2008-10-15 2nd edition 3.1 WG3

accreditation formal declaration by a designated approving authority that a system is approved to operate in a particular security 
mode using a prescribed set of safeguards
NOTE　This definition is generally accepted within the security community; within ISO the more generally used 
definition is: Procedure by which an authoritative body gives formal recognition that a body or person is 
competent to carry out specific tasks [ISO/IEC Guide 2].

ISO/IEC 21827:2008-10-15 2nd edition 3.2 WG3

accreditation third-party attestation related to a conformity assessment body conveying formal demonstration of its competence 
to carry out specific conformity assessment results
[SOURCE: ISO/IEC 17000:2004, definition 5.6]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.1 WG3

accreditation formal declaration by a designated approving authority that a system is approved to operate in a particular security 
mode using a prescribed set of safeguards
NOTE 1　The definition of the term "accreditation" adopted for this standard is from ISO/IEC 17000:2004, 
definition 5.6.
NOTE 2　Note 1 is not part of the definition from ISO/IEC 21827.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.2 WG3

accreditation administrative process whereby authority is granted for the operation of the cryptographic module in its full field 
including all its non-IT parts
Note 1 to entry: The results of the field testing (3.13) process may be an input to the accreditation process.

ISO/IEC TS 20540:2025-06 2nd edition 3.1 WG3

accreditation exponent secret number related to the verification exponent and used in the production of private keys ISO/IEC 9798-5:2009-12-15 3rd edition 2.1 WG2
accuracy closeness of the agreement between the result of a measurement and the true value of the measurand

Note 1 to entry: Accuracy is generally characterized by the overall uncertainty of a measured value.
[SOURCE: ITU-R TF.686-3:2013, Annex 1]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.1 WG2

acquirer anybody that procures a product or service from another party
Note 1 to entry: Procurement may or may not involve the exchange of monetary funds.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.1, modified — Original Note was removed, the word "acquires" was 
removed from the definition, and Note 1 to entry was added.]

ISO/IEC 27036-1:2021-09 2nd edition 3.1 WG4

acquisition process (3.7) for obtaining a product or service
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.2, modified — The word "system" was removed.]

ISO/IEC 27036-1:2021-09 2nd edition 3.2 WG4

acquisition process of creating a copy of data within a defined set
NOTE　The product of an acquisition is a potential digital evidence copy.

ISO/IEC 27037:2012-10-15 1st edition 3.1 WG4

acquisition process of creating a copy of data within a defined set
Note 1 to entry: The product of an acquisition is a potential digital evidence copy.
[SOURCE: ISO/IEC 27037:2012, 3.1]

ISO/IEC 27043:2015-03-01 1st edition 3.1 WG4

action documented activity of the evaluator (3.45) or developer (3.33)
Note 1 to entry: Evaluator actions and developer actions are required by ISO/IEC 15408-3.

ISO/IEC 15408-1:2022-08 4th edition 3.1 WG3

action evaluator or developer action element of ISO/IEC 15408-3
Note 1 to entry: These actions are either explicitly stated as evaluator actions or implicitly derived from developer 
actions (implied evaluator actions) within ISO/IEC 15408-3 assurance components.

ISO/IEC 15408-3:2022-08 4th edition 3.2 WG3



activation operation performed on a patch to transform the initial target of evaluation (TOE) (3.8) into the final TOE (3.4)
Note 1 to entry: Activation is an atomic operation which can only be done in one step (partial activation is not 
allowed).
Note 2 to entry: In addition to installing the modified functionality, this operation shall encompass a change in 
TOE identification.
Note 3 to entry: The TOE shall remain in a secure state even if interruption or incident occurs during such 

ISO/IEC TS 9569:2023 1st Editon 3.1 WG3

activation data data values, other than keys, which are required to operate cryptographic modules
Note 1 to entry: These data values should be protected.
EXAMPLE: A PIN, a pass phrase, a biometric or a manually held key share.

ISO/IEC 27099:2022-07 1st edition 3.2 WG4

active state of an entity in which the entity can obtain the shared secret key (3.24) ISO/IEC 11770-5:2020 2nd Editon 3.1 WG2
activity set of actions or tasks carried out by an actor during the application’s life cycle ISO/IEC 27034-5:2017-10 1st edition 3.1 WG4
activity set of cohesive tasks of a process

[SOURCE: ISO/IEC 12207:2008, 4.3]
ISO/IEC 27043:2015-03-01 1st edition 3.2 WG4

activity set of cohesive tasks of a process (3.38)
[SOURCE:ISO/IEC/IEEE 15288:2023, 3.3]

ISO/IEC 27561:2024 1st Editon 3.2 WG5

activity set of cohesive tasks of a process
[SOURCE: ISO/IEC/IEEE 15288:2015]

ISO/IEC TR 27550:2019-09 1st edition 3.1 WG5

activity set of actions or tasks carried out by an actor during the application’s lifecycle ISO/IEC TS 27034-5-1:2018- 1st edition 3.1 WG4
activity set of cohesive tasks (3.32) of a process (3.25)

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.3]
ISO/IEC TS 27570:2021-01 1st edition 3.1 WG5

actor person or process that performs an activity during an application's life cycle or initiates interaction with any 
process provided by or impacted on by an application

ISO/IEC 27034-1:2011-11-
15

1st edition 3.1 WG4

actor individual, or a digital proxy for an individual, who interacts with a system (3.41) that is processing personally 
identifiable information (3.25)

ISO/IEC 27561:2024 1st Editon 3.3 WG5

actor organization or individual that fulfils a role
[SOURCE:ISO 23234:2021, 3.4]

ISO/IEC 27562:2024-12 1st edition 3.1 WG5

Actual Level of Trust result of an audit process that provides supporting evidence that all Application Security Controls required by the 
application’s Targeted Level of Trust were correctly implemented and verified, and produced the expected results

ISO/IEC 27034-1:2011-11-
15

1st edition 3.2 WG4

adaptation parameter public key specific to the modulus and used in the definition of public keys in the GQ2 mechanisms ISO/IEC 9798-5:2009-12-15 3rd edition 2.2 WG2
additional authenticated 
data

data that is integrity-protected but not encrypted by the authenticated encryption mechanism (3.3) ISO/IEC 19772:2020 2nd Editon 3.1 WG2

adjudicator entity which arbitrates disputes between parties ISO/IEC 13888-1:2020-09 4th edition 3.1 WG2
administrator entity (3.36) that has a level of trust with respect to all policies implemented by the TOE security functionality 

(TSF) (3.92)
Note 1 to entry: Not all protection profiles (PPs) (3.68) or security targets (STs) assume the same level of trust for 
administrators. Typically, administrators are assumed to adhere at all times to the policies in the ST of the target of 
evaluation (TOE) (3.90). Some of these policies can be related to the functionality of the TOE, while others can be 
related to the operational environment (3.63).

ISO/IEC 15408-1:2022-08 4th edition 3.2 WG3

administrator guidance written material that is used by either the crypto officer (3.30) or any other administrative role (3.119) for the 
correct configuration, maintenance, and administration of the cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.2 WG3

administrator guidance written material that is used by the crypto officer or any other administrative role for the correct configuration, 
maintenance, and administration of the cryptographic module
[SOURCE:ISO/IEC 19790:2025, 3.2]

ISO/IEC TS 20540:2025-06 2nd edition 3.2 WG3

admissible changes description of all possible modifications of a message (3.12) attested with a redactable attestation scheme (3.16) 
that can be applied within the redaction process (3.23) without invalidating the resulting redacted attestation 
(3.18)
Note 1 to entry: The set of admissible changes is called non-trivial, if the admissible changes allow for at least one 
modification of the original message yielding a redacted message different from the original message.
Note 2 to entry: In the context of this document, the possible modifications of a message are limited to removal of 

ISO/IEC 23264-1:2021-03 1st edition 3.1 WG2

advanced side-channel 
analysis
ASCA

advanced exploitation of the instantaneous side-channels emitted by a cryptographic device that depends on the 
data it processes and on the operation it performs to retrieve secret parameters

ISO/IEC 17825:2024 2nd Editon 3.1 WG3



advanced side-channel 
analysis
ASCA

advanced exploitation of the fact that the instantaneous side-channels emitted by a cryptographic device depends 
on the data it processes and on the operation it performs to retrieve secret parameters
Note 1 to entry: Not to be confused with algebraic side-channel analysis (SCA).
Note 2 to entry: The adjective “advanced”, opposed to “simple”, qualifies side-channel analyses which require 
multiple side-channel measurements (see 6.2).
[SOURCE: ISO/IEC 17825:2016, 3.1, modified — Notes to entry have been added.]

ISO/IEC 20085-1:2019-10 1st edition 3.1 WG3

adversarial model capabilities an adversary (3.2) has when attempting to attack a cryptographic protocol (3.4) ISO/IEC 29128-1:2023 2nd Editon 3.1 WG3
adversary individual or unit that can, whether intentionally or not, exploit potential vulnerabilities

Note 1 to entry: Adversary, attacker, intruder, snooper, and other similar terms are often used interchangeably in 
the de-identification literature.

ISO/IEC 27559:2022 1st Editon 3.3 WG5

adversary party attempting to disrupt the secure operation of a cryptographic protocol (3.4), with abilities defined by the 
adversarial model (3.1)

ISO/IEC 29128-1:2023 2nd Editon 3.2 WG3

adversary structure set of subsets of all share-holders (3.11), D ⊂  {S | S ⊂  {1,…,n}} , such that for all S, T ∈  D , S  is not a subset 
of T  and T  is not a subset of S  and it is not possible to reconstruct the message (3.4) from the shares (3.10) held 
by share-holders in S

ISO/IEC 19592-1:2016-11-
15

1st edition 3.2 WG2

adversary
attacker

entity seeking to exploit potential vulnerabilities of a quantum key distribution system (3.28)
[SOURCE:ISO/IEC 19792:2009, 4.1.2, modified — “adversary” has been added as an admitted term; in the 
definition, “person” has been replaced by “entity”, and “biometric system” has been replaced by “quantum key 
distribution system”.]

ISO/IEC 23837-1:2023 1st Editon 3.1 WG3

adverse action action (3.1) performed by a threat agent (3.91) on an asset (3.4) ISO/IEC 15408-1:2022-08 4th edition 3.3 WG3
advisory document or message that provides vulnerability (3.1) information intended to reduce risk

Note 1 to entry: An advisory is meant to inform users or other stakeholders about a vulnerability including, if 
possible, how to identify and remediate vulnerable systems.

ISO/IEC 29147:2018-10 2nd edition 3.8 WG3

agency organization (3.13) providing a specific service for a city ISO/IEC TS 27570:2021-01 1st edition 3.2 WG5
aggregated data data representing a group of data principals (3.4), such as a collection of statistical properties of that group ISO/IEC 20889:2018-11 1st edition 3.1 WG5
aggregation process of generating a proxy data item for a group of data items that are linked together, producing a verifiable 

cryptographic link between each data item and the rest of the group
ISO/IEC 18014-3:2009-12-
15

2nd edition 3.1 WG2

agreement mutual acknowledgement of terms and conditions under which a working relationship is conducted
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.4]

ISO/IEC 27036-1:2021-09 2nd edition 3.3 WG4

agreement capability functionality that defines and documents the rules and options for the handling of personally identifiable 
information (3.25), consent documentation, as well as modifications to, and withdrawal of, consent

ISO/IEC 27561:2024 1st Editon 3.4 WG5

alert “instant” indication that an information system and network may be under attack, or in danger because of accident, 
failure or human error

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.1 WG4

algorithm clearly specified mathematical process for the computation of a set of rules that, if followed, will give a prescribed ISO/IEC 18031:2025-02 2nd edition 3.1 WG2
allocated space area on digital media, including primary memory, which is in use for the storage of data, including metadata ISO/IEC 27037:2012-10-15 1st edition 3.2 WG4
alternate site alternate operating location selected to be used by an organization when normal business operations cannot be 

carried out using the normal location after a disruption has occurred
ISO/IEC 27031:2011-03-01 1st edition 3.1 WG4

analysis evaluation of potential digital evidence (3.15) in order to assess its relevance to the investigation
Note 1 to entry: Potential digital evidence (3.15), which is determined as having relevance, becomes digital 
evidence (3.5).
Note 2 to entry: See also Figure 2.

ISO/IEC 27042:2015-06-15 1st edition 3.1 WG4

analysis process of evaluating potential digital evidence in order to assess its relevance to the investigation
Note 1 to entry: Potential digital evidence, which is determined to be relevant, becomes digital evidence.
[SOURCE: ISO/IEC 27042:—, 3.1]

ISO/IEC 27043:2015-03-01 1st edition 3.3 WG4

analysis tool test tool component with the ability to control the measurement process, read the recorded measurements, perform 
post-processing of the recorded measurements, and identify any valid attacks

ISO/IEC 20085-1:2019-10 1st edition 3.2 WG3

ancestor <object loaded in a Trusted Platform Module> Storage Key that needs to have been loaded prior to loading an 
object

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.1 WG3

ancestor key
ancestor key of an entity 
x

cryptographic key in a logical key hierarchy (3.17) that is assigned to a node on the direct path from the leaf node 
(3.16) corresponding to the individual key (3.11) for x and the root node (3.23)
Note 1 to entry: An ancestor key is either the shared secret key or a key encryption key.

ISO/IEC 11770-5:2020 2nd Editon 3.2 WG2



annualized loss 
expectancy
ALE

monetary loss (3.13) that can be expected for an asset due to a risk over a one year period
Note 1 to entry: ALE is defined as: ALE = SLE × ARO, where SLE is the Single Loss Expectancy and ARO is 
the Annualized Rate of Occurrence.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.1 WG1

anonymity characteristic of information that does not permit a personally identifiable information principal (3.9) to be 
identified directly or indirectly

ISO/IEC 29100:2024 2nd Editon 3.1 WG5

anonymity set set of identities that shares certain characteristics ISO/IEC 27551:2021 1st Editon 3.1 WG5
anonymity strength number derived from the probability that an unauthorised entity can correctly determine the true signer from a 

given signature
Note 1 to entry: An anonymity strength of n means that the probability that an unauthorised entity can correctly 
guess the true signer from a signature is 1/n .

ISO/IEC 20008-1:2013-12-
15

1st edition 2.2 WG2

anonymity strength number derived from the probability that an unauthorized entity can correctly determine the true signer from a 
given signature
NOTE　An anonymity strength of n  means that the probability that an unauthorized entity can correctly guess the 
true signer from a signature is 1/n .
[SOURCE: ISO/IEC 20008-1:—]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.1 WG2

anonymization process by which personally identifiable information (PII) is irreversibly altered in such a way that a PII principal 
can no longer be identified directly or indirectly, either by the PII controller alone or in collaboration with any 
other party

ISO/IEC 27038:2014-03-15 1st edition 3.1 WG4

anonymization process by which personally identifiable information (PII) (3.15) is irreversibly altered in such a way that a PII 
principal (3.17) can no longer be identified directly or indirectly, either by the PII controller (3.16) alone or in 
collaboration with any other party
[SOURCE:ISO/IEC 29100:2024, 3.2]

ISO/IEC 27562:2024-12 1st edition 3.2 WG5

anonymization process by which personally identifiable information (PII) (3.7) is irreversibly altered in such a way that a PII 
principal (3.9) can no longer be identified directly or indirectly, either by the PII controller alone or in 
collaboration with any other party

ISO/IEC 29100:2024 2nd Editon 3.2 WG5

anonymized data data that has been produced as the output of a personally identifiable information (3.7)anonymization (3.2) ISO/IEC 29100:2024 2nd Editon 3.3 WG5
anonymous digital 
signature

signature which can be verified using a group public key or multiple public keys, and which cannot be traced to 
the distinguishing identifier of its signer by any unauthorised entity including the signature verifier
Note 1 to entry: Anonymous digital signatures are also known as anonymous signatures or simply digital 

ISO/IEC 20008-1:2013-12-
15

1st edition 2.1 WG2

anonymous digital 
signature

signature which can be verified using a group public key or multiple public keys, and which cannot be traced to 
the distinguishing identifier of its signer by any unauthorized entity including the signature verifier
[SOURCE: ISO/IEC 20008-1:—]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.3 WG2

anonymous entity 
authentication

corroboration that an entity possesses certain attributes, without distinguishing this entity from other entities with 
the same attributes

ISO/IEC 20009-1:2013-08-
01

1st edition 2.2 WG2

anonymous entity 
authentication

corroboration that an entity possesses certain attributes (3.2), without distinguishing this entity from other entities 
with the same attributes
[SOURCE: ISO/IEC 20009-1:2013, 2.2]

ISO/IEC 20009-3:2022-02 1st edition 3.1 WG2

appendix string of bits formed by the signature and an optional text field ISO/IEC 14888-1:2008-04- 2nd edition 3.1 WG2
application IT solution, including application software, application data and procedures, designed to help an organization's 

users perform particular tasks or handle particular types of IT problems by automating a business process or 
function

ISO/IEC 27034-1:2011-11-
15

1st edition 3.3 WG4

application process whereby information to be used for identity (3.9) proofing of a subject (3.15) is provided ISO/IEC TS 29003:2018-03 1st edition 3.1 WG5
application environment set of all software and hardware consisting of an operating system and hardware platform required for an 

application, which will call a cryptographic module for services, to operate securely
Note 1 to entry: The application environment may be identical to the field (e.g. both the cryptographic module and 
application are executing in the same environment).

ISO/IEC TS 20540:2025-06 2nd edition 3.3 WG3

Application Normative 
Framework
ANF

set of normative elements relevant for a specific application project, selected from the Organization Normative 
Framework

ISO/IEC 27034-1:2011-11-
15

1st edition 3.5 WG4

application owner organizational role responsible for the management, utilization and protection of the application and its data
NOTE 1　The application owner makes all decisions pertaining to the application's security.
NOTE 2　The term “owner” is used throughout this part of ISO/IEC 27034 as a synonym for “application 

ISO/IEC 27034-1:2011-11-
15

1st edition 3.6 WG4



application programming 
interface
API

set of functions, protocols, parameters, and objects of different formats, used to create software that interfaces with 
the features or data of an external system or service
[SOURCE:ISO/IEC/IEEE 26531:2023, 3.1.1]

ISO/IEC 27562:2024-12 1st edition 3.3 WG5

application project endeavour with defined start and finish criteria undertaken to acquire an application in accordance with specified 
resources and requirements
[SOURCE: ISO/IEC 12207:2008, definition 4.29, modified – specialized for application scope.]
NOTE　For the purposes of ISO/IEC 27034, the start and finish criteria are such that the entire life cycle of the 
application is included in the application project.

ISO/IEC 27034-1:2011-11-
15

1st edition 3.7 WG4

application security audit
AS audit

systematic, independent and documented process for obtaining audit evidence from the verification of application 
security activities, and evaluating it objectively to determine the extent to which the audit criteria required by an 
application security authority are fulfilled

ISO/IEC 27034-3:2018-05 1st edition 3.1 WG4

application security data structure, which includes requirements, descriptions, graphical representations, and XML (3.7) schema ISO/IEC TS 24462:2024 1st Editon 3.15 WG3
Application Security 
Control
ASC

data structure containing a precise enumeration and description of a security activity and its associated verification 
measurement to be performed at a specific point in an application's life cycle

ISO/IEC 27034-1:2011-11-
15

1st edition 3.8 WG4

Application Security Life 
Cycle Reference Model

life cycle model used as a reference for the introduction of security activities into processes involved in application 
management, application provisioning and operation, infrastructure management and application audit

ISO/IEC 27034-1:2011-11-
15

1st edition 3.4 WG4

Application Security 
Management Process
ASMP

overall management process for security activities, actors, artefacts and audit for each application used by an 
organization

ISO/IEC 27034-1:2011-11-
15

1st edition 3.9 WG4

application security 
verification

process of reviewing and verifying security activity outcomes by performing the associated verification-
measurement activity
Note 1 to entry: For an organization, required ONF elements and security activities meet ONF specifications and 
are compliant with ONF management process.
Note 2 to entry: For an application, a security activity and its associated verification-measurement activity may be 
part of an ASC.

ISO/IEC 27034-3:2018-05 1st edition 3.2 WG4

application software software designed to help users perform particular tasks or handle particular types of problems, as distinct from 
software that controls the computer itself
[SOURCE: ISO/IEC/IEEE 24765:2010, definition 3.130-1]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.10 WG4

application-specific tool tool dedicated to the measurements and analyses required by ISO/IEC 20085 (all parts)
Note 1 to entry: Antonym of laboratory-assembled tool.

ISO/IEC 20085-1:2019-10 1st edition 3.3 WG3

approval authority any national or international organisation/authority mandated to approve and/or evaluate security functions
Note 1 to entry: An approval authority in the context of this definition evaluates and approves security functions 
based on their cryptographic or mathematical merits but is not the testing entity which would test for conformance 
to this document.
[SOURCE: ISO/IEC 19790:2012, 3.4]

ISO/IEC 18367:2016-12-15 1st edition 3.1 WG3

approval authority any national or international organization/authority mandated to approve and/or evaluate security functions
NOTE 1　An approval authority in the context of this definition evaluates and approves security functions based 
on their cryptographic or mathematical merits but is not the testing entity which would test for conformance to this 
International Standard and ISO/IEC 19790:2006.
[SOURCE: ISO/IEC 19790:2006, definition 3.1]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.4 WG3

approval authority
SACA approval 
authority

entity with the authority to decide that the assurance case and the extent of assurance it provides are satisfactory
NOTE 1　The approval authority may include multiple entities, e.g. individuals or organizations. These can 
include different entitles with different levels of approval and/or different areas of interest.
NOTE 2　Two-party situations; approval authority often rests with the acquirer. In regulatory situations, the 
approval authority may be a third party such as a governmental organization or its agent. In other situations, e.g. 
the purchase of off-the-shelf products developed by a single-party, the independence of the approval authority can 
be a relevant issue to the acquirer.
[SOURCE: Adapted from ISO/IEC 15026-1:2010, definition 2.3]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.3 WG3

approved data 
authentication technique

approved method providing assurance that the originator of the data is as claimed
Note 1 to entry: Approved data authentication techniques can include the use of an approved digital signature 
(3.43), approved message authentication code (3.82) or approved keyed hash. Approved data authentication 
techniques are specified in Annex C.

ISO/IEC 19790:2025-02 3rd edition 3.4 WG3



approved integrity 
technique

approved method of verifying whether or not data has been corrupted or modified
Note 1 to entry: Approved integrity techniques can be keyed, and can include an approved hash, a message 
authentication code (3.82) or a digital signature (3.43) algorithm.
Note 2 to entry: Approved integrity techniques are specified in Annex C.

ISO/IEC 19790:2025-02 3rd edition 3.5 WG3

approved mode of 
operation

set of services which includes non-security relevant services and at least one service that utilizes an approved 
security function or process
Note 1 to entry: Not to be confused with a specific mode of an approved security function, e.g. Cipher Block 
Chaining (CBC) mode.
Note 2 to entry: Non-approved security functions or processes are excluded.
[SOURCE: ISO/IEC 19790:2012, 3.7]

ISO/IEC 18367:2016-12-15 1st edition 3.2 WG3

approved process set of interrelated functions that includes at least one approved security function (3.8), and can include a non-
cryptographic function or non-approved security function (3.126) which are not security relevant to the process’s 
operation
Note 1 to entry: A banking transaction, a compression service that includes encryption, etc.

ISO/IEC 19790:2025-02 3rd edition 3.6 WG3

approved security security function (e.g. cryptographic algorithm) approved by an approval authority ISO/IEC 18367:2016-12-15 1st edition 3.3 WG3
approved security 
function

security function (3.126) that is permitted for use in an approved service (3.7)
Note 1 to entry: Approved security functions are referenced in Annex C, which references Annex D and Annex E.

ISO/IEC 19790:2025-02 3rd edition 3.8 WG3

approved service service (3.136) which includes at least one approved security function (3.8) or process, and can include non-
security relevant (3.91) functions or processes
Note 1 to entry: Any security relevant (3.128) but non-approved security functions or processes are excluded from 
approved services.

ISO/IEC 19790:2025-02 3rd edition 3.7 WG3

architecture fundamental organization of a system embodied in its components, their relationships to each other, and to the 
environment, and the principles guiding its design and evolution
[SOURCE: ISO/IEC 15288:2008, 4.5]

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.2 WG4

archive <organization> organization or part of an organization responsible for selection, acquisition, preservation (3.6.5), 
and availability of one or more archives (3.6.2)
[SOURCE:ISO 5127:2017, 3.2.3.01, modified — Notes to entry 1 to 4 have been omitted; term changed to 
singular from plural “archives”; domain <organization> has been added.]

ISO/IEC 27040:2024 2nd Editon 3.6.1 WG4

archive <holdings> materials, items, records (3.6.6) or documents created or received by a person, family or organization, 
public or private, in the conduct of their affairs and preserved because of the enduring value contained in them or 
as evidence of the functions and responsibilities of their creator, especially those materials maintained using the 
principles of provenance, original order and collective control
[SOURCE:ISO 5127:2017, 3.6.1.03, modified — "items, records or documents" have been included at the start of 
the definition; Note 1 to entry has been omitted; term changed to singular from plural “archives”; domain 
<holdings> has been added.]

ISO/IEC 27040:2024 2nd Editon 3.6.2 WG4

arithmetic circuit circuit (3.8) composed of basic arithmetic operations ISO/IEC 4922-1:2023 1st Editon 3.9 WG2
artefact signal source which is representative of a leaking device for use when conducting calibration (3.2)

Note 1 to entry: Its purpose is to generate information from sensitive data. It mimics the leakage from an actual 
cryptographic module when operated.

ISO/IEC 20085-2:2020-03 1st edition 3.1 WG3

artefact artificial object or representation presenting a copy of biometric characteristics or synthetic biometric patterns
[SOURCE:ISO/IEC 30107-1:2016, 3.1]

ISO/IEC 27553-1:2022 1st Editon 3.2 WG5

artefact artificial object or representation presenting a copy of biometric characteristics or synthetic biometric patterns
[SOURCE:ISO/IEC 30107-1:2023, 3.1]

ISO/IEC 27553-2:2025-07 1st edition 3.1.1 WG5

artificial intelligence
AI

discipline concerned with the building of computer systems that perform tasks requiring intelligence when 
performed by humans
[SOURCE:ISO/IEC 39794-16:2021, 3.6]

ISO/IEC 27562:2024-12 1st edition 3.4 WG5

assertion statement made by an entity without accompanying evidence of its validity
[ITU-T X.1252]
NOTE　The meaning of the terms claim and assertion are generally agreed to be somewhat similar but with 
slightly different meanings. For the purposes of this International Standard, an assertion is considered to be a 
stronger statement than a claim.

ISO/IEC 29115:2013-04-01 1st edition 3.1 WG5

assessment verification of a product, system or service against a standard using the corresponding assessment method to 
establish compliance and determine the assurance
NOTE　Adapted from ISO/IEC TR 15443-1:2005.

ISO/IEC 21827:2008-10-15 2nd edition 3.3 WG3



assessment verification of a product, system or service against a standard using the corresponding assessment method to 
establish compliance and determine the assurance
[SOURCE: ISO/IEC 21827, definition 3.3]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.5 WG3

assessment building block semantic building block (3.2) describing a type of information and communication technology assessment
Note 1 to entry: Information and communication technology assessment is the action of applying specific 
documented criteria to a specific software or hardware module, package or product for the purpose of determining 
acceptance or release of the software module, package or product.

ISO/IEC TS 24462:2024 1st Editon 3.3 WG3

assessment component 
building block

semantic building block (3.2) constituting an element of anassessment building block (3.3) that cannot be further 
fragmented

ISO/IEC TS 24462:2024 1st Editon 3.4 WG3

assessor person who leads and conducts a privacy impact assessment (3.7)
Note 1 to entry: The assessor may be supported by one or more other internal and/or external experts as part of 
their team.
Note 2 to entry: The assessor may be an expert internal or external to the organization.

ISO/IEC 29134:2023 2nd Editon 3.3 WG5

asset entity (3.36) that the owner of the target of evaluation (TOE) (3.90) presumably places value on ISO/IEC 15408-1:2022-08 4th edition 3.4 WG3
asset anything that has value to the organization

[ISO/IEC TR 13335-1:1996]
ISO/IEC 21827:2008-10-15 2nd edition 3.4 WG3

asset anything that has value to the organization
Note 1 to entry: In the context of information security, two kinds of assets can be distinguished:
— the primary assets:
— information;
— business processes (3.1.27) and activities;
— the supporting assets (on which the primary assets rely) of all types, for example:
— hardware;
— software;
— network;
— personnel (3.1.20);
— site;

ISO/IEC 27002:2022-02 3rd edition 3.1.2 WG1

asset anything that has value to an individual, an organization or a government
[SOURCE: ISO/IEC 27032:2012, 4.6]

ISO/IEC 27035-3:2020-09 1st edition 3.1 WG4

asset things that have value to anyone involved in the processing of personally identifiable information (PII)
Note 1 to entry: In the context of a privacy risk management process, an asset is either PII or a supporting asset.

ISO/IEC 29134:2023 2nd Editon 3.2 WG5

assignment specification of an identified parameter in a functional or assurance component ISO/IEC 15408-1:2022-08 4th edition 3.5 WG3
assistant signer entity that can help a principal signer to create anonymous signatures, but that cannot generate anonymous 

signatures unaided
ISO/IEC 20008-2:2013-11-
15
ISO/IEC 20008-2:2017-11

1st edition
(Corrected 
version)

3.1 WG2

assurance grounds for confidence that a target of evaluation (TOE) (3.90) meets the security functional requirements (SFRs) ISO/IEC 15408-1:2022-08 4th edition 3.6 WG3
assurance grounds for confidence that a target of evaluation meets the security functional requirements

[SOURCE:ISO/IEC 15408-1:2022, 3.6]
ISO/IEC 19792:2025-6 2nd edition 3.1.1 WG3

assurance grounds for confidence that a deliverable meets its security objectives
NOTE 1　Adapted from ISO/IEC 15408-1:2005.
NOTE 2　This definition is generally accepted within the security community; within ISO the more generally 
used definition is: Activity resulting in a statement giving confidence that a product, process or service fulfills 
specified requirements [ISO/IEC Guide 2].

ISO/IEC 21827:2008-10-15 2nd edition 3.5 WG3

assurance grounds for justified confidence that a claim has been or will be achieved
[SOURCE: ISO/IEC TR 15026-1:2010, definition 2.1]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.6 WG3

assurance <ISO/IEC 15408> grounds for justified confidence that a TOE meets the SFRs
[SOURCE: ISO/IEC 15408-1:2009, definition 3.1.4]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.7 WG3

assurance Argument set of structured assurance claims, supported by evidence and reasoning, that demonstrate clearly how assurance 
needs have been satisfied

ISO/IEC 21827:2008-10-15 2nd edition 3.6 WG3

assurance authority individual or organization responsible for specifying security assurance requirements for which assurance is to be 
obtained
NOTE 1　An assurance authority may be the same individual or organization as the approval authority in 

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.8 WG3



assurance capability functionality that ensures that any actor (3.3), domain (3.10), system (3.41), or system component has the 
functionality necessary to carry out their assigned roles in processing personally identifiable information (3.25)

ISO/IEC 27561:2024 1st Editon 3.5 WG5

assurance case representation of a claim or claims, and the support for these claims
NOTE 1　An assurance case is a reasoned, auditable artefact created to support the contention its claim or claims 
are satisfied. It contains the following and their relationships: 
— one or more claims about properties;
— arguments that logically link the evidence and any assumptions to the claim(s);
— a body of evidence and possibly assumptions supporting these arguments for the claim(s).
[SOURCE: ISO/IEC TR 15026-1, definition 2.2]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.9 WG3

assurance case structured set of claims, arguments and a corresponding body of evidence to demonstrate that a system satisfies 
specific claims with respect to its security properties

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.1 WG3

assurance Claim assertion or supporting assertion that a system meets a security need
NOTE　Claims address both direct threats (e.g. system data are protected from attacks by outsiders) and indirect 
threats (e.g. system code has minimal flaws).

ISO/IEC 21827:2008-10-15 2nd edition 3.7 WG3

assurance claim assertion or supporting assertion that a system meets a stated security need
NOTE 1　Claims address both direct threats (e.g. system data are protected from attacks by outsiders) and 
indirect threats (e.g. system code has minimal flaws).
NOTE 2　Compare with the definition of "claim" in definition 3.11.
[SOURCE: Adapted from ISO/IEC 21827, definition 3.7]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.10 WG3

assurance Evidence data on which a judgment or conclusion about an assurance claim may be based
NOTE　The evidence may consist of observation, test results, analysis results and appraisals.

ISO/IEC 21827:2008-10-15 2nd edition 3.8 WG3

assurance maintenance certification body (3.5) management of validation listing (e.g., additions, modifications or removal) following ISO/IEC TS 20540:2025-06 2nd edition 3.4 WG3
assurance package named set of security assurance requirements (3.76)

EXAMPLE:“EAL 3”.
ISO/IEC 15408-1:2022-08 4th edition 3.7 WG3

asymmetric algorithm
asymmetric technique

cryptographic algorithm (3.31) or technique that uses two related transformations: a public transformation 
(defined by the public key (3.113)) and a private transformation (defined by the private key (3.110))
Note 1 to entry: The two transformations have the property that, given the public transformation, it is 
computationally infeasible to derive the private transformation in a given limited time and with given 

ISO/IEC 19790:2025-02 3rd edition 3.9 WG3

asymmetric cipher system based on asymmetric cryptographic techniques whose public transformation is used for encryption and 
whose private transformation is used for decryption
[ISO/IEC 18033-1]
NOTE　See Clause 7.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.1 WG2

asymmetric cipher alternative term for asymmetric encryption system
[ISO/IEC 18033-1:2005]

ISO/IEC 29150:2011-12-15 1st edition 3.1 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations, a public transformation (defined by the public key) 
and a private transformation (defined by the private key)
NOTE　The two transformations have the property that, given the public transformation, it is computationally 
infeasible to derive the private transformation.

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.1 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations, a public transformation (defined by the public key 
(3.33)) and a private transformation (defined by the private key (3.32)), and has the property that given the public 
transformation, then it is computationally infeasible to derive the private transformation
Note 1 to entry: A system based on asymmetric cryptographic techniques can either be an encryption system, a 
signature system, a combined encryption and signature system, or a key agreement scheme. With asymmetric 
cryptographic techniques there are four elementary transformations: signature and verification for signature 
systems, encryption and decryption for encryption systems. The signature and the decryption transformations are 
kept private by the owning entity, whereas the corresponding verification and encryption transformations are 
published. There exist asymmetric cryptosystems (e.g. RSA) where the four elementary functions can be achieved 
by only two transformations: one private transformation suffices for both signing and decrypting messages, and 
one public transformation suffices for both verifying and encrypting messages. However, since this does not 
conform to the principle of key separation, throughout this document the four elementary transformations and the 

ISO/IEC 11770-3:2021-10 4th edition 3.1 WG2



asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations, a public transformation [defined by the public key 
(3.22)] and a private transformation [defined by the private key (3.21)]
Note 1 to entry: The two transformations have the property that, given the public transformation, it is 
computationally infeasible to derive the private transformation. Computational feasibility depends on the specific 
security requirements and environment.
[SOURCE: ISO/IEC 11770-1:2010, 2.1, modified — The last sentence in note 1 to entry has been added.]

ISO/IEC 18033-1:2021-09 3rd edition 3.1 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations, a public transformation (defined by the public key) 
and a private transformation (defined by the private key). The two transformations have the property that, given 
the public transformation, it is computationally infeasible to derive the private transformation.
[ISO/IEC 11770-1:1996]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.2 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations, a public transformation (defined by the public key) 
and a private transformation (defined by the private key)
[ISO/IEC 11770-1:2010]

ISO/IEC 29150:2011-12-15 1st edition 3.2 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related operations: a public operation defined by a public data item, and a 
private operation defined by a private data item
Note 1 to entry: The two operations have the property that, given the public operation, it is computationally 
infeasible to derive the private operation.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.3]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.1 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related transformations: a public transformation (defined by the public key) 
and a private transformation (defined by the private key)
NOTE　The two transformations have the property that, given the public transformation, it is computationally 
infeasible to derive the private transformation.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.1 WG2

asymmetric 
cryptographic technique

cryptographic technique that uses two related operations: a public operation defined by a public data item, and a 
private operation defined by a private data item (the two operations have the property that, given the public 
operation, it is computationally infeasible to derive the private operation)

ISO/IEC 9798-5:2009-12-15 3rd edition 2.3 WG2

asymmetric encryption 
system

system based on asymmetric cryptographic techniques (3.1) whose public transformation is used for encryption 
(3.9) and whose private transformation is used for decryption (3.6)

ISO/IEC 11770-3:2021-10 4th edition 3.2 WG2

asymmetric encryption 
system

system based on asymmetric cryptographic techniques whose public transformation is used for encryption and 
whose private transformation is used for decryption
[ISO/IEC 9798-1:2010]

ISO/IEC 29150:2011-12-15 1st edition 3.3 WG2

asymmetric encryption 
system

system based on asymmetric cryptographic techniques whose public operation is used for encryption and whose 
private operation is used for decryption

ISO/IEC 9798-1:2010-07-01 3rd edition 3.2 WG2

asymmetric encryption 
system

system based on asymmetric cryptographic techniques whose public operation is used for encryption and whose 
private operation is used for decryption

ISO/IEC 9798-5:2009-12-15 3rd edition 2.4 WG2

asymmetric encryption 
system
asymmetric cipher
asymmetric encipherment 
system

system based on asymmetric cryptographic techniques (3.1) whose public transformation is used for encryption 
(3.11) and whose private transformation is used for decryption (3.9)
Note 1 to entry: A method for key (3.17) pair generation is assumed.
[SOURCE: ISO/IEC 9798-1:2010, 3.2, modified — The admitted terms "asymmetric cipher" and "asymmetric 
encipherment system" and note 1 to entry have been added.]

ISO/IEC 18033-1:2021-09 3rd edition 3.2 WG2

asymmetric key pair pair of related keys where the private key defines the private transformation and the public key defines the public 
transformation
[ISO/IEC 11770-3:2008]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.2 WG2

asymmetric key pair pair of related keys (3.17) where the private key (3.32) defines the private transformation and the public key (3.33) 
defines the public transformation

ISO/IEC 11770-3:2021-10 4th edition 3.3 WG2

asymmetric key pair pair of related keys where the private key defines the private transformation and the public key defines the public 
transformation
[SOURCE: ISO/IEC 11770-3:2015, 3.3]

ISO/IEC 11770-7:2021-07 1st edition 3.1 WG2

asymmetric key pair pair of related keys where the private key (3.11) defines the private transformation and the public key (3.12) 
defines the public transformation
[SOURCE: ISO/IEC 9798-1:2010, 3.3]

ISO/IEC 18014-2:2021-09 3rd edition 3.10 WG2

asymmetric key pair pair of related keys, a public key and a private key, where the private key defines the private transformation and 
the public key defines the public transformation
[ISO/IEC 9798-1:1997]
NOTE　See Clauses 7, 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.3 WG2



asymmetric key pair pair of related keys where the private key defines the private transformation and the public key defines the public 
transformation
[ISO/IEC 9798-1:2010]

ISO/IEC 29150:2011-12-15 1st edition 3.4 WG2

asymmetric key pair pair of related keys where the private key defines the private transformation and the public key defines the public 
transformation

ISO/IEC 9798-1:2010-07-01 3rd edition 3.3 WG2

asymmetric pair two related data items where the private data item defines a private operation and the public data item defines a 
public operation
[SOURCE: ISO/IEC 9798-5:2009, definition 2.5]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.2 WG2

asymmetric pair two related data items where the private data item defines a private operation and the public data item defines a 
public operation

ISO/IEC 9798-5:2009-12-15 3rd edition 2.5 WG2

asymmetric signature 
system

system based on asymmetric cryptographic techniques whose private transformation is used for signing and whose 
public transformation is used for verification
[SOURCE: ISO/IEC 9798-1:2010, 3.4]

ISO/IEC 18014-2:2021-09 3rd edition 3.15 WG2

asymmetric signature 
system

system based on asymmetric cryptographic techniques whose private transformation is used for signing and whose 
public transformation is used for verification

ISO/IEC 9798-1:2010-07-01 3rd edition 3.4 WG2

asymmetric-key 
authenticated key 

process of establishing one or more shared secret keys between two entities using asymmetric-key techniques and 
neither of them can predetermine the values of the shared secret keys

ISO/IEC 11770-7:2021-07 1st edition 3.2 WG2

atomic performing a single function only
Note 1 to entry: A method (3.11) for recovery of all live files from a device can be atomic if it relies solely on the 
use of filesystem meta-data. A method for recovery of all deleted files is unlikely to be atomic as it will require sub-
methods which identify and extract particular file structures from the data on the storage device based on 
knowledge of file contents (e.g. .jpg, .png, .odt, XML, etc.).

ISO/IEC 27041:2015-06-15 1st edition 3.1 WG4

atomic transaction transaction which cannot be split into multiple smaller transactions ISO/IEC 9798-3:2019-01 3rd edition 3.1 WG2
attack algorithm that performs computations and that can request the encryption (3.11) and/or decryption (3.9) of 

adaptively chosen texts under a single secret key (3.25)/private key (3.21), with the purpose of recovering either 
the unknown plaintext (3.20) for a given ciphertext (3.7), which may be adaptively chosen but for which a request 
to decrypt the ciphertext is not issued, or a secret key/private key
Note 1 to entry: Attacks are discussed in detail in Annex C.

ISO/IEC 18033-1:2021-09 3rd edition 3.3 WG2

attack attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized use of an asset ISO/IEC 27000:2018-02 5th edition 3.2 WG1
attack successful or unsuccessful unauthorized attempt to destroy, alter, disable, gain access to an asset (3.1.2) or any 

attempt to expose, steal, or make unauthorized use of an asset (3.1.2)
ISO/IEC 27002:2022-02 3rd edition 3.1.3 WG1

attack attempts to destroy, expose, alter, or disable information systems and/or information within it or otherwise breach 
the security policy

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.1 WG4

attack cost ratio of the average workload of the attack (3.3) to an equivalent number of calls to the encryption algorithm 
(3.12) under attack multiplied by the success probability of the attack
Note 1 to entry: Using the notation defined in Clause 4, the attack cost is equal to the ratio W/P.
Note 2 to entry: Other attack cost metrics and properties, such as memory complexity, data complexity, the ability 
to be accelerated by specialized hardware or parallelizability may also be important in judging the impact of a 
cryptographic attack.

ISO/IEC 18033-1:2021-09 3rd edition 3.4 WG2

attack pattern abstracted approach utilized to attack software ISO/IEC TR 20004:2015-12- 2nd edition 2.2 WG3
attack potential measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE) (3.90)

Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise, resources, 
and motivation) and properties related to the vulnerability itself (e.g. window of opportunity, time to exposure).

ISO/IEC 15408-1:2022-08 4th edition 3.8 WG3

attack potential measure of the effort to be expended in attacking a TOE, expressed in terms of an attacker’s expertise, resources 
and motivation
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.5]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.3 WG3

attack presentation 
acquisition rate
APAR

proportion of attack presentations using the same PAI species (3.15) from which the data capture subsystem 
acquires a biometric sample of sufficient quality
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.5]

ISO/IEC 19989-3:2020-09 1st edition 3.1 WG3

attack presentation 
classification error rate
APCER

proportion of attack presentations using the same PAI species incorrectly classified as bona fide presentations in a 
specific scenario
[SOURCE: ISO/IEC 30107-3:2017, 3.2.1]

ISO/IEC 19989-1:2020-09 1st edition 3.1 WG3



attack presentation 
classification error rate
APCER

proportion of attack presentations using the same PAI species (3.15) incorrectly classified as bona fide 
presentations (3.5) in a specific scenario
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.1]

ISO/IEC 19989-3:2020-09 1st edition 3.2 WG3

attack presentation 
classification error rate
APCER

proportion of attack presentations using the same presentation attack instrument (PAI) species incorrectly 
classified as bona fide presentations in a specific scenario
Note 1 to entry: PAI means the biometric characteristic or object used in a presentation attack (3.17).
[SOURCE:ISO/IEC 30107-3:2017, 3.2.1, modified — Note 1 to entry has been added.]

ISO/IEC 27553-1:2022 1st Editon 3.1 WG5

attack presentation non-
response rate
APNRR

proportion of attack presentations using the same PAI species (3.15) that cause no response at the PAD subsystem 
or data capture subsystem
EXAMPLE:A fingerprint system may not register or react to the presentation of a PAI due to the PAI’s lack of 
realism.

ISO/IEC 19989-3:2020-09 1st edition 3.3 WG3

attack signature sequence of computing activities or alterations that are used to execute an attack and which are also used by an 
IDPS to discover that an attack has occurred and often is determined by the examination of network traffic or host 
logs

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.2 WG4

attack surface set of logical or physical interfaces to a target, consisting of points through which access to the target and its 
functions may be attempted
EXAMPLE  1:The casing of a payment terminal is a part of physical attack surface for that device.
EXAMPLE  2:The communications protocols available for connection to a network device are part of the logical 
attack surface for that network device.

ISO/IEC 15408-1:2022-08 4th edition 3.9 WG3

attack type element and characteristic of a presentation attack, including PAI species, concealer or impostor attack, degree of 
supervision, and method of interaction with the capture device
[SOURCE: ISO/IEC 30107-3:2017, 3.1.3]

ISO/IEC 19989-1:2020-09 1st edition 3.2 WG3

attack type element and characteristic of a presentation attack, including PAI species (3.15), concealer or impostor attack, 
degree of supervision, and method of interaction with the capture device
[SOURCE: ISO/IEC 30107-3: 2017, 3.1.3]

ISO/IEC 19989-3:2020-09 1st edition 3.4 WG3

attack vector path or means by which an attacker can gain access to a computer or network server in order to deliver a malicious 
outcome
EXAMPLE  1: IoT devices.
EXAMPLE  2: Smart phones.

ISO/IEC 27032:2023 2nd Editon 3.1 WG4

attacker person seeking to exploit potential vulnerabilities of a biometric system ISO/IEC 19792:2025-6 2nd edition 3.1.2 WG3
attacker person deliberately exploiting vulnerabilities in technical and non-technical security controls in order to steal or 

compromise information systems and networks, or to compromise availability to legitimate users of information 
system and network resources
[SOURCE:ISO/IEC 27033-1:2015, 3.3]

ISO/IEC 27032:2023 2nd Editon 3.2 WG4

attacker person deliberately exploiting vulnerabilities in technical and non-technical security controls in order to steal or 
compromise information systems and networks, or to compromise availability to legitimate users of information 
system and network resources

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.3 WG4

attenuation reduction in the intensity of a light beam relative to the distance travelled through a transmission medium ISO/IEC 23837-2:2023 1st Editon 3.1 WG3
attenuator device used to reduce the power level of a light beam ISO/IEC 23837-2:2023 1st Editon 3.2 WG3
attestation process used to allow an entity (3.49) outside the boundary of the cryptographic module (3.35) to securely verify 

the identity and other physical or logical characteristics of the cryptographic module using an attestation record 
(3.11)

ISO/IEC 19790:2025-02 3rd edition 3.10 WG3

attestation variant of public-key encryption that lets IDPS software programs and devices authenticate their identity to remote 
parties
Note 1 to entry: See remote attestation (2.23).

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.3 WG4

attestation key private attestation key
secret data item specific to an attestor (3.4) and usable only by this entity in the redactable attestation process 
(3.15)
Note 1 to entry: Except for the term “redactable attestation process” instead of “signature process”, this definition 

ISO/IEC 23264-1:2021-03 1st edition 3.2 WG2

attestation key
AK

particular type of trusted module (3.7) signing key that has a restriction on its use, in order to prevent forgery ISO/IEC 27070:2021-12 1st edition 3.1 WG4



attestation record record that is generated by and retrievable from a cryptographic module (3.35) that supports the attester service 
(3.12)
Note 1 to entry: The attestation record contains measurement details about software (3.140), firmware (3.58) or 
hardware (3.64) components within the cryptographic module. Measurements can include hash values or copies of 
software, firmware, or hardware components within the cryptographic module as well as configuration settings, 

ISO/IEC 19790:2025-02 3rd edition 3.11 WG3

attested message set of data items consisting of the redactable attestation (3.14), the admissible changes (3.1) and the fields (3.10) 
of the message (3.12) which are attested
Note 1 to entry: Depending on the instantiation, if not all admissible changes are part of the attested message, then 
at least those admissible changes that are relevant for the verification process can be reconstructed from the 
redactable attestation in combination with the fields of the message which are attested and the verification key.

ISO/IEC 23264-1:2021-03 1st edition 3.3 WG2

attester service service (3.136) that a cryptographic module (3.35) can support, which requires the module to support an identity 
and the generation of an attestation record (3.11)

ISO/IEC 19790:2025-02 3rd edition 3.12 WG3

attestor entity using its private attestation key (3.2) to perform the redactable attestation process (3.15), producing an 
attested message (3.3)

ISO/IEC 23264-1:2021-03 1st edition 3.4 WG2

attribute application-specific data element (3.9) ISO/IEC 18370-1:2016-11- 1st edition 3.1 WG2
attribute application-specific data element

[SOURCE: ISO/IEC 18370-1:2016, 3.1]
ISO/IEC 20009-3:2022-02 1st edition 3.2 WG2

attribute inherent characteristic
[SOURCE: ISO 9241 302:2008, 3.4.2]

ISO/IEC 20889:2018-11 1st edition 3.2 WG5

attribute characteristic or property of an entity (3.1.1)
EXAMPLE:
An entity type, address information, telephone number, a privilege, a MAC address, a domain name are possible 
attributes.

ISO/IEC 24760-1:2019-06 2nd edition 3.1.3 WG5

attribute characteristic or property used to describe and to control access to a resource (3.14)
Note 1 to entry: The rules for accessing a resource are defined in an access control (3.1) policy which specifies the 
attributes required for the granting of access by a subject (3.15) to a resource for a specific operation.
Note 2 to entry: Attributes can include subject attributes, resource attributes, environmental attributes and other 
attributes used to control access as specified in the access control policy.

ISO/IEC 29146:2024 2nd Editon 3.4 WG5

attribute Authority (AA) An entity trusted by one or more entities to create and sign attribute certificates. Note that a CA may also be an ISO/IEC TR 14516:2002-06- 1st edition 3.1 WG4
attribute provider authority trusted by one or more users and one or more relying parties to issue or verify attributes related to an ISO/IEC 27551:2021 1st Editon 3.2 WG5
audit systematic, independent and documented process (3.54) for obtaining audit evidence and evaluating it objectively 

to determine the extent to which the audit criteria are fulfilled
Note 1 to entry: An audit can be an internal audit (first party) or an external audit (second party or third party), 
and it can be a combined audit (combining two or more disciplines).
Note 2 to entry: An internal audit is conducted by the organization itself, or by an external party on its behalf.
Note 3 to entry: “Audit evidence” and “audit criteria” are defined in ISO 19011.

ISO/IEC 27000:2018-02 5th edition 3.3 WG1

audit systematic and documented process for obtaining evidence and evaluating it objectively to determine the extent to 
which measurement criteria have been fulfilled
[SOURCE: ISO 9000:2005, definition 3.9.1, modified – generalized.]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.11 WG4

audit control process (3.38) designed to provide reasonable assurance regarding the effectiveness and efficiency of operations 
and compliance with applicable policies, laws, and regulations

ISO/IEC 27561:2024 1st Editon 3.6 WG5

audit journal
audit log

chronological record of system activities which is sufficient to enable the reconstruction, review, and examination 
of the sequence of environments and activities surrounding or leading to each event in the path of a transaction 
from its inception to the output of the final results

ISO/IEC 27099:2022-07 1st edition 3.3 WG4

audit logging recording of data on information security events for the purpose of review and analysis, and ongoing monitoring ISO/IEC 27033-1:2015-08- 2nd edition 3.4 WG4
audit scope extent and boundaries of an audit (3.3)

[SOURCE: ISO 19011:2011, 3.14, modified — Note 1 to entry has been deleted.]
ISO/IEC 27000:2018-02 5th edition 3.4 WG1

audit tools automated tools to aid the analysis of the contents of audit logs ISO/IEC 27033-1:2015-08- 2nd edition 3.5 WG4



augmentation addition of one or more requirements to a package
Note 1 to entry: In case of a functional package (3.51), such an augmentation is considered only in the context of 
one package and is not considered in the context with other packages or protection profiles (PPs) (3.68) or security 
targets (STs) (3.82).
Note 2 to entry: In case of an assurance package (3.7), augmentation refers to one or more security assurance 
requirements (SARs) (3.76).

ISO/IEC 15408-1:2022-08 4th edition 3.10 WG3

augmented password-
authenticated key 
agreement

password-authenticated key agreement where entity A  uses a password-based weak secret and entity B  uses 
verification data derived from a one-way function of A 's weak secret to negotiate and authenticate one or more 
shared secret keys

ISO/IEC 11770-4:2017-07 2nd edition 3.1 WG2

authenticated encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.5) that cannot be altered 
by an unauthorized entity without detection, i.e. it provides data confidentiality, data integrity (3.6), and data 
origin authentication

ISO/IEC 19772:2020 2nd Editon 3.2 WG2

authenticated encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext that cannot be altered by an 
unauthorized entity without detection, i.e. provides data confidentiality, data integrity, and data origin 
authentication

ISO/IEC 20009-4:2017-08 1st edition 3.2 WG2

authenticated encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext that cannot be altered by an 
unauthorized entity without detection, i.e. it provides data confidentiality, data integrity, and optionally data origin 
authentication
[SOURCE: ISO/IEC 19772:2020, 3.2, modified — The definition was slightly modified to make the data origin 
authentication optional.]

ISO/IEC 29192-8:2022-09 1st edition 3.1 WG2

authenticated encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.2) that cannot be altered 
by an unauthorized entity without detection, i.e. it provides data confidentiality, data integrity, and data origin 
authentication

ISO/IEC 9798-2:2019-06 4th edition 3.1 WG2

authenticated encryption 
mechanism

cryptographic technique used to protect the confidentiality and guarantee the origin and integrity of data, and 
which consists of two component processes: an encryption (3.8) algorithm and a decryption (3.7) algorithm

ISO/IEC 19772:2020 2nd Editon 3.3 WG2

authenticated encryption 
mechanism

cryptographic technique used to protect the confidentiality, guarantee the integrity of data and optionally the data 
origin and which consists of two component processes: an encryption (3.6) algorithm and a decryption (3.5) 
algorithm
[SOURCE: ISO/IEC 19772:2020, 3.3, modified — The definition was slightly modified to make the data origin 

ISO/IEC 29192-8:2022-09 1st edition 3.2 WG2

authenticated identity identity information (3.2.4) for an entity (3.1.1) created to record the result of authentication (3.3.1)
Note 1 to entry: An authenticated identity typically contains information obtained in the authentication process, 
e.g. the level of assurance attained.
Note 2 to entry: The existence of an authenticated identity in a particular domain denotes that an entity has been 
recognized in that domain.
Note 3 to entry: An authenticated identity typically has a lifespan restricted by an authentication policy.

ISO/IEC 24760-1:2019-06 2nd edition 3.3.2 WG5

authentication provision of assurance that a claimed characteristic of an entity is correct
[SOURCE:ISO/IEC 27000:2018, 3.5]

ISO/IEC 19792:2025-6 2nd edition 3.1.3 WG3

authentication provision of assurance of the claimed identity of an entity
[SOURCE:ISO/IEC 10181-2:1996, 3.3]

ISO/IEC 23837-1:2023 1st Editon 3.2 WG3

authentication provision of assurance that a claimed characteristic of an entity is correct
[SOURCE:ISO/IEC 27000:2018, 3.5]

ISO/IEC 24392:2023 1st Editon 3.6 WG4

authentication provision of assurance in the identity (3.22) of an individual
[SOURCE: ISO/IEC 29115:2013, 3.2, modified — "entity" replaced by "individual".]

ISO/IEC 24745:2022-02 2nd edition 3.1 WG5

authentication formalized process of verification (3.2.2) that, if successful, results in an authenticated identity (3.3.2) for an entity 
(3.1.1)
Note 1 to entry: The authentication process involves tests by a verifier of one or more identity attributes provided 
by an entity to determine, with the required level of assurance, their correctness.
Note 2 to entry: Authentication typically involves the use of a policy to specify a required level of assurance for 

ISO/IEC 24760-1:2019-06 2nd edition 3.3.1 WG5

authentication provision of assurance that a claimed characteristic of an entity is correct ISO/IEC 27000:2018-02 5th edition 3.5 WG1
authentication provision of assurance that a claimed characteristic of an entity (3.1.11) is correct ISO/IEC 27002:2022-02 3rd edition 3.1.4 WG1



authentication provision of assurance that a claimed identity of an entity is correct
Note 1 to entry: It applies a) at registration, the act of evaluating an end entity’s (i.e. subscriber’s) identity and 
verifying that it is correct for issuing of a certificate (3.7); b) during use, the act of comparing electronically 
submitted identity and credentials.
EXAMPLE: User ID and password with stored values to prove identity.

ISO/IEC 27099:2022-07 1st edition 3.4 WG4

authentication provision of assurance in the identity of an entity
[SOURCE:ISO/IEC 29115:2013, 3.2]

ISO/IEC 27553-1:2022 1st Editon 3.3 WG5

authentication provision of assurance in the identity of an entity
[SOURCE:ISO/IEC 29115:2013, 3.2]

ISO/IEC 27553-2:2025-07 1st edition 3.2.1 WG5

authentication provision of assurance in the identity of an entity
[ISO/IEC 18014-2]

ISO/IEC 29115:2013-04-01 1st edition 3.2 WG5

authentication provision of assurance in the claimed identity of an entity
[SOURCE: ISO/IEC 18014-2]

ISO/IEC 29191:2012-12-15 1st edition 2.1 WG5

authentication agent component in a mobile device that performs authentication-related functions on the mobile device and interacts 
with the local biometric components

ISO/IEC 27553-1:2022 1st Editon 3.4 WG5

authentication agent component in a mobile device that performs authentication-related functions on the mobile device and interacts 
with the local biometric components
[SOURCE:ISO/IEC 27553-1:2022, 3.4]

ISO/IEC 27553-2:2025-07 1st edition 3.2.2 WG5

authentication credential credential (3.7) containing information that can be used to help authenticate the entity ISO/IEC 20009-4:2017-08 1st edition 3.3 WG2
authentication credential credential containing information that can be used to help authenticate the entity

[SOURCE:ISO/IEC 20009-4:2017, 3.3]
ISO/IEC 27553-1:2022 1st Editon 3.5 WG5

authentication credential credential containing information that can be used to help authenticate the entity
[SOURCE:ISO/IEC 20009-4:2017, 3.3]

ISO/IEC 27553-2:2025-07 1st edition 3.2.4 WG5

authentication data data entered into the cryptographic module (3.35) by the operator (3.98), used to authenticate the operator to the 
module
Note 1 to entry: Authentication data within the module are transient and are considered a temporary critical 
security parameter (3.29).
Note 2 to entry: During an authentication attempt, authentication data are submitted to the module as:
a) a data input by the operator (e.g. a password (3.102), personal identification number (3.103), cryptographic key 
(3.34) or equivalent); or
b) the result of a method/process involving operator related information (e.g. the signing of a challenge with a 

ISO/IEC 19790:2025-02 3rd edition 3.13 WG3

authentication factor piece of information and/or process used to authenticate or verify the identity of an entity
[ISO/IEC 19790]
NOTE　Authentication factors are divided into four categories:
— something an entity has (e.g., device signature, passport, hardware device containing a credential, private key);
— something an entity knows (e.g., password, PIN);
— something an entity is (e.g., biometric characteristic); or
— something an entity typically does (e.g., behaviour pattern).

ISO/IEC 29115:2013-04-01 1st edition 3.3 WG5

authentication path list of hash values that show that a specific node belongs to a Merkle tree (3.5) ISO/IEC 14888-4:2024 1st Editon 3.1 WG2
authentication protocol defined sequence of messages between an entity and a verifier that enables the verifier to perform authentication of 

an entity
ISO/IEC 29115:2013-04-01 1st edition 3.4 WG5

authentication service 
provider

entity that provides authentication services to a relying party (3.19) ISO/IEC 27553-1:2022 1st Editon 3.6 WG5

authentication service 
provider

entity that provides authentication services to a relying party (3.3.4)
[SOURCE:ISO/IEC 27553-1:2022, 3.6]

ISO/IEC 27553-2:2025-07 1st edition 3.2.5 WG5

authenticator data string that is sent to and verified by the other entity as part of the mechanism ISO/IEC 20009-4:2017-08 1st edition 3.4 WG2
authenticity property that ensures that the identity of a subject or resource is the one claimed

NOTE 1　Authenticity applies to entities such as users, processes, systems and information.
NOTE 2　Adapted from ISO/IEC TR 13335-1:1996.

ISO/IEC 21827:2008-10-15 2nd edition 3.9 WG3

authenticity property that an entity is what it claims to be ISO/IEC 27000:2018-02 5th edition 3.6 WG1
authenticity property that an entity (3.1.11) is what it claims to be ISO/IEC 27002:2022-02 3rd edition 3.1.5 WG1



authoritative evidence evidence that holds identifying attribute(s) (3.8) that are managed by an authoritative party (3.3)
Note 1 to entry: This is one type of evidence of identity.
Note 2 to entry: Authoritative evidence for a particular identifying attribute can be only corroborative evidence for 
another.

ISO/IEC TS 29003:2018-03 1st edition 3.2 WG5

authoritative party entity that has the recognized right to create or record, and has responsibility to directly manage, an identifying 
attribute (3.8)
Note 1 to entry: Jurisdiction(s) and/or industry communities sometimes nominate a party as authoritative. It is 
possible that such a party is subject to legal controls.

ISO/IEC TS 29003:2018-03 1st edition 3.3 WG5

authoritative source repository which is recognized as being an accurate and up-to-date source of information ISO/IEC 29115:2013-04-01 1st edition 3.5 WG5
authorized when an operator (3.98) has authority to assume a specific role (3.119) and perform a corresponding set of ISO/IEC 19790:2025-02 3rd edition 3.14 WG3
authorized user entity (3.36) who may, in accordance with the security functional requirements (SFRs) (3.78), perform an 

operation on the target of evaluation (TOE) (3.90)
ISO/IEC 15408-1:2022-08 4th edition 3.11 WG3

authPolicy digest value produced by an execution of policy commands and used for access authorization ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.3 WG3

authValue octet string containing a value that is used for access authorization
Note 1 to entry: The value is used as a password or to derive a key for an Hash Message Authentication Code 
calculation.

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.2 WG3

automated without manual (3.81) intervention or input (e.g. electronic means such as through a computer network) ISO/IEC 19790:2025-02 3rd edition 3.3 WG3
automated decision process of making a decision by automated means without any human involvement ISO/IEC 27562:2024-12 1st edition 3.5 WG5
automated prover tool used for evaluating the security properties (3.9) of a cryptographic protocol model (3.5) ISO/IEC 29128-1:2023 2nd Editon 3.3 WG3
auxiliary data
AD

subject-dependent data that are part of a renewable biometric reference (3.34) and may be required to reconstruct 
pseudonymous identifiers (3.29) during verification, or for verification in general
Note 1 to entry: If auxiliary data are part of a renewable biometric reference, it is not necessarily stored in the same 
place as the corresponding pseudonymous identifiers.
Note 2 to entry: Auxiliary data may contain data elements for diversification (3.19).
Note 3 to entry: Auxiliary data are not the element for comparison during biometric reference verification.
Note 4 to entry: Auxiliary data are generated by the biometric system (3.13) during enrolment.
EXAMPLE: Secret number combined with biometric data using, for example, a helper data approach, fuzzy 
commitment scheme or fuzzy vault. See Table C.1 for concrete examples of pseudonymous identifier (PI) (3.29) 

ISO/IEC 24745:2022-02 2nd edition 3.2 WG5

availability property of being accessible and useable upon demand by an authorized entity
[ISO/IEC 7498-2:1989]

ISO/IEC 21827:2008-10-15 2nd edition 3.10 WG3

availability property of being accessible and usable on demand by an authorized entity
[SOURCE:ISO/IEC 27000:2018, 3.7]

ISO/IEC 24392:2023 1st Editon 3.5 WG4

availability property of being accessible and usable on demand by an authorized entity ISO/IEC 27000:2018-02 5th edition 3.7 WG1
availability property of being accessible and usable on demand by an authorized entity

[SOURCE:ISO/IEC 27000:2018, 3.7]
ISO/IEC 27071:2023 1st Editon 3.3.1 WG4

availability property of being accessible and usable upon demand by an authorized entity
[SOURCE:ISO/IEC 27000:2018, 3.7]

ISO/IEC 27561:2024 1st Editon 3.7 WG5

availability property of being accessible and usable upon demand by an authorized entity
[SOURCE: ISO/IEC/IEEE 27000:2018]

ISO/IEC TR 27550:2019-09 1st edition 3.2 WG5

availability property of being accessible and usable upon demand by an authorized entity
[SOURCE: ISO/IEC 27000:2018, 3.7]

ISO/IEC TS 27570:2021-01 1st edition 3.3 WG5

back-flash pulse of one or more photons emitted from a single-photon detector
Note 1 to entry: This phenomenon is also known as “backflash light” or “breakdown flash”.
Note 2 to entry: This phenomenon is due to radiative charge recombination, and is observed in devices such as 
avalanche photodiodes where large populations of electron-hole pairs are created.

ISO/IEC 23837-2:2023 1st Editon 3.3 WG3

backward secrecy assurance that previous random bit generator (RBG) (3.40) output values cannot be determined with practical 
computational effort from knowledge of current or subsequent (future) output values

ISO/IEC 18031:2025-02 2nd edition 3.2 WG2

backward secrecy assurance that previous RBG output values cannot be determined from knowledge of current or subsequent output 
values

ISO/IEC 20543:2019-11 1st edition 3.1 WG3

backward secrecy with 
interval T

security condition in which an entity joining a set of entities at time t = t0 cannot obtain any secret keys 
established between these entities at any time prior to t0 – T

ISO/IEC 11770-5:2020 2nd Editon 3.3 WG2



balanced binary tree ordered tree in which each node has exactly two other nodes that are directly subordinate ISO/IEC 14888-4:2024 1st Editon 3.2 WG2
balanced binary tree binary tree (3.2) which is a balanced tree (3.1) ISO/IEC 23264-2:2024-08 1st edition 3.3 WG2
balanced password-
authenticated key 
agreement

password-authenticated key agreement where two entities A  and B  use a shared common password-based weak 
secret to negotiate and authenticate one or more shared secret keys

ISO/IEC 11770-4:2017-07 2nd edition 3.2 WG2

balanced tree
height-balanced tree

tree (3.13) in which the heights of the immediate subtrees of each node differ at most by one
[SOURCE:ISO/IEC 2382:2015, 2121638, modified — notes to entry have been removed.]

ISO/IEC 23264-2:2024-08 1st edition 3.1 WG2

base component independent entity (3.36) in a multi-component product that provides services and resources to one or more 
dependent component(s) (3.31)
Note 1 to entry: This applies in particular to ‘composed TOEs’ (3.21) and ‘composite products / composite TOEs’ 

ISO/IEC 15408-1:2022-08 4th edition 3.12 WG3

base measure measure (3.42) defined in terms of an attribute and the method for quantifying it
Note 1 to entry: A base measure is functionally independent of other measures.
[SOURCE: ISO/IEC/IEEE 15939:2017, 3.3, modified — Note 2 to entry has been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.8 WG1

base PP-Module PP-Module (3.71) specified in a different PP-Module, as part of that PP-Module’s PP-Module Base (3.72), used 
as a basis to build a PP-Configuration (3.69)
Note 1 to entry: Specifying a base PP-Module in a PP-Module implicitly includes the base PP-Module’s PP-
Module Base.

ISO/IEC 15408-1:2022-08 4th edition 3.14 WG3

base Protection Profile
base PP

Protection Profile (3.68) specified in a PP-Module (3.71), as part of that PP-Module’s PP-Module Base (3.72), 
used as a basis to build a PP-Configuration (3.69)

ISO/IEC 15408-1:2022-08 4th edition 3.13 WG3

base station
wireless base station

equipment that provides the connection between mobile or cellular phones and the core communication network ISO/IEC 27033-6:2016-06-
01

1st edition 3.2 WG4

base target of evaluation
base TOE

base component (3.12) which is itself the subject of an evaluation
Note 1 to entry: This applies in particular to 'composed TOEs' (3.21) and 'composite products/composite TOEs' 

ISO/IEC 15408-1:2022-08 4th edition 3.15 WG3

baseline specification or product that has been formally reviewed and agreed upon, that thereafter serves as the basis for 
further development, and that can be changed only through formal change control procedures
[IEEE-Std. 610]

ISO/IEC 21827:2008-10-15 2nd edition 3.11 WG3

bastion host specific host with hardened operation system that is used to intercept packets entering or leaving a network and the 
system that any outsider must normally connect with to access a service or a system that lies within an 
organization’s firewall

ISO/IEC 27033-4:2014-03-
01

1st edition 3.1 WG4

batch measurement measurement that includes signals related to repeated execution of one cryptographic operation with a single or 
with different inputs
Note 1 to entry: See Figure A.1.

ISO/IEC 20085-1:2019-10 1st edition 3.4 WG3

batch rekeying with 
interval T

rekeying method in which the shared secret key (3.24) and, optionally, key encryption keys (3.15) are updated at 
every time interval T (see Clause 4)

ISO/IEC 11770-5:2020 2nd Editon 3.4 WG2

beam splitter
BS

device which can split an incident light beam at a designed ratio into two or more separate beams ISO/IEC 23837-2:2023 1st Editon 3.4 WG3

big-endian method of storage of multi-byte numbers with the most significant bytes at the lowest memory addresses
[ISO/IEC 10118-1:2000]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.1 WG2

big-endian method of storage of multi-byte numbers with the most significant bytes at the lowest memory addresses
[ISO/IEC 18033-4:2011]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.1 WG2

binary tree ordered tree in which each node has at most two other nodes that are directly subordinate
[SOURCE:ISO/IEC-2382:2015, 2121636, modified — notes to entry have been removed.]

ISO/IEC 14888-4:2024 1st Editon 3.3 WG2

binary tree ordered tree (3.13) in which each node has at most two other nodes that are directly subordinate
[SOURCE:ISO/IEC 2382:2015, 2121636, modified — notes to entry have been removed.]

ISO/IEC 23264-2:2024-08 1st edition 3.2 WG2

binding-property property providing assurance for binding between the messages of a communicating entity ISO/IEC 20009-2:2013-12- 1st edition 3.1 WG2
biometric measurable, physical characteristic or personal behavioural trait used to recognize the identity, or verify the 

claimed identity, of an operator (3.98)
ISO/IEC 19790:2025-02 3rd edition 3.15 WG3



biometric of or having to do with biometrics
Note 1 to entry: The use of biometric as a noun, to mean for example, biometric characteristic (3.2.1), is 
deprecated.
EXAMPLE  1:Incorrect usage #1: ICAO resolved that face is the biometric most suited to the practicalities of 
travel documents.
EXAMPLE  2:Correct usage #1: ICAO resolved that face recognition is the biometric mode most suited to the 
practicalities of travel documents.
EXAMPLE  3:Incorrect usage #2: The biometric recorded in my passport is a facial image.
EXAMPLE  4:Correct usage #2: The biometric characteristic recorded in my passport is a facial image.
Note 2 to entry: Since the late 19th century the terms biometrics and biometry have been used with the general 
meaning of counting, measuring and statistical analysis of any kind of data in the biological sciences including the 

ISO/IEC 19792:2025-6 2nd edition 3.1.4 WG3

biometric authentication authentication (3.1) where biometric verification (3.16) or biometric identification (3.8) is applied and the identity 
(3.22) is linked to the biometric reference (3.11)

ISO/IEC 24745:2022-02 2nd edition 3.3 WG5

biometric capability class class of configurations for how the biometric enrolment/verification can be divided into single or multiple BPU 
roles
Note 1 to entry: There are four biometric capability classes defined in this document:
— all-in-one (biometric capability) class;
— sensor-and-comparator (biometric capability) class;
— storage-and-others (biometric capability) class; and
— sensor-only (biometric capability) class.

ISO/IEC 24761:2019-10 2nd edition 3.2 WG5

biometric characteristic biological and behavioural characteristic of an individual from which distinguishing, repeatable biometric features 
(3.2.4) can be extracted for the purpose of biometric recognition
EXAMPLE:Examples of biometric characteristics are Galton ridge structure, face topography, facial skin texture, 
hand topography, finger topography, iris structure, vein structure of the hand, ridge structure of the palm, retinal 
pattern, handwritten signature dynamics, etc.
[SOURCE:ISO/IEC 2382-37:2022, 37.01.02]

ISO/IEC 19792:2025-6 2nd edition 3.2.1 WG3

biometric characteristic biological and behavioural characteristic of an individual from which distinguishing, repeatable biometric features 
(3.7) can be extracted for the purpose of biometric recognition
[SOURCE: ISO/IEC 2382-37:2017, 3.1.2, modified — The EXAMPLE was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.4 WG5

biometric data biometric sample or aggregation of biometric samples at any stage of processing
EXAMPLE:Biometric reference (3.2.5), biometric probe, biometric feature (3.2.4) or biometric property.
Note 1 to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background 
Models.

ISO/IEC 19792:2025-6 2nd edition 3.2.2 WG3

biometric data biometric sample (3.12) or aggregation of biometric samples at any stage of processing, e.g. biometric reference 
(3.11), biometric probe, biometric feature (3.7) or biometric property
Note 1 to entry: As defined in ISO/IEC 2382-37:2017, 3.3.15, biometric property is a descriptive attribute of the 
biometric data (3.5) subject estimated or derived from the biometric sample (3.12) by automated means.
[SOURCE: ISO/IEC 2382-37:2017, 3.3.6, modified — Note 1 to entry was removed and replaced by a new Note 

ISO/IEC 24745:2022-02 2nd edition 3.5 WG5

biometric data biometric sample or aggregation of biometric samples at any stage of processing
EXAMPLE: Biometric reference, biometric probe, biometric feature or biometric property.
Note 1 to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background 
Models.

ISO/IEC 27553-1:2022 1st Editon 3.7 WG5

biometric data biometric sample or aggregation of biometric samples at any stage of processing
EXAMPLE:Biometric reference, biometric probe, biometric feature or biometric property
Note 1 to entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background 
Models.

ISO/IEC 27553-2:2025-07 1st edition 3.1.2 WG5

biometric data controller person or organization which, alone or jointly with others, determines the purposes, means and goals of the 
processing of biometric data
[SOURCE:ISO/IEC 2382-37:2022, 37.07.26]

ISO/IEC 27553-2:2025-07 1st edition 3.1.12 WG5



biometric data subject individual whose individualized biometric data is within the biometric system
Note 1 to entry: The intent of the word “individualized” is to distinguish biometric data subjects from those whose 
aggregated data was used in the creation of the biometric recognition algorithm. Examples of individuals 
contributing biometric data who are not biometric data subjects include those who contributed to a Universal 
Background Model in speaker recognition systems, or who contributed to the creation of an eigenface basis set in a 
facial recognition system.

ISO/IEC 19792:2025-6 2nd edition 3.2.3 WG3

biometric data subject individual whose individualized biometric data is within the biometric system
Note 1 to entry: The intent of the word “individualized” is to distinguish biometric data subjects from those whose 
aggregated data was used in the creation of the biometric recognition algorithm. Examples of individuals 
contributing biometric data who are not biometric data subjects include those who contributed to a Universal 
Background Model in speaker recognition systems, or who contributed to the creation of an eigenface basis set in a 
facial recognition system.

ISO/IEC 27553-2:2025-07 1st edition 3.1.10 WG5

biometric data subject
subject

individual whose individualized biometric data (3.5) is within the biometric system (3.13)
[SOURCE: ISO/IEC 2382-37:2017, 3.7.5, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.6 WG5

biometric enrolment
enrolment

act of creating and storing a biometric enrolment data record in accordance with an enrolment policy
Note 1 to entry: Registration has a different meaning in the signal processing community and its use is therefore 
deprecated in biometrics in favour of enrolment.
Note 2 to entry: Enrolment in a biometric system can in some cases not involve storage.
[SOURCE:ISO/IEC 2382-37:2022, 37.05.03]

ISO/IEC 19792:2025-6 2nd edition 3.3.1 WG3

biometric feature numbers or labels extracted from biometric samples (3.2.6) and used for comparison
Note 1 to entry: The set of numbers or labels are the output of a completed biometric feature extraction.
Note 2 to entry: The use of this term should be consistent with its use by the pattern recognition and mathematics 
communities.
Note 3 to entry: A biometric feature set can also be considered a processed biometric sample.
Note 4 to entry: Biometric features may be extracted from an intermediate biometric sample.
Note 5 to entry: Filters applied to biometric samples are not themselves biometric features. However, the output of 
the filter applied to the biometric samples can be. Therefore, eigenfaces are not biometric features, for example.
[SOURCE:ISO/IEC 2382-37:2022, 37.03.11]

ISO/IEC 19792:2025-6 2nd edition 3.2.4 WG3

biometric feature numbers or labels extracted from biometric samples (3.12) and used for comparison
[SOURCE: ISO/IEC 2382-37:2017, 3.3.11, modified — Notes 1 to 5 to entry were removed.]

ISO/IEC 24745:2022-02 2nd edition 3.7 WG5

biometric hardware 
security module

Hardware security module incorporating biometric sensor(s) and biometric recognition to authenticate the user.
NOTE – In case of a comparison of biometric hardware security modules, they come traditionally in the form of a 
smart card but recently also in the form of a universal serial bus (USB) type security token which can be attached 
directly to general purpose computers.

ISO/IEC 17922:2017-09 1st edition 3.1.1 WG5

biometric identification process of searching against a biometric enrolment database to find and return the biometric reference identifier(s) 
attributable to a single individual
Note 1 to entry: Use of the term “authentication” as a substitute for biometric identification is deprecated.
[SOURCE:ISO/IEC 2382-37:2022, 37.08.02]

ISO/IEC 19792:2025-6 2nd edition 3.3.2 WG3

biometric identification process of searching against a biometric enrolment database to find and return the biometric reference 
(3.11)identifier(s) (3.21) attributable to a single individual
[SOURCE: ISO/IEC 2382-37:2017, 3.8.2, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.8 WG5

biometric information information conveyed or represented by biometric data (3.5)
Note 1 to entry: Biometric data include for instance data derived or transformed from biometric data which are 
handled in connection with biometric data within a biometric system (3.13).

ISO/IEC 24745:2022-02 2nd edition 3.9 WG5

biometric information information conveyed or represented by biometric data (3.7)
Note 1 to entry: Biometric data include for instance data derived or transformed from biometric data which are 
handled in connection with biometric data within a biometric system.
[SOURCE:ISO/IEC 24745:2022, 3.9]

ISO/IEC 27553-1:2022 1st Editon 3.8 WG5

biometric model stored function generated from biometric data (3.5)
EXAMPLE: Examples of biometric models could be a Hidden Markov Model, Gaussian Mixture Model or an 
Artificial Neural Network.
[SOURCE: ISO/IEC 2382-37:2017, 3.3.13, modified — Notes 1 to 3 to entry were removed.]

ISO/IEC 24745:2022-02 2nd edition 3.10 WG5



biometric presentation 
attack
attack presentation

presentation to the biometric data capture subsystem with the goal of interfering with the operation of the 
biometric system
Note 1 to entry: Biometric presentation attacks can be implemented through a number of methods, e.g. artefact, 
mutilations, replay, etc.
Note 2 to entry: Biometric presentation attacks can have a number of goals, e.g. impersonation or not being 
recognized.
Note 3 to entry: Biometric systems can be unable to differentiate between presentations with the goal of interfering 
with the systems’ operation and non-conformant presentations.

ISO/IEC 27553-2:2025-07 1st edition 3.1.7 WG5

biometric probe biometric sample (3.12) or biometric feature set input to an algorithm for comparison to a biometric reference(s)
[SOURCE:ISO/IEC 2382-37:2022, 37.03.14, modified — Notes to entry have been removed.]

ISO/IEC 27553-1:2022 1st Editon 3.9 WG5

biometric processing unit 
certificate
BPU certificate

X.509 certificate that is issued to a BPU by a certification authority ISO/IEC 24761:2019-10 2nd edition 3.4 WG5

biometric processing unit 
certification authority
BPU certification 

X.509 certification authority which issues BPU certificates ISO/IEC 24761:2019-10 2nd edition 3.5 WG5

biometric processing unit 
function report
BPU function report

report on the function of the BPU generated by the manufacturer of the BPU ISO/IEC 24761:2019-10 2nd edition 3.6 WG5

biometric processing unit 
IO Index
BPU IO Index

integer number uniquely assigned to each biometric data stream between BPUs by the subject which utilizes the 
function of the BPU (e.g. a software) and used by the validator to reconstruct the data flow among BPUs

ISO/IEC 24761:2019-10 2nd edition 3.7 WG5

biometric processing unit 
report
BPU report

report on a BPU, which consists of a BPU function report and a BPU security report ISO/IEC 24761:2019-10 2nd edition 3.8 WG5

biometric processing unit 
security report
BPU security report

report on the security of a BPU, which contains an assurance information of the security of the BPU
Note 1 to entry: The assurance information on PAD mechanism, if present in the BPU report, shall be included in 
the BPU security report.

ISO/IEC 24761:2019-10 2nd edition 3.9 WG5

biometric processing unit
BPU

trusted implementation of a collection of biometric subprocesses implemented in a single physical unit
Note 1 to entry: A BPU commonly comprises biometric subprocesses that are sequential in the process flow for a 
biometric verification.
Note 2 to entry: Application/service requirements typically require BPU subprocesses to meet a uniform level of 
security assurance. In ACBio, assurance is achieved through a BPU evaluation process that is authenticated by 
means of an X.509 certificate embedded in an ACBio instance.

ISO/IEC 24761:2019-10 2nd edition 3.3 WG5

biometric processing unit
BPU

trusted implementation of a collection of biometric subprocesses implemented in a single physical unit
Note 1 to entry: A BPU commonly comprises biometric subprocesses that are sequential in the process flow for a 
biometric verification.
Note 2 to entry: Application/service requirements typically require BPU subprocesses to meet a uniform level of 
security assurance. In ACBio, assurance is achieved through a BPU evaluation process that is authenticated by 
means of an X.509 certificate embedded in an ACBio instance.
[SOURCE:ISO/IEC 24761:2019, 3.3]

ISO/IEC 27553-1:2022 1st Editon 3.10 WG5

biometric processing unit
BPU

trusted implementation of a collection of biometric subprocesses implemented in a single physical unit
Note 1 to entry: A BPU commonly comprises biometric subprocesses that are sequential in the process flow for a 
biometric verification.
Note 2 to entry: Application/service requirements typically require BPU subprocesses to meet a uniform level of 
security assurance. In ACBio, assurance is achieved through a BPU evaluation process that is authenticated by 
means of an X.509 certificate embedded in an ACBio instance.
[SOURCE:ISO/IEC 24761:2019, 3.3]

ISO/IEC 27553-2:2025-07 1st edition 3.1.4 WG5



biometric recognition
biometrics

automated recognition of individuals based on their biological and behavioural characteristics
Note 1 to entry: In the field of biometrics (as defined in this document), “Individual” is restricted in scope to refer 
only to humans.
Note 2 to entry: The general meaning of biometrics encompasses counting, measuring and statistical analysis of 
any kind of data in the biological sciences including the relevant medical sciences.
Note 3 to entry: Biometric recognition encompasses biometric verification and biometric identification.
Note 4 to entry: Automated recognition implies that a machine-based system is used for the recognition either for 
the full process or assisted by a human being.
Note 5 to entry: Behavioural and biological characteristics cannot be completely separated which is why the 
definition uses "and" instead of "and/or". For example, a fingerprint image results from the biological 
characteristics of the finger ridge patterns and the behavioural act of presenting the finger.
Note 6 to entry: Use of "authentication" as a synonym for “biometric verification or biometric identification” is 
deprecated; the term biometric recognition is preferred.

ISO/IEC 19792:2025-6 2nd edition 3.1.5 WG3

biometric reference One or more stored biometric samples, biometric templates or biometric modelsattributed to a biometric data 
subject and used as the object of biometric comparison.
[ISO/IEC 2382-37]

ISO/IEC 17922:2017-09 1st edition 3.2.1 a) WG5

biometric reference one or more stored biometric samples (3.2.6), biometric templates or biometric models attributed to a biometric 
data subject and used as the object of biometric comparison
EXAMPLE:Face image stored digitally on a passport; fingerprint minutiae template on a National ID card or 
Gaussian Mixture Model for speaker recognition, in a database.
Note 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data, such as 
Universal Background Models.
Note 2 to entry: The subject/object labelling in a comparison can be arbitrary. In some comparisons a biometric 
reference can potentially be used as the subject of the comparison with other biometric references or incoming 
biometric samples and input to a biometric algorithm for comparison. For example, in a duplicate enrolment check 
a biometric reference will be used as the subject for comparison against all other biometric references in the 

ISO/IEC 19792:2025-6 2nd edition 3.2.5 WG3

biometric reference one or more stored biometric samples, biometric templates or biometric models attributed to a biometric data 
subject and used as the object of biometric comparison
EXAMPLE:Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or 
Gaussian Mixture Model for speaker recognition, in a database.
Note 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data, such as 
Universal Background Models.
Note 2 to entry: The subject/object labelling in a comparisonmight be arbitrary. In some comparisons, a biometric 
reference might be used as the subject of the comparison with other biometric references or incoming samples and 
input to an algorithm for biometric comparison. For example, in a duplicate enrolment check a biometric reference 
will be used as the subject for comparison against all other biometric references in the database.
Note 3 to entry: A term "biometric reference template" is also used to mean biometric reference partly in this 
document. See NOTE at the beginning of Clause 3.

ISO/IEC 24761:2019-10 2nd edition 3.10 WG5

biometric reference 
template certificate
BRT certificate

certificate that is issued to a biometric reference by a BRT certification organization and enables the validator to 
determine the authenticity of the biometric reference

ISO/IEC 24761:2019-10 2nd edition 3.11 WG5

biometric reference 
template certification 
organization
BRT certification 
organization

organization which issues BRT certificates ISO/IEC 24761:2019-10 2nd edition 3.12 WG5



biometric reference
BR

one or more stored biometric samples (3.12), biometric templates (3.14) or biometric models (3.10) attributed to a 
biometric data subject (3.6) and used as the object of biometric comparison
EXAMPLE: Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or 
Gaussian Mixture Model for speaker recognition, in a database.
Note 1 to entry: A biometric reference that can be renewed is referred to as a renewable biometric reference (3.34).
Note 2 to entry: BR can be used as a factor in multi-factor authentication, that is, something a person is.
[SOURCE: ISO/IEC 2382-37:2017, 3.3.16, modified — Notes 1 and 2 to entry were removed and replaced by 
new Notes 1 and 2 to entry.]

ISO/IEC 24745:2022-02 2nd edition 3.11 WG5

biometric reference
BR

one or more stored biometric samples, biometric templates or biometric models attributed to a biometric data 
subject (3.1.10) and used as the object of biometric comparison
EXAMPLE:Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or 
Gaussian Mixture Model for speaker recognition, in a database.
Note 1 to entry: A biometric reference that can be renewed is referred to as a renewable biometric reference.
Note 2 to entry: BR can be used as a factor in multi-factor authentication, that is, something a person is.
[SOURCE:ISO/IEC 24745:2022, 3.11]

ISO/IEC 27553-2:2025-07 1st edition 3.1.11 WG5

biometric sample Analogue or digital representation of biometric characteristics prior to biometricfeature extraction.
[ISO/IEC 2382-37]

ISO/IEC 17922:2017-09 1st edition 3.2.1 b) WG5

biometric sample analogue or digital representation of biometric characteristics (3.2.1) prior to biometric feature extraction
EXAMPLE:A record containing the image of a finger is a biometric sample.
[SOURCE:ISO/IEC 2382-37:2022, 37.03.21]

ISO/IEC 19792:2025-6 2nd edition 3.2.6 WG3

biometric sample biometric sample
analog or digital representation of biometric characteristics (3.4) prior to biometric feature (3.7) extraction
[SOURCE: ISO/IEC 2382-37:2017, 3.3.21, modified — The EXAMPLE was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.12 WG5

biometric sample analogue or digital representation of biometric characteristics prior to biometric feature extraction
EXAMPLE: A record containing the image of a finger is a biometric sample.
[SOURCE:ISO/IEC 2382-37:2022, 37.03.21]

ISO/IEC 27553-1:2022 1st Editon 3.12 WG5

biometric subprocess
subprocess

part of an overall biometric enrolment or verification process performing a specific function
Note 1 to entry: Biometric subprocess functions is one of the following: data capture, intermediate signal 
processing, final signal processing, storage, comparison, and decision.

ISO/IEC 24761:2019-10 2nd edition 3.13 WG5

biometric system system for the purpose of the biometric recognition of individuals based on their behavioural and biological 
characteristics
[SOURCE: ISO/IEC 2382-37:2017, 3.2.3, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.13 WG5

biometric template set of stored biometric features (3.7) comparable directly to probe biometric features
[SOURCE: ISO/IEC 2382-37:2017, 3.3.22, modified — The EXAMPLE and Notes 1 and 2 to entry were 

ISO/IEC 24745:2022-02 2nd edition 3.14 WG5

biometric template 
protection

protection of biometric references (3.11) under various requirements for secrecy, irreversibility (3.26), and 
renewability (3.33) during storage and transfer
Note 1 to entry: A biometric template protection scheme is one example of biometric information (3.9) protection 
scheme.

ISO/IEC 24745:2022-02 2nd edition 3.15 WG5

biometric verification process of confirming a biometric claim through comparison
Note 1 to entry: The term “verification”, in the above definition refers to verifying biometrics.
Note 2 to entry: Use of the term “authentication” as a substitute for biometric verification is deprecated.
[SOURCE:ISO/IEC 2382-37:2022, 37.08.03]

ISO/IEC 19792:2025-6 2nd edition 3.3.3 WG3

biometric verification process of confirming a biometric claim (3.17) through biometric comparison
[SOURCE: ISO/IEC 2382-37:2017, 3.8.3, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.16 WG5

biometrics automated recognition of individuals based on their biological and behavioural characteristics
[SOURCE:ISO/IEC 2382-37:2022, 37.01.03, modified — Notes to entry have been removed.]

ISO/IEC 27553-1:2022 1st Editon 3.11 WG5

biometrics automated recognition of individuals based on their biological and behavioural characteristics
[SOURCE:ISO/IEC 2382-37:2022, 37.01.03, modified — notes to entry have been removed]

ISO/IEC 27553-2:2025-07 1st edition 3.1.3 WG5

bit one of the two symbols `0' or `1'
NOTE　See Clause 5.2.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.4 WG2

Bit ordering Bit ordering in this part of ISO/IEC 10118 is as described in clause 3 of ISO/IEC 10118-1. ISO/IEC 10118-4:1998-12- 1st edition 3.3.1 WG2
bit stream continuous output of bits from a device or mechanism ISO/IEC 18031:2025-02 2nd edition 3.3 WG2
bit stream continuous output of bits from a device or mechanism

[SOURCE: ISO/IEC 18031:2011, 3.4]
ISO/IEC 20543:2019-11 1st edition 3.2 WG3



bit string sequence of bits
NOTE　See Clause 5.2.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.5 WG2

bitrate part of the internal state of a sponge function of length r bits
[SOURCE: G. Bertoni, J. Daemen, M. Peeters, G. Van Assche. Sponge functions. Ecrypt Hash Workshop 2007, 
May 2007]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.2 WG2

bitstream series of instructions parsed by a field programmable gate array (FPGA) on start-up to configure its internal logic
Note 1 to entry: Bitstream is considered a highly customized form of executable code.

ISO/IEC 19790:2025-02 3rd edition 3.16 WG3

bit-string finite sequence of ones and zeroes ISO/IEC 18031:2025-02 2nd edition 3.4 WG2
black box idealized mechanism that accepts inputs and produces outputs, but is designed such that an observer cannot see 

inside the box or determine exactly what is happening inside that box
Note 1 to entry: This term can be contrasted with glass box (3.12).
[SOURCE: ISO/IEC 18031:2011, 3.6]

ISO/IEC 18367:2016-12-15 1st edition 3.4 WG3

black box idealized mechanism that accepts inputs and produces outputs, but is designed such that an observer cannot see 
inside the box or determine exactly what is happening inside that box
Note 1 to entry: This term can be contrasted with glass box (3.13).
[SOURCE: ISO/IEC 18031:2011, 3.6]

ISO/IEC 20543:2019-11 1st edition 3.3 WG3

black box testing examining a process by using it to process known inputs and comparing the results against predicted outputs 
which reflect the requirements for the process

ISO/IEC 27041:2015-06-15 1st edition 3.2 WG4

black start start-up of an electric power system from a total or partial blackout through internal or external energy resources ISO/IEC 27019:2024 2nd edition 3.1.2 WG1
blackout widespread electrical power outage ISO/IEC 27019:2024 2nd edition 3.1.1 WG1
blended attack attack that seeks to maximize the severity of damage and speed of contagion by combining multiple attack vectors ISO/IEC 27032:2023 2nd Editon 3.3 WG4
blind signature (digital) signature resulting from a blind signature process (3.3)

Note 1 to entry: The term “blind digital signature” may also be used because a blind signature is a special type of 
digital signature.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.2 WG2

blind signature process signature process (3.37) which allows a requestor (3.25) to obtain a signature (3.34) from a signer (3.45) over data 
of the requestor’s choice in such a way that both that data and the resulting signature are not made available to the 
signer (3.45)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.3 WG2

blind signature process 
with partial disclosure

blind signature process (3.3) in which the signer (3.45) and the requestor (3.25) first agree on some information 
that will be attached to the blind signature (3.2)
Note 1 to entry: Such a process is sometimes referred to as a "partially blind signature process."

ISO/IEC 18370-1:2016-11-
15

1st edition 3.4 WG2

blind signature process 
with selective disclosure

blind signature process (3.3) that allows a requestor (3.25) to receive a blind signature (3.2) on a message (3.17) 
not known to the signer (3.45) but which conforms to specific rules

ISO/IEC 18370-1:2016-11-
15

1st edition 3.5 WG2

blind signature with 
partial disclosure

signature (3.34) resulting from a blind signature process with partial disclosure (3.4)
Note 1 to entry: Such a signature is sometimes referred to as a "partially blind signature".

ISO/IEC 18370-1:2016-11-
15

1st edition 3.6 WG2

blind signature with 
selective disclosure

signature (3.34) resulting from a blind signature process with selective disclosure (3.5) ISO/IEC 18370-1:2016-11-
15

1st edition 3.7 WG2

blinded affirmation principle of identity management (3.4.1) of not providing identity information (3.2.4) for an entity (3.1.1) to a 
third party except a statement that the entity is known in a domain (3.2.3)
Note 1 to entry: Blinded affirmation provides a strong level of protection for the privacy of a principal (3.1.7).
Note 2 to entry: Blinded affirmation can be realized with an ephemeral identifier (3.6.4) or pseudonym.

ISO/IEC 24760-1:2019-06 2nd edition 3.6.5 WG5

block string of bits of defined length ISO/IEC 10118-2:2010-10- 3rd edition 3.1 WG2
block bit string of length L1, i.e., the length of the first input to the round-function ISO/IEC 10118-3:2018-10 3rd edition 3.1 WG2
block a string of bits of length L φ , which shall be an integer multiple of 16 (see also clause 6.1)

EXAMPLE　The length of the output H j  of the round-function.

ISO/IEC 10118-4:1998-12-
15

1st edition 3.2.1 WG2

block bit string of length L1, i.e., the length of the first input to the round-function ISO/IEC 11770-2:2018-12 3rd edition 3.1 WG2
block string of bits of a defined length ISO/IEC 18033-1:2021-09 3rd edition 3.5 WG2
block string of bits of a defined length

[ISO/IEC 18033-1]
NOTE　In this part of ISO/IEC 18033, a block will be restricted to be an octet string (interpreted in a natural way 
as a bit string).

ISO/IEC 18033-2:2006-05-
01

1st edition 3.6 WG2



block string of bits of defined length
NOTE　In this part of ISO/IEC 18033, the block length is either 64 or 128 bits.
[ISO/IEC 18033-1:2005]

ISO/IEC 18033-3:2010-12-
15

2nd edition 2.1 WG2

block string of bits of a defined length
[SOURCE: ISO/IEC 18033-1:2021 3.5]

ISO/IEC 18033-7:2022-04 1st edition 3.1 WG2

block unit in which data is stored (3.2.17) and retrieved on storage devices (3.2.14) and storage media (3.2.16) ISO/IEC 27040:2024 2nd Editon 3.2.1 WG4
block string of bits of a defined length ISO/IEC 29150:2011-12-15 1st edition 3.5 WG2
block string of bits of defined length

[SOURCE: ISO/IEC 18033-1:2015, 2.8]
ISO/IEC 29192-2:2019-11 2nd edition 3.1 WG2

block bit string of length n ISO/IEC 9797-1:2011-03-01 2nd edition 3.1 WG2
block bit-string of length L1, i.e. the length of the first input to the round-function

[SOURCE: ISO/IEC 10118‑3:2018, 3.1]
ISO/IEC 9797-2:2021-06 3rd edition 3.1 WG2

block cipher symmetric encipherment system with the property that the encryption algorithm operates on a block of plaintext, 
i.e. a string of bits of a defined length, to yield a block of ciphertext

ISO/IEC 10116:2017-07 4th edition 3.1 WG2

block cipher symmetric encryption system with the property that the encryption algorithm (3.1) operates on a 
block of plaintext to yield a block of ciphertext
Note 1 to entry: The block ciphers standardized in ISO/IEC 18033-3 have the property that plaintext 
and ciphertext blocks are of the same length.
[SOURCE:ISO/IEC 18033-1:2021, 3.6]

ISO/IEC 18031:2025-02 2nd edition 3.5 WG2

block cipher symmetric encryption system (3.29) with the property that the encryption algorithm (3.12) operates on a block 
(3.5) of plaintext (3.20) to yield a block of ciphertext (3.7)
Note 1 to entry: The block ciphers standardized in ISO/IEC 18033-3 have the property that plaintext and 
ciphertext blocks are of the same length.

ISO/IEC 18033-1:2021-09 3rd edition 3.6 WG2

block cipher symmetric cipher with the property that the encryption algorithm operates on a block of plain-text, i.e., a string of 
bits of a defined length, to yield a block of cipher text
[ISO/IEC 18033-1]
NOTE　See Clause 6.4.
NOTE　In this part of ISO/IEC 18033, plaintext/cipher text blocks will be restricted to be octet strings 
(interpreted in a natural way as bit strings).

ISO/IEC 18033-2:2006-05-
01

1st edition 3.7 WG2

block cipher symmetric encipherment system with the property that the encryption algorithm operates on a block of plaintext, 
i.e. a string of bits of a defined length, to yield a block of ciphertext
[ISO/IEC 18033-1:2005]

ISO/IEC 18033-3:2010-12-
15

2nd edition 2.2 WG2

block cipher symmetric encryption system (3.15) with the property that the encryption (3.8) algorithm operates on a block of 
plaintext (3.13), i.e. a string of bits of a defined length, to yield a block of ciphertext (3.5)
[SOURCE:ISO/IEC 18033-1:2015, 2.9]

ISO/IEC 19772:2020 2nd Editon 3.4 WG2

block cipher symmetric encryption system with the property that encryption operates on a block of plaintext, i.e. a string of bits 
of a defined length, to yield a block of ciphertext, and decryption operates on the ciphertext to yield the original 
plaintext

ISO/IEC 29150:2011-12-15 1st edition 3.6 WG2

block cipher symmetric encipherment system with the property that the encryption algorithm operates on a block (3.1) of 
plaintext (3.6), i.e. a string of bits of a defined length, to yield a block of ciphertext (3.3)
[SOURCE: ISO/IEC 18033-1:2015, 2.9]

ISO/IEC 29192-2:2019-11 2nd edition 3.2 WG2

block cipher key key that controls the operation of a block cipher
[SOURCE: ISO/IEC 9797-1:2011, 3.2]

ISO/IEC 29192-6:2019-09 1st edition 3.1 WG2

block cipher key key that controls the operation of a block cipher ISO/IEC 9797-1:2011-03-01 2nd edition 3.2 WG2
Bluetooth wireless technology standard for exchanging data over short distances

Note 1 to entry: “Bluetooth” is a trademark owned by the Bluetooth SIG.
ISO/IEC 27033-6:2016-06-
01

1st edition 3.3 WG4

bona fide presentation interaction of the biometric capture subject and the biometric data capture subsystem in the fashion intended by 
the policy of the biometric system
Note 1 to entry: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.
Note 2 to entry: Bona fide presentations can include those in which the user has a low level of training or skill. 
Bona fide presentations encompass the totality of good-faith presentations to a biometric data capture subsystem.
[SOURCE: ISO/IEC 30107-3:2017, 3.1.2]

ISO/IEC 19989-1:2020-09 1st edition 3.3 WG3



bona fide presentation interaction of the biometric capture subject and the biometric data capture subsystem in the fashion intended by 
the policy of the biometric system
Note 1 to entry: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.
Note 2 to entry: Bona fide presentations can include those in which the user has a low level of training or skill. 
Bona fide presentations encompass the totality of good-faith presentations to a biometric data capture subsystem.
Note 3 to entry: The concept “in the fashion intended by the policy of the biometric system” for bona fide is 
included in the concept “in accordance with the policy of the intended use of the biometric system” used in this 
document

ISO/IEC 19989-2:2020-09 1st edition 3.1 WG3

bona fide presentation interaction of the biometric capture subject and the biometric data capture subsystem in the fashion intended by 
the policy of the biometric system
Note 1 to entry: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.
Note 2 to entry: Bona fide presentations can include those in which the user has a low level of training or skill. 
Bona fide presentations encompass the totality of good-faith presentations to a biometric data capture subsystem.
[SOURCE: ISO/IEC 30107-3: 2017, 3.1.2]

ISO/IEC 19989-3:2020-09 1st edition 3.5 WG3

bona fide presentation 
classification error rate
BPCER

proportion of bona fide presentations incorrectly classified as presentation attacks in a specific scenario
[SOURCE: ISO/IEC 30107-3:2017, 3.2.2]

ISO/IEC 19989-1:2020-09 1st edition 3.4 WG3

bona fide presentation 
classification error rate
BPCER

proportion of bona fide presentations incorrectly classified as presentation attacks in a specific scenario
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.2]

ISO/IEC 19989-2:2020-09 1st edition 3.2 WG3

bona fide presentation 
classification error rate
BPCER

proportion of bona fide presentations (3.5) incorrectly classified as presentation attacks in a specific scenario
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.2]

ISO/IEC 19989-3:2020-09 1st edition 3.6 WG3

bona fide presentation 
non-response rate
BPNRR

proportion of bona fide presentations (3.5) that cause no response at the PAD subsystem or data capture subsystem
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.4]

ISO/IEC 19989-3:2020-09 1st edition 3.7 WG3

boolean circuit circuit (3.8) composed of basic Boolean operations ISO/IEC 4922-1:2023 1st Editon 3.10 WG2
bot automated software program used to carry out specific tasks

Note 1 to entry: This word is often used to describe programs, usually run on a server, that automate tasks such as 
forwarding or sorting e-mail.
Note 2 to entry: A bot is also described as a program that operates as an agent for a user or another program or 
simulates a human activity. On the Internet, the most ubiquitous bots are the programs, also called spiders or 
crawlers, which access websites and gather their content for search engine indexes.

ISO/IEC 27032:2023 2nd Editon 3.4 WG4

botnet collection of remotely controlled malicious bots that run autonomously or automatically on compromised 
computers
EXAMPLE: Distributed denial-of-service (DDoS) nodes, where the botnet controller can direct the user’s 

ISO/IEC 27032:2023 2nd Editon 3.5 WG4

bound authValue of the Object is not included in the Hash Message Authentication Code authorization for the 
authorization session

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.4 WG3

BPU role combination of biometric functionalities provided by a BPU whose combination of functionalities is specified in 
this document
Note 1 to entry: A BPU role can be referenced by a name that describes the biometric functionality provided by 
the BPU: all BPU role, sensor BPU role, comparator-with-storage BPU role, comparator BPU role, and storage 

ISO/IEC 24761:2019-10 2nd edition 3.14 WG5

bridge network equipment that transparently connects a local area network (LAN) at OSI layer 2 to another LAN that 
uses the same protocol

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.4 WG4

broadcast method of communication by which information originating from a sender (3.11) is distributed to a group of 
receivers (3.9)

ISO/IEC 29192-7:2019-08 1st edition 3.1 WG2

brute-force attack attack on a cryptosystem that employs an exhaustive search of a set of keys, passwords or other data ISO/IEC 11770-4:2017-07 2nd edition 3.3 WG2
business continuity 
management
BCM

holistic management process that identifies potential threats to an organization and the impacts to business 
operations whose threats, if realized, might cause, and which provides a framework for building organizational 
resilience with the capability for an effective response that safeguards the interests of its key stakeholders, 
reputation, brand and value-creating activities

ISO/IEC 27031:2011-03-01 1st edition 3.2 WG4



business continuity plan
BCP

documented procedures that guide organizations to respond, recover, resume, and restore to a pre-defined level of 
operation following disruption
NOTE　Typically this covers resources, services and activities required to ensure the continuity of critical 
business functions.

ISO/IEC 27031:2011-03-01 1st edition 3.3 WG4

business impact analysis
BIA

process of analysing operational functions and the effect that a disruption might have upon them ISO/IEC 27031:2011-03-01 1st edition 3.4 WG4

CA certificate public key certificate whose subject is a CA (3.17) and whose associated private key can be used to sign 
certificates or other CA related information
EXAMPLE:CA related information includes revocation information, such as OCSP responses or CRLs.

ISO/IEC 27099:2022-07 1st edition 3.5 WG4

calibration process of setting threshold to adequate values, such that the border between pass and fail can be reproduced 
identically between different non-invasive test tools

ISO/IEC 20085-2:2020-03 1st edition 3.2 WG3

canonical form data structure in the format used for transport to and from the Trusted Platform Module
Note 1 to entry: See clause 3.25.

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.5 WG3

capability The following term is defined in ISO 19440:
– capability: Quality of being able to perform a given activity.

ISO/IEC 27017:2015-12-15
ITU-T X.1631 (07/2015) 

1st edition 3.1.1 WG1

capability ability of a system (3.41) to deliver a function (3.14), feature, or service
EXAMPLE: “Provide confidential communication of PII in transit” is an example of a capability, whereas 
“encrypt data communicated to the server using TLS” is an example of a function.
[SOURCE:ISO/TR 4804:2020, 3.4, modified — substituted “product” with “system”; Note 1 to entry has been 
replaced by an example.]

ISO/IEC 27561:2024 1st Editon 3.8 WG5

capacity part of the internal state of a sponge function of length c bits
[SOURCE: G. Bertoni, J. Daemen, M. Peeters, G. Van Assche. Sponge functions. Ecrypt Hash Workshop 2007, 
May 2007]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.3 WG2

capacity positive integer indicating the number of bits available within the signature for the recoverable part of the message ISO/IEC 9796-2:2010-12-15 3rd edition 3.1 WG2
captured biometric 
reference

captured biometric sample or combination of captured biometric samples used as a biometric reference ISO/IEC 24761:2019-10 2nd edition 3.15 WG5

card bureau agent of the CA (3.17) or RA (3.44) that personalizes a secure cryptographic device (3.50) containing the 
subscriber’s private key (as a minimum)

ISO/IEC 27099:2022-07 1st edition 3.6 WG4

cartography procedure involving placing a sensor at various positions and taking measurements at each of them to create a 
spatial (or visual) representation of some data
Note 1 to entry: See A.8.

ISO/IEC 20085-1:2019-10 1st edition 3.5 WG3

casual attack attack in which an attacker presents their own natural biometric characteristics (3.2.1) hoping to achieve a match 
against a biometric reference belonging to a legitimate enrolee other than themself
Note 1 to entry: The presentation can be accompanied by a false claim of identity for verification (1:1 comparison) 
systems or without a claim of identity for identification (1:N comparison) systems.

ISO/IEC 19792:2025-6 2nd edition 3.4.1 WG3

certificate entity's data rendered unforgeable with the private or secret key (3.48) of a certification authority (3.3)
Note 1 to entry: Unforgeable means impossible to copy or imitate unlawfully.

ISO/IEC 13888-1:2020-09 4th edition 3.2 WG2

certificate data of an entity, which is rendered unforgeable with the private or secret key of a certification authority (CA)
Note 1 to entry: This term should not to be confused with a module’s validation certificate issued by a certification 
body (3.18).

ISO/IEC 19790:2025-02 3rd edition 3.17 WG3

certificate public key and identity of an entity, together with some other information, rendered unforgeable by signing the 
certificate information with the private key of the certification authority.

ISO/IEC 27099:2022-07 1st edition 3.7 WG4

certificate domain collection of entities using public key certificates created by a single Certification Authority (CA) or a collection 
of CAs operating under a single security policy

ISO/IEC 9796-2:2010-12-15 3rd edition 3.2 WG2

certificate domain 
parameters

cryptographic parameters specific to a certificate domain and which are known and agreed by all members of the 
certificate domain

ISO/IEC 9796-2:2010-12-15 3rd edition 3.3 WG2

certificate issuer organization whose name appears in the issuer field of a certificate (3.7) ISO/IEC 27099:2022-07 1st edition 3.9 WG4
certificate management process that covers the complete lifecycle from the initialization phase to the issuing phase to the cancellation ISO/IEC 27099:2022-07 1st edition 3.10 WG4
certificate management 
services

All services needed for the maintenance of the lifecycle of certificates, including registration, certification, 
distribution, and revocation of certificates.

ISO/IEC 15945:2002-02-01 1st edition 3.1 WG4

certificate manufacturer
CM

agent who performs the tasks of applying a digital signature to a certificate signing request on behalf of the 
certificate issuer (3.9)

ISO/IEC 27099:2022-07 1st edition 3.11 WG4



certificate policy
CP

named set of rules that indicates the applicability of a certificate to a particular community or class of application 
with common security requirements

ISO/IEC 27099:2022-07 1st edition 3.12 WG4

certificate profile specification of the required format (including requirements for the usage of standard fields and extensions) for a 
particular type of certificate (3.7)

ISO/IEC 27099:2022-07 1st edition 3.13 WG4

certificate rekey process whereby an entity with an existing key pair and certificate (3.7) receives a new certificate for a new public 
key, following the generation of a new key pair

ISO/IEC 27099:2022-07 1st edition 3.14 WG4

certificate renewal
rollover

process whereby an entity with an existing key pair and certificate (3.7) receives a new certificate for the same 
public key as the existing certificate, and with a new validity period

ISO/IEC 27099:2022-07 1st edition 3.15 WG4

certificate revocation 
status

status of a certificate, typically provided by a CA, that indicates whether a certificate within its validity period 
should be considered live, suspended, or revoked

ISO/IEC 27099:2022-07 1st edition 3.21 WG4

certificate suspension
certificate hold

suspension of the validity of a certificate (3.7) ISO/IEC 27099:2022-07 1st edition 3.8 WG4

certificate validity determination at a particular time as to whether that time was within a certificate's validity period, was acceptable 
for the intended use, and possessed an acceptable certificate revocation status (3.21)

ISO/IEC 27099:2022-07 1st edition 3.22 WG4

certificate validity period bounded period of time that the certificate (3.7) is deemed fit for intended use
Note 1 to entry: Prior to this time, a certificate is pre-valid; following this time, a certificate is expired.

ISO/IEC 27099:2022-07 1st edition 3.23 WG4

certification process, producing written results, of performing a comprehensive evaluation of security features and other 
safeguards of a system to establish the extent to which the design and implementation meet a set of specified 
security requirements
NOTE　This definition is generally accepted within the security community; within ISO the more generally used 
definition is: Procedure by which a third party gives written assurance that a product, process or service conforms 

ISO/IEC 21827:2008-10-15 2nd edition 3.12 WG3

certification creation of a public key certificate for a subject (3.53) ISO/IEC 27099:2022-07 1st edition 3.16 WG4
certification third-party attestation related to products, processes, systems or persons

NOTE 1　Certification of a management system is some-times also called registration.
NOTE 2　Certification is applicable to all objects of conformity assessment except for conformity assessment 
bodies themselves, to which accreditation is applicable.
[SOURCE: ISO/IEC 17000:2004, definition 5.5]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.11 WG3

certification authority entity trusted to create and assign public key certificates ISO/IEC 11770-1:2010-12- 2nd edition 2.3 WG2
certification authority entity trusted to create and assign public key certificates (3.9)

[SOURCE: ISO/IEC 11770-1:2010, 2.3]
ISO/IEC 11770-7:2021-07 1st edition 3.3 WG2

certification authority entity trusted to create and assign public key certificates
[SOURCE: ISO/IEC 11770-1:2010]

ISO/IEC 20009-2:2013-12-
01

1st edition 3.2 WG2

certification authority
CA

centre trusted to create and assign public key (3.33) certificates ISO/IEC 11770-3:2021-10 4th edition 3.4 WG2

certification authority
CA

authority trusted by one or more entities to create and assign certificates (3.2) or digitally signed public key 
certificates (3.46)
[SOURCE: ISO/IEC 9594-8:2017, 3.5.19, modified — In the definition, the initial article has been removed and 
"assign certificates" has been added.]

ISO/IEC 13888-1:2020-09 4th edition 3.3 WG2

certification authority
CA

centre trusted to create and assign public key certificates
NOTE　Optionally, the certification authority can create and assign keys to the entities.
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.1 WG2

certification authority
CA

authority trusted by one or more users to create and assign public-key certificates
Note 1 to entry: Optionally, the certification authority can create the users' keys.
Note 2 to entry: The role of the certification authority (CA) in this process is to guarantee that the individual 
granted the unique certificate is, in fact, who he or she claims to be. Usually, this means that the CA has an 
arrangement with an institution which provides it with information to confirm an individual's claimed identity. 
CAs are a critical component in information security and electronic commerce because they guarantee that the two 
parties exchanging information are really who they claim to be.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.6 WG4

certification authority
CA

authority trusted by one or more users to create and assign public-key certificates
NOTE　Optionally, the certification authority may create the users' keys.
[ISO/IEC 9594-8:2005]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.1 WG4

certification authority
CA
issuing CA

entity (3.28) that is identified as the issuer of a public key certificate ISO/IEC 27099:2022-07 1st edition 3.17 WG4



certification body third-party conformity assessment body operating a certification scheme
Note 1 to entry: A certification body can be non-governmental or governmental (with or without regulatory 
authority).
Note 2 to entry: A certification body that assesses conformance to this document is known as a validation 
authority.
Note 3 to entry: A certification scheme is a system related to specified products, to which the same specified 

ISO/IEC 19790:2025-02 3rd edition 3.18 WG3

certification body third-party conformity assessment body operating a certification scheme
Note 1 to entry: A certification body can be non-governmental or governmental (with or without regulatory 
authority).
Note 2 to entry: A certification body that assesses conformance to ISO/IEC 19790:2025 is known as a validation 
authority.
Note 3 to entry: A certification scheme is a system related to specified products, to which the same specified 
requirements, specific rules and procedures apply.

ISO/IEC TS 20540:2025-06 2nd edition 3.5 WG3

certification document document indicating that a client's information security management system (ISMS) conforms to specified ISMS 
standards and any supplementary documentation required under the management system
Note 1 to entry: This definition does not limit the number of documents collectively known as certification 

ISO/IEC 27006-1:2024 1st edition 3.1 WG1

certification path ordered list of one or more certificates, starting with a public-key certificate signed by the trust anchor, and ending 
with the public key certificate to be validated
EXAMPLE: All intermediate public-key certificates, if any, are CA-certificates in which the subject of the 
preceding certificate is the issuer of the following certificate.

ISO/IEC 27099:2022-07 1st edition 3.18 WG4

certification practice 
statement
CPS

statement of the practices employed by a certification authority (3.17) in issuing, managing, revoking, renewing, 
and rekeying certificates and which defines the equipment, policies, and procedures the CA uses to satisfy the 
requirements specified in the certificate policies that are supported by it

ISO/IEC 27099:2022-07 1st edition 3.19 WG4

certification request submission of a validated registration request by an RA (3.44), its agent or a subject to a CA (3.17) to register a 
subject's public key to be placed in a certificate (3.7)

ISO/IEC 27099:2022-07 1st edition 3.20 WG4

certification service The service of creating and assigning certificates performed by a CA and described in ISO/IEC 9594-8:1995. ISO/IEC 15945:2002-02-01 1st edition 3.2 WG4
chain of custody demonstrable possession, movement, handling and location of material from one point in time until another

Note 1 to entry: Material includes information and other associated assets (3.1.2) in the context of ISO/IEC 27002.
[SOURCE: ISO/IEC 27050-1:2019, 3.1, modified — “Note 1 to entry” added]

ISO/IEC 27002:2022-02 3rd edition 3.1.6 WG1

chain of custody demonstrable possession, movement, handling, and location of material from one point in time until another ISO/IEC 27050-1:2019-11 2nd edition 3.1 WG4
chain of keys sequence of keys generated by applying a collision-resistant hash-function (3.3) to a key (3.5) and then repeatedly 

applying a collision-resistant hash-function to the output of the previous execution
ISO/IEC 29192-7:2019-08 1st edition 3.12 WG2

chain of trust extension of trust from a component [e.g. a root of trust (3.3.8)] to another component accomplished through the 
act of measurement and verification of the integrity (3.3.3) and authenticity of the new component before the 
system begins execution of the new component
Note 1 to entry: Such an act builds a chain of trust from the old component to the new component, which is now a 
trusted component. The old component can be either a root of trust or a trusted component.

ISO/IEC 27071:2023 1st Editon 3.3.16 WG4

challenge data item chosen at random and sent by the verifier to the claimant, which is used by the claimant, in conjunction 
with secret information held by the claimant, to generate a response which is sent to the verifier
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.4 WG2

challenge variable parameters input to a PUF
Note 1 to entry: Some type of PUFs do not take an input challenge, and such PUFs are called a no-challenge PUF. 
A no-challenge PUF can be seen as a special type of PUF where a challenge length is 0 bit (see 3.9).

ISO/IEC 20897-1:2020-12 1st edition 3.1 WG3

challenge procedure parameter used in conjunction with secret parameters to produce a response
[SOURCE: ISO/IEC 9798-5:2009, definition 2.6]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.3 WG2

challenge data item chosen at random and sent by the verifier to the claimant, which is used by the claimant, in conjunction 
with secret information held by the claimant, to generate a response which is sent to the verifier

ISO/IEC 9798-1:2010-07-01 3rd edition 3.5 WG2

challenge procedure parameter used in conjunction with secret parameters to produce a response ISO/IEC 9798-5:2009-12-15 3rd edition 2.6 WG2
check <evaluation> generate a verdict by a simple comparison

Note 1 to entry: Evaluator expertise is not required. The statement that uses this verb describes what is mapped.
ISO/IEC 18045:2022-08 3rd edition 3.1 WG3

check character Added character which may be used to verify the accuracy of the string by a mathematical relationship to that ISO/IEC 7064:2003-02-15 1st edition 2.1 WG2
check character system Set of rules for generating check characters and checking strings incorporating check characters. ISO/IEC 7064:2003-02-15 1st edition 2.2 WG2



check-value string of bits, computed as the output of a check-value function, sent from the data originator to the data recipient 
that enables the recipient of data to check its correctness

ISO/IEC 9798-6:2010-12-01 2nd edition 3.1 WG2

check-value function function f  which maps a string of bits and a short secret key, i.e. a key that can readily be entered into or read from 
a user device, to a fixed-length string of bits, i.e. a b -bit check-value, satisfying the following properties:
— for any key k  and any input string d , the function f (d, k ) can be computed efficiently;
— it is computationally infeasible to find a pair of distinct data strings (d, d' ) for which the number of keys which 
satisfy f (d , k ) = f (d' , k ) is more than a small fraction of the possible set of keys.
NOTE　In practice, a short key would typically contain 4–6 digits or alphanumeric characters.

ISO/IEC 9798-6:2010-12-01 2nd edition 3.2 WG2

chief privacy officer 
(CPO)

Senior management individual who is accountable for the protection of personally identifiable information (PII) in 
an organization.

ISO/IEC 29151:2017-08 1st edition 3.1.1 WG5

child key
child key for a node w

cryptographic key in a logical key hierarchy (3.17) assigned to a non-root node w
Note 1 to entry: A child key shall be a key encryption key or individual key.

ISO/IEC 11770-5:2020 2nd Editon 3.5 WG2

child node
child node of a node w

node in a tree (3.25) that is adjacent to w and for which w lies on the unique path between it and the root node 
(3.23)

ISO/IEC 11770-5:2020 2nd Editon 3.6 WG2

chip area area occupied by a semiconductor circuit ISO/IEC 29192-1:2012-06- 1st edition 2.1 WG2
cipher cryptographic technique used to protect the confidentiality of data, and which consists of three component 

processes: an encryption algorithm, a decryption algorithm, and a method for generating keys
[ISO/IEC 18033-1]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.8 WG2

cipher alternative term for encryption system
[ISO/IEC 18033-1:2005]

ISO/IEC 29150:2011-12-15 1st edition 3.7 WG2

cipher text data which has been transformed to hide its information content
[ISO/IEC 10116:1997]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.9 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE: ISO/IEC 18033-1:2015, 2.11]

ISO/IEC 10116:2017-07 4th edition 3.2 WG2

ciphertext data which has been transformed to hide its information content ISO/IEC 18033-1:2021-09 3rd edition 3.7 WG2
ciphertext data which has been transformed to hide its information content

[ISO/IEC 9798-1:1997]
ISO/IEC 18033-3:2010-12-
15

2nd edition 2.3 WG2

ciphertext data which has been transformed to hide its information content
[ISO/IEC 10116:2006]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.2 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE: ISO/IEC 18033-1:2015, 2.11]

ISO/IEC 18033-6:2019-05 1st edition 3.1 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE: ISO/IEC 18033-1:2021, 3.7]

ISO/IEC 18033-7:2022-04 1st edition 3.2 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE:ISO/IEC 10116:2017, 3.2]

ISO/IEC 19772:2020 2nd Editon 3.5 WG2

ciphertext data which has been transformed to hide its information content
[ISO/IEC 10116:2006]

ISO/IEC 29150:2011-12-15 1st edition 3.8 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE: ISO/IEC 10116:2017, 3.2]

ISO/IEC 29192-2:2019-11 2nd edition 3.3 WG2

ciphertext data which has been transformed to hide its information content
[ISO/IEC 18033-1:2005]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.2 WG2

ciphertext data which has been transformed to hide its information content
[SOURCE: ISO/IEC 18033-1:2021, 3.7]

ISO/IEC 29192-8:2022-09 1st edition 3.3 WG2

ciphertext data which has been transformed to hide its information content
[ISO/IEC 9798-1:2010]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.3 WG2

ciphertext data which has been transformed to hide its information content ISO/IEC 9798-1:2010-07-01 3rd edition 3.7 WG2
ciphertext data which has been transformed to hide its information content

[SOURCE: ISO/IEC 10116:2017, 3.2]
ISO/IEC 9798-2:2019-06 4th edition 3.2 WG2

circuit representation of the intended function (3.1) in the form of basic operations supported by the protocol and their 
interconnections

ISO/IEC 4922-1:2023 1st Editon 3.8 WG2

circulant matrix matrix with the property that each row, apart from the first, consists of the right cyclic shift by one position of the 
row immediately above it

ISO/IEC 10118-3:2018-10 3rd edition 3.3 WG2

circulant matrix matrix with the property that each row, apart from the first, consists of the right cyclic shift by one position of the 
row immediately above it

ISO/IEC 11770-2:2018-12 3rd edition 3.3 WG2



citizen inhabitant of a city ISO/IEC TS 27570:2021-01 1st edition 3.4 WG5
citizen engagement involvement of citizens (3.4) in the decision-making of public policies ISO/IEC TS 27570:2021-01 1st edition 3.5 WG5
claim assertion of identity (3.22) ISO/IEC 24745:2022-02 2nd edition 3.17 WG5
claim statement that something is the case, without being able to give proof

[ITU-T X.1252]
NOTE　The meaning of the terms claim and assertion are generally agreed to be somewhat similar but with 
slightly different meanings. For the purposes of this International Standard, an assertion is considered to be a 
stronger statement than a claim.

ISO/IEC 29115:2013-04-01 1st edition 3.6 WG5

claim statement of something to be true including associated conditions and limitations
NOTE 1　The statement of a claim does not mean that the only possible intent or desire is to show it is true. 
Sometimes claims are made for the purpose of evaluating whether they are true or false or undertaking an effort to 
establish what is true.
NOTE 2　In its entirety, a claim conforming to ISO/IEC 15026-2 is an unambiguous declaration of an assertion 
with any associated conditionality giving explicit details including limitations on values and uncertainty. It could 
be about the future, present, or past.
[SOURCE: ISO/IEC 15026-1:2010,definition 2.4]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.12 WG3

claimant entity which is or represents a principal for the purposes of authentication
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.5 WG2

claimant entity which is or represents a principal for the purposes of authentication
Note 1 to entry: A claimant includes the functions and the private data necessary for engaging in authentication 
exchanges on behalf of a principal.
[SOURCE: ISO/IEC 9798-1:2010, 3.6]

ISO/IEC 20009-3:2022-02 1st edition 3.3 WG2

claimant entity which is or represents a principal for the purposes of authentication
Note 1 to entry: A claimant includes the functions and the private data necessary for engaging in authentication 
exchanges on behalf of a principal.
[SOURCE: ISO/IEC 9798‑1:2010, 3.6]

ISO/IEC 20009-4:2017-08 1st edition 3.5 WG2

claimant entity which is or represents a principal for the purposes of authentication
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 29191:2012-12-15 1st edition 2.2 WG5

claimant entity whose identity can be authenticated, including the functions and the private data necessary to engage in 
authentication exchanges on behalf of a principal
[SOURCE: ISO/IEC 9798-5:2009, definition 2.7]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.4 WG2

claimant entity which is or represents a principal for the purposes of authentication
NOTE　A claimant includes the functions and the private data necessary for engaging in authentication 
exchanges on behalf of a principal.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.6 WG2

claimant entity that is, or represents, a principal for the purposes of authentication ISO/IEC 9798-2:2019-06 4th edition 3.3 WG2
claimant entity which is or represents a principal for the purposes of authentication

[SOURCE: ISO/IEC 9798–1:2010, 3.6, modified — The Note to entry has been removed.]
ISO/IEC 9798-3:2019-01 3rd edition 3.2 WG2

claimant entity whose identity can be authenticated, including the functions and the private data necessary to engage in 
authentication exchanges on behalf of a principal

ISO/IEC 9798-5:2009-12-15 3rd edition 2.7 WG2

claimant information 
field

special credential (3.6)attribute (3.2) encoded within a credential that is not seen by the issuer (3.13) during 
credential issuance, and that is always disclosed to a verifier (3.15)

ISO/IEC 20009-3:2022-02 1st edition 3.4 WG2

claimant parameter public data item, number or bit string, specific to a given claimant within the domain
[SOURCE: ISO/IEC 9798-5:2009, definition 2.9]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.5 WG2

claimant parameter public data item, number or bit string, specific to a given claimant within the domain ISO/IEC 9798-5:2009-12-15 3rd edition 2.9 WG2
class <taxonomy> set of families that share a common focus

Note 1 to entry: Class is further defined in ISO/IEC 15408-2, which defines security functional classes and 
ISO/IEC 15408-3, which defines security assurance classes.

ISO/IEC 15408-1:2022-08 4th edition 3.16 WG3

classical channel communication channel that is used by two communicating parties for exchanging data encoded in a form which 
may be non-destructively read and fully reproduced
[SOURCE:ETSI GR QKD 003 V2.1.1:2018]

ISO/IEC 23837-1:2023 1st Editon 3.3 WG3

CLEAR bit with a value of zero (0), or the action of causing a bit to have a value of zero (0) ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.6 WG3



clear sanitize (3.3.12) using logical techniques on user data on all addressable storage locations for protection against 
simple non-invasive data recovery techniques using the same host interface available to the user

ISO/IEC 27040:2024 2nd Editon 3.3.1 WG4

cleartext alternative term for plaintext ISO/IEC 29150:2011-12-15 1st edition 3.9 WG2
client person or organisation on whose behalf the investigation is to be undertaken

[SOURCE: ISO/IEC 27042:2015, 3.2]
ISO/IEC 27041:2015-06-15 1st edition 3.3 WG4

client person or organization on whose behalf the investigation is to be undertaken ISO/IEC 27042:2015-06-15 1st edition 3.2 WG4
cloud computing paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual resources with 

self-service provisioning and administration on-demand
Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications, and 
storage equipment.
[SOURCE:ISO/IEC 22123-1:2023, 3.1.1, modified — note 2 to entry has been deleted.]

ISO/IEC 27071:2023 1st Editon 3.1.1 WG4

cloud computing paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual resources with 
self-service provisioning and administration on-demand
Note 1 to entry: Examples of resources include servers, operating systems, networks, software, applications and 
storage equipment.
[SOURCE: Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.5]

ISO/IEC 27400:2022-06 1st edition 3.1 WG4

cloud service capabilities offered via cloud computing (3.1.1) invoked using a defined interface
[SOURCE:ISO/IEC 22123-1:2023, 3.1.2]

ISO/IEC 27071:2023 1st Editon 3.1.2 WG4

cloud service one or more capabilities offered via cloud computing (3.1) invoked using a defined interface
[SOURCE: Recommendation ITU-T Y.3500 | ISO/IEC 17788:2014, 3.2.8]

ISO/IEC 27400:2022-06 1st edition 3.2 WG4

cloud service provider party (3.2.1) that is acting in a cloud service (3.1.2) provider role
[SOURCE:ISO/IEC 22123-1:2023, 3.3.3]

ISO/IEC 27071:2023 1st Editon 3.2.2 WG4

cloud service user natural person, or entity acting on their behalf, associated with a cloud service customer (3.2.2) that uses cloud 
services (3.1.2)
Note 1 to entry: Examples of such entities include devices and applications.
[SOURCE:ISO/IEC 22123-1:2023, 3.3.4]

ISO/IEC 27071:2023 1st Editon 3.2.3 WG4

cluster of personally 
identifiable information
cluster of PII

personally identifiable information which is processed for a consistent functional purpose
Note 1 to entry: Clusters of PII are described independently of the technical representation of data objects. On a 
regular basis, the clusters of PII also include PII which is not stored electronically.

ISO/IEC 27555:2021 1st Editon 3.1 WG5

code scanner program source code and binary file security analysis tool ISO/IEC TR 6114:2023 1st edition 3.2 WG4
collection process of gathering the physical items that contain potential digital evidence ISO/IEC 27037:2012-10-15 1st edition 3.3 WG4
collection process of gathering the physical items that contain potential digital evidence

[SOURCE: ISO/IEC 27037:2012, 3.3]
ISO/IEC 27043:2015-03-01 1st edition 3.4 WG4

collision resistance computationally infeasible to find any two distinct inputs which map to the same output of a hash-function
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

ISO/IEC 29192-5:2016-08-
01

1st edition 3.4 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
Annex C.

ISO/IEC 10118-1:2016-10-
15

3rd edition 3.1 WG2

collision-resistant hash-
function

hash-function (3.15) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2016, 3.1]

ISO/IEC 11770-3:2021-10 4th edition 3.5 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
ISO/IEC 10118-1:2016, Annex C.
[SOURCE: ISO/IEC 10118‑1:2016, 3.1]

ISO/IEC 11770-4:2017-07 2nd edition 3.4 WG2

collision-resistant hash-
function

hash-function (3.18) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2016, 2.1, modified — In Note 1 to entry, the second sentence has been removed.]

ISO/IEC 13888-1:2020-09 4th edition 3.4 WG2



collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
NOTE　Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1] 

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.2 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
NOTE　Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1:2000]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.2 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
[SOURCE: ISO/IEC 10118-1:2016, 3.1, modified — Note 1 to entry has been removed.]

ISO/IEC 18014-2:2021-09 3rd edition 3.17 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
[ISO/IEC 10118-1:2000, definition 3.2]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.2 WG2

collision-resistant hash-
function

hash-function (3.14) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
[SOURCE: ISO/IEC 10118‑1:2016, 3.1]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.8 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
[SOURCE: ISO/IEC 10118.1:2000]
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.3 WG2

collision-resistant hash-
function

hash-function (3.12) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
[SOURCE: ISO/IEC 10118-1:2016, 3.1, modified — Note 1 to entry has been deleted.]

ISO/IEC 20009-3:2022-02 1st edition 3.5 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118‑1:2016, 3.1]

ISO/IEC 20009-4:2017-08 1st edition 3.6 WG2

collision-resistant hash-
function

hash-function (3.6) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment (see 
ISO/IEC 10118-1:2016, Annex C).
[SOURCE:ISO/IEC 10118-1:2016, 3.1, modified — reference to ISO/IEC 10118-1:2016, Annex C has been 
added in the note.]

ISO/IEC 23264-2:2024-08 1st edition 3.4 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
[ISO/IEC 10118-1:2000]

ISO/IEC 29150:2011-12-15 1st edition 3.10 WG2

collision-resistant hash-
function

hash-function satisfying the following property: it is computationally infeasible to find any two distinct inputs 
which map to the same output
Note 1 to entry: computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2000, definition 3.2]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.6 WG2

collision-resistant hash-
function

hash-function (3.4) satisfying the following property: it is computationally infeasible to find any two distinct 
inputs which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118 1:2016, 3.1, modified — Reference to Annex C has been removed from Note 1 to 

ISO/IEC 29192-7:2019-08 1st edition 3.3 WG2

collision-resistant hash-
function

hash-function satisfying the following property:
— it is computationally infeasible to find any two distinct inputs which map to the same output
[ISO/IEC 10118-1]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.4 WG2

co-location Installation of telecommunications facilities on the premises of other telecommunications carriers. ISO/IEC 27011:2024 3rd edition 3.1.1 WG1
command discrete Trusted Platform Module function that is exposed externally and recognizable by a Trusted Platform 

Module’s command processor as well as the values sent to the Trusted Platform Module to indicate the operation 
to be performed

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.7 WG3



commandCode numeric identifier of the operation to be performed by a Trusted Platform Module ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.8 WG3

common identifier
CI

identifier (3.21) for correlating identity references (3.24) and biometric references (3.11) in physically or logically 
separated databases

ISO/IEC 24745:2022-02 2nd edition 3.18 WG5

communication number of bits per second that can be transmitted over a specified communication channel ISO/IEC 29192-1:2012-06- 1st edition 2.2 WG2
communication centre Building where facilities for providing telecommunications business are sited. ISO/IEC 27011:2024 3rd edition 3.1.2 WG1
communication total amount of data transferred among the computing parties (3.6) during the execution of a multiparty protocol ISO/IEC 4922-1:2023 1st Editon 3.11 WG2
comparison decision determination of whether the biometric probe(s) and biometric reference(s) have the same biometric source, based 

on a comparison score(s), a decision policy(ies) including a threshold and possibly other inputs
Note 1 to entry: A match is a positive comparison decision. A non-match is a negative comparison decision. A 
decision of “undetermined” may sometimes be given.
[SOURCE:ISO/IEC 2382-37:2022, 37.03.26]

ISO/IEC 19792:2025-6 2nd edition 3.3.4 WG3

comparison score numerical value (or set of values) resulting from a comparison
Note 1 to entry: A higher score does not necessarily mean more similar.
[SOURCE:ISO/IEC 2382-37:2022, 37.03.27]

ISO/IEC 19792:2025-6 2nd edition 3.3.5 WG3

Compartmentalization As defined in ISO/IEC 2382-8. ISO/IEC 15816:2002-02-01 1st edition 3.1 WG4
competence ability to apply knowledge and skills to achieve intended results

[SOURCE: ISO/IEC 17024:2012, 3.6]
ISO/IEC 19896-1:2018-02 1st edition 3.1 WG3

competence ability to apply knowledge and skills to achieve intended results ISO/IEC 27000:2018-02 5th edition 3.9 WG1
competence ability to apply knowledge and skills to achieve intended results

[SOURCE: ISO/IEC 17024:2012, 3.6]
ISO/IEC 27021:2017-10 1st edition 3.1 WG1

competence ability to apply knowledge and skills to achieve intended results
[SOURCE: ISO/IEC 17021:2011, 3.7]

ISO/IEC 27042:2015-06-15 1st edition 3.3 WG4

competence ability to apply knowledge and skills to achieve intended results
Note 1 to entry: It represents the set of knowledge and skills needed to carry out the job activities associated with 
one or more roles in an employment position.
[SOURCE:ISO/IEC 17024:2012, 3.6, modified — note to entry has been added.]

ISO/IEC TS 20540:2025-06 2nd edition 3.6 WG3

complexity number of unit operations required to execute a procedure ISO/IEC 19592-2:2017-10 1st edition 3.2 WG2
compliance obligations legal requirements and other requirements

legal requirements that an organization has to comply with and other requirements that an organization has to or 
chooses to comply with
Note 1 to entry: Compliance obligations can arise from mandatory requirements, such as applicable laws and 
regulations, or voluntary commitments, such as organizational and industry standards, contractual relationships, 
codes of practice and agreements with community groups or non-governmental organizations.
[SOURCE: ISO 14001:2015, 3.2.9, modified — Note 1 to entry has been removed and Note 2 to entry 

ISO/IEC 27050-4:2021-04 1st edition 3.1 WG4

component <taxonomy> smallest selectable set of elements on which requirements may be based ISO/IEC 15408-1:2022-08 4th edition 3.17 WG3
component <composition> entity (3.36) which provides resources and services in a product ISO/IEC 15408-1:2022-08 4th edition 3.18 WG3
component <QKD module> constituent part of a quantum key distribution (QKD) module (3.23)

EXAMPLE: Conventional network components, quantum optical components in a QKD module.
Note 1 to entry: A term with the same name of component is defined in ISO/IEC 15408-1 for a security 
requirement element group. The user of this document can distinguish which term is referenced from the context.

ISO/IEC 23837-1:2023 1st Editon 3.4 WG3

component identifiable and distinct portion of an operational system that implements part of that system’s functionality ISO/IEC TR 19791:2010-04- 2nd edition 3.1 WG3
component target of 
evaluation
component TOE

(evaluated) target of evaluation (TOE) (3.90) that is a component of another composed TOE (3.21) ISO/IEC 15408-1:2022-08 4th edition 3.19 WG3

composed assurance 
package
CAP

assurance package (3.7) consisting of components drawn predominately from the ACO class (3.16), representing a 
point on the pre-defined scale for composition assurance

ISO/IEC 15408-1:2022-08 4th edition 3.20 WG3

composed evaluation evaluation of a composed TOE (3.21) using the specific evaluation technique applicable to composed TOEs
Note 1 to entry: This evaluation technique refers to the ACO assurance class (3.16) that is defined in ISO/IEC 

ISO/IEC 15408-1:2022-08 4th edition 3.22 WG3



composed target of 
evaluation
composed TOE

target of evaluation (TOE) (3.90) comprising solely two or more separately identified components with a security 
relationship between their TOE security functionality (TSFs) (3.92)
Note 1 to entry: Each of the separately identified components is itself a TOE.

ISO/IEC 15408-1:2022-08 4th edition 3.21 WG3

composite evaluation evaluation of a composite TOE/product (3.25) using the specific composite evaluation technique
Note 1 to entry: This evaluation technique refers to the COMP related assurance families that are specified in 
ISO/IEC 15408-3 for the ADV, ALC, ASE, ATE and AVA classes (3.16).

ISO/IEC 15408-1:2022-08 4th edition 3.23 WG3

composite number
composite

integer for which divisors exist that are not trivialdivisors (3.8) ISO/IEC 18032:2020-12 2nd edition 3.1 WG2

composite product product comprised of two or more components which can be organized in two layers: a layer of one already 
evaluated base component (base TOE) (3.15) and a layer of one dependent component (3.31)

ISO/IEC 15408-1:2022-08 4th edition 3.24 WG3

composite target of 
evaluation
composite TOE

part of a composite product (3.24) including the base TOE (3.15) and the dependent component (3.31)
Note 1 to entry: A dependent component in a composite TOE can consist of one or more dependent components. 
For simplification, they are considered as ‘one dependent component’.
Note 2 to entry: A composite TOE can contain parts that are independent from the base component (3.12) or base 
TOE respectively. For simplification, such parts are considered as belonging to the dependent component.
Note 3 to entry: The composite evaluation (3.23) can be applied as many times as necessary to a multi-
component/multi-layered product, in an incremental approach.

ISO/IEC 15408-1:2022-08 4th edition 3.25 WG3

compression reduction in the number of bits used to represent an item of data
Note 1 to entry: For storage (3.2.12), lossless compression (i.e. compression using a technique that preserves the 
entire content of the original data, and from which the original data can be reconstructed exactly) is used.

ISO/IEC 27040:2024 2nd Editon 3.2.2 WG4

compromise unauthorized disclosure, modification, substitution, or use of a critical security parameter (3.29), the unauthorized 
modification or substitution of a public security parameter (3.115), or the loss of integrity (3.72) or availability of 
the cryptographic module (3.35) itself, which can result in an unintended bypass of security functions supported 
by the module

ISO/IEC 19790:2025-02 3rd edition 3.19 WG3

compromise violation of the security of a system such that an unauthorized or unintended disclosure, modification, or 
falsification of sensitive information may have occurred

ISO/IEC 27099:2022-07 1st edition 3.24 WG4

compromise unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised 
modification or substitution of public security parameters
[SOURCE: ISO/IEC 19790:2012, 3.13]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.1 WG3

computational complexity amount of computation required to execute a multiparty protocol (3.2) ISO/IEC 4922-1:2023 1st Editon 3.12 WG2
computer security 
incident response team
CSIRT

team of security experts to support the handling of information security incidents
[SOURCE: ISO/IEC 27019:2017, 3.2]

ISO/IEC 27035-3:2020-09 1st edition 3.2 WG4

computer 
securityincident response 
team

team of security experts to support the handling of information security incidents ISO/IEC 27019:2024 2nd edition 3.1.3 WG1

computing party party (3.4) that performs computations to evaluate the intended function (3.1) ISO/IEC 4922-1:2023 1st Editon 3.6 WG2
concealer attack 
presentation non-
identification rate
CAPNIR

<full-system evaluation of an identification system> proportion of concealer presentation attacks using the same 
PAI species (3.15) in which the reference identifier of the concealer is not among the identifiers returned or, 
depending on intended use case, in which no identifiers are returned
Note 1 to entry: In a negative identification system, such as a black-list, the concealer can intend that no identifiers 
are returned to avoid scrutiny by a human operator.
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.9]

ISO/IEC 19989-3:2020-09 1st edition 3.8 WG3

concealer attack 
presentation non-match 
rate

<full-system evaluation of a verification system> proportion of concealer attack presentations using the same PAI 
species (3.15) in which the reference of the concealer is not matched
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.7]

ISO/IEC 19989-3:2020-09 1st edition 3.9 WG3

concrete group explicit description of a finite abelian group, together with algorithms for performing the group operation and for 
encoding and decoding group elements as octet strings
NOTE　See Clause 10.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.10 WG2

conditional self-test test performed by a cryptographic module (3.35) when the conditions specified for the test occur ISO/IEC 19790:2025-02 3rd edition 3.20 WG3
conditioning method of processing the data to reduce bias and/or ensure that the entropy rate of the output is no less than some 

specified amount
ISO/IEC 18031:2025-02 2nd edition 3.6 WG2

confidential intending that information is not made available or disclosed to unauthorized entities ISO/IEC 19790:2025-02 3rd edition 3.21 WG3



confidential information information that is not intended to be made available or disclosed to unauthorized individuals, entities (3.1.11) or 
processes (3.1.27)

ISO/IEC 27002:2022-02 3rd edition 3.1.7 WG1

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes ISO/IEC 18033-4:2011-12- 2nd edition 3.3 WG2
confidentiality property that information is not made available or disclosed to unauthorized individuals, entities or processes

[ISO/IEC 7498-2:1989]
ISO/IEC 21827:2008-10-15 2nd edition 3.13 WG3

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities or processes
[SOURCE: ISO/IEC 7498-2:1989, 3.3.16, modified — The article has been removed.]

ISO/IEC 23264-1:2021-03 1st edition 3.5 WG2

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes
[SOURCE:ISO/IEC 27000:2018, 3.10]

ISO/IEC 24392:2023 1st Editon 3.3 WG4

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes ISO/IEC 27000:2018-02 5th edition 3.10 WG1
confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes

[SOURCE:ISO/IEC 27000:2018, 3.10]
ISO/IEC 27071:2023 1st Editon 3.3.2 WG4

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes 
(3.38)

ISO/IEC 27561:2024 1st Editon 3.9 WG5

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities, or processes
[SOURCE: ISO/IEC/IEEE 27000:2018]

ISO/IEC TR 27550:2019-09 1st edition 3.3 WG5

confidentiality property that information is not made available or disclosed to unauthorized individuals, entities or processes 
(3.25)

ISO/IEC TS 27570:2021-01 1st edition 3.6 WG5

configuration item item or aggregation of hardware, software, or both that is designated for configuration management and treated as 
a single entity in the configuration management process, during the target of evaluation (TOE) development (3.15)
Note 1 to entry: These can be either parts of the TOE or objects related to the development of the TOE, e.g. 
evaluation documents or development tools. Configuration management items can be stored in the configuration 
management system directly (for example, files) or by reference (for example, hardware parts) together with their 

ISO/IEC 15408-3:2022-08 4th edition 3.3 WG3

configuration list configuration management output (3.8) document listing all configuration items (3.3) for a specific product 
together with the exact version of each configuration management item relevant for a specific version of the 
complete product
Note 1 to entry: This list allows distinguishing the items belonging to the evaluated version of the product from 
other versions of these items belonging to other versions of the product. The final configuration management list is 
a specific document for a specific version of a specific product. (Of course, the list can be an electronic document 
inside of a configuration management tool (3.12). In that case, it can be seen as a specific view into the system or a 
part of the system rather than an output of the system. However, for the practical use in an evaluation the 
configuration list will probably be delivered as a part of the evaluation documentation.) The configuration list 

ISO/IEC 15408-3:2022-08 4th edition 3.4 WG3

configuration 
management

discipline applying technical and administrative direction and surveillance to: identify and document the 
functional and physical characteristics of a configuration item, control changes to those characteristics, record and 
report change processing and implementation status, and verify compliance with specific requirements
[SOURCE:ISO/IEC/IEEE 24765:2017 3.779.1, modified — in the definition "specified" has been replaced by 

ISO/IEC 19790:2025-02 3rd edition 3.22 WG3

configuration 
management 
documentation

documentation including configuration management output (3.8), configuration management list(s), configuration 
management system records (3.11), configuration management plan (3.9) and configuration management usage 
documentation (3.13)

ISO/IEC 15408-3:2022-08 4th edition 3.6 WG3

configuration 
management evidence

everything that may be used to establish confidence in the correct operation of the configuration management 
system
EXAMPLE: Configuration management output (3.8), rationales provided by the developer, observations, 

ISO/IEC 15408-3:2022-08 4th edition 3.7 WG3

configuration 
management output

results, related to configuration management, produced, or enforced by the configuration management system
Note 1 to entry: These configuration management related results can occur as documents (e.g. filled paper forms, 
configuration management system records (3.11), logging data, hard-copies, and electronic output data) as well as 
actions (e.g. manual measures to fulfil configuration management instructions). Examples of such configuration 
management outputs are configuration lists (3.4), configuration management plans (3.9) and/or behaviours during 
the product life-cycle.

ISO/IEC 15408-3:2022-08 4th edition 3.8 WG3



configuration 
management plan

description of how the configuration management system is used for the target of evaluation (TOE)
Note 1 to entry: The objective of issuing a configuration management plan is that staff members can see clearly 
what they have to do. From the point of view of the overall configuration management system this can be seen as 
an output document (because it can be produced as part of the application of the configuration management 
system). From the point of view of the concrete project it is a usage document because members of the project 
team use it in order to understand the steps that they have to perform during the project. The configuration 
management plan defines the usage of the system for the specific product; the same system can be used to a 
different extent for other products. The configuration management plan defines and describes the output of the 
configuration management system of a company which is used during the TOE development (3.15).

ISO/IEC 15408-3:2022-08 4th edition 3.9 WG3

configuration 
management system

set of procedures and tools (including their documentation) used by a developer (3.33) to develop and maintain 
configurations of their products during their life-cycles
Note 1 to entry: Configuration management systems can have varying degrees of rigour and function. At higher 
levels, configuration management systems can be automated, with flaw remediation, change controls, and other 
tracking mechanisms.

ISO/IEC 15408-1:2022-08 4th edition 3.27 WG3

configuration 
management system

set of procedures and tools (including their documentation) used by a developer to develop and maintain 
configurations of their products during their life-cycles
Note 1 to entry: Configuration management systems can have varying degrees of rigour and function. At higher 
levels, configuration management systems can be automated, with flaw remediation, change controls, and other 
tracking mechanisms.

ISO/IEC 15408-3:2022-08 4th edition 3.10 WG3

configuration 
management system 
record

output produced during the operation of the configuration management system documenting important 
configuration management activities
EXAMPLE: Configuration management item change control forms and configuration management item access 
approval forms.

ISO/IEC 15408-3:2022-08 4th edition 3.11 WG3

configuration 
management system
CMS

set of procedures and tools (including their documentation) used by a vendor (3.156) to develop and maintain 
configurations of a cryptographic module (3.35) during its life cycle

ISO/IEC 19790:2025-02 3rd edition 3.23 WG3

configuration 
management tool

manually operated or automated tool realizing or supporting a configuration management system
EXAMPLE: Tools for the version management of the parts of the target of evaluation (TOE).

ISO/IEC 15408-3:2022-08 4th edition 3.12 WG3

configuration 
management usage 

part of the configuration management system, which describes how the configuration management system is 
defined and applied by using, e.g. handbooks, regulations and/or documentation of tools and procedures

ISO/IEC 15408-3:2022-08 4th edition 3.13 WG3

configuration 
management
CM

discipline applying technical and administrative direction and surveillance to: identify and document the 
functional and physical characteristics of a configuration item, control changes to those characteristics, record and 
report change processing and implementation status, and verify compliance with specified requirements
[SOURCE: ISO/IEC IEEE 24765:2017, 3.779 1]

ISO/IEC 15408-1:2022-08 4th edition 3.26 WG3

configuration 
management
CM

discipline applying technical and administrative direction and surveillance to: identify and document the 
functional and physical characteristics of a configuration item (3.3), control changes to those characteristics, 
record and report change processing and implementation status, and verify compliance with specified requirements
[SOURCE: ISO/IEC IEEE 24765:2017, 3.779 1]

ISO/IEC 15408-3:2022-08 4th edition 3.5 WG3

confined PUF
DEPRECATED: weak 
PUF

PUF that has a limited space of challenge-response pairs
Note 1 to entry: The term “weak PUF” does not properly express the characteristics of the PUF; nonetheless, it is 
the way this category of PUFs is referred to in the scientific literature.

ISO/IEC 20897-1:2020-12 1st edition 3.2 WG3

confirm <evaluation> declare that something has been reviewed in detail with an independent determination of sufficiency
Note 1 to entry: The level of rigour required depends on the nature of the subject matter.

ISO/IEC 18045:2022-08 3rd edition 3.2 WG3

confirm declare that something has been reviewed in detail with an independent determination of sufficiency
Note 1 to entry: The level of rigour required depends on the nature of the subject matter. This term is only applied 
to evaluator actions.
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.14]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.4 WG3

confirmation formal assessment of existing objective evidence that a process is fit (or remains fit) for a specified purpose ISO/IEC 27041:2015-06-15 1st edition 3.4 WG4
conformal coating material that may be applied in layers or in various thicknesses that adhere directly to the electronic components or 

printed circuit boards and provide a hard coating that deters machining, probing, energy or chemical attacks
ISO/IEC TS 30104:2015-05-
15

1st edition 3.2 WG3



conformance-tester
tester

individual assigned to perform test activities in accordance with a given conformance testing standard and 
associated testing methodology
Note 1 to entry: An example of such a standard is ISO/IEC 19790 and the testing methodology specified in 
ISO/IEC 24759.

ISO/IEC 19896-1:2018-02 1st edition 3.2 WG3

conformance-tester
tester

individual assigned to perform test activities in accordance with a given conformance testing standard and 
associated testing methodology
EXAMPLE: An example of such a standard is ISO/IEC 19790 and the testing methodology specified in ISO/IEC 
24759.

ISO/IEC 20543:2019-11 1st edition 3.4 WG3

conformity fulfilment of a requirement (3.56) ISO/IEC 27000:2018-02 5th edition 3.11 WG1
conformity assessment 
scheme
conformity assessment 
programme

conformity assessment system related to specified objects of conformity assessment, to which the same specified 
requirements, specific rules and procedures apply
NOTE 1　Conformity assessment schemes may be operated at international, regional, national or sub-national 
level.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.13 WG3

congruence Property of a set of integers which differ from each other by a multiple of the modulus. Congruence is indicated by 
the symbol ≡. For example, 39 ≡ 6 (mod 11) indicates that 39 and 6 are congruent with respect to the modulus 
11, i.e., 39 − 6 = 33, which is a multiple of 11.

ISO/IEC 7064:2003-02-15 1st edition 2.5 WG2

consent personally identifiable information (PII) principal’s (3.9) freely given, specific and informed agreement to the 
processing of their PII

ISO/IEC 29100:2024 2nd Editon 3.4 WG5

consent personally identifiable information (PII) principal’s freely given, specific, and informed agreement to the 
processing of their PII
Note 1 to entry: Consent is a freely given and unambiguous decision or a clear affirmative action of a PII principal 
by which the PII principal, after being informed about a set of terms for the processing of their PII, denotes an 
agreement to this processing.
Note 2 to entry: Processing of PII refers to operations such as its collection, use, disclosure, storage, erasure, or 
transfer.
[SOURCE:ISO/IEC 29100:2011, 2.4, modified – Notes 1 and 2 to entry have been added]

ISO/IEC TS 27560:2023 1st Editon 3.1 WG5

consent receipt information issued or provided as an acknowledgement of consent record(s), which may contain a reference to the 
records and information within it
Note 1 to entry: The consent receipt is intended to facilitate inquiries or complaints by the personally identifiable 
information (PII) principal about the processing of PII, and for the PII principal to exercise rights related to their 

ISO/IEC TS 27560:2023 1st Editon 3.2 WG5

consent record information record describing a personally identifiable information (PII) principal’s consent for processing of their 
PII, and the time and manner of a PII principal’s acceptance of their PII processing notice

ISO/IEC TS 27560:2023 1st Editon 3.3 WG5

consent type description of the way in which consent is expressed by the personally identifiable information (PII) principal
Note 1 to entry: The criteria or conditions associated with consent type can be derived from laws, regulations, 
standards, and domain-specific guidelines.
Note 2 to entry: Commonly used types for consent are: explicit, explicitly expressed and implied. See ISO/IEC 
29184:2020, 3.1 for further details.

ISO/IEC TS 27560:2023 1st Editon 3.4 WG5

consequence outcome of an event (3.21) affecting objectives (3.49)
Note 1 to entry: An event can lead to a range of consequences.
Note 2 to entry: A consequence can be certain or uncertain and, in the context of information security, is usually 
negative.
Note 3 to entry: Consequences can be expressed qualitatively or quantitatively.
Note 4 to entry: Initial consequences can escalate through knock-on effects.
[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — Note 2 to entry has been changed after “and”.]

ISO/IEC 27000:2018-02 5th edition 3.12 WG1

consequence outcome of an event affecting organizational objectives
[SOURCE:ISO 31000:2018, 3.6, modified — “organizational” added and notes to entry removed]

ISO/IEC 27557:2022 1st Editon 3.4 WG5

consistency degree of uniformity, standardization and freedom from contradiction among the documents or parts of a system or 
component
[IEEE-Std. 610]

ISO/IEC 21827:2008-10-15 2nd edition 3.14 WG3

container isolated execution environment for running software that uses a virtualized operating system kernel
[SOURCE:ISO/IEC 22123-1:2023, 3.12.4]

ISO/IEC 27033-7:2023 1st edition 3.5 WG4



contemporaneous notes
contemporaneous record

written record of actions taken and decisions made, produced at the same time or as soon afterwards as is 
practically possible, as the actions and decisions it records
Note 1 to entry: In many jurisdictions, it is necessary for contemporaneous notes to be handwritten in non-erasable 
ink in a tamper-evident notebook to assist with issues of authenticity and admissibility.
[SOURCE: ISO/IEC 27042:2015, 3.4]

ISO/IEC 27041:2015-06-15 1st edition 3.5 WG4

contemporaneous notes
contemporaneous record

written record of actions taken and decisions made, produced at the same time or as soon afterwards as is 
practically possible, as the actions and decisions it records
Note 1 to entry: In many jurisdictions, it is necessary for contemporaneous notes to be handwritten in non-erasable 
in a tamper-evident notebook to assist with issues of non-repudiation and admissibility.

ISO/IEC 27042:2015-06-15 1st edition 3.4 WG4

context collection of data that provides qualifying information about a data object to differentiate it from others of the 
same type or to differentiate one version of a data object from another

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.9 WG3

context environment with defined boundary conditions in which entities exist and interact
[ITU-T X.1252]

ISO/IEC 29115:2013-04-01 1st edition 3.7 WG5

context environment with defined boundary conditions in which subjects (3.15) exist and interact
[SOURCE: ITU-T X.1252 (4/2010), 6.20, modified — entities has been replaced by subjects.]

ISO/IEC TS 29003:2018-03 1st edition 3.4 WG5

continual improvement recurring activity to enhance performance (3.52) ISO/IEC 27000:2018-02 5th edition 3.13 WG1
control measure that is modifying risk (3.61)

Note 1 to entry: Controls include any process (3.54), policy (3.53), device, practice, or other actions which modify 
risk (3.61).
Note 2 to entry: It is possible that controls not always exert the intended or assumed modifying effect.
[SOURCE: ISO Guide 73:2009, 3.8.1.1 — Note 2 to entry has been changed.]

ISO/IEC 27000:2018-02 5th edition 3.14 WG1

control measure that maintains and/or modifies risk
Note 1 to entry: Controls include, but are not limited to, any process (3.1.27), policy (3.1.24), device, practice or 
other conditions and/or actions which maintain and/or modify risk.
Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.
[SOURCE: ISO 31000:2018, 3.8]

ISO/IEC 27002:2022-02 3rd edition 3.1.8 WG1

control measure that maintains and/or modifies risk (3.10)
Note 1 to entry: Controls include, but are not limited to, any process, policy, device, practice or other conditions 
and/or actions which maintain and/or modify risk (3.10).
Note 2 to entry: Controls may not always exert the intended or assumed modifying effect.
[SOURCE:ISO/IEC 27002:2022, 3.1.8]

ISO/IEC 27006-1:2024 1st edition 3.2 WG1

control measure that is modifying risk
Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.
Note 2 to entry: It is possible that controls do not always achieve the intended or assumed modifying effect.
[SOURCE:ISO Guide 73:2009, 3.8.1.1, modified — Note 2 to entry has been changed.]

ISO/IEC 27556:2022 1st Editon 3.8 WG5

control measure that is modifying risk
Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk.
Note 2 to entry: It is possible that controls do not always exert the intended or assumed modifying effect.
[SOURCE:ISO/IEC 27000:2018, 3.14]

ISO/IEC 27562:2024-12 1st edition 3.6 WG5

control information commands, signals (e.g. clock input/output), and control data (including function calls and manual (3.81) control 
data such as from switches, buttons, and keyboards) used to direct or control the operation of a cryptographic 
module (3.35) or disjoint components of a hybrid module (3.68)

ISO/IEC 19790:2025-02 3rd edition 3.24 WG3

control input control information (3.24) that is input into a cryptographic module (3.35) or disjoint components of a hybrid 
module (3.68)

ISO/IEC 19790:2025-02 3rd edition 3.25 WG3

control input interface module interface(s) for which all control information (3.24) is input into the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.26 WG3
control objective statement describing what is to be achieved as a result of implementing controls

Note 1 to entry: “Security objective” is used as an abbreviation for “security control objective” in cases where any 
ambiguity can be excluded.
[SOURCE:ISO/IEC 27000:2018, 3.15]

ISO/IEC 24392:2023 1st Editon 3.12 WG4

control objective statement describing what is to be achieved as a result of implementing controls (3.14) ISO/IEC 27000:2018-02 5th edition 3.15 WG1
control output control information (3.24) that is output from a cryptographic module (3.35) or disjoint component of a hybrid 

module (3.68) to be used as control input (3.25) into another cryptographic module or disjoint component of a 
ISO/IEC 19790:2025-02 3rd edition 3.27 WG3



control output interface module interface(s) for which all control information (3.24) is output from the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.28 WG3
control value random number provided by a validator by which the validator can check whether an ACBio instance is generated 

at the validator’s request or not
ISO/IEC 24761:2019-10 2nd edition 3.16 WG5

conversion protocol protocol that converts the shares of a secret sharing scheme to the shares of another secret sharing scheme ISO/IEC 19592-2:2017-10 1st edition 3.3 WG2
Converting a number to a 
string

During computation of the round-function, integers need to be converted to strings of L  bits. Where this is 
required, the string of bits shall be made equal to the binary representation of the integer, with the left-most bit of 
the string corresponding to the most significant bit of the binary representation. If the resulting string of bits has 
less than L  bits, then the string shall be left-padded with the appropriate number of zeros to make it of length L .

ISO/IEC 10118-4:1998-12-
15

1st edition 3.3.2 WG2

Converting a string to a 
number

During computation of the round-function, strings of bits need to be converted into integers. Where this is 
required, the integer shall be made equal to the number having binary representation equal to the binary string, 
where the left-most bit of the string is considered as the most significant bit of the binary representation.

ISO/IEC 10118-4:1998-12-
15

1st edition 3.3.3 WG2

coordination set of activities including identifying and engaging stakeholders, mediating, communicating, and other planning in 
support of vulnerability(3.1)disclosure (3.2)
Note 1 to entry: The term “coordinated vulnerability disclosure” is used to denote a disclosure process that 
includes coordination.

ISO/IEC 29147:2018-10 2nd edition 3.3 WG3

coordinator individual or organization that performs coordination (3.3) ISO/IEC 29147:2018-10 2nd edition 3.6 WG3
core network part of a mobile telecommunication network that connects the access network to the wider communication 

network
ISO/IEC 27033-6:2016-06-
01

1st edition 3.4 WG4

core process process that delivers apparent and direct customer value and is derived from the core competencies (3.1) of the 
management systems
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO 38500:2015.
Note 2 to entry: In this definition, "core competency" is understood as the set of skills and know-how present 
within a management system, directly aligned with the objectives of the management system, supporting the 
achievement of the objectives and not elsewhere present within the organization at a competitive level.

ISO/IEC TS 27022:2021-03 1st edition 3.1 WG1

core process process that delivers apparent and direct customer value and is derived from the core competencies (3.1) of the 
management systems
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO 38500:2015.
Note 2 to entry: In this definition, "core competency" is understood as the set of skills and know-how present 
within a management system, directly aligned with the objectives of the management system, supporting the 
achievement of the objectives and not elsewhere present within the organization at a competitive level.

ISO/IEC TS 27110:2021-02 1st edition 3.1 WG1

corporate information 
security policy

document that describes management direction and support for information security in accordance with business 
requirements and relevant laws and regulations
Note 1 to entry: The document describes the high-level information security requirements that have to be followed 
throughout the organization.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.7 WG4

correction action to eliminate a detected nonconformity (3.47) ISO/IEC 27000:2018-02 5th edition 3.16 WG1
corrective action action to eliminate the cause of a nonconformity (3.47) and to prevent recurrence ISO/IEC 27000:2018-02 5th edition 3.17 WG1
correctness for specified security requirements, the representation of a product or system that shows that the implementation of 

the requirement is correct
ISO/IEC 21827:2008-10-15 2nd edition 3.15 WG3

correlation function function used to characterize the statistical and coherence properties of light beams ISO/IEC 23837-2:2023 1st Editon 3.5 WG3
correlation power 
analysis

analysis where the correlation coefficient is used as the statistical method ISO/IEC 17825:2024 2nd Editon 3.2 WG3

corroborative evidence evidence that holds identifying attribute(s) (3.8) that are not managed by an authoritative party (3.3)
Note 1 to entry: It is possible that the identifying attributes in corroborative evidence are not as up-to-date or 
accurate as those in authoritative evidence.
Note 2 to entry: This is one type of evidence of identity.
Note 3 to entry: Corroborative evidence for a particular identifying attribute can be authoritative evidence for 

ISO/IEC TS 29003:2018-03 1st edition 3.5 WG5

counter bit array of length n bits (where n is the block size of the underlying block cipher) which is used in CTR mode and 
CTR-ACPKM mode

ISO/IEC 
10116:2017/Amd.1:2021-03

4th edition 3.3 WG2

counter,verb act on or respond to a particular threat so that the threat is eradicated or mitigated ISO/IEC 15408-1:2022-08 4th edition 3.28 WG3
countermeasure design method aiming at reducing the information leakage ISO/IEC 20085-2:2020-03 1st edition 3.3 WG3
coupon pair of pre-computed numbers to be used only once

Note 1 to entry: One of the numbers shall be kept secret, and the other shall remain secret until the time of use.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.8, modified]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.7 WG2



coupon pair of pre-computed numbers to be used only once; one is kept secret and the other remains secret until its use by 
an entity

ISO/IEC 9798-5:2009-12-15 3rd edition 2.8 WG2

cpHash hash of the command code, Object names, and parameters of a command ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.10 WG3

credential data held by a claimant (3.3) that provides evidence that the claimant is the rightful holder of encoded attributes 
(3.2) and/or a public key, corresponding to a private key
Note 1 to entry: In the context of this definition, attributes can include information regarding the qualification, 
competence or clearance of the claimant.

ISO/IEC 20009-3:2022-02 1st edition 3.6 WG2

credential representation of an identity
Note 1 to entry: A credential is typically made to facilitate data authentication of the identity information in the 
identity it represents.
Note 2 to entry: The identity information represented by a credential can be printed on paper or stored within a 
physical token that typically has been prepared in a manner to assert the information as valid.
EXAMPLE: A credential can be a username, a username with a password, a PIN, a smartcard, a token, a 
fingerprint, a passport, etc.
[SOURCE: ISO/IEC 24760‑1:2011, 3.3.5]

ISO/IEC 20009-4:2017-08 1st edition 3.7 WG2

credential representation of an identity (3.1.2) for use in authentication (3.3.1)
Note 1 to entry: As described in 5.4, customary embodiments of a credential are very diverse. To accommodate 
this wide range, the definition adopted in this document is very generic.
Note 2 to entry: A credential is typically made to facilitate data authentication of the identity information 
pertaining to the identity it represents. Data authentication is typically used in authorization.
Note 3 to entry: The identity information represented by a credential can, for example, be printed on human-
readable media, or stored within a physical token. Typically, such information can be presented in a manner 
designed to reinforce its perceived validity.
Note 4 to entry: A credential can be a username, username with a password, a PIN, a smartcard, a token, a 

ISO/IEC 24760-1:2019-06 2nd edition 3.3.5 WG5

credential representation of an identity for use in authentication (3.3)
Note 1 to entry: As described in ISO/IEC 24760-1:2019, 5.4, customary embodiments of a credential are very 
diverse. To accommodate this wide range, the definition adopted in this document is very generic.
Note 2 to entry: A credential is typically made to facilitate data authentication of the identity information 
pertaining to the identity it represents. Data authentication is typically used in authorization.
Note 3 to entry: The identity information represented by a credential can, for example, be printed on human-
readable media, or stored within a physical token. Typically, such information can be presented in a manner 
designed to reinforce its perceived validity.
Note 4 to entry: A credential can be a username, username with a password, a PIN, a smartcard, a token, a 
fingerprint, a passport, etc.

ISO/IEC 27553-1:2022 1st Editon 3.13 WG5

credential representation of an identity for use in authentication
[SOURCE:ISO/IEC 24760-1:2019, 3.3.5, modified – noted to entry have been removed]

ISO/IEC 27553-2:2025-07 1st edition 3.2.6 WG5

credential set of data presented as evidence of a claimed or asserted identity and/or entitlements
NOTE　See Annex B for additional characteristics of a credential.

ISO/IEC 29115:2013-04-01 1st edition 3.8 WG5

credential representation of an identity
[SOURCE: ISO/IEC 24760-1]

ISO/IEC 29191:2012-12-15 1st edition 2.3 WG5

credential set of data presented as evidence of a claimed or asserted identity (3.9) and/or entitlements
[SOURCE: ISO/IEC 29115:2013, 3.8, modified — The Note has been deleted.]

ISO/IEC TS 29003:2018-03 1st edition 3.6 WG5

credential information 
field

special attribute (3.2) encoded within a credential (3.6) that contains metadata about the credential, such as its 
expiry date, that is always disclosed to verifiers (3.15)

ISO/IEC 20009-3:2022-02 1st edition 3.7 WG2



credential issuer entity (3.1.1) responsible for provisioning of a credential (3.3.5) to a principal (3.1.7) in a specific domain (3.2.3)
Note 1 to entry: A credential (3.3.5) provisioned by a credential issuer can have a physical form, e.g. a 
membership (smart) card.
Note 2 to entry: The issuance of a credential (3.3.5) for a principal (3.1.7) can be recorded as an attribute (3.1.3) 
for the principal, e.g. by recording the unique number of the token issued.
Note 3 to entry: A credential (3.3.5) provisioned by an issuer can be a username and password. A credential in the 
form of a smart card or similar security device, can be configured to validate a password off-line.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.10 WG5

credential private key data item specific to a claimant’s (3.3)credential (3.6) that should only be used by this claimant ISO/IEC 20009-3:2022-02 1st edition 3.8 WG2
credential public key data item mathematically related to a credential (3.6) that is disclosed to the verifier (3.15) upon authentication ISO/IEC 20009-3:2022-02 1st edition 3.9 WG2
credential service trusted actor that issues and/or manages credentials ISO/IEC 29115:2013-04-01 1st edition 3.9 WG5
credential service 
provider
CSP

trusted entity (3.1.1) related to a particular domain (3.2.3) responsible for management of credentials (3.3.5) 
issued in that domain
Note 1 to entry: It is possible that a CSP acts as credential issuer (3.4.10).

ISO/IEC 24760-1:2019-06 2nd edition 3.4.11 WG5

critical qualitative description used to emphasize the importance of a resource, process or function that must be available 
and operational constantly or available and operational at the earliest possible time after an incident, emergency or 
disaster has occurred

ISO/IEC 27031:2011-03-01 1st edition 3.5 WG4

critical asset asset which can have a direct impact on production or generation, transmission, storage and distribution of electric 
power, gas, oil and heat

ISO/IEC 27019:2024 2nd edition 3.1.4 WG1

critical information information which, if compromised, can result in an unacceptable risk ISO/IEC 27034-3:2018-05 1st edition 3.3 WG4
critical infrastructure set of organizations and facilities that are essential for the functioning of society and the economy as a whole

Note 1 to entry: A failure or malfunction of such organizations and facilities can result in sustained supply 
shortfalls, make a significant impact on public security and have other wide-ranging impacts.

ISO/IEC 27019:2024 2nd edition 3.1.5 WG1

critical security 
parameter class
CSP class

class into which a critical security parameter (3.3) is categorised
EXAMPLE: Cryptographic keys, authentication data such as passwords, PINs, biometric authentication data.

ISO/IEC 17825:2024 2nd Editon 3.3 WG3

critical security 
parameter
CSP

security-related information whose disclosure or modification can compromise the security of a cryptographic 
module
EXAMPLE:Secret and private cryptographic keys, authentication data such as passwords, PINs, certificates or 
other trust anchors.

ISO/IEC 18367:2016-12-15 1st edition 3.5 WG3

critical security 
parameter
CSP

security related information whose unauthorized access, use, disclosure, modification and substitution can cause a 
compromise (3.19) of the security of a cryptographic module (3.35)
EXAMPLE:Secret and private cryptographic key (3.34), authentication data (3.13) or verifier data (3.157) such as 
a password (3.102) or personal identification number (3.103).
Note 1 to entry: A CSP can be plaintext (3.105) or encrypted.

ISO/IEC 19790:2025-02 3rd edition 3.29 WG3

critical security 
parameter
CSP

security-related information whose disclosure or modification can compromise the security of a cryptographic 
module (3.1.9)
Note 1 to entry: A CSP can be plaintext or encrypted.
Note 2 to entry: In the example, “certificates” refers to private keys matching public keys inside certificates.
EXAMPLE  1: Secret and private cryptographic keys, authentication data such as passwords, PINs, certificates or 
other trust anchors.
EXAMPLE  2: Configuration settings required for initialization.
[SOURCE:ISO/IEC 19790:2012, 3.18, modified — note 2 to entry and example 2 have been 

ISO/IEC 27402:2023 1st Editon 3.1.10 WG4

critical security 
parameter
CSP

security related information whose unauthorized access, use, disclosure, modification and substitution can cause a 
compromise of the security of a cryptographic module (3.9)
EXAMPLE:Secret and private cryptographic key, authentication data or verifier data such as a password or 
personal identification number.
Note 1 to entry: A CSP can be plaintext or encrypted.
[SOURCE:ISO/IEC 19790:2025, 3.29]

ISO/IEC TS 20540:2025-06 2nd edition 3.7 WG3

critical security 
parameter
CSP

security related information whose disclosure or modification can compromise the security of a cryptographic 
module
[SOURCE: ISO/IEC 19790:2012, 3.18]
EXAMPLE: Secret and private cryptographic keys, authentication data such as passwords, PINs, certificates or 
other trust anchors.

ISO/IEC TS 30104:2015-05-
15

1st edition 3.3 WG3



cross certification certification of each other’s public keys by two CAs (3.17)
Note 1 to entry: This process may or may not be automated.

ISO/IEC 27099:2022-07 1st edition 3.25 WG4

cross-domain password-
based authenticated key 
exchange

process of establishing one or more shared secret keys between two entities associated with two distinct security 
domains (3.10) using the entity’s prior domain-specific password-based information such that neither of the 
entities can predetermine the values of the shared secret keys

ISO/IEC 11770-7:2021-07 1st edition 3.4 WG2

cryptanalytic attack attack (3.3) against a cipher (3.13) that makes use of properties of the cipher
Note 1 to entry: Every cryptanalytic attack has its own attack model, some of which may or may not be applicable 
to specific implementations. Since the application of a cipher is generally unknown to the cipher designer, all 
possible models in the single key (3.17) setting need to be considered when assessing the security of an algorithm. 
Several existing application examples also show the need to consider multi-key settings.
Note 2 to entry: Cryptanalytic attacks do not include implementation-specific attacks, e.g. involving side channel 
analysis.

ISO/IEC 18033-1:2021-09 3rd edition 3.8 WG2

crypto officer role (3.119) taken by an operator (3.98) that accesses a cryptographic module (3.35) in order to perform 
cryptographic initialization or management functions of a cryptographic module (e.g. module initialization, 
management of sensitive security parameters (3.131) and auditing)

ISO/IEC 19790:2025-02 3rd edition 3.30 WG3

cryptographic algorithm well-defined computational procedure that takes variable inputs, which may include cryptographic keys, and 
produces an output
[SOURCE: ISO/IEC 19790:2012, 3.20]

ISO/IEC 18367:2016-12-15 1st edition 3.6 WG3

cryptographic algorithm well-defined computational procedure that takes variable inputs, which can include a cryptographic key (3.34), 
and produces an output
Note 1 to entry: Approved cryptographic algorithm standards are included in Annex C.

ISO/IEC 19790:2025-02 3rd edition 3.31 WG3

cryptographic algorithm well-defined computational procedure that takes variable inputs, which may include cryptographic keys, and 
produces an output
[SOURCE:ISO/IEC 19790:2025, 3.31, modified — note 1 to entry has been removed]

ISO/IEC TS 20540:2025-06 2nd edition 3.8 WG3

cryptographic algorithm 
boundary

boundary encompassing the complete cryptographic algorithm implementation ISO/IEC 18367:2016-12-15 1st edition 3.7 WG3

cryptographic bilinear 
map

map satisfying the non-degeneracy, bilinearity, and computability conditions
Note 1 to entry: Definitions of non-degeneracy, bilinearity and computability are provided in 6.4.

ISO/IEC 15946-1:2016-07-
01

3rd edition 3.7 WG2

cryptographic binding A type of binding created by using cryptographic mechanisms. The binding is used as evidence to show that two 
pieces of data are irrevocably bound to each other, such that any changes to either or both of them can be detected 
and that the evidence can be verified by a verifier, who does not necessarily know the matching data in such a 

ISO/IEC 18014-1:2008 
/Amd.1:2025-06

2nd edition 3.15 WG2

cryptographic boundary explicitly defined perimeter that establishes the boundary of all components (i.e. a set of hardware, software, or 
firmware) of the cryptographic module
[SOURCE:ISO/IEC TS 30104:2015, 3.4]

ISO/IEC 18031:2025-02 2nd edition 3.7 WG2

cryptographic boundary explicitly defined continuous perimeter that establishes the physical and/or logical bounds of a cryptographic 
module and contains all the hardware, software, and/or firmware components of a cryptographic module
[SOURCE: ISO/IEC 19790:2012, 3.21, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.8 WG3

cryptographic boundary explicitly defined perimeter that establishes the boundary of all components (i.e. set of hardware (3.64), software 
(3.140) or firmware (3.58) components) of the cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.32 WG3

cryptographic boundary explicitly defined perimeter that establishes the boundary of all components (i.e. set of hardware, software, or 
firmware) of the cryptographic module
[SOURCE: ISO/IEC 19790:2012, 3.21]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.4 WG3

cryptographic bypass ability of a service (3.136) to partially or wholly circumvent a cryptographic function or process ISO/IEC 19790:2025-02 3rd edition 3.33 WG3
cryptographic check 
function

cryptographic transformation which takes as input a secret key and an arbitrary string, and which gives a 
cryptographic check value as output
[ISO/IEC 9798-1]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.1 WG2

cryptographic check 
function

cryptographic transformation which takes as input a secret key and an arbitrary string, and which gives a 
cryptographic check value as output
NOTE　The computation of a correct check value without knowledge of the secret key shall be infeasible.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.8 WG2

cryptographic check 
function
CHK

either a MAC (3.22) function or a digital signature (3.9) function, i.e. a function that takes as an input a message 
and a secret or private key (3.44) and returns a string of bits that can be used to verify the origin and integrity of 
the message

ISO/IEC 13888-1:2020-09 4th edition 3.5 WG2

cryptographic check output of a cryptographic check function (3.5) ISO/IEC 13888-1:2020-09 4th edition 3.6 WG2
cryptographic check information which is derived by performing a cryptographic transformation on the data unit ISO/IEC 9798-1:2010-07-01 3rd edition 3.9 WG2



cryptographic erase method of sanitization in which the encryption key for the encrypted target data (3.2.18) is sanitized (3.3.12), 
making recovery of the decrypted target data infeasible

ISO/IEC 27040:2024 2nd Editon 3.3.8 WG4

cryptographic hash 
function

function that maps octet strings of any length to octet strings of fixed length, such that it is computationally 
infeasible to find correlations between inputs and outputs, and such that given one part of the output, but not the 
input, it is computationally infeasible to predict any bit of the remaining output
[SOURCE: ISO/IEC 18033‑2:2006, 3.11, modified — Deleted the last phrase, "The precise security requirements 
depend on the application.]

ISO/IEC 15946-5:2022-03 3rd edition 3.1 WG2

cryptographic hash 
function

function that maps octet strings of any length to octet strings of fixed length, such that it is computationally 
infeasible to find correlations between inputs and outputs, and such that given one part of the output, but not the 
input, it is computationally infeasible to predict any bit of the remaining output. The precise security requirements 
depend on the application.
NOTE　See Clause 6.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.11 WG2

cryptographic hash value mathematical value that is assigned to a file and used to “test” the file at a later date to verify that the data 
contained in the file has not been maliciously changed

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.5 WG4

cryptographic key
key

sequence of symbols that controls the operation of a cryptographic transformation
Note 1 to entry: A cryptographic transformation can include but is not limited to encipherment, decipherment, 
cryptographic check value computation, signature generation, or signature verification.

ISO/IEC 19790:2025-02 3rd edition 3.34 WG3

cryptographic module set of hardware, software, and/or firmware that implements security functions and are contained within the 
cryptographic boundary
[SOURCE:ISO/IEC 19790:2012, 3.25]

ISO/IEC 23837-1:2023 1st Editon 3.5 WG3

cryptographic module set of hardware, software, and/or firmware that implements security functions and are contained within the 
cryptographic boundary
[SOURCE:ISO/IEC 19790:2012, 3.25]

ISO/IEC 27402:2023 1st Editon 3.1.9 WG4

cryptographic module 
security policy

precise specification of the security rules under which a cryptographic module (3.9) will operate, including the 
rules derived from the requirements specified in ISO/IEC 19790:2025, Annex B and additional rules imposed by 
the module or certification body (3.5)
[SOURCE:ISO/IEC 19790:2025, 3.36, modified — reference to ISO/IEC 19790 added in a contextual manner; 
note 1 to entry removed.]

ISO/IEC TS 20540:2025-06 2nd edition 3.10 WG3

cryptographic module 
security policy
security policy

precise specification of the security rules under which a cryptographic module (3.35) will operate, including the 
rules derived from the requirements of this document and additional rules imposed by the module or certification 
body (3.18)

ISO/IEC 19790:2025-02 3rd edition 3.36 WG3

cryptographic module
CM
module

set of hardware, software, and/or firmware that implements security functions and are contained within the 
cryptographic boundary
[SOURCE:ISO/IEC 19790:2025, 3.35, modified — CM has been added as a preferred term.]

ISO/IEC TS 20540:2025-06 2nd edition 3.9 WG3

cryptographic module
module

set of hardware (3.64) and either software (3.140) or firmware (3.58) that implements security functions and are 
contained within the cryptographic boundary (3.32)

ISO/IEC 19790:2025-02 3rd edition 3.35 WG3

cryptographic module
module

set of hardware, software, and/or firmware that implements security functions and are contained within the 
cryptographic boundary
[SOURCE: ISO/IEC 19790:2012, 3.25]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.5 WG3

cryptographic operation implementation of one or more cryptographic algorithm (3.31) in the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.37 WG3
cryptographic protocol communication protocol which uses cryptography to perform security-related functions ISO/IEC 29128-1:2023 2nd Editon 3.4 WG3
cryptographic protocol 
model

formal cryptographic protocol specification (3.8) combined with an adversarial model (3.1) and a set of security 
properties (3.9)

ISO/IEC 29128-1:2023 2nd Editon 3.5 WG3

cryptographic protocol 
specification

human-readable document which defines the functionality of a cryptographic protocol (3.4) ISO/IEC 29128-1:2023 2nd Editon 3.6 WG3

cryptographic security 
testing laboratory
testing laboratory

laboratory performing cryptographic module security testing and/or cryptographic algorithms conformance testing
Note 1 to entry: See ISO/IEC 24759 for cryptographic module security testing.
Note 2 to entry: See ISO/IEC 18367 for cryptographic algorithms conformance testing.

ISO/IEC 23532-2:2021-11 1st edition 3.1 WG3

cryptographic 
synchronization

co-ordination of the encryption and decryption processes ISO/IEC 10116:2017-07 4th edition 3.4 WG2

cryptoperiod defined period of time during which a specific cryptographic key is authorized for use or during which the 
cryptographic keys in a given system may remain in effect
[SOURCE:ISO 16609:2022, 3.6]

ISO/IEC 27040:2024 2nd Editon 3.5.1 WG4



cubic curve set of solutions, made up of pairs of elements of a specified field known as points, to a cubic equation of special ISO/IEC 15946-1:2016-07- 3rd edition 3.2 WG2
custodian person or entity that has custody, control or possession of Electronically Stored Information (3.9) ISO/IEC 27050-1:2019-11 2nd edition 3.2 WG4
custodian person or entity that has custody, control or possession of electronically stored information

[SOURCE:ISO/IEC 27050-1:2019, 3.2]
ISO/IEC 27559:2022 1st Editon 3.1 WG5

customer recipient of a product provided by the supplier
NOTE 1　In a contractual situation, the customer is called the purchaser.
NOTE 2　The customer may be, for example, the ultimate consumer, user, beneficiary or purchaser.
NOTE 3　The customer can be either external or internal to the organization. See ISO 9000 and ISO/IEC 15504.

ISO/IEC 21827:2008-10-15 2nd edition 3.16 WG3

CVE vulnerability vulnerability listed in CVE ISO/IEC TR 20004:2015-12- 2nd edition 2.5 WG3
cyber attack
attack

malicious attempts to exploit vulnerabilities in information systems or physical systems in cyberspace (3.5) and to 
damage, disrupt or gain unauthorized access to these systems
Note 1 to entry: Expression of an offensive operation in or through the cyberspace leading to unauthorized use of 
services, creating illicit services, orchestrating denial of service, altering or deleting data or resources.

ISO/IEC TS 27100:2020-12 1st edition 3.1 WG1

cyber threat potential cause of an unwanted cybersecurity incident (3.4), which can result in harm to a system, people, society, 
organization, or other entities in cyberspace (3.5)
[SOURCE: ISO/IEC 27000:2018, 3.74, modified — The term “threat” has been replaced with “cyber threat”. In 
the definition, “incident” has been replaced with “cybersecurity incident”, and new wording has been added after 
"system".]

ISO/IEC TS 27100:2020-12 1st edition 3.6 WG1

cyber-incident cyber-event that involves a loss of information security or impacts business operations ISO/IEC 27102:2019-08 1st edition 3.1 WG1
cyber-insurance insurance that covers or reduces financial loss to the insured (3.7) caused by a cyber-incident (3.1) ISO/IEC 27102:2019-08 1st edition 3.2 WG1
cyber-insurance policy contract for cyber-insurance (3.2) coverage ISO/IEC 27102:2019-08 1st edition 3.3 WG1
cyber-risk risk caused by a cyber-threat (3.5) ISO/IEC 27102:2019-08 1st edition 3.4 WG1
cybersecurity safeguarding of people, society, organizations and nations from cyber risks

Note 1 to entry: Safeguarding means to keep cyber risk at a tolerable level.
[SOURCE:ISO/IEC TS 27100:2020, 3.2]

ISO/IEC 27032:2023 2nd Editon 3.6 WG4

cybersecurity safeguarding of people, society, organizations and nations from cyber risks (3.7)
Note 1 to entry: Safeguarding means to keep cyber risks at a tolerable level.

ISO/IEC TS 27100:2020-12 1st edition 3.2 WG1

cybersecurity event occurrence indicating a possible breach of cybersecurity (3.2) or failure of controls
[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — In the term and the definition, “information security” has 
been replaced with “cybersecurity”.]

ISO/IEC TS 27100:2020-12 1st edition 3.3 WG1

cybersecurity incident one or multiple related and identified cybersecurity events (3.3) that can harm people, society, organizations or 
nations
[SOURCE: ISO/IEC 27035-1:2016, 3.4, modified — In the term and the definition, “information security” has 

ISO/IEC TS 27100:2020-12 1st edition 3.4 WG1

cyberspace interconnected digital environment of networks, services, systems, and processes ISO/IEC 27102:2019-08 1st edition 3.6 WG1
cyberspace interconnected digital environment of networks, services, systems, people, processes, organizations, and that 

which resides on the digital environment or traverses through it
Note 1 to entry: Interconnected digital environment that traverses public infrastructure e.g. the internet, rather than 
parts of the organisation’s internal network or air-gapped digital environments that may not traverse public 
infrastructure.
[SOURCE: ISO/IEC 27102:2019, 3.6, modified — In the definition, the part after "processes" has been added.]

ISO/IEC TS 27100:2020-12 1st edition 3.5 WG1

cyber-threat threat that exploits a cyberspace (3.6) ISO/IEC 27102:2019-08 1st edition 3.5 WG1
cyclic group finite commutative group (3.1), E , of n elements that contains a group element a  ∈ E , called the generator, of ISO/IEC 14888-3:2018-11 4th edition 3.2 WG2
cyclic group group G  of n  elements that contains an element a  in G , called the generator, of order n

[SOURCE: ISO/IEC 14888‑3:2006, 3.2]
ISO/IEC 18370-2:2016-07-
01

1st edition 3.2 WG2

cyclic group abelian group (3.1) (G , *) such that there exists an element g in G , called the generator of the group, such that for 

any element a in G , there exists an integer i  with a  = g i

ISO/IEC 20009-4:2017-08 1st edition 3.8 WG2

dark count detection event registered by an optical detector in the absence of optical illumination ISO/IEC 23837-2:2023 1st Editon 3.6 WG3
dark net network of secret websites within the Internet that can only be accessed with specific software

Note 1 to entry: The dark net is also known as the dark web.
ISO/IEC 27032:2023 2nd Editon 3.7 WG4

d-ary tree tree (3.25) where each node has dchild nodes (3.6) except the leaf nodes (3.16) in the tree ISO/IEC 11770-5:2020 2nd Editon 3.7 WG2
data at rest data recorded on stable, non-volatile storage (3.2.11) ISO/IEC 27040:2024 2nd Editon 3.2.3 WG4



data breach The following terms are defined in ISO/IEC 27040:
– data breach: Compromise of security that leads to the accidental or unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access to protected data transmitted, stored, or otherwise processed.

ISO/IEC 27017:2015-12-15
ITU-T X.1631 (07/2015) 

1st edition 3.1.2 WG1

data breach compromise of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorized 
disclosure of, or access to, protected data transmitted, stored or otherwise processed
[SOURCE: ISO/IEC 27040:2015, 3.7]

ISO/IEC 27018:2019-01 2nd edition 3.1 WG5

data breach compromise of security that leads to the accidental or unlawful destruction (3.3.4), loss, alteration, unauthorized 
disclosure of, or access to protected data transmitted, stored (3.2.17), or otherwise processed

ISO/IEC 27040:2024 2nd Editon 3.5.2 WG4

data breach compromise of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorized 
disclosure of, or access to protected data transmitted, stored or otherwise processed
[SOURCE: ISO/IEC 27040:2015, 3.7]

ISO/IEC 27050-1:2019-11 2nd edition 3.3 WG4

data element integer, bit string, set of integers or set of bit strings ISO/IEC 14888-1:2008-04- 2nd edition 3.3 WG2
data element integer, bit string, set of integers, or set of bit strings

[SOURCE: ISO/IEC 14888‑1:2008, 3.3]
ISO/IEC 18370-1:2016-11-
15

1st edition 3.9 WG2

data element integer, bit string, set of integers, or set of bit strings
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.4 WG2

data element integer or bit string or set of integers or set of bit strings ISO/IEC 29150:2011-12-15 1st edition 3.11 WG2
data encapsulation 
mechanism

cryptographic mechanism, based on symmetric cryptographic techniques, which protects both the confidentiality 
and the integrity of data
NOTE　See Clause 8.2.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.12 WG2

data in motion data being transferred from one location to another
Note 1 to entry: These transfers typically involve interfaces that are accessible and do not include internal transfers 
(i.e. never exposed outside of an interface, chip, or device).

ISO/IEC 27040:2024 2nd Editon 3.2.4 WG4

data input octet string which depends on the entire message or a portion of the message and which forms a part of the input to 
the signature generation process

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.1 WG2

data input interface module interface(s) for which all input data (3.71) is input into the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.38 WG3
data integrity property that data has not been altered or destroyed in an unauthorized manner

[ISO 7498-2:1989]
ISO/IEC 11770-1:2010-12-
01

2nd edition 2.4 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[ISO 7498-2]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.2 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE: ISO/IEC 9797-1:2011, 3.4]

ISO/IEC 18014-2:2021-09 3rd edition 3.9 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[ISO/IEC 9797-1:2011]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.4 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE:ISO/IEC 9797-1:2011, 3.4]

ISO/IEC 19772:2020 2nd Editon 3.6 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE: ISO/IEC 7498-2:1989, 3.3.21, modified — The article has been removed.]

ISO/IEC 23264-1:2021-03 1st edition 3.6 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE:ISO 7498-2:1989, 3.3.21]

ISO/IEC 27040:2024 2nd Editon 3.5.3 WG4

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE: ISO/IEC 9797 1:2011, 3.4]

ISO/IEC 29192-7:2019-08 1st edition 3.2 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[SOURCE: ISO/IEC 9797-1:2011, 3.4]

ISO/IEC 29192-8:2022-09 1st edition 3.4 WG2

data integrity property that data has not been altered or destroyed in an unauthorized manner
[ISO 7498-2]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.4 WG2

data items' 
representation

data item or its respective hash value
[ISO/IEC 18014-1: 2008]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.3 WG2

data items’ data item or some representation thereof such as a cryptographic hash value ISO/IEC 18014-1:2008-09- 2nd edition 3.3 WG2



data object element which contains personally identifiable information (PII)
EXAMPLE: Examples of elements include files, documents, records or attributes. Concrete data objects include, 
for example, invoices, contracts, personal files, visitor lists, personnel planning sheets, photos, voice recordings, 
user accounts, log entries and consent documents.
Note 1 to entry: In the context of this document, data objects usually contain PII and can be combined with other 
data objects in a cluster of PII (3.1). The individual data object can be of varying complexity.

ISO/IEC 27555:2021 1st Editon 3.2 WG5

data origin 
authentication

corroboration that the source of data received is as claimed
[ISO 7498-2:1989]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.5 WG2

data origin 
authentication

corroboration that the source of data received is as claimed
Note 1 to entry: Data origin is sometimes called data source.
[SOURCE: ISO 7498-2:1989, 3.3.22, modified — In the definition, the initial article "the" has been removed. 
Note 1 to entry has been added.]

ISO/IEC 18014-2:2021-09 3rd edition 3.8 WG2

data origin 
authentication

corroboration that the source of data received is as claimed
[ISO 7498-2]

ISO/IEC 9798-6:2010-12-01 2nd edition 3.3 WG2

data output interface module interface(s) for which all output data (3.99) is output from the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.39 WG3
data path physical or logical route over which data passes

Note 1 to entry: A physical data path can be shared by multiple logical data paths.
ISO/IEC 19790:2025-02 3rd edition 3.40 WG3

data principal entity to which data relates
Note 1 to entry: The term “data principal” is broader than “PII principal” (or “data subject” as used elsewhere), 
and is able to denote any entity such as a person, an organization, a device, or a software application.

ISO/IEC 20889:2018-11 1st edition 3.4 WG5

data privacy model approach to the application of data de-identification techniques that enables the calculation of identifiability
[SOURCE:ISO/IEC 20889:2018, 3.3, modified — The word “formal” and “measurement” have been deleted 
from the term and "data" added, and “re-identification risk“ has been replaced by “identifiability“ in the 

ISO/IEC 27559:2022 1st Editon 3.11 WG5

data property properties that connect individuals with data values such as particular strings or integers
Note 1 to entry: In some knowledge representation systems, functional data properties are called attributes.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.5 WG3

data protection officer person appointed by the PII controller (3.15) to ensure, in an independent manner, compliance with the privacy 
law/regulation requirements

ISO/IEC TS 27570:2021-01 1st edition 3.7 WG5

data recipient person or organization by, with or to whom data is accessed, shared or released ISO/IEC 27559:2022 1st Editon 3.2 WG5
data storage means for storing information from which data is submitted for delivery, or into which data is put by the delivery 

authority (3.8)
ISO/IEC 13888-1:2020-09 4th edition 3.7 WG2

data string
data

string of bits which is the input to a hash-function ISO/IEC 10118-1:2016-10-
15

3rd edition 3.2 WG2

data transformation process which creates new data from an original source
EXAMPLE:The process of migrating into a different format, or by creating a subset, by selection or query, to 
create newly derived results, such as for publication.
[SOURCE:ISO 5127:2017, 3.1.11.06]

ISO/IEC 27556:2022 1st Editon 3.9 WG5

data transformation modification of the data ISO/IEC 27559:2022 1st Editon 3.13 WG5
dataset collection of data

[SOURCE: ISO 19115 1:2014, 4.3, modified — The word “identifiable” has been deleted in the definition.]
ISO/IEC 20889:2018-11 1st edition 3.5 WG5

datatype entities that refer to sets of data values such as particular strings or integers
Note 1 to entry: In this sense, datatypes are analogous to classes, the main difference being that the former contain 
data values such as strings and integers, rather than individuals.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.6 WG3

dead time time interval after a detection event when the detector as a whole is unable to provide an output in response to 
incoming photons at the single photon level
[SOURCE:ETSI GR QKD 007 V1.1.1:2018]

ISO/IEC 23837-2:2023 1st Editon 3.7 WG3

dealer party running the message sharing algorithm (3.6) ISO/IEC 19592-1:2016-11- 1st edition 3.3 WG2
debugging action of analysing malfunctions in computer systems ISO/IEC 27019:2024 2nd edition 3.1.6 WG1



debugging technique method used to halt or alter the execution of the cryptographic module (3.35) to analyse malfunctions, using 
interfaces or tools that can modify objects in memory (e.g. including executable code), in a way that it is possible 
to bypass security controls
Note 1 to entry: Security controls are considered to be any feature of the executable code required to meet the 
functional requirements of this document.

ISO/IEC 19790:2025-02 3rd edition 3.41 WG3

deceptive software software which performs activities on a user's computer without first notifying the user as to exactly what the 
software will do on the computer, or asking the user for consent to these actions
EXAMPLE  1: A program that hijacks user configurations.
EXAMPLE  2: A program that causes endless popup advertisements which cannot be easily stopped by the user.
EXAMPLE  3: Adware and spyware.

ISO/IEC 27032:2023 2nd Editon 3.8 WG4

declaration expression explicit expression of BPU function report in which information on the subprocesses and data flows are contained ISO/IEC 24761:2019-10 2nd edition 3.17 WG5
decoding procedure of converting quantum signals (3.32) into classical information ISO/IEC 23837-1:2023 1st Editon 3.6 WG3
decryption reversal of a corresponding encryption

[SOURCE: ISO/IEC 18033-1:2015, 2.16, modified]
ISO/IEC 10116:2017-07 4th edition 3.5 WG2

decryption reversal of a corresponding encryption
NOTE　Decryption [ISO/IEC 18033-1] and decipherment [ISO/IEC 9798-1] are equivalent terms.

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.6 WG2

decryption reversal of a corresponding encryption (3.9)
[SOURCE: ISO/IEC 11770-1:2010, 2.6]

ISO/IEC 11770-3:2021-10 4th edition 3.6 WG2

decryption reversal of the corresponding encryption
[ISO/IEC 11770-1:1996]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.13 WG2

decryption reversal of a corresponding encryption
[ISO/IEC 10116:2006]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.5 WG2

decryption reversal of a corresponding encryption (3.6)
[SOURCE: ISO/IEC 10116:2017, 3.5]

ISO/IEC 18033-6:2019-05 1st edition 3.2 WG2

decryption reversal of a corresponding encryption (3.8)
[SOURCE:ISO/IEC 18033-1:2015, 2.16]

ISO/IEC 19772:2020 2nd Editon 3.7 WG2

decryption reversal of encryption by a cryptographic algorithm to produce a plaintext ISO/IEC 29150:2011-12-15 1st edition 3.12 WG2
decryption reversal of a corresponding encipherment

[ISO/IEC 18033-1:2005]
ISO/IEC 29192-3:2012-10-
01

1st edition 3.3 WG2

decryption reversal of a corresponding encryption (3.6)
[SOURCE: ISO/IEC 9797-1:2011, 3.5]

ISO/IEC 29192-8:2022-09 1st edition 3.5 WG2

decryption reversal of a corresponding encryption
[ISO/IEC 9798-1:2010]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.5 WG2

decryption reversal of a corresponding encryption ISO/IEC 9798-1:2010-07-01 3rd edition 3.10 WG2
decryption reversal of a corresponding encryption

NOTE　Decryption[30] and decipherment[24] are equivalent terms.

ISO/IEC 9798-5:2009-12-15 3rd edition 2.10 WG2

decryption algorithm process which transforms ciphertext into plaintext
[ISO/IEC 18033-1]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.14 WG2

decryption algorithm process which transforms ciphertext (3.1) into plaintext (3.14)
[SOURCE: ISO/IEC 18033-1:2015, 2.17]

ISO/IEC 18033-6:2019-05 1st edition 3.3 WG2

decryption algorithm process which transforms a ciphertext into a plaintext
[ISO/IEC 18033-1:2005]

ISO/IEC 29150:2011-12-15 1st edition 3.13 WG2

decryption algorithm
decipherment algorithm

process which transforms ciphertext (3.7) into plaintext (3.20) ISO/IEC 18033-1:2021-09 3rd edition 3.10 WG2

decryption
decipherment

reversal of a corresponding encryption (3.11)
[SOURCE: ISO/IEC 11770-1:2010, 2.6, modified — The admitted term "decipherment" has been added; note 1 
to entry has been removed.]

ISO/IEC 18033-1:2021-09 3rd edition 3.9 WG2

decryptor entity which decrypts ciphertexts ISO/IEC 18033-5:2015-12- 1st edition 3.1 WG2
decryptor entity which decrypts ciphertexts (3.1)

[SOURCE: ISO/IEC 18033-5:2015, 3.1]
ISO/IEC 18033-6:2019-05 1st edition 3.4 WG2

deduplication method of reducing storage (3.2.12) needs by eliminating redundant data, which is replaced with a pointer to the 
unique data copy
Note 1 to entry: Deduplication is sometimes considered a form of data reduction.

ISO/IEC 27040:2024 2nd Editon 3.2.5 WG4



de-enrolment destruction of the biometric data associated with a biometric enrolment data record
Note 1 to entry: De-enrolment does not imply destruction of transaction records.
Note 2 to entry: De-enrolment is always irreversible.
[SOURCE:ISO/IEC 2382-37:2022, 37.06.41]

ISO/IEC 19792:2025-6 2nd edition 3.3.6 WG3

defined population set of elements that a dataset is drawn from that contributes to the adversary’s (3.3) ability to identify a data ISO/IEC 27559:2022 1st Editon 3.6 WG5
definition field of an 
elliptic curve

field that includes all the coefficients of the formula describing an elliptic curve ISO/IEC 15946-5:2022-03 3rd edition 3.2 WG2

degauss render magnetically stored data unreadable by applying a strong magnetic field to the storage medium (3.2.16) 
with an organizationally approved field strength

ISO/IEC 27040:2024 2nd Editon 3.3.2 WG4

degraded operation operation where a subset of the entire set of security functions, services or processes are either available or 
configurable or both as a result of reconfiguration from an error state

ISO/IEC 19790:2025-02 3rd edition 3.42 WG3

de-identification 
governance

system of directing and controlling the de-identification process
[SOURCE:ISO/IEC 38500:2015, 2.8, modified — “the de-identification process” has been added to the 

ISO/IEC 27559:2022 1st Editon 3.14 WG5

de-identification process process of removing the association between a set of identifying attributes (3.14) and the data principal (3.4) ISO/IEC 20889:2018-11 1st edition 3.6 WG5
de-identification process Process of removing the association between a set of identifying data and the data principal, using de-

identification techniques.
ISO/IEC 29151:2017-08 1st edition 3.1.2 WG5

de-identification 
technique

method for transforming a dataset (3.5) with the objective of reducing the extent to which information is able to be 
associated with individual data principals (3.4)

ISO/IEC 20889:2018-11 1st edition 3.7 WG5

de-identification 
technique

method for transforming a dataset with the objective of reducing the extent to which information is able to be 
associated with the PII principal (3.2)
Note 1 to entry: ISO/IEC 20889:2018 uses a term “data principal” that is broader than “PII principal”. However, 
this document focuses on data sets related to PII principals.
[SOURCE:ISO/IEC 20889:2018, 3.7, modified — The word “data principal” has been changed to “PII principal” 
and Note 1 to entry added.]

ISO/IEC 27556:2022 1st Editon 3.10 WG5

de-identified dataset dataset (3.5) resulting from the application of a de-identification process (3.6) ISO/IEC 20889:2018-11 1st edition 3.8 WG5
de-identified dataset dataset resulting from the application of a de-identification process

[SOURCE:ISO/IEC 20889:2018, 3.8]
ISO/IEC 27562:2024-12 1st edition 3.7 WG5

deletion process by which personally identifiable information (PII) is changed so that it is no longer present or recognizable 
and usable and can only be reconstructed with excessive effort
Note 1 to entry: In this document the term deletion has the following synonyms: disposition mechanism, erasure, 
destruction, destruction of data storage media.
Note 2 to entry: In this document the term deletion refers to the elimination of the bit patterns or comparable 
practices, not simply marking or moving the data to be hidden. As a result, excessive effort for PII reconstruction 
is required, considering all the means likely to be used, e.g. available state-of-the-art technology, human and 
technical resources, costs and time.
Note 3 to entry: For selecting the methods for deletion, a risk-based approach should be taken into account, 
including sensitivity of PII and potential use of forensic tools. Required measures can change over time depending 
on the state of the art of technology and other factors.
Note 4 to entry: PII can be also changed by applying an irreversible de-identification technique. Such data often 
fall out of the scope of privacy legislation. Further guidance on a de-identification technique can be found in 

ISO/IEC 27555:2021 1st Editon 3.3 WG5

deletion class combination of a standard deletion period (3.7) and an abstract starting point for the period run
Note 1 to entry: All clusters of personally identifiable information (PII) which are subject to the same deletion 
period (3.6) and the same abstract starting point are combined in a deletion class. As opposed to the (specific) 
deletion rule (3.5) for a cluster of PII (3.1), the (abstract) deletion class relates only to the abstract starting point 
and not to a specific condition for the start of the period run (see also Clause 8).

ISO/IEC 27555:2021 1st Editon 3.4 WG5

deletion period time period after which a specific cluster of personally identifiable information (PII) (3.1) should be deleted
Note 1 to entry: As a generic term, the deletion period comprises all deletion periods. This includes the standard 
deletion periods (3.7) and the regular deletion periods (3.8), which form special groups. However, the term also 
includes, for instance, the specific deletion periods for some clusters of PII or deletion periods in special cases. For 
details, see Clause 7.
Note 2 to entry: The deletion period for a cluster of PII extends beyond the end of the retention period (3.9), by at 
least an amount commensurate with the time required to achieve deletion of the relevant data objects (3.2).

ISO/IEC 27555:2021 1st Editon 3.6 WG5



deletion rule combination of deletion period (3.6) and specific condition for the starting point of the period run ISO/IEC 27555:2021 1st Editon 3.5 WG5
deliverable component, product, system, service, process, organization or personnel that has a security objective

NOTE 1　A deliverable's boundary may include one or many components including the processors, and 
peripherals, associated communication technologies, peripheral services, the environment in which it operates, 
associated organizational processes as well as the personnel responsible for developing, operating, maintaining and 

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.14 WG3

delivery transmission of the finished target of evaluation (TOE) from the production (3.24) environment into the hands of 
the customer
Note 1 to entry: This product life-cycle phase can include packaging and storage at the development (3.15) site, 
but does not include transportation of the unfinished TOE or parts of the TOE between different developers or 
different development sites.

ISO/IEC 15408-3:2022-08 4th edition 3.14 WG3

delivery authority
DA

authority trusted by the sender (3.43) to deliver the data from the sender to the receiver, and to provide the sender 
with evidence (3.11) on the submission and transport of data upon request

ISO/IEC 13888-1:2020-09 4th edition 3.8 WG2

demilitarized zone
DMZ

perimeter network (also known as a screened sub-net) inserted as a “neutral zone” between networks ISO/IEC 27033-1:2015-08-
15

2nd edition 3.8 WG4

demilitarized zone
DMZ

logical and physical network space between the perimeter router and the exterior firewall
Note 1 to entry: The DMZ can be between networks and under close observation but does not have to be so.
Note 2 to entry: They are generally unsecured areas containing bastion hosts that provide public services.

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.8 WG4

demonstrable 
conformance
DC

relation between a protection profile(PP) (3.68)/security target (3.82) (PP/ST) and a PP, or an ST and a PP-
Configuration (3.69), where the PP/ST provides an equivalent or more restrictive solution that solves the generic 
security problem in the PP/PP-Configuration

ISO/IEC 15408-1:2022-08 4th edition 3.29 WG3

demonstrate <evaluation> provide a conclusion gained by an analysis which is less rigorous than a “proof” ISO/IEC 18045:2022-08 3rd edition 3.3 WG3
denial of service
DoS

prevention of authorized access to a system resource or the delaying of system operations and functions, with 
resultant loss of availability to authorized users

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.9 WG4

denial-of-service
DoS

unauthorized access to a system resource or the delaying of system operations and functions, with resultant loss of 
availability to authorized users
[SOURCE: ISO/IEC 27033‑1:2009]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.6 WG4

density matrix matrix that describes the state of a quantum system ISO/IEC 23837-2:2023 1st Editon 3.8 WG3
dependency relationship between components such that a protection profile (PP) (3.68), security target (ST) (3.82), functional 

package (3.51) or assurance package (3.7) including a component also includes any other components that are 
identified as being depended upon or include a rationale as to why they are not

ISO/IEC 15408-1:2022-08 4th edition 3.30 WG3

dependent component dependent entity (3.36) in a multi-component product that relies on the provision of services and resources by one 
or more base components (3.12)
Note 1 to entry: This applies in particular to 'composed TOEs' (3.21) and 'composite products / composite TOE’ 

ISO/IEC 15408-1:2022-08 4th edition 3.31 WG3

dependent target of 
evaluation
dependent TOE

dependent component (3.31) which is itself the subject of an evaluation
Note 1 to entry: This applies only to 'composed TOEs' (3.21) and not to 'composite products / composite TOEs' 
(3.25).

ISO/IEC 15408-1:2022-08 4th edition 3.32 WG3

derived measure measure (3.42) that is defined as a function of two or more values of base measures (3.8)
[SOURCE: ISO/IEC/IEEE 15939:2017, 3.8, modified — Note 1 to entry has been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.18 WG1

descendant <Storage Key> Object whose loading is conditional on the Storage Key having been previously loaded ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.11 WG3

describe <evaluation> provide specific details of an entity ISO/IEC 18045:2022-08 3rd edition 3.4 WG3
designated opener entity who can re-identify the claimant from the transcript of authentication

NOTE　The selection of the designated opener should be made in advance of transactions. The entity or entities 
that make that selection may vary with the implementation. As the designated opener has the capability of 
identifying the claimant, the selection of the designated opener and the selection of the transcript of authentication 
to be provided to the designated opener need to be carefully performed.

ISO/IEC 29191:2012-12-15 1st edition 2.4 WG5

destruct sanitize (3.3.12) using physical techniques that make recovery of target data (3.2.18) infeasible using state of the 
art laboratory techniques and results in the subsequent inability to use the storage medium (3.2.16) for storage 
(3.2.12)
Note 1 to entry: Disintegrate (3.3.5), incinerate (3.3.6), melt (3.3.7), pulverize (3.3.9), and shred (3.3.13) are 
destruct forms of media sanitization (3.3.16).
Note 2 to entry: If the storage medium cannot be removed, then the storage device (3.2.14) can be subjected to the 

ISO/IEC 27040:2024 2nd Editon 3.3.3 WG4



destruction result of destruct (3.3.3) actions taken to ensure that the storage medium (3.2.16) cannot be reused as originally 
intended and that user data is virtually impossible or prohibitively expensive to recover

ISO/IEC 27040:2024 2nd Editon 3.3.4 WG4

detection efficiency probability that a photon, of a specific energy (spectral frequency) or wavelength, incident at the optical input is 
detected within a detection gate, and produces an output signal
[SOURCE:ETSI GR QKD 007 V1.1.1:2018]

ISO/IEC 23837-1:2023 1st Editon 3.7 WG3

detection error trade-off 
curve
DET curve

modified ROC curve which plots error rates on both axes (false positives on the x-axis and false negatives on the y-
axis)
Note 1 to entry: An example set of DET curves is shown in ISO/IEC 19795-1:2006, Figure 3.

ISO/IEC 19989-2:2020-09 1st edition 3.3 WG3

detection probability probability that a detector registers a detection event within a stated duration time ISO/IEC 23837-2:2023 1st Editon 3.9 WG3
determine <evaluation> affirm a particular conclusion based on independent analysis with the objective of reaching a 

particular conclusion
Note 1 to entry: The usage of this term implies a truly independent analysis, usually in the absence of any previous 
analysis having been performed. Compare with the terms “confirm” (3.2) or “verify” which imply that an analysis 
has already been performed which needs to be reviewed.

ISO/IEC 18045:2022-08 3rd edition 3.5 WG3

determine affirm a particular conclusion based on independent analysis with the objective of reaching a particular conclusion
Note 1 to entry: The usage of this term implies a truly independent analysis, usually in the absence of any previous 
analysis having been performed. Compare with the terms “confirm” or “verify” which imply that an analysis has 
already been performed which needs to be reviewed.
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.22]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.6 WG3

deterministic <algorithm> characteristic of an algorithm that states that given the same input, the same output is always 
produced

ISO/IEC 18033-6:2019-05 1st edition 3.5 WG2

deterministic algorithm algorithm (3.1) that, when given a particular input, always produces the same output ISO/IEC 18031:2025-02 2nd edition 3.8 WG2
deterministic random bit 
generator boundary
DRBG boundary

conceptual boundary that is used to explain the operations of a deterministic random bit generator (DRBG) (3.9) 
and its interaction with and relation to other processes

ISO/IEC 18031:2025-02 2nd edition 3.10 WG2

deterministic random bit 
generator
DRBG

random bit generator (3.40) that produces a random-appearing sequence of bits by applying a deterministic 
algorithm (3.8) to a suitably random initial value called a seed and, possibly, some secondary inputs upon which 
the security of the random bit generator does not depend
Note 1 to entry: In particular, non-deterministic sources may also form part of these secondary inputs.

ISO/IEC 18031:2025-02 2nd edition 3.9 WG2

deterministic random bit 
generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic algorithm to a 
suitably random initial value called a seed and, possibly, some secondary inputs on which the security of the 
random bit generator does not depend

ISO/IEC 18032:2020-12 2nd edition 3.2 WG2

deterministic random bit 
generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic algorithm to a 
suitably random initial value called a seed and, possibly, some secondary inputs upon which the security of the 
random bit generator does not depend
Note 1 to entry: A DRBG takes a high-entropy, kept-secret random string as input and outputs a longer string of 
bits which is computationally indistinguishable from random data to adversaries not knowing the input.
[SOURCE: ISO/IEC 18031:2011, 3.10, modified]

ISO/IEC 19592-2:2017-10 1st edition 3.4 WG2

deterministic random bit 
generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic algorithm to a 
suitably random initial value called a seed and, possibly, some secondary inputs
Note 1 to entry: Non-deterministic sources can also form part of these secondary inputs.
Note 2 to entry: The security of a deterministic random bit generator rests primarily on the strength of its 
cryptographic algorithms and on the randomness contained in the seed value. In a deterministic random bit 
generator that is suitable for cryptographic use, at least forward and backward secrecy shall be assured without 
invoking secondary inputs to the RBG or reseeding.”

ISO/IEC 20543:2019-11 1st edition 3.5 WG3

deterministic random bit 
generator
DRBG

random bit generator that produces a random-appearing sequence of bits by applying a deterministic algorithm to a 
suitably random initial value called a seed and, possibly, some secondary inputs upon which the security of the 
random bit generator does not depend
Note 1 to entry: A DRBG takes a high-entropy, secret random string as input and outputs a longer string of bits, 
which is computationally indistinguishable from random data to adversaries not knowing the input.
[SOURCE:ISO/IEC 18031:2011, 3.10, modified — the original note to entry has been replaced.]

ISO/IEC 4922-2:2024 1st Editon 3.7 WG2

developer organization responsible for the development of the target of evaluation (TOE) (3.90) ISO/IEC 15408-1:2022-08 4th edition 3.33 WG3



developer organization responsible for the development of the target of evaluation
Note 1 to entry: According to ISO/IEC 15408-1:2022, 3.90, a target of evaluation is defined as a set of software, 
firmware and/or hardware possibly accompanied by guidance, which is the subject of an evaluation.
[SOURCE:ISO/IEC 15408-1:2022, 3.33, modified — Note 1 to entry has been added.]

ISO/IEC 19792:2025-6 2nd edition 3.1.6 WG3

development product life-cycle phase which is concerned with generating the implementation representation of the target of 
evaluation (TOE)
Note 1 to entry: Throughout the ALC: Life-cycle support requirements, development, and related terms 
(developer, develop) are meant in the more general sense to comprise development and production (3.24).

ISO/IEC 15408-3:2022-08 4th edition 3.15 WG3

device mechanical, electrical, or electronic contrivance with a specific purpose
[SOURCE:ISO/IEC 14776-372:2011, 3.1.10]

ISO/IEC 27040:2024 2nd Editon 3.2.6 WG4

device physical entity that communicates directly or indirectly with one or more cloud services (3.1.2)
[SOURCE:ISO/IEC 22123-1:2023, 3.13.4, modified — note 1 to entry has been deleted.]

ISO/IEC 27071:2023 1st Editon 3.4.1 WG4

device combination of hardware and software, or solely software, that allows a user to perform actions ISO/IEC 29134:2023 2nd Editon 3.5 WG5
device binding association of a specific device with the data (credential) and the holder (individual getting the credential)

Note 1 to entry: The binding process typically provides assurance to a known level.
ISO/IEC 27553-1:2022 1st Editon 3.14 WG5

device binding association of a specific device with the data (credential) and the holder (individual getting the credential)
Note 1 to entry: The binding process typically provides assurance to a known level.
[SOURCE:ISO/IEC 27553-1:2022, 3.14]

ISO/IEC 27553-2:2025-07 1st edition 3.3.1 WG5

device holder person possessing and using the device
Note 1 to entry: In some cases, the person who possesses and uses the mobile device is the device holder. But in 
cases of Internet of Things, it is probably that sensors (devices) do not have a corresponding device holder.

ISO/IEC 27071:2023 1st Editon 3.4.2 WG4

dictionary attack (on a password-based system) attack on a cryptosystem that employs a search of a given list of passwords
Note 1 to entry: A dictionary attack on a password-based system can use a stored list of specific password values 
or a stored list of words from a natural language dictionary.

ISO/IEC 11770-4:2017-07 2nd edition 3.5 WG2

differential 
electromagnetic analysis
DEMA

analysis of the variations of the electromagnetic field emanated from a cryptographic module, using statistical 
methods on a large number of measured electromagnetic emanations values for determining whether the 
assumption of the divided subsets of a secret parameter is correct, for the purpose of extracting information 
correlated to security function operation

ISO/IEC 17825:2024 2nd Editon 3.4 WG3

differential power 
analysis

analysis of the variations of the electrical power consumption of a cryptographic module, for the purpose of 
extracting information correlated to cryptographic operation

ISO/IEC 17825:2024 2nd Editon 3.5 WG3

differential power 
analysis
DPA

analysis of the variations of the electrical power consumption of a cryptographic module, for the purpose of 
extracting information correlated to a cryptographic operation
[SOURCE: ISO/IEC 19790:2012, 3.29]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.6 WG3

differential privacy formal privacy measurement model (3.3) that ensures that the probability distribution of the output from a 
statistical analysis differs by at most a specified value, whether or not any particular data principal (3.4) is 
represented in the input dataset
Note 1 to entry: More specifically, differential privacy provides:
a) a mathematical definition of privacy which posits that, for the outcome of any statistical analysis to be 
considered privacy-preserving, the analysis results from the original dataset are indistinguishable from those 
obtained if any data principal is added to or removed from the dataset; and 
b) a measure of privacy that enables monitoring of cumulative privacy loss and setting of an upper bound (or 
“budget”) for loss limit. A formal definition is as follows. Let ε be a positive real number, and M  be a randomized 
algorithm that takes a dataset as input. The algorithm M  is said to be ε-differentially private if for all datasets D 1 

and D 2 that differ in a single element (i.e. the data for one data principal), and all subsets S of the range of M , Pr 
ε 

ISO/IEC 20889:2018-11 1st edition 3.9 WG5

digest result of a hash operation ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.12 WG3



digest function function d  which maps a string of bits and a long secret key to a short and fixed-length string of bits, i.e. a b -bit 
digest-value, that can readily be entered into or read from a user device, satisfying the following properties:
— for any key k  and any input string m , the function d (m , k ) can be computed efficiently;
— it is computationally infeasible to find a pair of distinct data strings (m , m' ) for which the proportion of keys 

which satisfy d (m , k ) = d (m' , k ) is greater than (2-b  + ε ), where b  is the bit length of a digest-value and ε  is a 

value that is negligible relative to 2-b .
NOTE 1　In practice, the second digest function property should be satisfied if the key k  is of the size of a typical 
cryptographic hash value, for example, 160 bits. This requirement derives from theoretical lower bounds on the 
key length for universal hash-functions, which are a general class of digest functions. More detailed discussions of 
this issue can be found in Annex F.

ISO/IEC 9798-6:2010-12-01 2nd edition 3.5 WG2

digest-value string of bits, computed as the output of a digest function, sent from the data originator to the data recipient that 
enables the recipient of data to check its correctness

ISO/IEC 9798-6:2010-12-01 2nd edition 3.4 WG2

digital attestation data appended to, or a cryptographic transformation of, a message (3.12) that allows a recipient of the data to 
verify the source and data integrity (3.6) of the message (3.12)

ISO/IEC 23264-1:2021-03 1st edition 3.7 WG2

digital device electronic equipment used to process or store digital data ISO/IEC 27037:2012-10-15 1st edition 3.4 WG4
digital evidence information or data, stored or transmitted in binary form that may be relied on as evidence ISO/IEC 27037:2012-10-15 1st edition 3.5 WG4
digital evidence information or data, stored or transmitted in binary form which has been determined, through the process of 

analysis, to be relevant to the investigation
Note 1 to entry: This should not be confused with legal digital evidence (3.14) or potential digital evidence (3.15).
Note 2 to entry: See also Figure 2.
[SOURCE: ISO/IEC 27037:2012, 3.5, modified – Note 1 and Note 2 to entry added, definition adapted to 
distinguish between evidence relating to the incident under investigation and other non-relevant information or 

ISO/IEC 27042:2015-06-15 1st edition 3.5 WG4

digital evidence information or data, stored or transmitted in binary form, that may be relied on as evidence
[SOURCE: ISO/IEC 27037:2012, 3.5]

ISO/IEC 27043:2015-03-01 1st edition 3.5 WG4

digital evidence copy copy of the digital evidence that has been produced to maintain the reliability of the evidence by including both 
the digital evidence and verification means where the method of verifying it can be either embedded in or 
independent from the tools used in doing the verification

ISO/IEC 27037:2012-10-15 1st edition 3.6 WG4

Digital Evidence First 
Responder
DEFR

individual who is authorized, trained and qualified to act first at an incident scene in performing digital evidence 
collection and acquisition with the responsibility for handling that evidence
NOTE　Authority, training and qualification are the expected requirements necessary to produce reliable digital 
evidence, but individual circumstances may result in an individual not adhering to all three requirements. In this 
case, the local law, organizational policy and individual circumstances should be considered.

ISO/IEC 27037:2012-10-15 1st edition 3.7 WG4

Digital Evidence 
Specialist
DES

individual who can carry out the tasks of a DEFR and has specialized knowledge, skills and abilities to handle a 
wide range of technical issues
NOTE　A DES may have additional niche skills, for example, network acquisition, RAM acquisition, operating 
system software or Mainframe knowledge.

ISO/IEC 27037:2012-10-15 1st edition 3.8 WG4

digital investigation use of scientifically derived and proven methods towards the identification, collection, transportation, storage, 
analysis, interpretation, presentation, distribution, return, and/or destruction of digital evidence derived from 
digital sources, while obtaining proper authorizations for all activities, properly documenting all activities, 
interacting with the physical investigation, preserving digital evidence, and maintaining the chain of custody, for 
the purpose of facilitating or furthering the reconstruction of events found to be incidents requiring a digital 
investigation, whether of criminal nature or not

ISO/IEC 27043:2015-03-01 1st edition 3.6 WG4

digital signature data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove 
the source and integrity of the data unit and protect against forgery e.g. by the recipient
[ISO/IEC 9798-1:1997]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.7 WG2

digital signature data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to 
verify the origin and integrity of the data unit and protect the sender and the recipient of the data unit against 
forgery by third parties, and the sender against forgery by the recipient

ISO/IEC 11770-3:2021-10 4th edition 3.7 WG2



digital signature A cryptographic transformation of a data unit that allows a recipient of the data unit to prove the origin and 
integrity of the data unit and protect the sender and the recipient of the data unit against forgery by third parties, 
and the sender against forgery by the recipient.
NOTE – Digital signatures may be used by end entities (see below) for the purposes of authentication, of data 
integrity, and of non-repudiation of creation of data. The usage for non-repudiation of creation of data is the most 
important one for legally binding digital signatures. The definition above is taken from ISO/IEC 9798-1.

ISO/IEC 15945:2002-02-01 1st edition 3.3 WG4

digital signature data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove 
the origin and integrity of the data unit and protect the sender and the recipient of the data unit against forgery by 
third parties and sender against forgery by the recipient
[ISO/IEC 11770-3:1999]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.4 WG2

digital signature data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove 
the source (3.8) and integrity (3.9) of the data unit and protect against forgery, e.g. by the recipient
[SOURCE: ISO/IEC 9798-1:2010, 3.11]

ISO/IEC 18014-2:2021-09 3rd edition 3.16 WG2

digital signature data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit to 
prove the origin and integrity (3.72) of the data unit and protect against forgery (e.g. by the recipient)

ISO/IEC 19790:2025-02 3rd edition 3.43 WG3

digital signature cryptographic transformation that, when associated with a data unit, provides the services of origin authenticity, 
data integrity and signer non-repudiation

ISO/IEC 27099:2022-07 1st edition 3.26 WG4

digital signature data appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to prove 
the source and integrity of the data unit and protect against forgery, e.g. by the recipient
[ISO 7498-2:1989]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.2 WG4

digital signature data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit to 
verify the source and integrity of the data unit
[SOURCE:ISO/IEC 9798-3:2019, 3.3

ISO/IEC TR 6114:2023 1st edition 3.1 WG4

digital signature 
(signature)

data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit to 
prove the source and integrity of the data unit and protect against forgery, e.g. by the recipient

ISO/IEC 9798-1:2010-07-01 3rd edition 3.11 WG2

digital signature
SIG

data appended to, or a cryptographic transformation of, a data unit that allows the recipient (3.47) of the data unit 
to prove the source and integrity of the data unit and protect against forgery e.g. by the recipient
[SOURCE: ISO 7498-2:1989, 3.3.26 modified — The abbreviated term "SIG" has been added.]

ISO/IEC 13888-1:2020-09 4th edition 3.9 WG2

digital signature
signature

data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit to 
verify the source and integrity of the data unit

ISO/IEC 9798-3:2019-01 3rd edition 3.3 WG2

digital storage medium device on which digital data may be recorded
[Adapted from ISO/IEC 10027:1990]

ISO/IEC 27037:2012-10-15 1st edition 3.9 WG4

direct entry entry of a sensitive security parameter (3.131) or key component (3.74) into a cryptographic module (3.35), using 
a device such as a keyboard or number pad

ISO/IEC 19790:2025-02 3rd edition 3.44 WG3

direct identifier attribute (3.2) that alone enables unique identification of a data principal (3.4) within a specific operational 
context
Note 1 to entry: Here and throughout, the operational context includes the information that the entity processing 
(e.g. de-identifying) the data possesses, together with information that third parties and potential attackers can 

ISO/IEC 20889:2018-11 1st edition 3.10 WG5

direct rationale type of Protection Profile (3.68), PP-Module (3.71) or Security Target (3.82) in which the security problem 
definition (SPD) (3.80) elements are mapped directly to the security functional requirements (SFRs) (3.78) and 
possibly to the security objectives (3.79) for the operational environment (3.63)
Note 1 to entry: Direct rationale does not include security objectives for the target of evaluation (TOE) (3.90).

ISO/IEC 15408-1:2022-08 4th edition 3.34 WG3

direct value value that can be determined by a value of an identical replacement or substitute in the event of an information 
asset or assets being harmed or lost
Note 1 to entry: This value is positive as long as the information asset is not harmed but seen as loss if the event 
occurs.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.2 WG1

directly trusted CA A directly trusted CA is a CA whose public key has been obtained and is being stored by an end entity in a secure, 
trusted manner, and whose public key is accepted by that end entity in the context of one or more applications.

ISO/IEC 15945:2002-02-01 1st edition 3.4 WG4

directly trusted CA key A directly trusted CA key is a public key of a directly trusted CA. It has been obtained and is being stored by an 
end entity in a secure, trusted manner. It is used to verify certificates without being itself verified by means of a 
certificate created by another CA.
NOTE – If, for example, the CAs of several organizations cross-certify each other (see Annex A), the directly 
trusted CA for an entity may be the CA of the entity's organization. Directly trusted CAs and directly trusted CA 
keys may vary from entity to entity. An entity may regard several CAs as directly trusted CAs.

ISO/IEC 15945:2002-02-01 1st edition 3.5 WG4



directory maintenance 
authority

entity responsible for making the public key certificates available online for ready use by the user entities ISO/IEC 11770-1:2010-12-
01

2nd edition 2.8 WG2

directory service A service to search and retrieve information from a catalogue of well defined objects, which may contain 
information about certificates, telephone numbers, access conditions, addresses, etc. An example is provided by a 
directory service conforming to the ITU-T Rec. X.500 | ISO/IEC 9594-1.

ISO/IEC 15945:2002-02-01 1st edition 3.6 WG4

disassociability property that enables the processing of PII or events without association to individuals or devices beyond the 
operational requirements of the system
[SOURCE: NISTIR 8062]

ISO/IEC TR 27550:2019-09 1st edition 3.4 WG5

disclosure revealing confidential or personally identifiable information from a dataset based on a vulnerability that is found 
or exploited

ISO/IEC 27559:2022 1st Editon 3.8 WG5

disclosure act of initially providing vulnerability (3.1) information to a party that was not believed to be previously aware ISO/IEC 29147:2018-10 2nd edition 3.2 WG3
discovery process by which each party obtains information held by another party or non-party concerning a matter

Note 1 to entry: Discovery is applicable more broadly than to parties in adversarial disputes.
Note 2 to entry: Discovery is also the disclosure of hardcopy documents, Electronically Stored Information (3.9) 
and tangible objects by an adverse party.
Note 3 to entry: In some jurisdictions, the term disclosure is used interchangeably with discovery.

ISO/IEC 27050-1:2019-11 2nd edition 3.4 WG4

disembedding extracting software binary code from its intended platform in a malicious way to transfer it to a separate platform 
amenable to analysis

ISO/IEC TR 24485:2022-09 1st edition 3.3 WG3

disintegrate destruct (3.3.3) by separating storage medium (3.2.16) into its component parts ISO/IEC 27040:2024 2nd Editon 3.3.5 WG4
disjoint signature signature used as part of a group of signatures, which together represent an entire set of code ISO/IEC 19790:2025-02 3rd edition 3.45 WG3
disposition range of records processes associated with implementing records (3.6.6)retention (3.6.9), records destruction 

(3.6.7) or transfer decisions which are documented in disposition authorities or other instruments
[SOURCE:ISO 30300:2020, 3.4.8, modified — “destruction” has been changed to “records destruction”.]

ISO/IEC 27040:2024 2nd Editon 3.6.3 WG4

disposition range of processes associated with implementing records retention, destruction or transfer decisions which are 
documented in disposition authorities (3.6) or other instruments
[SOURCE: ISO 15489‑1:2016, 3.8]

ISO/IEC 27050-1:2019-11 2nd edition 3.5 WG4

disruption incident, whether anticipated or unanticipated, that causes an unplanned, negative deviation from the expected 
delivery of products and services according to an organization’s objectives
[SOURCE: ISO 22301:2019, 3.10]

ISO/IEC 27002:2022-02 3rd edition 3.1.9 WG1

disruption incident, whether anticipated (e.g. hurricane) or unanticipated (e.g. power failure/outage, earthquake, or attack on 
ICT systems/infrastructure) which disrupts the normal course of operations at an organization location

ISO/IEC 27031:2011-03-01 1st edition 3.6 WG4

distinguished encoding 
rules
DER

encoding rules that may be applied to values of types defined using the ASN.1 notation
Note 1 to entry: Application of these encoding rules produces a transfer syntax for such values. It is implicit that 
the same rules are also to be used for decoding. The DER is more suitable if the encoded value is small enough to 
fit into the available memory and there is a need to rapidly skip over some nested values.

ISO/IEC 18014-2:2021-09 3rd edition 3.22 WG2

distinguishing identifier information which unambiguously distinguishes an entity ISO/IEC 11770-1:2010-12- 2nd edition 2.9 WG2
distinguishing identifier information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770-1:2010, 2.9]
ISO/IEC 11770-3:2021-10 4th edition 3.8 WG2

distinguishing identifier information which unambiguously distinguishes an entity
[SOURCE: ISO/IEC 11770-1:2010, 2.9]

ISO/IEC 11770-7:2021-07 1st edition 3.5 WG2

distinguishing identifier information which unambiguously distinguishes an entity in the non-repudiation process (3.32) ISO/IEC 13888-1:2020-09 4th edition 3.10 WG2
distinguishing identifier information which unambiguously distinguishes an entity

[SOURCE: ISO/IEC 11770‑2:2008, 3.1]
ISO/IEC 18370-1:2016-11-
15

1st edition 3.10 WG2

distinguishing identifier information which unambiguously distinguishes an entity
[SOURCE: ISO/IEC 11770.2:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.5 WG2

distinguishing identifier information which unambiguously distinguishes an entity
[SOURCE: ISO/IEC 11770‑1:2010, 2.9]

ISO/IEC 20009-4:2017-08 1st edition 3.9 WG2

distinguishing identifier information which unambiguously distinguishes an entity in the context of an authentication exchange ISO/IEC 9798-1:2010-07-01 3rd edition 3.12 WG2
distributed denial-of-
service attack
DDoS

unauthorized access to a system resource or the delaying of system operations and functions in the way of 
compromising multiple systems to flood the bandwidth or resources of the targeted system, with resultant loss of 
availability to authorized users

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.7 WG4

distribution system distribution grid for the ransport of electrical energy using a high, medium or low voltage grid, or a local or 
regional distribution network for the transport of gas, oil or heat

ISO/IEC 27019:2024 2nd edition 3.1.7 WG1



diversification deliberate creation of multiple, unlinkable, transformed biometric references (3.11) from one or more biometric 
samples (3.12) obtained from one subject for the purposes of security and privacy enhancement
Note 1 to entry: Renewability (3.33) is provided by performing diversification for biometric reference(s).

ISO/IEC 24745:2022-02 2nd edition 3.19 WG5

document recorded information which can be treated as a unit
Note 1 to entry: Documents can contain text, pictures, video and audio content, metadata and other associated 

ISO/IEC 27038:2014-03-15 1st edition 3.2 WG4

documented design authoritative description of structural, functional, and operational system aspects
Note 1 to entry: A documented design is the documentation created to serve as guidance for the implementation of 
an ICT system.
Note 2 to entry: A documented design typically includes the description of a concrete architecture of the ICT 

ISO/IEC 24760-2:2015-06-
01

1st edition 3.1 WG5

documented information information required to be controlled and maintained by an organization (3.50) and the medium on which it is 
contained
Note 1 to entry: Documented information can be in any format and media and from any source.
Note 2 to entry: Documented information can refer to
— the management system (3.41), including related processes (3.54);
— information created in order for the organization (3.50) to operate (documentation);

ISO/IEC 27000:2018-02 5th edition 3.19 WG1

domain set of entities operating under a single security policy
EXAMPLES　public key certificates created by a single authority or by a set of authorities using the same 
security policy

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.4 WG2

domain set of entities operating under a single security policy ISO/IEC 18370-1:2016-11- 1st edition 3.11 WG2
domain set of entities operating under a single security policy

[SOURCE: ISO/IEC 14888.1:2008]
EXAMPLE　Public key certificates created by a single authority or by a set of authorities using the same security 
policy.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.6 WG2

domain set of entities operating under a single security policy
[SOURCE: ISO/IEC 18370-1:2016, 3.11]

ISO/IEC 20009-3:2022-02 1st edition 3.10 WG2

domain information domain
collection or cluster of virtual machines (3.7) hosted in one or more VSs

ISO/IEC 21878:2018-11 1st edition 3.1 WG4

domain set of entities operating under a single security policy
Note 1 to entry: In the context of this document, a domain contains all participating attestors, redactors and 
verifiers.

ISO/IEC 23264-1:2021-03 1st edition 3.8 WG2

domain major functional group of an Internet of Things (IoT) system
Note 1 to entry: Every entity (3.2) in an IoT system participates in one or more domains and is said to be included 
or contained by that domain.
Note 2 to entry: See ISO/IEC 30141:2018, 8.2.1.3.

ISO/IEC 27403:2024 1st Editon 3.3 WG4

domain set of assets and resources subject to a common privacy and security policy
[SOURCE:ISO/IEC 27033-1:2015, 3.35, modified — deleted “security” from “security domain”; added “privacy 
and” before “security policy”.]

ISO/IEC 27561:2024 1st Editon 3.10 WG5

domain set of entities operating under a single security policy
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.14 WG2

domain collection of entities operating under a single security policy
Note 1 to entry: For instance, public key certificates created either by a single certification authority, or by a 
collection of certification authorities using the same security policy.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.11]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.8 WG2

domain collection of entities operating under a single security policy
NOTE　For example, public key certificates created either by a single certification authority, or by a collection of 
certification authorities using the same security policy.

ISO/IEC 9798-5:2009-12-15 3rd edition 2.11 WG2

domain expert person who is an expert in a particular domain, area or topic ISO/IEC 27034-3:2018-05 1st edition 3.4 WG4



domain of origin domain (3.2.3) where an attribute (3.1.3) value was created or its value has been (re)assigned
Note 1 to entry: The domain of origin can be provided as meta data for an attribute.
Note 2 to entry: The domain of origin typically specifies the meaning and format of the attribute value. Such 
specification can be based on international standards.
Note 3 to entry: An attribute can contain an explicit value that references the domain of origin, e.g. an ISO country 
code for a passport number as reference to the issuing country that is the domain of origin of identity information 
in the passport.
Note 4 to entry: Operationally, a domain of origin can be available as an authoritative source for an attribute 
(sometimes known as the Attribute Authority). An authoritative source can be operated outside the actual domain 
of origin. Multiple authoritative sources can exist for the same domain of origin.
EXAMPLE:

ISO/IEC 24760-1:2019-06 2nd edition 3.1.5 WG5

domain owner stakeholder (3.40) responsible for ensuring that privacy controls (3.30) are implemented and managed in a system 
(3.41)
Note 1 to entry: A domain owner can be a personally identifiable information (PII) controller (3.26), PII processor 

ISO/IEC 27561:2024 1st Editon 3.11 WG5

domain parameter data item which is common to and known by or accessible to all entities within the domain
Note 1 to entry: The set of domain parameters may contain data items such as hash-function identifier, length of 
the hash-token, length of the recoverable part of the message, finite field parameters, elliptic curve parameters, or 
other parameters specifying the security policy in the domain.
[SOURCE: ISO/IEC 9796‑3:2006, 3.2]

ISO/IEC 11770-4:2017-07 2nd edition 3.6 WG2

domain parameter data element which is common to and known by or accessible to all entities within the domain ISO/IEC 14888-1:2008-04- 2nd edition 3.5 WG2
domain parameter data element (3.9) which is common to and known by or accessible to all entities within the domain (3.11)

[SOURCE: ISO/IEC 14888‑1:2008, 3.5]
ISO/IEC 18370-1:2016-11-
15

1st edition 3.12 WG2

domain parameter data element which is common to and known by or accessible to all entities within the domain
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.7 WG2

domain parameter data element which is common to and known by or accessible to all entities within the domain (3.10)
[SOURCE: ISO/IEC 14888-1:2008, 3.5]

ISO/IEC 20009-3:2022-02 1st edition 3.11 WG2

domain parameter data item which is common to and known by or accessible to all entities within the domain (3.8)
[SOURCE: ISO/IEC 14888-1:2008, 3.5, modified — The article has been removed.]

ISO/IEC 23264-1:2021-03 1st edition 3.9 WG2

domain parameter data element which is common to and known by or accessible to all entities within the domain
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.15 WG2

domain parameter public key, or function, agreed and used by all entities within the domain
[SOURCE: ISO/IEC 9798-5:2009, definition 2.12]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.9 WG2

domain parameter data item which is common to and known by or accessible to all entities within the domain
[ISO/IEC 14888-1:1998]
NOTE　The set of domain parameters may contain data items such as hash-function identifier, length of the hash-
token, maximum length of the recoverable part of the message, finite field parameters, elliptic curve parameters, or 
other parameters specifying the security policy in the domain.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.2 WG2

domain parameter public key, or function, agreed and used by all entities within the domain ISO/IEC 9798-5:2009-12-15 3rd edition 2.12 WG2
domain
domain of applicability
context

environment where an entity (3.1.1) can use a set of attributes (3.1.3) for identification (3.2.1) and other purposes
Note 1 to entry: In general, the domain of an identity is well defined in relation to the particular set of attributes.
Note 2 to entry: ITU-T X1252[13] uses the term context; this document prefers the term domain.
EXAMPLE:
An IT system deployed by an organization that allows users to login is the domain for the user’s login name.

ISO/IEC 24760-1:2019-06 2nd edition 3.2.3 WG5

double-click event event indicating simultaneous detection of two single-photon detectors (3.37) ISO/IEC 23837-1:2023 1st Editon 3.8 WG3
downstream handling processes (3.7) and movements of products and services that occur after an entity in the supply chain 

(3.10) takes custody of the products and responsibility for services
[SOURCE: ISO 28001:2007, 3.10, modified — The word "goods" was replaced by "products and services", and 
the definition was changed to better reflect this change in focus.]

ISO/IEC 27036-1:2021-09 2nd edition 3.5 WG4

duplicate allowing a Protected Object created by a Trusted Platform Module to be used on a different Trusted Platform 
Module

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.13 WG3



ECDH Diffie-Hellman secure secret sharing process using elliptic curve operations ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.14 WG3

economic comparison consideration of competing or alternative cases for the allocation of resource ISO/IEC TR 27016:2014-03- 1st edition 3.4 WG1
economic factor item or information that affects an asset’s value (3.22) ISO/IEC TR 27016:2014-03- 1st edition 3.3 WG1
economic justification element of business case desiged to enable the allocation of resource ISO/IEC TR 27016:2014-03- 1st edition 3.5 WG1
economic value added measure that compares net operating profit to total cost of capital ISO/IEC TR 27016:2014-03- 1st edition 3.6 WG1
economics efficient use of limited resources ISO/IEC TR 27016:2014-03- 1st edition 3.7 WG1
ecosystem infrastructure and services based on a network of organizations and stakeholders

Note 1 to entry: Organizations can include public bodies.
[SOURCE: ISO/IEC TS 27570:2021, 3.8]

ISO/IEC 27400:2022-06 1st edition 3.8 WG4

ecosystem infrastructure and services based on a network of organizations (3.13) and stakeholders
Note 1 to entry: Organizations can include public bodies.

ISO/IEC TS 27570:2021-01 1st edition 3.8 WG5

ecosystem privacy plan planned arrangements for ensuring that privacy is adequately managed in an ecosystem (3.8) ISO/IEC TS 27570:2021-01 1st edition 3.9 WG5
edge boundary between pertinent digital and physical entities, delineated by networked sensors and actuators

[SOURCE:ISO/IEC TR 23188:2020, 3.1.2, modified — Note 1 to entry has been deleted.]
ISO/IEC 24392:2023 1st Editon 3.9 WG4

edge computing distributed computing in which processing and storage takes place at or near the edge (3.9), where the nearness is 
defined by the system's requirements
Note 1 to entry: The functions of the platform include resource collection, data aggregation, intelligent analysis, 
open sharing (e.g. of manuals, flyers), standards testing, technology verification, industrial data transfer, business 
resource management and industry monitoring.
Note 2 to entry: A platform can be connected to a large number of heterogeneous industrial devices, including 
industrial internet of things, edge devices, and cyber-physical systems, some of which are not secure-by-design.
[SOURCE:ISO/IEC TR 23188:2020, 3.1.3, modified — notes 1 and 2 to entry have been added.]

ISO/IEC 24392:2023 1st Editon 3.10 WG4

education process of receiving or giving systematic instruction, especially at a school or university ISO/IEC 19896-1:2018-02 1st edition 3.3 WG3
effectiveness ability to apply knowledge and skills in a productive manner, characterized by attributes of behaviour such as 

aptitude, initiative, enthusiasm, willingness, communication skills, team participation, and leadership
ISO/IEC 19896-1:2018-02 1st edition 3.4 WG3

effectiveness property of a system or product representing how well it provides security in the context of its proposed or actual 
operational use

ISO/IEC 21827:2008-10-15 2nd edition 3.17 WG3

effectiveness extent to which planned activities are realized and planned results achieved ISO/IEC 27000:2018-02 5th edition 3.20 WG1
electromagnetic analysis
EMA

analysis of the electromagnetic field emanated from a cryptographic module as the result of its logic circuit 
switching, for the purpose of extracting information correlated to security function operation and subsequently the 
values of secret parameters such as cryptographic keys

ISO/IEC 17825:2024 2nd Editon 3.6 WG3

electronic archive long-term repository of Electronically Stored Information (3.9)
Note 1 to entry: Electronic archives can be online, and therefore accessible, or off-line and not easily accessible.
Note 2 to entry: Backup systems (e.g. tape, virtual tape, etc.) are not intended to be electronic archives, but rather 
data protection systems (i.e. recovery mechanisms for disaster recovery and business continuity).

ISO/IEC 27050-1:2019-11 2nd edition 3.6 WG4

electronic discovery discovery (3.4) that includes the identification, preservation, collection, processing, review, analysis, or production 
of Electronically Stored Information (3.9)
Note 1 to entry: Although electronic discovery is often considered a legal process, its use is not limited to the legal 
domain.

ISO/IEC 27050-1:2019-11 2nd edition 3.7 WG4

electronic entry entry of a sensitive security parameter (3.131) or key component (3.74) into a cryptographic module (3.35) using 
electronic methods
Note 1 to entry: It is possible that the operator (3.98) of the cryptographic module (3.35) has no knowledge of the 
value of the key being entered.

ISO/IEC 19790:2025-02 3rd edition 3.46 WG3

Electronically Stored 
Information
ESI

data or information of any kind and from any source, whose temporal existence is evidenced by being stored in or 
on any electronic medium
Note 1 to entry: ESI includes traditional e-mail, memos, letters, spreadsheets, databases, office documents, 
presentations and other electronic formats commonly found on a computer. ESI also includes system, application 
and file-associated metadata (3.19) such as timestamps, revision history, file type, etc.
Note 2 to entry: Electronic medium can take the form of, but is not limited to, storage devices and storage 
elements.

ISO/IEC 27050-1:2019-11 2nd edition 3.8 WG4



element <taxonomy> self-contained description of a security need assigned to security assurance requirement (SAR) (3.76) 
or security functional requirement (SFR) (3.78)

ISO/IEC 15408-1:2022-08 4th edition 3.35 WG3

element of PII
category of PII
piece of PII

descriptor for a type of information, or a set of types of information ISO/IEC 29184:2020-06 1st edition 3.3 WG5

elliptic curve cubic curve E  without a singular point
Note 1 to entry: The set of points E together with an appropriately defined operation for a field that includes all 
coefficients of the equation describing E  is called the definition field of E . In ISO/IEC 15946-1, only finite fields 
F  are dealt with as the definition field. When it is necessary to describe the definition field F  of E  explicitly, the 
curve is denoted as E /F .
Note 2 to entry: The form of a cubic curve equation used to define an elliptic curve varies depending on the field. 
The general form of an appropriate cubic equation for all possible finite fields is defined in ISO/IEC 15946-
1:2016, 6.1.

ISO/IEC 11770-4:2017-07 2nd edition 3.7 WG2

elliptic curve cubic curve E  without a singular point
Note 1 to entry: The set of points E  together with an appropriately defined operation (see 6.2) forms an abelian 
group. The field that includes all coefficients of the equation describing E  is called the definition field of E . In 
this part of ISO/IEC 15946, only finite fields F  are dealt with as the definition field. When it is necessary to 
describe the definition field F  of E  explicitly, the curve is denoted as E /F .
Note 2 to entry: The form of a cubic curve equation used to define an elliptic curve varies depending on the field. 
The general form of an appropriate cubic equation for all possible finite fields is defined in 6.1.
Note 3 to entry: A definition of a cubic curve is given in Reference [15].

ISO/IEC 15946-1:2016-07-
01

3rd edition 3.3 WG2

elliptic curve set of points P  = (x , y ), where x  and y  are elements of an explicitly given finite field, that satisfy a cubic equation 
without any singular point, together with the “point at infinity” denoted by O
[ISO/IEC 15946-1:2002]
NOTE　For a mathematical definition of an elliptic curve over an explicitly given finite field, see Clause A.4.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.3 WG2

elliptic curve group cyclic group (3.2) defined on the points of an elliptic curve over a finite field
Note 1 to entry: Let F  = GF (r ) denote the Galois field with cardinality, r , where either r is an odd prime, p , or r 

is equal to 2m , for some positive integer, m .

An elliptic curve defined over F  can be determined by an affine curve formula, either of the form y 2 = x 3 + a 1x  + 

a 2 (when r  = p  for some odd prime p ) or of the form y 2 + xy  = x 3 + a 1x
2 + a 2 (when r  = 2m  for some positive 

integer m ), where the coefficients a 1 and a 2 are (appropriately chosen) elements of F . The corresponding elliptic 
curve E consists of a collection of certain affine points from F  × F  together with a special (non-affine) point “at 
infinity”.
An affine point P  of E  is one that can be represented as an ordered pair (P x , P y ) ∈ F  × F , such that the 
selection of x  = P x  and y  = P y  satisfies the given affine curve formula when the indicated arithmetic is performed 
in the field, F .
Let “+” denote the binary operation known as “elliptic-curve addition”, defined for (most) affine points of E  by 
the well-known secant-and-tangent rules. Once the collection of affine points of E  is augmented by 0E , a special 
point of E  “at infinity” that serves as the identity element for “+” (but is not represented as an ordered pair), the 

ISO/IEC 14888-3:2018-11 4th edition 3.3 WG2

elliptic curve over a finite 
field

set E  of points P  = (x , y ), where x  and y  are elements of the finite field (3.6), that satisfy a certain equation, 
together with an extra point referred to as the point at infinity
Note 1 to entry: In this part of ISO/IEC 18370, only finite fields containing exactly q  elements for a prime q  > 3 
are considered. In this case, the equation that every point P  = (x , y ) of E  (other than the point at infinity) should 

satisfy is of the form y 2  = x 3  + ax  + b . The finite field elements a and b should satisfy 4a 3  + 27b 2  ≠ 0 F 

(where 0 F  is the additive identity element of the finite field).
Note 2 to entry: The set of points E , together with an appropriately defined operation, forms a finite commutative 
group (3.5), where the point at infinity is the identity element.

ISO/IEC 18370-2:2016-07-
01

1st edition 3.3 WG2

Empty Buffer sized array with no data, indicated by a size field of zero followed by an array containing no elements ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.17 WG3



Empty Point Elliptic curve cryptography point with Empty Buffers for both the x and y coordinates ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.18 WG3

Empty Policy Empty Buffer used when a policy value is required
Note 1 to entry: As a policyValue, an Empty Buffer will satisfy no policy
Note 2 to entry: No policy can be satisfied by an Empty Policy because an Empty Policy has zero length but a 
policyDigest is the size of a hash digest and a digest is never zero length.

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-
04-01

1st edition
(Corrected 
version)

3.19 WG3

empty string string of symbols of length zero ISO/IEC 9797-3:2011-11-15 1st edition 3.1 WG2
EmptyAuth Empty Buffer used as an authorization value ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.16 WG3

emulate accurately imitate, or perform in the same way as, another application or environment ISO/IEC 27042:2015-06-15 1st edition 3.6 WG4
emulator tool with a known and trusted implementation of the expected functionality under test ISO/IEC 23837-2:2023 1st Editon 3.10 WG3
encoding procedure of converting classical information into quantum signals (3.32) ISO/IEC 23837-1:2023 1st Editon 3.9 WG3
encompassing signature single signature for an entire set of code ISO/IEC 19790:2025-02 3rd edition 3.47 WG3
encountered potential 
vulnerabilities

potential weakness in the TOE identified by the evaluator while performing evaluation activities that could be 
used to violate the SFRs
[SOURCE: ISO/IEC 15408‑1:2009, 3.5.2]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.7 WG3

encountered potential 
vulnerability

potential weakness in the target of evaluation (TOE) identified by the evaluator while performing evaluation 
activities that can be used to violate the security functional requirements (SFRs)

ISO/IEC 15408-3:2022-08 4th edition 3.16 WG3

encountered potential 
vulnerability

potential weakness in the target of evaluation (TOE) identified by the evaluator while performing evaluation 
activities that can be used to violate the security functional requirements (SFRs)

ISO/IEC 18045:2022-08 3rd edition 3.6 WG3

encrypted critical 
security parameter
encrypted CSP

critical security parameter (3.29) that has been encrypted using an approved security function (3.8) ISO/IEC 19790:2025-02 3rd edition 3.48 WG3

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e., to hide the information 
content of the data
[SOURCE: ISO/IEC 18033-1:2015, 2.21]

ISO/IEC 10116:2017-07 4th edition 3.6 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e., to hide the information 
content of the data
NOTE　Encryption [ISO/IEC 18033-1] and encipherment [ISO/IEC 9798-1] are equivalent terms.

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.10 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. to hide the information 
content of the data
[SOURCE: ISO/IEC 11770-1:2010, 2.10]

ISO/IEC 11770-3:2021-10 4th edition 3.9 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce cipher text, i.e., to hide the information 
content of the data
[ISO/IEC 9797-1]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.15 WG2

encryption reversible transformation of data by a cryptographic algorithm to produce ciphertext, i.e., to hide the information 
content of the data
[ISO/IEC 9797-1:2011]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.6 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.1), i.e. to hide the 
information content of the data
[SOURCE: ISO/IEC 18033-1:2015, 2.21]

ISO/IEC 18033-6:2019-05 1st edition 3.6 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.5), i.e., to hide the 
information content of the data
[SOURCE:ISO/IEC 18033-1:2015, 2.21]

ISO/IEC 19772:2020 2nd Editon 3.8 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce a ciphertext, i.e. to hide the 
information content of the data
NOTE　Adapted from ISO/IEC 9797-1:2011.

ISO/IEC 29150:2011-12-15 1st edition 3.16 WG2

encryption (reversible) transformation of data by a cryptographic algorithm to produce ciphertext, i.e. to hide the information 
content of the data
[ISO/IEC 18033-1:2005]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.4 WG2



encryption reversible operation by a cryptographic algorithm converting data into ciphertext so as to hide the information 
content of the data
[SOURCE: ISO/IEC 9797-1:2011, 3.6]

ISO/IEC 29192-6:2019-09 1st edition 3.2 WG2

encryption reversible operation by a cryptographic algorithm converting data into ciphertext (3.3) so as to hide the 
information content of the data
[SOURCE: ISO/IEC 9797-1:2011, 3.6]

ISO/IEC 29192-8:2022-09 1st edition 3.6 WG2

encryption reversible operation by a cryptographic algorithm converting data into ciphertext so as to hide the information 
content of the data
[ISO/IEC 9798-1:2010]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.6 WG2

encryption reversible operation by a cryptographic algorithm converting data into ciphertext so as to hide the information 
content of the data

ISO/IEC 9798-1:2010-07-01 3rd edition 3.13 WG2

encryption reversible operation by a cryptographic algorithm converting data into ciphertext, so as to hide the information 
content of the data

NOTE　Encryption[30] and encipherment[24] are equivalent terms.

ISO/IEC 9798-5:2009-12-15 3rd edition 2.13 WG2

encryption algorithm process which transforms plaintext into cipher text
[ISO/IEC 18033-1]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.17 WG2

encryption algorithm process which transforms plaintext (3.14) into ciphertext (3.1)
[SOURCE: ISO/IEC 18033-1:2015, 2.22]

ISO/IEC 18033-6:2019-05 1st edition 3.7 WG2

encryption algorithm process which transforms plaintext into ciphertext
[SOURCE: ISO/IEC 18033-1:2021, 3.12]

ISO/IEC 18033-7:2022-04 1st edition 3.3 WG2

encryption algorithm process which transforms a plaintext into a ciphertext
[ISO/IEC 18033-1:2005]

ISO/IEC 29150:2011-12-15 1st edition 3.17 WG2

encryption algorithm
encipherment algorithm

process which transforms plaintext (3.20) into ciphertext (3.7) ISO/IEC 18033-1:2021-09 3rd edition 3.12 WG2

encryption option option that may be passed to the encryption algorithm of an asymmetric cipher, or of a key encapsulation 
mechanism, to control the formatting of the output cipher text
NOTE　See Clauses 7, 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.18 WG2

encryption system cryptographic technique used to protect the confidentiality of data, and which consists of three component 
processes: an encryption (3.8) algorithm, a decryption (3.7) algorithm, and a method for generating keys (3.10)
[SOURCE:ISO/IEC 18033-1:2015, 2.23]

ISO/IEC 19772:2020 2nd Editon 3.9 WG2

encryption system cryptographic technique used to protect the confidentiality of data, and which consists of three component 
processes: a method for generating keys, an encryption algorithm and a decryption algorithm

ISO/IEC 29150:2011-12-15 1st edition 3.18 WG2

encryption system
encipherment system
cipher

cryptographic technique used to protect the confidentiality of data, and which consists of three component 
processes: an encryption algorithm (3.12), a decryption algorithm (3.10), and a method for generating keys (3.17)

ISO/IEC 18033-1:2021-09 3rd edition 3.13 WG2

encryption
encipherment

(reversible) transformation of data by an encryption algorithm (3.12) to produce ciphertext (3.7), i.e. to hide the 
information content of the data

ISO/IEC 18033-1:2021-09 3rd edition 3.11 WG2

encryptor entity which encrypts plaintexts ISO/IEC 18033-5:2015-12- 1st edition 3.2 WG2
encryptor entity which encrypts plaintexts (3.14)

[SOURCE: ISO/IEC 18033-5:2015, 3.2]
ISO/IEC 18033-6:2019-05 1st edition 3.8 WG2

end entity certificate subject that uses its private key for purposes other than signing certificates ISO/IEC 27099:2022-07 1st edition 3.27 WG4
end-of-support date until when the user can expect to receive new patches

Note 1 to entry: The end-of-support should be greater than the period of validity of the certificate.
Note 2 to entry: The period of validity of the certificate can be extended through the standard assurance continuity.

ISO/IEC TS 9569:2023 1st Editon 3.2 WG3

Endorsement 
Authorization

Authorization using either endorsementAuth or endorsementPolicy ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.20 WG3

endorsement key
EK

key that is used in a process for the issuance of attestation key (3.1) credentials and to establish a platform owner ISO/IEC 27070:2021-12 1st edition 3.2 WG4



endpoint location in an access management (3.2) system where an access control (3.1) function is performed
Note 1 to entry: There can be the following different types of endpoints:
— authentication endpoint, where subject (3.15) authentication is performed;
— authorization endpoint, where subject authorization is performed;
— endpoint discovery service, that searches for and locates endpoints;
— initial endpoint discovery service, used at the start of subject interactions with an access management system.
Note 2 to entry: Endpoint discovery services are commonly used in distributed and networked systems.

ISO/IEC 29146:2024 2nd Editon 3.5 WG5

endpoint device network connected information and communication technology (ICT) hardware device
Note 1 to entry: Endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients, 
printers or other specialized hardware including smart meters and Internet of things (IoT) devices.

ISO/IEC 27002:2022-02 3rd edition 3.1.10 WG1

end-point software-based 
firewall

software application running on a single machine, protecting network traffic into and out of that machine to permit 
or deny communications based on an end user-defined security policy

ISO/IEC 27033-4:2014-03-
01

1st edition 3.2 WG4

energy consumption power consumption over a certain time period
NOTE　In ISO/IEC 29192, energy consumption during the cryptographic process is evaluated. In some 
constrained devices the total energy required to perform the cryptographic operation is important, for instance, in 

ISO/IEC 29192-1:2012-06-
01

1st edition 2.3 WG2

energy management 
system

equipment or infrastructure used to monitor, measure and control the energy consumption in private households, 
residential buildings or industrial customer installations
Note 1 to entry: The term “energy management system” is also commonly used to refer to a set of applications 
used by operators of a transmission power grid to monitor, control and optimize the performance of the generation 
and/or transmission system.

ISO/IEC 27019:2024 2nd edition 3.1.8 WG1

energy supply process of generation, production or storage of energy for delivery to customers and the operation of an energy 
supply network

ISO/IEC 27019:2024 2nd edition 3.1.9 WG1

energy utility legal body or a person that supplies energy in the form of electricity, gas, oil or heat to other parties, to an energy 
distribution network or to a storage complex

ISO/IEC 27019:2024 2nd edition 3.1.10 WG1

enforcement capability functionality that achieves compliance with accountability requirements
Note 1 to entry: This capability (3.8) can initiate response actions, policy execution, recourse when audit controls 
and monitoring indicate operational faults and failures, record and report evidence of compliance to stakeholders, 
and provide evidence necessary for accountability.

ISO/IEC 27561:2024 1st Editon 3.12 WG5

engineering group collection of individuals (both managers and technical staff) which is responsible for project or organizational 
activities related to a particular engineering discipline
NOTE　Engineering disciplines include the following: hardware, software, software configuration management, 
software quality assurance, systems, system test, system security.

ISO/IEC 21827:2008-10-15 2nd edition 3.18 WG3

enhanced backward 
secrecy

assurance that the knowledge of the current internal state of a random bit generator (3.40) does not allow an 
adversary to derive, with practical computational effort, knowledge about previous output values
Note 1 to entry: Another term often found in the literature that is similar to enhanced backward secrecy is 
backtracking resistance.
[SOURCE:ISO/IEC 20543:2019, 3.6 modified — Note 1 to entry replaced and commas added after “derive” and 

ISO/IEC 18031:2025-02 2nd edition 3.11 WG2

enhanced backward 
secrecy

assurance that the knowledge of the current internal state of a random bit generator does not allow an adversary to 
derive with practical computational effort knowledge about previous output values
Note 1 to entry: The notion of enhanced backward secrecy is trivial for memoryless RBGs. Therefore, it is only a 
useful notion for deterministic and hybrid RBGs, the security of which rests at least in part on cryptographic 
properties of the state transition function and the output generation function of the random bit generator.

ISO/IEC 20543:2019-11 1st edition 3.6 WG3



enhanced forward 
secrecy

assurance that it is not feasible to determine (future) output values after sufficient entropy (3.13) has been mixed 
into the internal state, given knowledge of the current and previous internal state
Note 1 to entry: Deterministic random bit generators (3.9) are unable to achieve enhanced forward secrecy without 
the insertion of sufficient fresh entropy at the end of the sentence. Unlike forward and backward secrecy as well as 
enhanced backward secrecy (3.11), enhanced forward secrecy rests entirely on the ability of a continuous 
reseeding process to supply as much entropy as required to make the prediction of future outputs infeasible.
Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand 
entropy, i.e. output a bit-string that can, in principle, be significantly “compressed”. For instance, it is possible to 
consider a random bit generator design with a random source that produces (at each invocation) a 128-bit random 
string R with an estimated 128 bits of min entropy, with a 512-bit internal state S(n), an internal state transition 
function giving S(n+1):= SHA3-512(S(n)||R), and an output generation function applying SHAKE-256 on S(n)||R 
with up to 1 024 bits of output per invocation.
Note 3 to entry: Another term often found in the literature that is similar to enhanced forward secrecy is prediction 
resistance.
Note 4 to entry: If insufficient entropy is mixed into the internal state, enhanced forward secrecy is not achieved, 
and it is possible that a compromise of the internal state is not cured by the additional entropy due to “iterative 

ISO/IEC 18031:2025-02 2nd edition 3.12 WG2

enhanced forward 
secrecy

assurance that knowing the current internal state of the random bit generator does not yield practically relevant 
constraints on subsequent (future) output values
Note 1 to entry: Deterministic random bit generators are unable to achieve enhanced forward secrecy. Unlike 
forward and backward secrecy as well as enhanced backward secrecy, enhanced forward secrecy rests entirely on 
the ability of a continuous reseeding process to supply as much entropy as is required to make the prediction of 
future outputs infeasible.
Note 2 to entry: It is possible for a random bit generator to have enhanced forward secrecy but still expand 
entropy, i.e. output a bit-string that can in principle be significantly compressed”. For instance, one can consider 
an RBG design with a random source which produces at each invocation a 128 bit random string R with an 
estimated 120 bits of min entropy, with a 512 bit internal state S (n ), a state transition function giving S (n +1) := 
SHA3 -512(S (n )||R ), and an output generation function applying SHAKE-256 on S (n )||R  with up to 1024 bits of 
output per invocation.

ISO/IEC 20543:2019-11 1st edition 3.7 WG3

enrol create and store a biometric enrolment data record in accordance with the biometric enrolment policy
[SOURCE:ISO/IEC 2382-37:2022, 37.05.08]

ISO/IEC 19792:2025-6 2nd edition 3.3.7 WG3

enrolment process to make an entity  (3.1.1) known within a particular domain (3.2.3)
Note 1 to entry: Enrolment typically comprises the collection and validation of identity information for 
identification of an entity and the collection of the identity information required for identity registration (3.4.6), 
followed by identity registration itself.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.3 WG5

enrolment organization organization which handles enrolment and creates and stores biometric references ISO/IEC 24761:2019-10 2nd edition 3.18 WG5
ensure <evaluation> guarantee a strong causal relationship between an action and its consequences

Note 1 to entry: When “ensure” is preceded by the word “help” it indicates that the consequence is not fully 
certain, on the basis of that action alone.

ISO/IEC 18045:2022-08 3rd edition 3.7 WG3

enterprise centric 
implementation

access management (3.2) conducted under the control of a policy decision point ISO/IEC 29146:2024 2nd Editon 3.6 WG5

entity identifiable item that is described by a set or collection of properties
Note 1 to entry: Entities include subjects, users (including external IT products), objects, information, sessions 
and/or resources.

ISO/IEC 15408-1:2022-08 4th edition 3.36 WG3

entity person, group, device or process ISO/IEC 19790:2025-02 3rd edition 3.49 WG3
entity item relevant for the purpose of operation of a domain (3.2.3) that has recognizably distinct existence

Note 1 to entry: An entity can have a physical or a logical embodiment.
EXAMPLE:
A person, an organization, a device, a group of such items, a human subscriber to a telecom service, a SIM card, a 
passport, a network interface card, a software application, a service or a website.

ISO/IEC 24760-1:2019-06 2nd edition 3.1.1 WG5



entity item relevant for the purpose of operation of a domain that has recognizably distinct existence
Note 1 to entry: An entity can have a physical or a logical embodiment.
EXAMPLE: A person, an organization, a device, a group of such items, a human subscriber to a telecom service, a 
SIM card, a passport, a network interface card, a software application, a service or a website.
[SOURCE: ISO/IEC 24760-1:2019, 3.1.1]

ISO/IEC 27002:2022-02 3rd edition 3.1.11 WG1

entity organization and other bodies or parties
Note 1 to entry: An entity can be a group of companies, or a single company, or a non for profit company, or 
other. The entity has governance authority over the organization. The entity can be identical to the organization, 
for example in smaller companies.

ISO/IEC 27014:2020-12 2nd edition 3.1 WG1

entity person, partnership, organization, or business that has a legal and separately identifiable existence
EXAMPLE: A legal entity or an individual or end entity (3.27), or a certification authority (3.17), or registration 
authority (3.44).

ISO/IEC 27099:2022-07 1st edition 3.28 WG4

entity physical or non-physical element, which has a distinct and independent existence
Note 1 to entry: Every entity has a unique identity.
Note 2 to entry: See ISO/IEC 30141:2018, 8.2.1.2.

ISO/IEC 27403:2024 1st Editon 3.2 WG4

entity something that has separate and distinct existence and that can be identified in a context
[ITU-T X.1252]
NOTE　For the purposes of this International Standard, entity is also used in the specific case for something that 
is claiming an identity.

ISO/IEC 29115:2013-04-01 1st edition 3.10 WG5

entity authentication corroboration that an entity is the one claimed
[ISO/IEC 9798-1:1997]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.11 WG2

entity authentication corroboration that an entity is the one claimed
[SOURCE: ISO/IEC 9798-1:2010, 3.14]

ISO/IEC 11770-3:2021-10 4th edition 3.10 WG2

entity authentication Corroboration that an entity is the one claimed.
[ISO/IEC 9798-1]

ISO/IEC 17922:2017-09 1st edition 3.2.2 a) WG5

entity authentication corroboration that an entity is the one claimed
[ISO/IEC 9798-1:1997]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.5 WG2

entity authentication corroboration that an entity is the one claimed
[SOURCE: ISO/IEC 9798-1:2010, definition 3.14]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.10 WG2

entity authentication corroboration that an entity is the one claimed
[SOURCE: ISO/IEC 9798 1:2010, 3.14]

ISO/IEC 29192-7:2019-08 1st edition 3.10 WG2

entity authentication corroboration that an entity is the one claimed ISO/IEC 9798-1:2010-07-01 3rd edition 3.14 WG2
entity authentication corroboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798–1:2010, 3.14]
ISO/IEC 9798-3:2019-01 3rd edition 3.4 WG2

entity authentication corroboration that an entity is the one claimed
[ISO/IEC 9798-1:1997, definition 3.3.11]

ISO/IEC 9798-5:2009-12-15 3rd edition 2.14 WG2

entity authentication 
assurance

degree of confidence reached in the authentication process that the entity is what it is, or is expected to be
Note 1 to entry: The confidence is based on the degree of confidence in the binding between the entity and the 
identity that is presented.
[SOURCE:ISO/IEC 29115:2013, 3.11]

ISO/IEC 27553-2:2025-07 1st edition 3.2.3 WG5

entity authentication 
assurance

degree of confidence reached in the authentication process that the entity is what it is, or is expected to be
[ITU-T X.1252]
NOTE　The confidence is based on the degree of confidence in the binding between the entity and the identity 
that is presented.

ISO/IEC 29115:2013-04-01 1st edition 3.11 WG5

entity authentication of 
entity A  to entity B

assurance of the identity of entity A  for entity B ISO/IEC 11770-3:2021-10 4th edition 3.11 WG2

entropy measure of the disorder, randomness or variability in a closed system
Note 1 to entry: The particular measure of entropy that is used in the document is discussed in 5.1.

ISO/IEC 11770-6:2016-10-
01

1st edition 3.1 WG2

entropy measure of the disorder, randomness or variability in a closed system
Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information 
provided by an observation of X.

ISO/IEC 18031:2025-02 2nd edition 3.13 WG2

entropy measure of the disorder, randomness or variability in a closed system
[SOURCE: ISO/IEC 18031:2011, 3.11]

ISO/IEC 18032:2020-12 2nd edition 3.3 WG2



entropy measure of the disorder, randomness or variability in a closed system
Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information 
provided by an observation of X.

ISO/IEC 19790:2025-02 3rd edition 3.50 WG3

entropy measure of the expected amount of information contained in a bit string given knowledge of how the bit string was 
generated
Note 1 to entry: There are various notions of entropy that play a role in cryptography. Worth mentioning among 
them are Shannon entropy, min entropy, collision entropy, guessing entropy, algorithmic entropy and Renyi 
entropy (the latter notion containing as special cases among others Shannon entropy, Min entropy and Collision 
entropy).
Note 2 to entry: The amount of entropy contained in an unknown bit string is always relative to an observer. RBG 
evaluations establish entropy estimates in face of an attacker with detailed knowledge about the entropy source 
and also consider her abilities to observe or influence the state of the entropy source.
Note 3 to entry: Irrespective of the chosen kind of entropy, the term “full entropy” always means the same, namely 
uniformly distributed and independent random numbers, that is, ideal randomness.
Note 4 to entry: An algorithmic entropy is a logarithm to the base 2 of the length of the shortest encoding in some 
given formal language. Its measure is based on the notion of optimal compression. The algorithmic entropy of a bit-
string is dependent on the underlying formal language and even given a well-defined formal language, is in general 
incomputable unless the language is very restricted. However, related notions are of relevance in a cryptographic 
context. For instance, one can ask how much the sequence of raw random numbers derived from some physical 
noise source can be compressed using some fixed computationally efficient compression strategy that is informed 

ISO/IEC 20543:2019-11 1st edition 3.8 WG3

entropy measure of the disorder, randomness or variability in a closed system
Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information 
provided by an observation of X.
[SOURCE: ISO/IEC 18031:2011, 3.11]

ISO/IEC 9797-2:2021-06 3rd edition 3.2 WG2

entropy rate assessed amount of entropy (3.13) in a bit-string (3.4) divided by the number of bits in the bit-string (3.4) ISO/IEC 18031:2025-02 2nd edition 3.14 WG2
entropy source combination of a noise source, health tests, and optional conditioning (3.6) that produce random bit-strings (3.4) 

for use by a random bit generator (3.40)
Note 1 to entry: Entropy sources can be physical or non-physical, depending on the noise source.

ISO/IEC 18031:2025-02 2nd edition 3.15 WG2

entropy source mechanism or device which produces intrinsically unpredictable output
Note 1 to entry: In the context of purely deterministic random bit generators, entropy generation can be performed 
just once, and in this case, it is possible for the RBG device not to contain an entropy source. The source of the 
entropy used by such an RBG nevertheless needs to be evaluated to the same standards that would otherwise be 
required.
Note 2 to entry: In some circumstances, it can be admissible for a deterministic RBG to be seeded with externally 
generated entropy instead of containing hardware that produces entropy within its own perimeter. In that case, the 

ISO/IEC 20543:2019-11 1st edition 3.9 WG3

environment business, regulatory and technological context in which an application is used, including all processes, products, 
information and actors involved in the application

ISO/IEC 27034-1:2011-11-
15

1st edition 3.12 WG4

environmental failure 
protection
EFP

use of features to protect against a compromise (3.19) of the security of a cryptographic module (3.35) due to 
environmental conditions outside of the module’s normal operating range

ISO/IEC 19790:2025-02 3rd edition 3.51 WG3

environmental failure 
protection
EFP

use of features to protect against a compromise of the security of a cryptographic module due to environmental 
conditions outside of the module's normal operating range
[SOURCE: ISO/IEC 19790:2012, 3.39]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.7 WG3

environmental failure 
testing
EFT

use of specific methods to provide reasonable assurance that the security of a cryptographic module (3.35) will not 
be compromised by environmental conditions outside of the module’s normal operating range

ISO/IEC 19790:2025-02 3rd edition 3.52 WG3

environmental failure 
testing
EFT

use of specific methods to provide reasonable assurance that the security of a cryptographic module will not be 
compromised by environmental conditions outside of the module's normal operating range
[SOURCE: ISO/IEC 19790:2012, 3.40]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.8 WG3



ephemeral identifier identifier (3.1.4) with a restricted validity period
Note 1 to entry: Typically, an ephemeral identifier is provided to a subject as a cryptographic credential to 
represent an authenticated identity (3.3.2).
Note 2 to entry: Typically, an ephemeral identifier can only be verified in the domain (3.2.3) that created it, 
possibly also in domains federated with this domain.

ISO/IEC 24760-1:2019-06 2nd edition 3.6.4 WG5

Ephemeral Key key created as part of a protocol that is not used again after the protocol is complete ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.15 WG3

ephemeral key pair asymmetric key pair consisting of an ephemeral public key and an ephemeral private key that are used as a 
temporary key and are unique for each execution of a cryptographic scheme

ISO/IEC 20009-2:2013-12-
01

1st edition 3.3 WG2

equivalence class set of records (3.30) in a dataset (3.5) that have the same values for a specified subset of attributes (3.2) ISO/IEC 20889:2018-11 1st edition 3.11 WG5
error corrected data keying material obtained after correcting the bit errors in the sifted data (3.36) ISO/IEC 23837-1:2023 1st Editon 3.10 WG3
error correction process of correcting errors in data that may have been corrupted due to errors during transmission or in storage

[SOURCE:ETSI GR QKD 007 V1.1.1:2018]
ISO/IEC 23837-1:2023 1st Editon 3.11 WG3

error detection code
EDC

value computed from data and comprised of redundant bits of information designed to detect, but not correct, 
unintentional changes in the data

ISO/IEC 19790:2025-02 3rd edition 3.53 WG3

ESI analysis element of an electronic discovery (3.8) process focused on evaluating Electronically Stored Information (3.9) for 
content and context to identify facts, relationships, key patterns, and other features that can lead to improved 
understanding of an ESI (3.9) corpus
Note 1 to entry: Content and context can include key patterns, topics, people and discussions.

ISO/IEC 27050-1:2019-11 2nd edition 3.9 WG4

ESI collection element of an electronic discovery (3.8) process focused on gathering Electronically Stored Information (3.9) and 
other related material

ISO/IEC 27050-1:2019-11 2nd edition 3.10 WG4

ESI identification element of an electronic discovery (3.8) process focused on locating potential sources and the criteria for selecting 
potentially relevant Electronically Stored Information (3.9)

ISO/IEC 27050-1:2019-11 2nd edition 3.11 WG4

ESI preservation element of an electronic discovery (3.8) process focused on maintaining Electronically Stored Information (3.9) in 
its original or existing state
Note 1 to entry: In some matters or jurisdictions, there can be requirements to prevent spoliation (3.21) of 
Electronically Stored Information (3.9).

ISO/IEC 27050-1:2019-11 2nd edition 3.12 WG4

ESI processing element of an electronic discovery (3.8) process focused on extracting Electronically Stored Information (3.9) and 
converting it, if necessary, to forms more suitable for ESI review (3.16) and ESI analysis (3.10)

ISO/IEC 27050-1:2019-11 2nd edition 3.13 WG4

ESI production element of an electronic discovery (3.8) process focused on delivering or making available Electronically Stored 
Information (3.9)
Note 1 to entry: ESI production can also include getting Electronically Stored Information (3.9) in appropriate 
forms and using appropriate delivery mechanisms.
Note 2 to entry: ESI production can be to any person or organization.

ISO/IEC 27050-1:2019-11 2nd edition 3.14 WG4

ESI review element of an electronic discovery (3.8) process focused on screening Electronically Stored Information (3.9) 
based on specific criteria
Note 1 to entry: In some matters or jurisdictions, Electronically Stored Information that is considered privileged 
can be excluded from production.

ISO/IEC 27050-1:2019-11 2nd edition 3.15 WG4

essential communications Communications whose contents are necessary for the prevention of or relief from disasters and for the 
maintenance of public order in adverse conditions.

ISO/IEC 27011:2024 3rd edition 3.1.3 WG1

evaluation assessment of a PP-Configuration (3.69), protection profile (PP) (3.68), a security target (ST) (3.82), or a target of 
evaluation (TOE) (3.90), against defined criteria

ISO/IEC 15408-1:2022-08 4th edition 3.37 WG3

evaluation assessment of a target of evaluation against defined criteria
[SOURCE:ISO/IEC 15408-1:2022, 3.37, modified — “PP-Configuration, protection profile (PP), a security target 
(ST), or” has been removed.]

ISO/IEC 19792:2025-6 2nd edition 3.1.7 WG3

evaluation systematic determination of the extent to which an entity meets its specified criteria
[SOURCE: ISO/IEC 12207:2007, definition 4.12]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.15 WG3

evaluation <ISO/IEC 15408> assessment of a PP, an ST or a TOE against defined criteria
[SOURCE: ISO/IEC 15408–1:2009, definition 3.1.26]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.16 WG3

evaluation assessment of a PP, an ST or a TOE, against defined criteria
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.26]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.8 WG3



evaluation activity
EA

activity derived from one or more work units
Note 1 to entry: Work units are defined in ISO/IEC 18045.
Note 2 to entry: Derivation mechanisms are defined in ISO/IEC 15408-4.

ISO/IEC 15408-1:2022-08 4th edition 3.38 WG3

evaluation assurance level
EAL

well-formed package of security assurance requirements (3.76) representing a point on the pre-defined assurance 
scale

ISO/IEC 15408-1:2022-08 4th edition 3.39 WG3

evaluation authority body operating an evaluation scheme (3.42)
Note 1 to entry: By applying the evaluation scheme, the evaluation authority sets the standards and monitors the 
quality of evaluations conducted by bodies within a specific community.

ISO/IEC 15408-1:2022-08 4th edition 3.40 WG3

evaluation authority body operating an evaluation scheme
[SOURCE:ISO/IEC 15408-1:2022, 3.40]

ISO/IEC TS 9569:2023 1st Editon 3.3 WG3

evaluation deliverable resource required from the sponsor or developer by the evaluator or evaluation authority to perform one or more 
evaluation or evaluation oversight activities

ISO/IEC 15408-3:2022-08 4th edition 3.17 WG3

evaluation evidence item used as a basis for establishing the verdict of an evaluation activity ISO/IEC 18045:2022-08 3rd edition 3.8 WG3
evaluation laboratory organization with a management system providing evaluation in accordance with a defined set of policies and 

procedures and utilizing a defined methodology for evaluating the security functionality of IT products
Note 1 to entry: These organizations are often given alternative names by various evaluation authorities. For 
example, IT Security Evaluation Facility (ITSEF), Commercial Evaluation Facility (CLEF).
Note 2 to entry: The defined methodology is given ISO/IEC 18045.

ISO/IEC 23532-1:2021-11 1st edition 3.1 WG3

evaluation method
EM

set of one or more evaluation activities (3.38) for application in a specific context ISO/IEC 15408-1:2022-08 4th edition 3.41 WG3

evaluation organization organization which evaluates a BPU function or security ISO/IEC 24761:2019-10 2nd edition 3.19 WG5
evaluation scheme rules, procedures and management to carrying evaluations of IT product security

Note 1 to entry: An evaluation scheme implements all parts of the ISO/IEC 15408 series.
ISO/IEC 15408-1:2022-08 4th edition 3.42 WG3

evaluation scheme organization implementing policies and a set of rules established by an evaluation authority, defining the 
evaluation environment, including criteria and methodology required to conduct IT security evaluations

ISO/IEC 19896-3:2018-08 1st edition 3.1 WG3

evaluation scheme the administrative and regulatory framework under which ISO/IEC 15408 is applied by an evaluation authority 
within a specific community
NOTE 1　Compare with [ISO/IEC 17000, definition 2.8 "conformity assessment scheme"].
[SOURCE: Adapted from ISO/IEC 15408–1:2009, definition 3.1.29]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.17 WG3

evaluation technical 
report for composite 
evaluation
ETR for composite 
evaluation
ETR_COMP

documentation intended to be used within the composite evaluation (3.23) approach and derived by the base 
component (3.12)evaluator (3.45) from the full evaluation technical report (ETR) (3.43) for the evaluated base 
component
Note 1 to entry: The ETR for composite evaluation belongs to the base component and its evaluation and is used 
for the evaluation of a composite product with such base component when using the composite evaluation 
approach.
Note 2 to entry: The ETR for composite evaluation related to a base component is set up to provide sufficient 
information for a composite evaluation of a composite product that integrates such already evaluated base 
component. It enables the composite product evaluator (3.45) and the respective composite product evaluation 

ISO/IEC 15408-1:2022-08 4th edition 3.44 WG3

evaluation technical 
report

documentation of the overall verdict (3.66) and its justification, produced by the evaluator (3.45), and submitted to 
an evaluation authority (3.40)

ISO/IEC 15408-1:2022-08 4th edition 3.43 WG3

evaluator individual assigned to perform evaluations in accordance with a given evaluation standard and associated 
evaluation methodology
Note 1 to entry: An example of evaluation standards is the ISO/IEC 15408 series with the associated evaluation 
methodology given in ISO/IEC 18045.
[SOURCE: ISO/IEC 19896‑1:2018, 3.5]

ISO/IEC 15408-1:2022-08 4th edition 3.45 WG3

evaluator individual assigned to perform evaluations in accordance with a given evaluation standard and associated 
evaluation methodology
Note 1 to entry: An example of evaluation standards is the ISO/IEC 15408 series with the associated evaluation 
methodology given in ISO/IEC 18045.
[SOURCE:ISO/IEC 19896-1:2018, 3.5]

ISO/IEC 19792:2025-6 2nd edition 3.1.8 WG3

evaluator individual assigned to perform evaluations in accordance with a given evaluation standard and associated 
evaluation methodology
Note 1 to entry: An example of evaluation standards is ISO/IEC 15408 (all parts) with the associated evaluation 
methodology given in ISO/IEC 18045.

ISO/IEC 19896-1:2018-02 1st edition 3.5 WG3



evaluator individual assigned to perform evaluations in accordance with a given evaluation standard and associated 
evaluation methodology
Note 1 to entry: An example of an evaluation standard is ISO/IEC 15408 (all parts) with the associated evaluation 
methodology given in ISO/IEC 18045.
[SOURCE: ISO/IEC 19896‑1:2018, 3.5]

ISO/IEC 20543:2019-11 1st edition 3.10 WG3

evaluator party in the verification process defined by this document who evaluates a submitted protocol ISO/IEC 29128-1:2023 2nd Editon 3.7 WG3
event occurrence or change of a particular set of circumstances

Note 1 to entry: An event can be one or more occurrences, and can have several causes.
Note 2 to entry: An event can consist of something not happening.
Note 3 to entry: An event can sometimes be referred to as an “incident” or “accident”.
[SOURCE: ISO Guide 73:2009, 3.5.1.3, modified — Note 4 to entry has been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.21 WG1

evidence information supporting the occurrence of an event or action
Note 1 to entry: Evidence does not necessarily prove the truth or existence of something but can contribute to the 
establishment of such a proof.

ISO/IEC 13888-1:2020-09 4th edition 3.11 WG2

evidence directly measurable characteristics of a process and/or product that represent objective, demonstrable proof that a 
specific activity satisfies a specified requirement

ISO/IEC 21827:2008-10-15 2nd edition 3.19 WG3

evidence information that can be used either by itself or in conjunction with other information, to establish proof about an 
event or action
[SOURCE:ISO 30300:2020, 3.2.6, modified — Note 1 to entry has been omitted; “could” has been changed to 

ISO/IEC 27040:2024 2nd Editon 3.6.4 WG4

evidence information which is used, either by itself or in conjunction with other information, to establish proof about an 
event or action
NOTE　Evidence does not necessarily prove the truth or existence of something, but can contribute to the 
establishment of such a proof.
[ISO/IEC 13888-1:2009]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.3 WG4

evidence evaluation 
process

process which takes as inputs the evidence of binding, the group signature, and the group public key, and gives as 
output the result of evidence evaluation: valid or invalid
Note 1 to entry: The group signature input to an evidence evaluation process must be valid, i.e. the signature shall 
have previously been successfully verified using the group signature verification process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.9 WG2

evidence evaluator entity which checks the validity of the evidence of binding ISO/IEC 20008-1:2013-12- 1st edition 2.10 WG2
evidence generator entity that produces non-repudiation evidence (3.11)

[SOURCE: ISO/IEC 10181-4:1997, 3.4.4, modified — The initial article has been removed from the definition 
and the Note has been deleted]

ISO/IEC 13888-1:2020-09 4th edition 3.12 WG2

evidence generator entity that produces non-repudiation evidence
[ISO/IEC 10181-4]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.3 WG2

evidence obfuscation effect of an operation performed on potential digital evidence which results in the digital evidence being hidden or 
obscured in some way
Note 1 to entry: This can be the result of a deliberate or coincidental action and can or cannot result in spoliation 
of the digital evidence.

ISO/IEC 27042:2015-06-15 1st edition 3.8 WG4

evidence of binding data element which demonstrates the cryptographic binding between the signer and the signature, and which is an 
output from the group membership opening process

ISO/IEC 20008-1:2013-12-
15

1st edition 2.8 WG2

evidence of identity
EOI

evidence that provides a degree of confidence that a subject (3.15) is represented by the identity (3.9) being 
claimed

ISO/IEC TS 29003:2018-03 1st edition 3.7 WG5

evidence preservation 
facility

secure environment or a location where collected or acquired evidence is stored
NOTE　An evidence preservation facility should not be exposed to magnetic fields, dust, vibration, moisture or 
any other environmental elements (such as extreme temperature or humidity) that may damage the potential digital 
evidence within the facility.

ISO/IEC 27037:2012-10-15 1st edition 3.10 WG4

evidence requester entity that requests evidence (3.11) to be generated either by another entity or by a trusted third party (3.55) ISO/IEC 13888-1:2020-09 4th edition 3.15 WG2
evidence subject entity responsible for the action, or associated with the event, with regard to which evidence (3.11) is generated ISO/IEC 13888-1:2020-09 4th edition 3.16 WG2
evidence user entity that uses non-repudiation evidence (3.11)

[SOURCE: ISO/IEC 10181-4:1997, 3.4.6, modified — The initial article has been removed from the definition.]
ISO/IEC 13888-1:2020-09 4th edition 3.13 WG2

evidence user entity that uses non-repudiation evidence
[ISO/IEC 13888-1:2009]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.4 WG4



evidence verifier entity that verifies non-repudiation evidence (3.11)
[SOURCE: ISO/IEC 10181-4:1997, 3.4.7, modified — The initial article has been removed from the definition.]

ISO/IEC 13888-1:2020-09 4th edition 3.14 WG2

exact conformance
EC

hierarchical relationship between a protection profile (PP) (3.68) or PP Configuration (3.69) and a security target 
(ST) (3.82) where all the requirements in the ST are drawn only from the PP/PP-Configuration
Note 1 to entry: An ST is allowed to claim exact conformance to one or more PPs but only to one PP-

ISO/IEC 15408-1:2022-08 4th edition 3.46 WG3

examination set of processes applied to identify and retrieve relevant potential digital evidence from one or more sources
[SOURCE: ISO/IEC 27042:2015, 3.7]

ISO/IEC 27041:2015-06-15 1st edition 3.6 WG4

examination set of processes applied to identify and retrieve relevant potential digital evidence from one or more sources ISO/IEC 27042:2015-06-15 1st edition 3.7 WG4
examine <evaluation> generate a verdict by analysis using evaluator expertise

Note 1 to entry: The statement that uses this verb identifies what is analysed and the properties for which it is 
ISO/IEC 18045:2022-08 3rd edition 3.9 WG3

exchange multiplicity 
parameter

number of exchanges of information involved in one instance of an authentication mechanism
[SOURCE: ISO/IEC 9798-5:2009, definition 2.15]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.11 WG2

exchange multiplicity 
parameter

number of exchanges of information involved in one instance of an authentication mechanism ISO/IEC 9798-5:2009-12-15 3rd edition 2.15 WG2

executable form form of the code in which the software (3.140) or firmware (3.58) is managed and controlled completely by the 
operational environment (3.96) of the cryptographic module (3.35) and does not require compilation

ISO/IEC 19790:2025-02 3rd edition 3.54 WG3

exhaustive <evaluation> characteristic of a methodical approach taken to perform an analysis or activity according to an 
unambiguous plan
Note 1 to entry: This term is used in respective parts of the ISO/IEC 15408 series with respect to conducting an 
analysis or other activity. It is related to “systematic” but is considerably stronger, in that it indicates not only that 
a methodical approach has been taken to perform the analysis or activity according to an unambiguous plan, but 
that the plan that was followed is sufficient to ensure (3.7) that all possible avenues have been exercised.

ISO/IEC 18045:2022-08 3rd edition 3.10 WG3

exhaustive search attack technique, also known as brute-force, involving searching through all possibilities for a secret value ISO/IEC 20009-4:2017-08 1st edition 3.10 WG2
Expected Level of Trust level of trust, defined in the Organization Normative Framework, where the activities of some of the Application 

Security Controls are satisfied through the creation of a PASR (3.7)
Note 1 to entry: This document describes the minimum requirements applicable to the Application Security 
Controls used in an Expected Level of Trust for a subsequent application (3.4). In the context of an Expected 
Level of Trust, there is always an original application (3.3) where the project team performed the activities of the 
indicated Application Security Controls.

ISO/IEC 27034-7:2018-05 1st edition 3.8 WG4

Expected Level of Trust 
Report

document presenting and supporting the risk analysis in support of predictions (3.1) made for a subsequent 
application

ISO/IEC 27034-7:2018-05 1st edition 3.9 WG4

expected value value estimated as an impact to the business by an information asset being harmed or lost
Note 1 to entry: This value is positive as long as the information asset is not harmed but seen as loss if the event 
occurs.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.8 WG1

experience involvement at a practical level with projects related to the field of competence ISO/IEC 19896-1:2018-02 1st edition 3.6 WG3
explain <evaluation> give argument accounting for the reason for taking a course of action

Note 1 to entry: This term differs from both “describe” (3.4) and “demonstrate” (3.3). It is intended to answer the 
question “Why?” without actually attempting to argue that the course of action that was taken was necessarily 

ISO/IEC 18045:2022-08 3rd edition 3.11 WG3

explicit consent personally identifiable information (PII) principal’s freely given, specific and informed unambiguous agreement to 
the processing of their PII exercised through an affirmative act indicating such consent by the PII principal
Note 1 to entry: Explicit consent is the result of an opt-in.
Note 2 to entry: Explicit consent can also be referred to as express consent.
EXAMPLE:Consent is obtained by asking the PII principal to take a specific action in the context of a notice.
[SOURCE: ISO/IEC 29100:2011, 2.4, modified – The words "exercised through an affirmative act indicating 
such consent by the PII principal" have been added.]

ISO/IEC 29184:2020-06 1st edition 3.1 WG5

explicit key 
authentication

<from entity A  to entity B > assurance for entity B  that entity A  is the only other entity that is in possession of the 
correct key
Note 1 to entry: Implicit key authentication from entity A  to entity B  and key confirmation from entity A  to entity 
B  together imply explicit key authentication from entity A  to entity B .
[SOURCE: ISO/IEC 11770‑3:2015, 3.12, modified]

ISO/IEC 11770-4:2017-07 2nd edition 3.8 WG2

explicit key 
authentication from 
entity A  to entity B

assurance for entity B  that entity A  is the only other entity that is in possession of the correct key (3.17)
Note 1 to entry: Implicit key authentication from entity A  to entity B  and key confirmation from entity A  to entity 
B  together imply explicit key authentication from entity A  to entity B . 

ISO/IEC 11770-3:2021-10 4th edition 3.12 WG2



explicitly given finite field finite field that is represented explicitly in terms of its characteristic and a multiplication table for a basis of the 
field over the underlying prime field
NOTE　See Clause 5.3.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.16 WG2

explicitly given finite field set of all e -tuples over [0, p  – 1], where p  is prime and e  ≥ 1, along with a “multiplication table”
NOTE 1　For a mathematical definition of an explicitly given finite field, see Clause A.3.
NOTE 2　For more detailed information on finite fields, see ISO/IEC 15946-1.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.4 WG2

exploit defined way to breach the security of information systems through vulnerability ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.9 WG4

exploitable vulnerability weakness in the target of evaluation (TOE) (3.90) that can be used to violate the security functional requirements 
(SFRs) (3.78) in the operational environment (3.63) for the TOE

ISO/IEC 15408-1:2022-08 4th edition 3.47 WG3

exploitable vulnerability weakness in the target of evaluation (TOE) that can be used to violate the security functional requirements (SFRs) 
in the operational environment for the TOE

ISO/IEC 15408-3:2022-08 4th edition 3.18 WG3

exploitable vulnerability weakness in the TOE that can be used to violate the SFRs in the operational environment for the TOE
[SOURCE: ISO/IEC 15408‑1:2009, 3.5.3]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.9 WG3

exported privacy control privacy control (3.30) that is transmitted to a personally identifiable information (PII) controller (3.26) or PII 
processor (3.28) in another domain (3.10) or system (3.41)
Note 1 to entry: An exported privacy control can be included in a data sharing agreement.

ISO/IEC 27561:2024 1st Editon 3.13 WG5

Extend
Extended

operation that replaces the current value of a digest with the hash of a buffer constructed by concatenating new 
data to the current value of the digest
Note 1 to entry: See clause 11.4.7
Note 2 to entry: The new data concatenated is normally a digest.

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-
04-01

1st edition
(Corrected 
version)

3.21 WG3

extended security 
requirement

security requirement developed according to the rules in this document, but which are not listed in any part of the 
ISO/IEC 15408 series
Note 1 to entry: An extended security requirement preserves the form and syntax described in ISO/IEC 15408-2.
Note 2 to entry: Extended security requirements can be defined by authors of security target (ST) (3.82) or 
protection profile (PP) (3.68) or PP-Module (3.71).

ISO/IEC 15408-1:2022-08 4th edition 3.48 WG3

extended value expected value times the number of times that value might occur ISO/IEC TR 27016:2014-03- 1st edition 3.9 WG1
extensible markup 
language
XML

subset of the Standard Generalized Markup Language (SGML)
Note 1 to entry: The goal of XML is to enable generic SGML to be served, received, and processed on the Web in 
the way that is now possible with HTML. XML has been designed for ease of implementation and for 
interoperability with both SGML and HTML.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.7 WG3

extensive PUF
DEPRECATED: strong 
PUF

PUF that has so large space of challenge-response pairs that not all addresses cannot be read out within the attack 
time scales and its entire function cannot be modelled in extenso from the knowledge of few challenge/response 
pairs on a different device (e.g. a general purpose processor)

ISO/IEC 20897-1:2020-12 1st edition 3.3 WG3

external context external environment in which the organization seeks to achieve its objectives (3.49)
Note 1 to entry: External context can include the following:
— the cultural, social, political, legal, regulatory, financial, technological, economic, natural and competitive 
environment, whether international, national, regional or local;
— key drivers and trends having impact on the objectives of the organization (3.50);
— relationships with, and perceptions and values of, external stakeholders (3.37).
[SOURCE: ISO Guide 73:2009, 3.3.1.1]

ISO/IEC 27000:2018-02 5th edition 3.22 WG1

external context external environment in which the organization (3.9) seeks to achieve its objectives
Note 1 to entry: External context can include the following:
— the cultural, social, political, legal, regulatory, financial, technological, economic, natural and competitive 
environment, whether international, national, regional or local;
— key drivers and trends having impact on the objectives of the organization (3.9);
— relationships with, and perceptions and values of, external stakeholders.
[SOURCE:ISO/IEC 27000:2018, 3.22]

ISO/IEC 27006-1:2024 1st edition 3.3 WG1

external entity
user

human technical system or one of its components interacting with the target of evaluation (TOE) (3.90) from 
outside of the TOE boundary

ISO/IEC 15408-1:2022-08 4th edition 3.49 WG3



External Object Object that can be loaded into a Trusted Platform Module without being a member of a specific hierarchy ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.22 WG3

external operational separate operational system which interfaces to the operational system that is the subject of evaluation ISO/IEC TR 19791:2010-04- 2nd edition 3.2 WG3
extranet extension of an organization's Intranet, especially over the public network infrastructure, enabling resource sharing 

between the organization and other organizations and individuals that it deals with by providing limited access to 
its Intranet
Note 1 to entry: For example, an organization's customers can be provided access to some part of its Intranet, 
creating an extranet, but the customers cannot be considered “trusted” from a security standpoint.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.10 WG4

factory default state of the device after factory reset or after final production/assembly
Note 1 to entry: This includes the physical device and software (including firmware) that is present on it after 

ISO/IEC 27402:2023 1st Editon 3.1.12 WG4

factory state default settings consistent with how the cryptographic module (3.35) left the factory
Note 1 to entry: It is possible that some sensitive security parameters (3.131) will be replaced during the lifetime of 
the module and still be considered part of the factory state, such as a trust anchor.

ISO/IEC 19790:2025-02 3rd edition 3.55 WG3

fail-safe mode device or feature which, in the event of failure, responds in a way that causes no harm, or minimizes the harm, to 
other devices, and causes no danger, or minimizes the danger, to personnel
[SOURCE:ISO 25197:2020, 3.32]

ISO/IEC 27402:2023 1st Editon 3.1.13 WG4

Failure mode mode in which the Trusted Platform Module returns TPM_RC_FAILURE in response to all commands except 
TPM2_GetTestResult() or TPM2_GetCapability()

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.23 WG3

failure mode manner by which a failure is observed
NOTE　It generally describes the way the failure occurs and its impact on the operation of the system.

ISO/IEC 27031:2011-03-01 1st edition 3.9 WG4

false accept rate
FAR

proportion of verification transactions with wrongful claims of identity that are incorrectly confirmed
[SOURCE: ISO/IEC 19795-1:2006, 4.6.6]

ISO/IEC 19989-2:2020-09 1st edition 3.4 WG3

false acceptance rate
FAR

probability that the inter-distance is smaller than or equal to the set threshold
Note 1 to entry: FAR is equivalent to the evaluation of the cumulative distribution function of the inter-distance at 
the set threshold.

ISO/IEC 20897-1:2020-12 1st edition 3.4 WG3

false match rate
FMR

proportion of the completed biometric non-mated comparison trials that result in a false match
Note 1 to entry: The value computed for the false match rate depends on thresholds, and other parameters of the 
comparison process, and the protocol defining the biometric non-mated comparison trials.
Note 2 to entry: Comparisons between the following require proper consideration (see ISO/IEC 19795-1):
— identical twins;
— different, but related biometric characteristics (3.2.1) from the same individual, such as left and righthand 
topography.
Note 3 to entry: “Completed” refers to the computational processes required to make a comparison decision, i.e. 
failures to decide are excluded.

ISO/IEC 19792:2025-6 2nd edition 3.4.2 WG3

false negative no IDPS alert when there is an attack ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.12 WG4

false non-match rate
FNMR

proportion of the completed biometric mated comparison trials that result in a false non-match
Note 1 to entry: The value computed for the false non-match rate will depend on thresholds, and other parameters 
of the comparison process, and the protocol defining the biometric mated comparison trials.
Note 2 to entry: “Completed” refers to the computational processes required to make a comparison decision, i.e. 
failures to decide are excluded.
[SOURCE:ISO/IEC 2382-37:2022, 37.09.11]

ISO/IEC 19792:2025-6 2nd edition 3.4.3 WG3

false positive IDPS alert when there is no attack ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.11 WG4

false reject rate
FRR

proportion of verification transactions with truthful claims of identity that are incorrectly denied
[SOURCE: ISO/IEC 19795-1:2006, 4.6.5]

ISO/IEC 19989-2:2020-09 1st edition 3.7 WG3

false rejection rate
FRR

probability that the intra-distance is larger than the set threshold
Note 1 to entry: FRR is equivalent to the complement of the evaluation of the cumulative distribution function of 
the intra-distance at the set threshold.

ISO/IEC 20897-1:2020-12 1st edition 3.5 WG3



false-negative 
identification-error rate
FNIR

proportion of identification transactions by users enrolled in the system in which the user’s correct identifier is not 
among those returned
[SOURCE: ISO/IEC 19795-1:2006, 4.6.8]

ISO/IEC 19989-2:2020-09 1st edition 3.5 WG3

false-negative 
identification-error rate
FNIR

proportion of identification transactions by users enrolled in the system in which the user’s correct identifier is not 
among those returned
[SOURCE: ISO/IEC 19795-1:2006, 4.6.8]

ISO/IEC 19989-3:2020-09 1st edition 3.10 WG3

false-positive 
identification-error rate
FPIR

proportion of identification transactions by users not enrolled in the system, where an identifier is returned
[SOURCE: ISO/IEC 19795-1:2006, 4.6.9]

ISO/IEC 19989-2:2020-09 1st edition 3.6 WG3

false-positive 
identification-error rate
FPIR

proportion of identification transactions by users not enrolled in the system, where an identifier is returned
[SOURCE: ISO/IEC 19795-1:2006, 4.6.9]

ISO/IEC 19989-3:2020-09 1st edition 3.11 WG3

family <taxonomy> set of components that shares a similar goal but differs in emphasis or rigour ISO/IEC 15408-1:2022-08 4th edition 3.50 WG3
fault injection technique to induce operating behaviour changes in hardware (3.64), such as by the application of transient 

voltages, radiation, laser or clock skewing techniques
ISO/IEC 19790:2025-02 3rd edition 3.56 WG3

federated identity identity (3.1.2) for use in multiple domains (3.2.3)
Note 1 to entry: Some or all of the domains where a federated identity can be used can be formally joined as an 
identity federation. Identity information providers of domains in the federation can jointly manage a federated 
identity.

ISO/IEC 24760-1:2019-06 2nd edition 3.5.1 WG5

federation manager actor in a federation responsible for managing the issues arising from the operation of the federation
Note 1 to entry: An existing federation member or an independent third party can carry out the role of federation 
manager.

ISO/IEC 24760-3:2016-08-
01

1st edition 3.5 WG5

feedback buffer
FB

variable used to store input data for the encryption process
Note 1 to entry: At the starting point, FB  has the value of SV .

ISO/IEC 10116:2017-07 4th edition 3.7 WG2

femto cell
home cell
small cell

small, low-power cellular base station (3.2)
Note 1 to entry: A femto cell is typically designed for use in a home or small businesses.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.5 WG4

Fibre Channel serial input/output interconnect capable of supporting multiple protocols, including access to open system storage 
(3.2.12), access to mainframe storage, and networking
Note 1 to entry: Fibre Channel supports point to point, arbitrated loop, and switched topologies with a variety of 
copper and optical links running at speeds from 1 gigabit per second to over 128 gigabits per second.

ISO/IEC 27040:2024 2nd Editon 3.2.7 WG4

Fibre Channel Protocol Serial Small Computer System Interface (SCSI) transport protocol used on Fibre Channel (3.2.7) interconnects ISO/IEC 27040:2024 2nd Editon 3.2.8 WG4
fidelity measure of the closeness of two quantum states ISO/IEC 23837-2:2023 1st Editon 3.11 WG3
field set of elements S  and a pair of operations (+,*) defined on S  such that: (i) a *(b  + c ) = a *b  + a *c  for every a , b 

and c  in S , (ii) S  together with + forms an abelian group (with identity element 0) and (iii) S  excluding 0 together 
with * forms an abelian group

ISO/IEC 10118-3:2018-10 3rd edition 3.5 WG2

field set of elements S  and a pair of operations (+,*) defined on S  such that: (i) a *(b  + c ) = a *b  + a *c  for every a , b 
and c  in S , (ii) S  together with + forms an abelian group (with identity element 0) and (iii) S  excluding 0 together 
with * forms an abelian group

ISO/IEC 11770-2:2018-12 3rd edition 3.5 WG2

field set of elements S  and a pair of operations (+,*) defined on S  such that: (i) a *(b  + c ) = a *b  + a *c  for every a , b 
and c  in S , (ii) S  together with + forms an abelian group (with identity element 0), and (iii) S  excluding 0 
together with * forms an abelian group

ISO/IEC 15946-1:2016-07-
01

3rd edition 3.4 WG2

field mathematical notion of a field, i.e., a set of elements, together with binary operations for addition and 
multiplication on this set, such that the usual field axioms apply

ISO/IEC 18033-2:2006-05-
01

1st edition 3.19 WG2

field set of elements S  and a pair of operations (+,*) defined on S , such that: i) a  * (b  + c ) = a  * b  + a  * c  for every 
a , b  and c  in S , ii) S  together with + forms an abelian group (3.1) (with identity element 0), and iii) S  excluding 
0 together with * forms an abelian group

ISO/IEC 18370-2:2016-07-
01

1st edition 3.4 WG2

field set of elements K  and a pair of operations (+, *) defined on K  such that: (i) a  * (b  + c ) = a  * b  + a  * c  for every 
a , b  and c  in K , (ii) K  together with + forms an abelian group (3.1) (with identity element 0), and (iii) K 
excluding 0 together with * forms an abelian group
[SOURCE: ISO/IEC 15946‑1:2016, 3.4, modified]

ISO/IEC 19592-2:2017-10 1st edition 3.5 WG2



field set of elements S and a pair of operations (+, *) defined on S such that: (i) a *(b  + c ) = a *b  + a *c  for every a , b 
and c  in S , (ii) S  together with + forms an abelian group (3.1) (with identity element 0), and (iii) S  excluding 0 
together with * forms an abelian group
[SOURCE: ISO/IEC 15946‑1:2016, 3.4]

ISO/IEC 20009-4:2017-08 1st edition 3.11 WG2

field sub-string of any length of the message (3.12) ISO/IEC 23264-1:2021-03 1st edition 3.10 WG2
field set of elements K  and a pair of operations (+, *) defined on K  such that: (i) a  * (b  + c ) = a  * b  + a  * c  for every 

a , b  and c  in K ; (ii) K  together with + forms an abelian group that is a group (3.1) and a  + b  = b  + a  for every 
a  and b  in K  (with identity element 0); (iii) K  excluding 0 together with * forms an abelian group that is a group 
and a  * b  = b  * a  for every a  and b  in K
[SOURCE:ISO/IEC 19592-2:2017, 3.5, modified — the phrases “that is a group (3.1) and a  + b  = b  + a  for 
every a  and b  in K ” and “that is a group and a  * b  = b  * a  for every a  and b  in K ” have been added.]

ISO/IEC 4922-2:2024 1st Editon 3.5 WG2

field environment in which the cryptographic modules are installed, configured, operated and managed ISO/IEC TS 20540:2025-06 2nd edition 3.11 WG3
field tester individual assigned by an organization (3.18) to perform the field testing in accordance with the field testing 

process (3.14)
ISO/IEC TS 20540:2025-06 2nd edition 3.12 WG3

field testing activities to verify the correct installation, configuration and operation of a module and that it operates securely in 
the field (3.11)

ISO/IEC TS 20540:2025-06 2nd edition 3.13 WG3

field testing process set of procedures or activities to support determining the correct installation, configuration and operation of a 
module and that it operates securely in the field (3.11)

ISO/IEC TS 20540:2025-06 2nd edition 3.14 WG3

filtering process of accepting or rejecting data flows through a network, according to specified criteria ISO/IEC 27033-1:2015-08- 2nd edition 3.11 WG4
final key key generated by a complete run of a quantum key distribution session (3.27) ISO/IEC 23837-1:2023 1st Editon 3.12 WG3
final signal processing signal processing stage immediately preceding biometric comparison

Note 1 to entry: See NOTE at the beginning of Clause 3.
ISO/IEC 24761:2019-10 2nd edition 3.20 WG5

final target of evaluation
final TOE

initial TOE (3.8) with the patches (3.11) applied
Note 1 to entry: The final TOE is obtained by combining the initial TOE and patch(es) to be loaded and activated 
on the initial TOE.
Note 2 to entry: The final TOE is not necessarily evaluated but assurance is gained through ALC_PAM on the 
initial TOE.

ISO/IEC TS 9569:2023 1st Editon 3.4 WG3

fingerprint sequence of bytes created by applying a cryptographic hash function over the encoding of a certificate (3.7) and 
may be used by the recipient to check the public key’s authenticity and integrity

ISO/IEC 27099:2022-07 1st edition 3.29 WG4

finite abelian group group such that the underlying set of elements is finite, and such that the underlying binary operation is ISO/IEC 18033-2:2006-05- 1st edition 3.20 WG2
finite commutative group finite set E  with the binary operation “*” such that

　— for all group elements a , b  ∈ E , a  * b  ∈ E ;
　— for all group elements a , b , c  ∈ E , (a  * b ) * c  = a  * (b  * c );
　— there exists a group element e  ∈ E  with e  * a  = a  for all a  ∈ E , where e  is called the identity element of 
the group;
　— for all group elements a  ∈ E , there exists a group element b  ∈ E  with b  * a  = e ;
　— for all group elements a , b  ∈ E , a  * b  = b  * a
Note 1 to entry: In some cases, such as when E  is the set of points on an elliptic curve, arithmetic in the finite set 

ISO/IEC 14888-3:2018-11 4th edition 3.1 WG2

finite commutative group abelian group (3.1) (G , *) with a finite number of elements

Note 1 to entry: If a 0  = e , and a n +1 = a  * a n  (for n  ≥ 0) is defined recursively, the order of a  ∈ G  is the least 

positive integer n , such that a n  = e .
Note 2 to entry: In some cases, such as when G  is the set of points on an elliptic curve, arithmetic in the finite set 
G  is described using additive notation.

ISO/IEC 18370-2:2016-07-
01

1st edition 3.5 WG2

finite cyclic group abelian group (3.1) G  such that there exist g  in G , where every a in G  is specified in g  or a self-addition of g ISO/IEC 19592-2:2017-10 1st edition 3.6 WG2
finite cyclic group abelian group (G ,+) that is a group (3.1) and a  + b  = b  + a  for every a  and b  in G  (with identity element 0), 

containing a finite number of elements, such that there exists g  in G , where every a  in G  is equal to g  or g  added 
to itself a finite number of times
Note 1 to entry: Definition adapted from ISO/IEC 19592-2:2017, 3.6.

ISO/IEC 4922-2:2024 1st Editon 3.2 WG2

finite field field containing a finite number of elements

Note 1 to entry: For any positive integer m  and a prime p , there exists a finite field containing exactly p m 

elements. This field is unique up to isomorphism and is denoted by F (p m ), where p is called the characteristic of 

ISO/IEC 15946-1:2016-07-
01

3rd edition 3.5 WG2



finite field field such that the underlying set of elements is finite ISO/IEC 18033-2:2006-05- 1st edition 3.21 WG2
finite field field (3.4) such that the underlying set of elements is finite

Note 1 to entry: For any positive integer, m  and a  prime p , there exists a finite field containing exactly q  = p m 

elements. This field is unique up to an isomorphism and is denoted by F q .
[SOURCE: ISO/IEC 18033‑2:2006, 3.21]

ISO/IEC 18370-2:2016-07-
01

1st edition 3.6 WG2

finite field field (3.5) containing a finite number of elements
[SOURCE: ISO/IEC 15946‑1:2016, 3.5, modified]

ISO/IEC 19592-2:2017-10 1st edition 3.7 WG2

finite field field containing a finite number of elements

Note 1 to entry: For any positive integer, m , and a  prime, p , there exists a finite field containing exactly p m 

elements. This field is unique up to isomorphism and is denoted by F (p m ), where p is called the characteristic of 

F (p m ).

ISO/IEC 20009-4:2017-08 1st edition 3.12 WG2

finite field field (3.5) containing a finite number of elements
[SOURCE:ISO/IEC 19592-2:2017, 3.7]

ISO/IEC 4922-2:2024 1st Editon 3.6 WG2

finite field of 
characteristic two

finite field whose number of elements is a power of two
Note 1 to entry: All finite fields of characteristic two containing the same number of elements are isomorphic. The 
specific model for the description of the finite field of characteristic two that is used in this part of ISO/IEC 29192 
is given in Annex E.

ISO/IEC 29192-4:2013
/Amd.1:2016-02-15

1st edition 3.28 WG2

finite ring ring (3.3) containing a finite number of elements ISO/IEC 4922-2:2024 1st Editon 3.4 WG2
finite state model
FSM

mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output 
events, a finite set of states, a function that maps states and input to output, a function that maps states and inputs 
to states (a state transition function), and a specification that describes the initial state

ISO/IEC 19790:2025-02 3rd edition 3.57 WG3

fintech digital innovations and technology-enabled business model innovations in the financial sector ISO/IEC 27562:2024-12 1st edition 3.8 WG5
firewall type of security barrier placed between network environments — consisting of a dedicated device or a composite 

of several components and techniques — through which all traffic from one network environment traverses to 
another, and vice versa, and only authorized traffic, as defined by the local security policy, is allowed to pass

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.12 WG4

firewall type of barrier placed between network environments — consisting of a dedicated device or a composite of several 
components and techniques — through which all traffic from one network environment traverses to another, and 
vice versa, and only authorized traffic as defined by the local security policy is allowed to pass
[SOURCE: ISO/IEC 27033‑1:2009]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.10 WG4

firmware executable code of a cryptographic module that is stored in hardware within the cryptographic boundary and 
cannot be dynamically written or modified during execution while operating in a non-modifiable or limited 
operational environment
EXAMPLE:Storage hardware can include but is not limited to PROM, EEPROM, FLASH, solid state memory, 
hard drives, etc.

ISO/IEC 18367:2016-12-15 1st edition 3.9 WG3

firmware code that is executed in a non-modifiable operational environment (3.90) or limited operational environment ISO/IEC 19790:2025-02 3rd edition 3.58 WG3
firmware executable code of a cryptographic module that is stored in hardware within the cryptographic boundary and 

cannot be dynamically written or modified during execution while operating in a non-modifiable or limited 
operational environment
[SOURCE: ISO/IEC 19790:2012, 3.45]
EXAMPLE: Storage hardware can include but is not limited to PROM, EEPROM, FLASH, solid state memory, 

ISO/IEC TS 30104:2015-05-
15

1st edition 3.9 WG3

firmware module cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the firmware (3.58) exclusive files(s) 
that execute(s) in a limited operational environment (3.77) or non-modifiable operational environment (3.90)
Note 1 to entry: The computing platform and operating system of the operational environment (3.96) in which the 
firmware executes are external to the defined firmware module’s cryptographic boundary. However, the version of 
the computing platform and the version of the operating system of the operational environment are explicitly 
bound to the firmware module.

ISO/IEC 19790:2025-02 3rd edition 3.59 WG3

flaw remediation assurance family ALC_FLR which provides requirements for the handling of security flaws
Note 1 to entry: This definition of flaw remediation is based on ISO/IEC 15408-3:2022, 12.1.

ISO/IEC TS 9569:2023 1st Editon 3.5 WG3

formal cryptographic 
protocol specification

model of a cryptographic protocol specification (3.6) written in a machine-readable language ISO/IEC 29128-1:2023 2nd Editon 3.8 WG3

formal privacy 
measurement model

approach to the application of data de-identification techniques (3.7) that enables the calculation of re-
identification risk (3.33)

ISO/IEC 20889:2018-11 1st edition 3.3 WG5



forward secrecy assurance that the knowledge of subsequent (future) output values cannot be determined with practical 
computational effort from current or previous output values
Note 1 to entry: This definition is specific to the context of random bit generators (3.40). It should not be confused 
with "forward secrecy" defined in the ISO/IEC 11770 series for key management.

ISO/IEC 18031:2025-02 2nd edition 3.16 WG2

forward secrecy assurance that the knowledge of subsequent (future) values cannot be determined from current or previous values
[SOURCE: ISO/IEC 18031:2011, 3.13]

ISO/IEC 20543:2019-11 1st edition 3.11 WG3

forward secrecy with 
interval T

security condition in which an entity leaving a set of entities at time t = t0 cannot obtain any secret keys 
established between these entities at any time subsequent to t0 + T

ISO/IEC 11770-5:2020 2nd Editon 3.8 WG2

forward secrecy with 
respect to both entity A 
and entity B  individually

property that knowledge of entity A ’s long-term private key (3.32) or knowledge of entity B ’s long-term private 
key (3.32) subsequent to a key agreement (3.18) operation does not enable an opponent to recompute previously 
derived keys (3.17)
Note 1 to entry: This differs from mutual forward secrecy in which knowledge of both entity A ’s and entity B ’s 
long-term private keys do not enable recomputation of previously derived keys. 

ISO/IEC 11770-3:2021-10 4th edition 3.13 WG2

forward secrecy with 
respect to entity A

property that knowledge of entity A ’s long-term private key (3.32) subsequent to a key agreement (3.18) operation 
does not enable an opponent to recompute previously derived keys (3.17)

ISO/IEC 11770-3:2021-10 4th edition 3.14 WG2

fraud detection system software as an application that supports monitoring, detection, and management of fraud or other misuse across 
users (e.g. customers), accounts, channels, products and other entities (e.g. kiosks)
Note 1 to entry: To deploy the fraud detection system, enterprise applications can integrate with a fraud detection 
engine that assesses the fraud risk of a transaction, from user navigation and application access, to any type of 
activity, such as a change of address, payment or retrieval of sensitive information.
[SOURCE:ITU-T X.1157:2015, 3.2.1]

ISO/IEC 27562:2024-12 1st edition 3.9 WG5

full domain 
cryptographic hash 
function

function that maps strings of bits to integers in a fixed range, satisfying the properties of (1) for a given output, it is 
computationally infeasible to find an input which maps to this output, and (2) for a given input, it is 
computationally infeasible to find a second input which maps to the same output
NOTE　A full domain cryptographic hash function is similar to a standard cryptographic hash function with the 
exception that the former outputs an integer rather than a bit string; see 7.2.2.

ISO/IEC 29150:2011-12-15 1st edition 3.19 WG2

full entropy entropy rate (3.14) that is practically close to 1 ISO/IEC 18031:2025-02 2nd edition 3.17 WG2
full entropy source source that produces output with full entropy (3.17) ISO/IEC 18031:2025-02 2nd edition 3.18 WG2
full forward secrecy property of a deterministic random bit generator (DRBG) (3.9) in which sufficient entropy (3.13) is provided 

during every generation process to meet the security requirements for the security strength to be supported by the 
ISO/IEC 18031:2025-02 2nd edition 3.19 WG2

function <capability> technical or manual process component of a capability (3.8)
EXAMPLE: “Encrypt data communicated to the server using TLS” is an example of a function whereas “provide 
confidential communication of PII in transit” is an example of a capability.
Note 1 to entry: A function, feature or service is expressed at a more granular level than a capability.

ISO/IEC 27561:2024 1st Editon 3.14 WG5

functional package named set of security functional requirements (3.78) that may be accompanied by a security problem definition 
(SPD) (3.80) and security objectives (3.79) derived from that SPD

ISO/IEC 15408-1:2022-08 4th edition 3.51 WG3

functional specification high-level description of the ports and interfaces visible to the operator and high-level description of the behaviour 
of the IUT
Note 1 to entry: Here, the IUT means a cryptographic algorithm implementation (see 3.13).
[SOURCE: ISO/IEC 19790:2012, 3.47, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.10 WG3

functional specification high-level description of any port (3.107) or interface visible to the operator (3.98) and high-level description of 
the behaviour of the cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.60 WG3

functional testing testing of the IUT functionality as defined by the functional specification (3.10)
[SOURCE: ISO/IEC 19790:2012, 3.48, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.11 WG3

functional testing testing of the cryptographic module (3.35) functionality as defined by the functional specification (3.60) ISO/IEC 19790:2025-02 3rd edition 3.61 WG3
fuzzy extractor scheme to recover the original data from noisy data using error-correcting technique

Note 1 to entry: Fuzzy extractor uses a pair of algorithms; the first one generates a helper string from original data, 
and the second one recovers the original data from noisy data using error correcting techniques and the helper 

ISO/IEC 20897-1:2020-12 1st edition 3.6 WG3

gate equivalent unit of measure which allows for the specification of the complexity of digital electronic circuits, commonly the 
silicon area of a two-input drive-strength-one NAND gate

ISO/IEC 29192-1:2012-06-
01

1st edition 2.4 WG2

generalization category of de-identification techniques (3.7) that reduce the granularity of information contained in a selected 
attribute (3.2) or in a set of related attributes (3.2) in a dataset (3.5)

ISO/IEC 20889:2018-11 1st edition 3.12 WG5

generative biometric data biometric data (3.5) (sample(s) or features) used as primary input to the biometric template protection (3.15) 
scheme

ISO/IEC 24745:2022-02 2nd edition 3.20 WG5



generic attack attack (3.3) against an encryption system (3.13) which does not rely on the encryption system design and can be 
used to recover a secret key (3.25)/private key (3.21) or plaintext (3.20)
Note 1 to entry: Generic attacks depend on models and goals, see Clause A.2 for details.

ISO/IEC 18033-1:2021-09 3rd edition 3.14 WG2

Generic SIO Class An SIO Class in which the data types for one or more of the components are not fully specified. ISO/IEC 15816:2002-02-01 1st edition 3.2 WG4
glass box idealized mechanism that accepts inputs and produces outputs and is designed such that an observer can determine 

exactly how the outputs are computed from the inputs
ISO/IEC 18031:2025-02 2nd edition 3.20 WG2

glass box idealized mechanism that accepts inputs and produces outputs and is designed such that an observer can see inside 
and determine exactly what is going on
Note 1 to entry: This term can be contrasted with black box (3.4).
[SOURCE: ISO/IEC 18031:2011, 3.14]

ISO/IEC 18367:2016-12-15 1st edition 3.12 WG3

glass box idealized mechanism that accepts inputs and produces outputs and is designed such that an observer can see inside 
and determine exactly what is going on
Note 1 to entry: This term can be contrasted with black box (3.3).
[SOURCE: ISO/IEC 18367:2016, 3.12]

ISO/IEC 20543:2019-11 1st edition 3.12 WG3

global assurance package assurance package (3.7) that applies to the entire target of evaluation (TOE) (3.90) in a multi-assurance evaluation 
(3.60)

ISO/IEC 15408-1:2022-08 4th edition 3.52 WG3

global revocation group signature revocation process which, by updating the group public key, other group public parameters, 
and/or revocation lists used in the group environment, has the effect of revoking the signature keys of some 
previously legitimate group members, who as a result become illegitimate
Note 1 to entry: A revocation list used in a global revocation process is also known as a group global revocation 
list.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.19 WG2

goat biometric data subject whose biometric reference results in a similarity score lower than normal on a particular 
biometric system when compared against biometric probes from biometric data subject themselves

ISO/IEC 19792:2025-6 2nd edition 3.5.1 WG3

golden image
golden VM image

master copy of disk image of a VM or server with a specific configuration ISO/IEC 21878:2018-11 1st edition 3.11 WG4

governance human-based system comprising directing, overseeing and accountability
[SOURCE:ISO/IEC 38500:2024, 3.3]

ISO/IEC 27562:2024-12 1st edition 3.10 WG5

governance system of directing and controlling
[SOURCE: ISO/IEC 38500:2015, 2.8]

ISO/IEC TS 27570:2021-01 1st edition 3.10 WG5

governance of 
information security

system by which an organization’s (3.50) information security (3.28) activities are directed and controlled ISO/IEC 27000:2018-02 5th edition 3.23 WG1

governing body person or group of people who are accountable for the performance (3.52) and conformity of the organization 
(3.50)

ISO/IEC 27000:2018-02 5th edition 3.24 WG1

governing body person or group of people who are accountable for the performance and conformance of the entity
[SOURCE: ISO/IEC 27000:2018, 3.24, modified — “organization” has been replaced by “entity”]

ISO/IEC 27014:2020-12 2nd edition 3.3 WG1

group set of elements S  and an operation * defined on the set of elements such that (i) a *(b *c ) = (a *b )*c  for every a , 
b  and c  in S , (ii) there exists an identity element e  in S  such that a *e  = e *a  = a  for every a  in S , and (iii) for 

every a  in S  there exists an inverse element a −1 in S  such that a *a −1 = a −1*a  = e

ISO/IEC 15946-1:2016-07-
01

3rd edition 3.6 WG2

group mathematical notion of a group, i.e., a set of elements, together with a binary operation on this set, such that the 
usual group axioms apply

ISO/IEC 18033-2:2006-05-
01

1st edition 3.22 WG2

group set of elements S  and an operation * defined on the set of elements such that (i) a *(b *c ) = (a *b )*c for every a , 
b  and c  in S , (ii) there exists an identity element e  in S  such that a *e  = e *a  = a  for every a  in S , and (iii) for 

every a  in S  there exists an inverse element a −1 in S  such that a *a −1 = a −1*a  = e
[SOURCE: ISO/IEC 15946-1:2016, 3.6]

ISO/IEC 18033-6:2019-05 1st edition 3.9 WG2

group set of elements G  and an operation * defined on the set of elements such that: i) (a  * b ) * c  = a  * (b  * c ) for 
every a , b  and c  in G , ii) there exists an identity element, e  in G , such that a  * e  = e  * a  = a  for every a  in G , 

and iii) for every a  in G , there exists an inverse element, a -1 in G , such that a  * a -1 = a -1 * a  = e

ISO/IEC 18370-2:2016-07-
01

1st edition 3.7 WG2

group set of elements G  and an operation + defined on the set of elements such that (i) a  + (b  + c ) = (a  + b ) + c  for 
every a , b  and c  in G , (ii) there exists an identity element e  in G  such that a  + e  = e  + a  = a  for every a  in G , 

and (iii) for every a  in G  there exists an inverse element a −1 in G  such that a  + a −1 = a −1 + a  = e
[SOURCE: ISO/IEC 15946‑1:2016, 3.6, modified]

ISO/IEC 19592-2:2017-10 1st edition 3.8 WG2



group set of entities operating under a single membership management policy
Note 1 to entry: A group includes multiple group members and each member has a membership credential which 
is created by a group membership issuer as part of the group membership issuing process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.11 WG2

group set of elements S  and an operation * defined on the set of elements such that (i) a *(b *c ) = (a *b )*c  for every a , 
b  and c  in S , (ii) there exists an identity element e in S such that a *e  = e *a  = a  for every a  in S , and (iii) for 

every a  in S , there exists an inverse element a −1 in S  such that a *a −1 = a −1*a  = e
[SOURCE: ISO/IEC 15946‑1:2016, 3.6]

ISO/IEC 20009-4:2017-08 1st edition 3.13 WG2

group set of elements G  and an operation + defined on the set of elements such that: (i) a  + (b  + c ) = (a  + b ) + c  for 
every a , b  and c  in G ; (ii) there exists an identity element e  in G  such that a  + e  = e  + a  = a  for every a  in G ; 
(iii) for every a  in G  there exists an inverse element −a  in G  such that a  + (−a ) = (−a ) + a  = e

[SOURCE:ISO/IEC 19592-2:2017, 3.8, modified — the notation “a −1” has been replaced by “−a ”.]

ISO/IEC 4922-2:2024 1st Editon 3.1 WG2

group backward secrecy security condition in which an entity joining a set of entities cannot obtain any secret keys previously established 
between these entities

ISO/IEC 11770-5:2020 2nd Editon 3.9 WG2

group forward secrecy security condition in which an entity leaving a set of entities cannot obtain any secret keys subsequently 
established between these entities

ISO/IEC 11770-5:2020 2nd Editon 3.10 WG2

group generator generator of a cyclic group ISO/IEC 20009-4:2017-08 1st edition 3.14 WG2
group member entity which has a group membership credential and can create a group signature on behalf of the group ISO/IEC 20008-1:2013-12- 1st edition 2.12 WG2
group member private 
key

private data element which is part of the group member signature key, specific to a group member and usable only 
by the member in the group membership issuing and group signature processes

ISO/IEC 20008-1:2013-12-
15

1st edition 2.13 WG2

group member signature 
key

set of data elements specific to a group member, consisting of the group member private key and group 
membership credential, and usable only by the member in the group signature process

ISO/IEC 20008-1:2013-12-
15

1st edition 2.14 WG2

group membership 
credential

data element specific to the group member, rendered unforgeable using the group membership issuing key, and 
usable by the group member in the group signature process
Note 1 to entry: The group membership credential is also called the membership credential.
Note 2 to entry: The group membership credential is part of the group member signature key.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.15 WG2

group membership issuer entity which creates group membership credentials
Note 1 to entry: The group membership issuer is also called the group issuer or the issuer.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.16 WG2

group membership 
issuing key

private data element specific to a group membership issuer and usable only by the issuer in the group issuing 
process

ISO/IEC 20008-1:2013-12-
15

1st edition 2.17 WG2

group membership 
issuing process

process which takes as inputs the group membership issuing key, the group public key, the group public 
parameters, and optionally the distinguishing identifier, and which gives as output the group member signature key
Note 1 to entry: The group membership issuing process is also called the issuing process.
Note 2 to entry: The group membership issuing process is also referred to in the literature as the group member 
joining process or simply as the joining process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.18 WG2

group membership 
opener

entity which determines the identifier of the signer from a group signature
Note 1 to entry: The group membership opener is also called the group opener or the opener.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.20 WG2

group membership 
opening key

private data element specific to a group membership opener and usable only by the opener in the group 
membership opening process
Note 1 to entry: The group membership opening key is also called the group opening key or the opening key.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.21 WG2

group membership 
opening process

process which takes as inputs the group signature, the group membership opening key, the group public key, and 
the group public parameters, and which gives as output the signer distinguishing identifier and optionally also 
gives evidence of binding between the signer and signature
Note 1 to entry: The group membership opening process is also called the opening process.
Note 2 to entry: It is required that the opening process takes as input a valid group signature, that means the 
signature has already been verified successfully using the group signature verification process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.22 WG2

group public key public data element which is mathematically related to a group membership issuing key, and which is involved in 
the group membership issuing process, the group signature process, the group signature verification process, and 
optionally in any other processes of an anonymous signature mechanism using a group public key
Note 1 to entry: A group public key can be updated in some mechanisms for enabling revocation.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.23 WG2

group public key group public key information of a group signed by the group public key certification authority ISO/IEC 20009-2:2013-12- 1st edition 3.4 WG2
group public key 
certification authority

entity trusted to create and assign group public key certificates ISO/IEC 20009-2:2013-12-
01

1st edition 3.5 WG2



group public key 
information

information containing at least the group’s identifier and group public key, but which can include other static 
information regarding the group public key certification authority, the group, restrictions on key usage, the validity 
period, or the involved algorithms

ISO/IEC 20009-2:2013-12-
01

1st edition 3.6 WG2

group public parameter data element which is specific to the group and is accessible to all entities within the group, and which is involved 
in all the processes of an anonymous signature mechanism using a group public key

ISO/IEC 20008-1:2013-12-
15

1st edition 2.24 WG2

group signature data element resulting from the group signature process ISO/IEC 20008-1:2013-12- 1st edition 2.25 WG2
group signature linker entity which determines whether or not two anonymous signatures are linked, i.e. they were created by the same 

signer
Note 1 to entry: The group signature linker is also called the linker.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.26 WG2

group signature linking 
base

public data element, optionally specific to a group signature linker, which is involved in the group signature 
process if using this date element to link multiple signatures created by the same signer is required
Note 1 to entry: The group signature linking base is also called the linking base.
Note 2 to entry: The linking base is also sometimes referred to in the literature as the name base. This term is used 
in the specification of direct anonymous attestation given in ISO/IEC 20008-2.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.27 WG2

group signature linking 
key

private data element specific to a group signature linker and usable only by the linker in the group signature 
linking process
Note 1 to entry: The group signature linking key is also called the linking key.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.28 WG2

group signature linking 
process

process which takes as inputs two anonymous signatures, the group public parameters, and optionally the group 
signature linking key, and which gives as output the result of the signature linkage: linked or not linked
Note 1 to entry: The group signature linking process is also called the linking process.
Note 2 to entry: In some ISO/IEC documents, e.g. ISO/IEC 20009-2, the linking process using a group signature 
linking key is referred to as providing local linking capability.
Note 3 to entry: Distinct signatures are linked if they were created under the same signature key; distinct signatures 
are not linked if they were created under two different signature keys, or if they did not use the same parameters 
required for the linking process, for example, they were created under two different group signature linking bases.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.29 WG2

group signature process process which takes as inputs the message, the group member signature key, the group public key, the group 
public parameters, and optionally the linking base, and which gives as output the group signature
Note 1 to entry: The group signature process is also called the signature process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.30 WG2

group signature 
revocation list

data element which can be used to identify an anonymous signature that has been generated by a group member 
not authorised to create such a signature
Note 1 to entry: A group signature revocation list can include a range of types of content, including the private 
keys of revoked group members, components of revoked group membership credentials, and previously created 
signatures or partial signatures.
Note 2 to entry: Depending on the mechanism, a group signature revocation list can serve as a group public key 
revocation list, a group global revocation list, or a verifier local revocation list.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.32 WG2

group signature 
revocation process

process which revokes the authorization of a group member to create a certain type of group signature
Note 1 to entry: A group signature revocation process can involve the revocation of an entire group, a group level 
global revocation, or a group signature verifier local revocation.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.33 WG2

group signature 
verification process

process which takes as inputs the group signed message, the group public key, and the group public parameters, 
and which gives as output the result of the group signature verification: valid or invalid
Note 1 to entry: The group signature verification process is also called the verification process.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.31 WG2

group signed message signed message in which the signature is a group signature and which optionally includes a linking base ISO/IEC 20008-1:2013-12- 1st edition 2.34 WG2
guessing entropy
guess work

<of X > expected number of guesses an adversary following an optimal guessing strategy needs to submit in order 

to guess the value of x [19], with X , a random finite variable and x , the value of a realization of X  (i.e. a 
corresponding random variate)
Note 1 to entry: The formula for the guessing entropy is \sum_i =1^n ip_i where the p_i are ordered p_1  >= p_2 
>= ... (that is, the optimal guessing strategy is to guess the most likely outcomes first).

ISO/IEC 20543:2019-11 1st edition 3.17 WG3

guest operating system guest OS
operating system that runs within a virtual machine (3.7)

ISO/IEC 21878:2018-11 1st edition 3.2 WG4

guidance documentation documentation that describes the delivery, preparation, operation, management and/or use of the target of 
evaluation (TOE) (3.90)

ISO/IEC 15408-1:2022-08 4th edition 3.53 WG3

hacking intentionally accessing a computer system without the authorization of the user or the owner ISO/IEC 27032:2023 2nd Editon 3.9 WG4
hacktivism hacking (3.9) for a politically or socially motivated purpose ISO/IEC 27032:2023 2nd Editon 3.10 WG4



half-block a string of bits of length L φ /2

EXAMPLE　Half the length of the block H j .

ISO/IEC 10118-4:1998-12-
15

1st edition 3.2.2 WG2

Hamming weight number of non-zero elements in a bit string ISO/IEC 11770-
4:2017/Amd.2:2021-02

2nd edition 3.40 WG2

hard resistant to bending, and ability to resist penetration by another object; physically toughened; rugged, and durable ISO/IEC 19790:2025-02 3rd edition 3.62 WG3
hardened operating 
system

operating system which has been configured or designed specifically to minimize the potential for comprise or 
attack
Note 1 to entry: This may be a general OS, such as Linux, which has been configured for this environment or may 

ISO/IEC 27033-4:2014-03-
01

1st edition 3.3 WG4

hardening process of securing a system by reducing its surface of vulnerability
Note 1 to entry: Hardening typically includes the removal of unnecessary software, unnecessary usernames or 
logins and the disabling or removal of unnecessary services.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.6 WG4

hardness relative resistance of a metal or other material to denting, scratching, or bending, including a material’s ability to 
resist penetration by another object

ISO/IEC 19790:2025-02 3rd edition 3.63 WG3

hardware physical equipment/elements ISO/IEC 19790:2025-02 3rd edition 3.64 WG3
hardware physical resources including processors, memory, devices, and associated firmware ISO/IEC 21878:2018-11 1st edition 3.6 WG4
hardware physical equipment/components within the cryptographic boundary used to process programs and data

[SOURCE: ISO/IEC 19790:2012, 3.50]
ISO/IEC TS 30104:2015-05-
15

1st edition 3.10 WG3

hardware module cryptographic module (3.35) whose cryptographic boundary (3.32) is specified at a hardware (3.64) perimeter
Note 1 to entry: Firmware (3.58), which can also include an operating system, can be included within this 
hardware cryptographic boundary.
Note 2 to entry: A bitstream (3.16) contains a series of instructions parsed by a field programmable gate array 
(FPGA) on start-up to configure its internal logic. Bitstreams used to configure FPGAs in a hardware module or 
hardware component are subject to the requirements of 7.4.3.4, 7.5, 7.10.3.2 and 7.10.4.4.

ISO/IEC 19790:2025-02 3rd edition 3.65 WG3

hardware monitoring hardware or software component allowing an individual to monitor devices connected to a computer ISO/IEC TR 5891:2024 1st Editon 3.1 WG3
hardware security 
module

Hardware implementation of a secure crypto-processor using an ITU-T X.509 certificate and a private key to 
provide secure authentication.

ISO/IEC 17922:2017-09 1st edition 3.1.2 WG5

hardware security 
module

tamper-resistant hardware module which safeguards and manages keys and provides cryptographic functions
Note 1 to entry: Trusted module is a specific kind of HSM.

ISO/IEC 27071:2023 1st Editon 3.3.4 WG4

hardware token device which generates, uses, and stores cryptographic keys in a secure manner ISO/IEC 27099:2022-07 1st edition 3.30 WG4
hardware trojan malicious program or hardware that masquerades as a benign application ISO/IEC TR 6114:2023 1st edition 3.3 WG4
hash function computationally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, such 

that it is computationally infeasible to find two distinct values that hash into a common value
ISO/IEC 19790:2025-02 3rd edition 3.66 WG3

hash value string of bits which is the output of a hash-function
NOTE　Identical to the definition of hash-code in ISO/IEC 10118-1:2000.

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.7 WG2

hash value string of bits which is the output of a hash-function
NOTE　See ISO/IEC 10118-1:2000, 3.4.

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.5 WG2

hash value output of a cryptographic hash function (3.66) ISO/IEC 19790:2025-02 3rd edition 3.67 WG3
hash value string of bits which is the output of a hash-function

[ISO/IEC 10118-1:2000]
ISO/IEC 27037:2012-10-15 1st edition 3.11 WG4

hash-code string of bits which is the output of a hash-function
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value and 
imprint are some examples.

ISO/IEC 10118-1:2016-10-
15

3rd edition 3.3 WG2

hash-code string of bits that is the output of a hash-function (3.18)
[SOURCE: ISO/IEC 10118-1:2016, 3.3, modified — Note 1 to entry has been removed.]

ISO/IEC 13888-1:2020-09 4th edition 3.17 WG2

hash-code string of bits which is the output of a hash-function
[ISO/IEC 10118-1]

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.6 WG2

hash-code string of bits which is the output of a collision-resistant hash-function (3.17)
Note 1 to entry: The definition in ISO/IEC 10118-1 does not require collision-resistance. In this document, all 
hash functions are collision-resistant hash functions.
[SOURCE: ISO/IEC 10118-1:2016, 3.3, modified — In the definition, "collision-resistant" has been added. Note 
1 to entry has been replaced.]

ISO/IEC 18014-2:2021-09 3rd edition 3.18 WG2



hash-code string of bits which is the output of a hash-function (3.14)
[SOURCE: ISO/IEC 10118-1:2016, 3.3]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.13 WG2

hash-code string of bits which is the output of a hash-function
[SOURCE: ISO/IEC 10118.1:2000]
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value, and 
imprint are some examples.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.35 WG2

hash-code string of bits which is the output of a hash-function (3.6)
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value and 
imprint are some examples.
[SOURCE:ISO/IEC 10118-1:2016, 3.3]

ISO/IEC 23264-2:2024-08 1st edition 3.5 WG2

hash-code string of bits which is the output of a hash-function
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
hash-code. Modification Detection Code, Manipulation Detection Code, digest, hash-result, hash-value and 
imprint are some examples.
[SOURCE: ISO/IEC 10118‑1, 2.3]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.5 WG2

hash-code string of bits which is the output of a hash-function
[ISO/IEC 10118-1]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.5 WG2

hash-code string of octets which is the output of a hash-function
NOTE　Adapted from ISO/IEC 10118-1:2000.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.5 WG2

hash-code string of bits which is the output of a hash-function
[SOURCE: ISO/IEC 10118‑1:2016, 3.3]

ISO/IEC 9797-2:2021-06 3rd edition 3.4 WG2

hashed password result of applying a hash-function to a password ISO/IEC 11770-4:2017-07 2nd edition 3.10 WG2
hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 

satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
Annex C.

ISO/IEC 10118-1:2016-10-
15

3rd edition 3.4 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
Note 2 to entry: For the purposes of this document all hash-functions are assumed to be collision-resistant 

 hash functions.
[SOURCE: ISO/IEC 10118-1:2016, 3.4]

ISO/IEC 11770-3:2021-10 4th edition 3.15 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output.
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
ISO/IEC 10118-1:2016, Annex C.
[SOURCE: ISO/IEC 10118‑1:2016, 3.4]

ISO/IEC 11770-4:2017-07 2nd edition 3.9 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits
Note 1 to entry: Cryptographic requirements on hash-functions employed for the purposes of this document are 
considered in 6.1.

ISO/IEC 11770-6:2016-10-
01

1st edition 3.2 WG2



hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
Note 2 to entry: In the ISO/IEC 13888 series, hash-functions are required to be collision-resistant.
[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified — In Note 1 to entry, the second sentence has been removed 
and Note 2 to entry has been added.]

ISO/IEC 13888-1:2020-09 4th edition 3.18 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— it is computationally infeasible to find for a given output an input which maps to this output;
— it is computationally infeasible to find for a given input a second input which maps to the same output
[ISO/IEC 10118-1]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.4 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
NOTE 1　Computational feasibility depends on the specific security requirements and environment.
NOTE 2　This definition of hash-function is referred to as one-way hash-function.
[ISO/IEC 10118-1]

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.7 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output.
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
ISO/IEC 10118-1:2016, Annex C.
[SOURCE: ISO/IEC 10118‑1:2016, 3.4]

ISO/IEC 15946-5:2022-03 3rd edition 3.3 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— it is computationally infeasible to find for a given output, an input which maps to this output;
— it is computationally infeasible to find for a given input, a second input which maps to the same output
NOTE　Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1:2000]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.6 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties: it is 
computationally infeasible to find for a given output, an input which maps to this output; it is computationally 
infeasible to find for a given input, a second input which maps to the same output
[ISO/IEC 10118-1:2000, definition 3.5]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.4 WG2

hash-function function that maps strings of bits of variable (but usually upper-bounded) length to fixed-length strings of bits, 
satisfying the following three properties:
— for a given output, it is computationally infeasible to find an input that maps to this output;
— for a given input, it is computationally infeasible to find a second input that maps to the same output;
— it is computationally infeasible to find any two distinct inputs which map to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. Refer to 
ISO/IEC 10118-1:2016, Annex C.
[SOURCE:ISO/IEC 10118-1:2016, 3.4 modified – third bullet point added to the definition; "two properties" 
changed to "three properties".]

ISO/IEC 18031:2025-02 2nd edition 3.21 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
[SOURCE: ISO/IEC 10118‑1:2016, 3.4]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.14 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
[ISO/IEC 10118.1:2000]
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.36 WG2



hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
[SOURCE: ISO/IEC 10118-1:2016, 3.4, modified — Note 1 to entry has been deleted.]

ISO/IEC 20009-3:2022-02 1st edition 3.12 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment. See 
ISO/IEC 10118-1:2016, Annex C.
[SOURCE:ISO/IEC 10118-1:2016, 3.4, modified — reference to ISO/IEC 10118-1:2016, Annex C has been 
added in the note.]

ISO/IEC 23264-2:2024-08 1st edition 3.6 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— it is computationally infeasible to find for a given output, an input which maps to this output;
— it is computationally infeasible to find for a given input, a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2000, definition 3.5]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.12 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
—   it is computationally infeasible to find for a given output, an input which maps to this output;
—   it is computationally infeasible to find for a given input, a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118‑1, 2.4]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.6 WG2

hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
　— for a given output, it is computationally infeasible to find an input which maps to this output;
　— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118-1:2016, 3.4]

ISO/IEC 29192-6:2019-09 1st edition 3.3 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
　— for a given output, it is computationally infeasible to find an input which maps to this output;
　— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
[SOURCE: ISO/IEC 10118 1:2016, 3.4, modified — Reference to Annex C has been removed from Note 1 to 

ISO/IEC 29192-7:2019-08 1st edition 3.4 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
[ISO/IEC 9797-2]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.6 WG2

hash-function function which maps strings of octets to fixed-length strings of octets, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output.
NOTE 1　Adapted from ISO/IEC 10118-1:2000.
NOTE 2　Computational feasibility depends on the specific security requirements and environment.
NOTE 3　For the purposes of this part of ISO/IEC 9796, the allowable hash-functions are those described in 
ISO/IEC 10118-2 and ISO/IEC 10118-3, with the following proviso:
— The hash-functions described in ISO/IEC 10118 map bit strings to bit strings, whereas in this part of ISO/IEC 
9796, they map octet strings to octet strings. Therefore, a hash-function in ISO/IEC 10118-2 or ISO/IEC 10118-3 
is allowed in this part of ISO/IEC 9796 only if the length in bits of the output is a multiple of 8, in which case the 

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.6 WG2



hash-function function which maps strings of bits of variable (but usually upper bounded) length to fixed-length strings of bits, 
satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
Note 1 to entry: Computational infeasibility depends on the specific security requirements and environment. Refer 
to ISO/IEC 10118-1:2016, Annex C.
[SOURCE: ISO/IEC 10118‑1:2016, 3.4, modified — "feasability" in Note 1 to entry changed to "infeasability".]

ISO/IEC 9797-2:2021-06 3rd edition 3.5 WG2

hash-function function that maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input that maps to this output;
— it is computationally infeasible to find two distinct inputs that map to the same output
[ISO/IEC 10118-1:2000, definition 3.5]

ISO/IEC 9798-5:2009-12-15 3rd edition 2.16 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— it is computationally infeasible to find for a given output an input which maps to this output;
— it is computationally infeasible to find for a given input a second input which maps to the same output.
[ISO/IEC 10118-1]

ISO/IEC 9798-6:2010-12-01 2nd edition 3.6 WG2

hash-function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— It is computationally infeasible to find for a given output, an input which maps to this output.
— It is computationally infeasible to find for a given input, a second input which maps to the same output.
NOTE　Computational feasibility depends on the specific security requirements and environment.
[ISO/IEC 10118-1:2000]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.5 WG4

Hash-function identifier Identifiers are defined for each of the two MASH hash-functions specified in this standard. The hash-function 
identifiers for the hash-functions specified in clause 8.1 and 8.2 are equal to 41 and 42 (hexadecimal) respectively. 
The range of values from 43 to 4f (hexadecimal) are reserved for future use as hash-function identifiers by this 
part of ISO/IEC 10118.

ISO/IEC 10118-4:1998-12-
15

1st edition 3.4 WG2

hash-function identifier a byte identifying a specific hash-function ISO/IEC 10118-4:1998-12- 1st edition 3.2.3 WG2
hash-token concatenation of a hash-code and an optional control field which can be used to identify the hash-function and the 

padding method
[ISO/IEC 14888-1:1998]
NOTE　The control field with the hash-function identifier is mandatory unless the hash-function is uniquely 
determined by the signature mechanism or by the domain parameters.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.7 WG2

hash-value string of bits which is the output of a hash-function
[ISO/IEC 10118-1:2000, modified — The term “hash-code” is used to represent this concept in ISO/IEC 10118-

ISO/IEC TR 29149:2012-03-
15

1st edition 2.6 WG4

health test online test and total failure test
any mechanism (statistical test or otherwise) which detects at least one of the following two scenarios:
a) a transient or permanent total failure of the entropy source, i.e. a drastic decrease in entropy which usually 
manifests itself in a small number of easily detectable symptoms
b) smaller deviations from the normal behaviour of the entropy source, but nevertheless intolerable which 
undermine security claims made by the vendor. In contrast to a total failure, it usually requires a slightly larger 
sample size until these deviations are reliably detected

ISO/IEC 20543:2019-11 1st edition 3.13 WG3

height maximum number of nodes in any path leading from the root node (3.10) to a leaf node (3.8)
[SOURCE:ISO/IEC 2382:2015, 2121637, modified — “leaf node” has replaced "terminal node" in the definition; 
notes to entry have been removed.]

ISO/IEC 23264-2:2024-08 1st edition 3.7 WG2

homodyne detection method to detect quadrature of a weak signal through interfering the weak signal with a strong phase reference ISO/IEC 23837-1:2023 1st Editon 3.13 WG3
homomorphic encryption symmetric or asymmetric encryption that allows third parties to perform operations on plaintext data while 

keeping them in encrypted form
Note 1 to entry: Third parties refer to parties that are neither the encryptor nor the decryptor.

ISO/IEC 20009-4:2017-08 1st edition 3.15 WG2

homomorphic encryption 
system
homomorphic cipher
homomorphic 
encipherment system

encryption system (3.13) with the property that if certain computations are performed on the ciphertext (3.7), the 
plaintext (3.20) obtained after decryption (3.9) will have had the same computations applied to it

ISO/IEC 18033-1:2021-09 3rd edition 3.15 WG2

homomorphic map map from one group (3.9) to another that preserves their respective group operations
Note 1 to entry: A definition of homomorphic map is provided by Cohen et al. in [13].

ISO/IEC 18033-6:2019-05 1st edition 3.10 WG2



honeypot generic term for a decoy system used to deceive, distract, divert, and encourage the attacker to spend time on 
information that appears to be very valuable, but actually is fabricated and would not be of interest to a legitimate 
user

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.13 WG4

horizontal attack
HA

modus operandi where sensitive information is extracted from a single measurement split into several parts
Note 1 to entry: The single measurement can be an averaged measurement obtained from a batch of measurements 
where repeated operations are conducted with the same cryptographic inputs.
[SOURCE: ISO/IEC 17825:2016, 3.8, modified — Note to entry has been added.]

ISO/IEC 20085-1:2019-10 1st edition 3.6 WG3

host addressable system or computer in TCP/IP-based networks like the Internet ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.14 WG4

host operating system
host OS

operating system onto which virtualization software (hypervisor) is installed
Note 1 to entry: Host OS is an optional component of a virtualized server.

ISO/IEC 21878:2018-11 1st edition 3.3 WG4

hub network device that functions at layer 1 of the OSI reference model
Note 1 to entry: There is no real intelligence in network hubs; they only provide physical attachment points for 
networked systems or resources.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.13 WG4

human–machine 
interface

user interface for operating and monitoring a process control system (3.1.13) or a plant ISO/IEC 27019:2024 2nd edition 3.1.11 WG1

hybrid cipher asymmetric cipher that combines both asymmetric and symmetric cryptographic techniques ISO/IEC 18033-2:2006-05- 1st edition 3.23 WG2
hybrid DRBG hybrid deterministic random bit generator

deterministic random bit generator (DRBG) (3.9) that is capable of accepting external input values during its 
ISO/IEC 18031:2025-02 2nd edition 3.22 WG2

hybrid encryption encryption performed using a hybrid cipher ISO/IEC 18033-5:2015-12- 1st edition 3.3 WG2
hybrid firmware module cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the composite of a firmware (3.58) 

component and a disjoint hardware (3.64) component (i.e. the firmware component is not contained within the 
hardware component)
Note 1 to entry: The computing platform and operating system of the operational environment in which the 
firmware executes are external to the defined hybrid firmware module’s cryptographic boundary but explicitly 
bound to the hybrid firmware module.

ISO/IEC 19790:2025-02 3rd edition 3.69 WG3

hybrid module cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the composite of a software (3.140) or 
firmware (3.58) component and a disjoint hardware (3.64) component
Note 1 to entry: Hybrid firmware module (3.69) and hybrid software module (3.70) are the sub-categories of the 
hybrid module.

ISO/IEC 19790:2025-02 3rd edition 3.68 WG3

hybrid NRBG hybrid non-deterministic random bit generator
random bit generator (3.40) with non-deterministic input from a noise source and that uses complex, stateful post-
processing (e.g. cryptographic processing)
Note 1 to entry: A hybrid non-deterministic random bit generator (NRBG) (3.30) can be physical or non-physical 
depending on its entropy (3.13) source.

ISO/IEC 18031:2025-02 2nd edition 3.23 WG2

hybrid software module cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the composite of a software (3.140) 
component and a disjoint hardware (3.64) component (i.e. the software component is not contained within the 
hardware component)
Note 1 to entry: The computing platform and operating system of the operational environment in which the 
software executes are external to the defined hybrid software module’s cryptographic boundary.

ISO/IEC 19790:2025-02 3rd edition 3.70 WG3

hypervisor computer software that creates and runs one or more virtual machines (3.7) ISO/IEC 21878:2018-11 1st edition 3.4 WG4
ICT disaster recovery ability of the ICT elements of an organization to support its critical business functions to an acceptable level 

within a predetermined period of time following a disruption
ISO/IEC 27031:2011-03-01 1st edition 3.7 WG4

ICT disaster recovery 
plan

clearly defined and documented plan which recovers ICT capabilities when a disruption occurs
NOTE　It is called ICT continuity plan in some organizations.

ISO/IEC 27031:2011-03-01 1st edition 3.8 WG4

ICT readiness for 
business continuity
IRBC

capability of an organization to support its business operations by prevention, detection and response to disruption 
and recovery of ICT services

ISO/IEC 27031:2011-03-01 1st edition 3.10 WG4

identifiability condition which results in a personally identifiable information (PII) principal (3.9) being identified, directly or 
indirectly, on the basis of a given set of PII

ISO/IEC 29100:2024 2nd Editon 3.5 WG5



identification process of recognizing an entity (3.1.1) in a particular domain (3.2.3) as distinct from other entities
Note 1 to entry: The process of identification applies verification to claimed or observed attributes.
Note 2 to entry: Identification typically is part of the interactions between an entity and the services in a domain 
and to access resources. Identification can occur multiple times while the entity is known in the domain.

ISO/IEC 24760-1:2019-06 2nd edition 3.2.1 WG5

identification process involving the search for, recognition and documentation of potential digital evidence ISO/IEC 27037:2012-10-15 1st edition 3.12 WG4
identification process involving the search for, recognition, and documentation of potential digital evidence

[SOURCE: ISO/IEC 27037:2012, 3.12]
ISO/IEC 27043:2015-03-01 1st edition 3.7 WG4

identification data sequence of data elements, including the distinguishing identifier for an entity, assigned to an entity and used to 
identify it
NOTE　The identification data may additionally contain data elements such as identifier of the signature process, 
identifier of the signature key, validity period of the signature key, restrictions on key usage, associated security 
policy parameters, key serial number, or domain parameters.

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.8 WG2

identification data sequence of data elements, including the distinguishing identifier for an entity, assigned to an entity and used to 
identify it
NOTE　The identification data can additionally contain data elements such as identifier of the signature process, 
identifier of the signature key, validity period of the signature key, restrictions on key usage, associated security 
policy parameters, key serial number, or domain parameters.
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.20 WG2

identification data set of public data items (an account number, an expiry date and time, a serial number, etc.) assigned to an entity 
and used to identify it

ISO/IEC 9798-5:2009-12-15 3rd edition 2.17 WG2

identification data data that identifies the initial target of evaluation (3.8), the applied patch(es) (3.11) or the final target of evaluation ISO/IEC TS 9569:2023 1st Editon 3.6 WG3
identifier object that represents something and enables one to identify it ISO/IEC 18033-5:2015-12- 1st edition 3.4 WG2
identifier set of attributes (3.2) in a dataset (3.5) that enables unique identification of a data principal (3.4) within a specific 

operational context
Note 1 to entry: See Annex B for a discussion of how this definition relates to those given in other standards.

ISO/IEC 20889:2018-11 1st edition 3.13 WG5

identifier one or more attributes that uniquely characterize an individual in a specific domain
EXAMPLE: The name of a club with a club-membership number, a health insurance card number together with 
the name of the insurance company, an IP address, and a universal unique identifier.

ISO/IEC 24745:2022-02 2nd edition 3.21 WG5

identifier attribute or set of attributes (3.1.3) that uniquely characterizes an identity (3.1.2) in a domain (3.2.3)
Note 1 to entry: An identifier can be a specifically created attribute with a value assigned to be unique within the 
domain.
EXAMPLE:
A name of a club with a club-membership number, a health insurance card number together with a name of the 
insurance company, an email address, or a Universal Unique Identifier (UUID) can all be used as identifiers. In a 
voter’s register, the combination of attributes name, address and date of birth is sufficient to unambiguously 

ISO/IEC 24760-1:2019-06 2nd edition 3.1.4 WG5

identifier information that unambiguously distinguishes one entity from another one in a given identity context
[SOURCE:ISO/IEC 23093-1:2022, 3.2.7]

ISO/IEC 27402:2023 1st Editon 3.1.1 WG4

identifier one or more attributes that uniquely characterize an entity in a specific context ISO/IEC 29115:2013-04-01 1st edition 3.12 WG5
identifying attribute attribute (3.2) in a dataset (3.5) that is able to contribute to uniquely identifying a data principal (3.4) within a 

specific operational context
ISO/IEC 20889:2018-11 1st edition 3.14 WG5

identifying attribute attribute in a dataset that is able to contribute to uniquely identifying a PII principal (3.2) within a specific 
operational context
Note 1 to entry: ISO/IEC 20889:2018 uses a term “data principal” that is broader than “PII principal”. However, 
this document focuses on data sets related to PII principals.
[SOURCE:ISO/IEC 20889:2018, 3.14, modified — The word “data principal” has been changed to “PII 
principal” and Note 1 to entry added.]

ISO/IEC 27556:2022 1st Editon 3.7 WG5

identifying attribute attribute that contributes to uniquely identifying a subject (3.15) within a context ISO/IEC TS 29003:2018-03 1st edition 3.8 WG5
identity representation uniquely identifying an entity within the context of the target of evaluation (TOE)

EXAMPLE: An example of such a representation is a string.
Note 1 to entry: Entities can be diverse such as a user, process, or disk. For a human user, the representation can 
be the full or abbreviated name or a unique pseudonym.
Note 2 to entry: An entity can have more than one identity.

ISO/IEC 15408-2:2022-08 4th edition 3.1 WG3

identity set of properties or characteristics of an individual that can be used to describe its state, appearance or other ISO/IEC 24745:2022-02 2nd edition 3.22 WG5



identity set of attributes related to an entity
[ISO/IEC 24760]
NOTE　Within a particular context, an identity can have one or more identifiers to allow an entity to be uniquely 
recognized within that context.

ISO/IEC 29115:2013-04-01 1st edition 3.13 WG5

identity set of attributes related to an entity
[SOURCE: ISO/IEC 24760-1]

ISO/IEC 29191:2012-12-15 1st edition 2.5 WG5

identity set of attributes related to a person (3.12)
[SOURCE: ISO/IEC 24760‑1:2011, 3.1.2, modified — “entity” has been replaced by “person” and the Notes 
have been deleted.]

ISO/IEC TS 29003:2018-03 1st edition 3.9 WG5

identity assertion statement by an identity information authority (3.3.3) used by a relying party (3.3.7) for authentication (3.3.1)
Note 1 to entry: An identity assertion can be the cryptographic proof of a successful authentication, created with 
algorithms and keys agreed between parties, e.g. in an identity federation.

ISO/IEC 24760-1:2019-06 2nd edition 3.3.8 WG5

identity disclosure re-identification (3.31) event in which an entity correctly assigns an identity to a data principal (3.4) ISO/IEC 20889:2018-11 1st edition 3.15 WG5
identity evidence
evidence of identity

information that can support validating identity information (3.2.4)
Note 1 to entry: Identity evidence is the presented and gathered information related to an entity that provides the 
attributes needed for a successful identification or authentication at a specific (high) level of assurance.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.4 WG5

identity federation agreement between two or more domains (3.2.3) specifying how identity information (3.2.4) will be exchanged 
and managed for cross-domain identification (3.2.1) purposes
Note 1 to entry: Establishing an identity federation typically includes an agreement on the use of common 
protocols and procedures for privacy control, data protection and auditing. The federation agreement can specify 
the use of standardized data formats and cryptographic techniques.
Note 2 to entry: The federation agreement can be the basis for identity authorities in each of the domains of 
applicability to mutually recognize credentials for authorization.

ISO/IEC 24760-1:2019-06 2nd edition 3.5.2 WG5

identity information set of values of attributes (3.1.3) optionally with any associated metadata in an identity (3.1.2)
Note 1 to entry: In an information and communication technology system an identity is present as identity 

ISO/IEC 24760-1:2019-06 2nd edition 3.2.4 WG5

identity information set of values of attributes optionally with any associated metadata in an identity
Note 1 to entry: In an information and communication technology system an identity is present as identity 
information.

ISO/IEC 27554:2024 1st Editon 3.9 WG5

identity information set of values of attributes optionally with any associated metadata in an identity (3.9)
[SOURCE: ISO/IEC 24760‑1:2011, 3.2.4, modified — The Note has been deleted.]

ISO/IEC TS 29003:2018-03 1st edition 3.10 WG5

identity information 
authority
IIA

entity (3.1.1) related to a particular domain (3.2.3) that can make provable statements on the validity and/or 
correctness of one or more attribute values in an identity (3.1.2)
Note 1 to entry: An identity information authority is typically associated with the domain, for instance the domain 
of origin, in which the attributes, which the IIA can make assertions on, have a particular significance.
Note 2 to entry: The activity of an identity information authority can be subject to a policy on privacy protection.
Note 3 to entry: An entity can combine the functions of identity information provider and identity information 

ISO/IEC 24760-1:2019-06 2nd edition 3.3.3 WG5

identity information 
provider
identity provider
IIP

entity (3.1.1) that makes available identity information (3.2.4)
Note 1 to entry: Typical operations performed by an identity information provider are to create and maintain 
identity information for entities known in a particular domain. An identity information provider and an identity 
information authority can be the same entity.

ISO/IEC 24760-1:2019-06 2nd edition 3.3.4 WG5

identity information 
verification

process of checking identity information and credentials against issuers, data sources, or other internal or external 
resources with respect to authenticity, validity, correctness, and binding to the entity

ISO/IEC 29115:2013-04-01 1st edition 3.14 WG5

identity key
IK

signing key used for authentication and to sign characteristics of the device (or service) environment (e.g. a digest) 
in order to prevent forgery and protect the integrity (3.3.3) of the device (or service) environment characteristics

ISO/IEC 27071:2023 1st Editon 3.3.7 WG4

identity management processes and policies involved in managing the lifecycle and value, type and optional metadata of attributes in 
identities known in a particular domain
Note 1 to entry: In general identity management is involved in interactions between parties where identity 
information is processed.
Note 2 to entry: Processes and policies in identity management support the functions of an identity information 
authority where applicable, in particular to handle the interaction between an entity for which an identity is 
managed and the identity information authority.
[SOURCE:ISO/IEC 24760-1:2019, 3.4.1]

ISO/IEC 27554:2024 1st Editon 3.10 WG5



identity management 
authority

entity responsible for setting and enforcing operational policies for an identity management system (3.3)
Note 1 to entry: An identity management authority typically commissions the design, implementation, and 
deployment of an identity management system.
EXAMPLE: The executive management of a company deploying an identity management system in support of its 
services.

ISO/IEC 24760-2:2015-06-
01

1st edition 3.2 WG5

identity management 
system

mechanism comprising of policies, procedures, technology and other resources for maintaining identity 
information (3.2.4) including associated metadata
Note 1 to entry: An identity management system is typically used for identification (3.2.1) or authentication 
(3.3.1) of entities. It can be deployed to support other automated decisions based on identity information for an 
entity recognized in the domain for the identity management system.
[SOURCE: ISO/IEC 24760-2:2015, 3.3, modified — “of application” has been deleted after “domain” in Note 1 

ISO/IEC 24760-1:2019-06 2nd edition 3.4.8 WG5

identity management 
system

mechanism comprising policies, procedures, technology, and other resources for maintaining identity information 
including metadata
Note 1 to entry: An identity management is typically used for identification or authentication of entities. It can be 
deployed to support other automated decisions based on identity information for an entity recognized in the 
domain of application for the identity management system.

ISO/IEC 24760-2:2015-06-
01

1st edition 3.3 WG5

identity management 
system

system comprising of policies, procedures, technology and other resources for maintaining identity information 
including meta data
[SOURCE: ISO/IEC 24760‑2:2015, 3.3]

ISO/IEC 24760-3:2016-08-
01

1st edition 3.1 WG5

identity management 
system

system controlling individual identity information throughout the information lifecycle in one domain ISO/IEC 24745:2022-02 2nd edition 3.23 WG5

identity management
IDM

processes and policies involved in managing the lifecycle and value, type and optional metadata of attributes 
(3.1.3) in identities (3.1.2) known in a particular domain (3.2.3)
Note 1 to entry: In general identity management is involved in interactions between parties where identity 
information (3.2.4) is processed.
Note 2 to entry: Processes and policies in identity management support the functions of an identity information 
authority (3.3.3)where applicable, in particular to handle the interaction between an entity for which an identity is 
managed and the identity information authority.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.1 WG5

identity profile identity containing attributes specified by an identity template ISO/IEC 24760-3:2016-08- 1st edition 3.2 WG5
identity proofing process by which the Registration Authority (RA) captures and verifies sufficient information to identify an entity 

to a specified or understood level of assurance
ISO/IEC 29115:2013-04-01 1st edition 3.15 WG5

identity proofing
initial entity 
authentication

verification (3.2.2) based on identity evidence (3.4.4) aimed at achieving a specific level of assurance
Note 1 to entry: Identity proofing is typically performed as part of enrolment. Identity evidence can also be needed 
during maintenance of registered identity information, e.g. recovery of a user account.
Note 2 to entry: Typically identity proofing involves a verification of provided identity information and can 
include uniqueness checks, possibly based on biometric techniques.
Note 3 to entry: Verification for identity proofing is usually based on an enrolment policy that includes 
specification of the verification criteria of the identity evidence to be provided by the entity.
Note 4 to entry: The verified identity information (3.2.4) obtained when performing identity proofing can be 
included in the registration and can serve to facilitate future identification of the entity.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.2 WG5

identity reference Non-biometric attribute that is an identifier with a value that remains the same for theduration of the existence of 
the entity in a domain.
[ISO/IEC 24745]

ISO/IEC 17922:2017-09 1st edition 3.2.3 a) WG5

identity reference
IR

non-biometric attribute that is an identifier (3.21) with a value that remains the same for the duration of the 
existence of the individual in a domain

ISO/IEC 24745:2022-02 2nd edition 3.24 WG5

identity register
IMS register

repository of identities (3.1.2)
Note 1 to entry: A typical identity register is indexed by a reference identifier.
Note 2 to entry: The identity information authority in a particular domain typically uses its own identity register. 
However, an identity register can be shared between related domains, e.g. within the same commercial entity.
Note 3 to entry: The reliability of the identity information in an identity register is determined by the identity 
proofing policies used during enrolment.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.5 WG5

identity registration
registration

process of recording an entity’s (3.1.1)identity information (3.2.4) in an identity register (3.4.5) ISO/IEC 24760-1:2019-06 2nd edition 3.4.6 WG5

identity string string that represents an identity ISO/IEC 18033-5:2015-12- 1st edition 3.5 WG2



identity template definition of a specific set of attributes
Note 1 to entry: Typically, the attributes in a profile are to support a particular technical or business purpose as 
needed by relying parties.

ISO/IEC 24760-3:2016-08-
01

1st edition 3.3 WG5

identity theft result of a successful false claim of identity ISO/IEC 24760-3:2016-08- 1st edition 3.4 WG5
identity theft result of a successful false claim of identity

[SOURCE:ISO/IEC 24760-3:2016, 3.4]
ISO/IEC 27554:2024 1st Editon 3.11 WG5

identity
partial identity

set of attributes (3.1.3) related to an entity (3.1.1)
Note 1 to entry: An entity can have more than one identity.
Note 2 to entry: Several entities can have the same identity.
Note 3 to entry: ITU-T X1252[13] specifies the distinguishing use of an identity. In this document, the term 
identifier implies this aspect.

ISO/IEC 24760-1:2019-06 2nd edition 3.1.2 WG5

identity
partial identity

set of attributes related to an entity
Note 1 to entry: An entity can have more than one identity.
Note 2 to entry: Several entities can have the same identity.
[SOURCE:ISO/IEC 24760-1:2019, 3.1.2, modified — “partial identity” has been changed to an admitted term; 
Note 3 to entry has been removed.]

ISO/IEC 27554:2024 1st Editon 3.8 WG5

identity-based cipher asymmetric cipher in which the encryption algorithm takes an arbitrary string as a public key ISO/IEC 18033-5:2015-12- 1st edition 3.6 WG2
identity-based encryption 
system
identity-based cipher

asymmetric encryption system (3.2) in which the encryption algorithm (3.12) takes an arbitrary string as a public 
key (3.22)
[SOURCE: ISO/IEC 18033-5:2015, 3.6, modified — The preferred term has been changed to "identity-based 
encryption system"; "identity-based cipher" has been changed to an admitted term; "asymmetric cipher" has been 
changed to "asymmetric encryption system".]

ISO/IEC 18033-1:2021-09 3rd edition 3.16 WG2

identity-based hybrid cipher which is both a hybrid cipher and an identity-based cipher ISO/IEC 18033-5:2015-12- 1st edition 3.7 WG2
identity-based key 
encapsulation mechanism

key encapsulation mechanism for which the encryption process takes an arbitrary string as a public key ISO/IEC 18033-5:2015-12-
01

1st edition 3.8 WG2

IIP participant person or organization that participates in the development or use of industrial internet platforms (IIPs) ISO/IEC 24392:2023 1st Editon 3.14 WG4
imaging process of creating a bitwise copy of digital storage media

NOTE　The bitwise copy is also called a physical copy.
EXAMPLE　When imaging a hard drive, the DEFR would also copy data that has been deleted.

ISO/IEC 27037:2012-10-15 1st edition 3.13 WG4

implementation 
representation

least abstract representation of the TOE security functionality (TSF) (3.92), specifically the one that is used to 
create the TSF itself without further design refinement (3.73)
Note 1 to entry: Source code that is then compiled or a hardware drawing that is used to build the actual hardware 
are examples of parts of an implementation representation.

ISO/IEC 15408-1:2022-08 4th edition 3.54 WG3

implementation under 
test

implementation which is tested based on non-invasive methods ISO/IEC 17825:2024 2nd Editon 3.7 WG3

implementation under 
test

implementation which is tested for conformance to the selected cryptographic algorithm or security mechanism 
standard

ISO/IEC 18367:2016-12-15 1st edition 3.13 WG3

implementation under 
test
IUT

implementation which is tested based on methods specified in ISO/IEC 17825:2016
[SOURCE: ISO/IEC 17825:2016, 3.9, modified — The words “in this International Standard” have been replaced 
with “in ISO/IEC 17825:2016”.]

ISO/IEC 20085-1:2019-10 1st edition 3.7 WG3

implementation under 
test

implementation which is tested based on methods specified in this document
[SOURCE: ISO/IEC 17825:2016, 3.9, modified — "International Standard" changed to "document".]

ISO/IEC 23532-2:2021-11 1st edition 3.2 WG3

implicit key 
authentication

<from entity A  to entity B > assurance for entity B  that entity A  is the only other entity that can possibly be in 
possession of the correct key
[SOURCE: ISO/IEC 11770‑3:2015, 3.16, modified]

ISO/IEC 11770-4:2017-07 2nd edition 3.11 WG2

implicit key 
authentication from 

assurance for entity B  that entity A  is the only other entity that can possibly be in possession of the correct key 
(3.17)

ISO/IEC 11770-3:2021-10 4th edition 3.16 WG2

import operation that allows a Protected Object not created by a Trusted Platform Module to be incorporated into a 
hierarchy of the Trusted Platform Module

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.24 WG3



impostor attack 
presentation 
identification rate
IAPIR

<full-system evaluation of an identification system> proportion of impostor attack presentations using the same 
PAI species (3.15) in which the targeted reference identifier is among the identifiers returned or, depending on 
intended use case, at least one identifier is returned by the system
Note 1 to entry: An attacker can be both an impostor (trying to match an existing non-self enrolee) and a concealer 
(obscuring his real biometric sample with a PAI).
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.8]

ISO/IEC 19989-3:2020-09 1st edition 3.12 WG3

impostor attack 
presentation match rate
IAPMR

<full-system evaluation of a verification system> proportion of impostor attack presentations using the same PAI 
species in which the target reference is matched
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.6]

ISO/IEC 19989-2:2020-09 1st edition 3.8 WG3

impostor attack 
presentation match rate
IAPMR

<full-system evaluation of a verification system> proportion of impostor attack presentations using the same PAI 
species (3.15) in which the target reference is matched
[SOURCE: ISO/IEC 30107-3: 2017, 3.2.6]

ISO/IEC 19989-3:2020-09 1st edition 3.13 WG3

imprint string of bits, either the hash-code (3.17) of a data string or the data string itself ISO/IEC 13888-1:2020-09 4th edition 3.19 WG2
imprint string of bits, either the hash-value of a data string or the data string itself

[ISO/IEC 13888-1:2009]
ISO/IEC TR 29149:2012-03-
15

1st edition 2.7 WG4

in-band communication or transmission that occurs within a previously established communication method or channel
Note 1 to entry: The communications or transmissions often take the form of a separate protocol, such as a 
management protocol over the same medium as the primary data protocol.

ISO/IEC 27040:2024 2nd Editon 3.7.1 WG4

incident single or a series of unwanted or unexpected information security breaches or events, whether of criminal nature or 
not, that have a significant probability of compromising business operations or threatening information security

ISO/IEC 27043:2015-03-01 1st edition 3.8 WG4

incident coordinator person responsible for leading all incident response (3.1.9) activities and coordinating the incident response team 
(3.1.2)

ISO/IEC 27035-1:2023 2nd Editon 3.1.3 WG4

incident handling actions of detecting, reporting, assessing, responding to, dealing with, and learning from information security 
incidents (3.1.5)

ISO/IEC 27035-1:2023 2nd Editon 3.1.8 WG4

incident management 
team
IMT

team consisting of appropriately skilled and trusted members of an organization responsible for leading all 
information security incident management activities, in coordination with other parties both internal and external, 
throughout the incident lifecycle
Note 1 to entry: The head of this team can be called the incident manager who has been appointed by top 
management to adequately respond to all types of incidents.

ISO/IEC 27035-1:2023 2nd Editon 3.1.1 WG4

incident response actions taken to mitigate or resolve an information security incident (3.1.5), including those taken to protect and 
restore the normal operational conditions of an information system and the information stored in it

ISO/IEC 27035-1:2023 2nd Editon 3.1.9 WG4

incident response team
IRT

team of appropriately skilled and trusted members of an organization that responds to and resolves incidents in a 
coordinated way
Note 1 to entry: There can be several IRTs, one for each aspect of the incident.
Note 2 to entry: Computer Emergency Response Team (CERT1) and Computer Security Incident Response Team 
(CSIRT) are specific examples of IRTs in organizations and sectorial, regional, and national entities wanting to 
coordinate their response to large scale ICT and cybersecurity incidents.

ISO/IEC 27035-1:2023 2nd Editon 3.1.2 WG4

incinerate destruct (3.3.3) by burning storage medium (3.2.16) completely ISO/IEC 27040:2024 2nd Editon 3.3.6 WG4
incoming PII personally identifiable information (PII) (3.25) flowing into a domain (3.10), or a system (3.41) or process (3.38) 

within a domain
ISO/IEC 27561:2024 1st Editon 3.15 WG5

independent and 
identically distributed

property of a family of random variables stating that they share the same distribution and are mutually independent
[SOURCE:ISO/IEC 20543:2019, 3.14]

ISO/IEC 18031:2025-02 2nd edition 3.24 WG2

independent and 
identically distributed
IID

property of a family of random variables stating that they share the same distribution and are mutually independent ISO/IEC 20543:2019-11 1st edition 3.14 WG3



independent verification 
test

test verifying the conformance for algorithms where their outputs are non-deterministic (or randomized) for 
defined input vectors in an independent way, instead of literally following the algorithm steps
Note 1 to entry: The signature generation function of DSA involves per-message secret number internally, and 
therefore, the resultant signature cannot be derived from the input vectors in a deterministic way without the 
knowledge of per-message secret number. Here, the signature verification function can be used to verify the 
relation between the public key, message and resultant signature, without knowing the per-message secret number.
Note 2 to entry: Independent verification tests can involve the reference implementation of the inverse function of 
the selected cryptographic algorithm, e.g. using the digital signature verification function to verify the 
corresponding signature generation function.
Note 3 to entry: In contrast to the other KATs, the independent verification test does not prepare expected values 
in advance.
EXAMPLE: Applying Miller-Rabin primality test to verifying prime number generation functions, independent of 

ISO/IEC 18367:2016-12-15 1st edition 3.14 WG3

indicator measure (3.42) that provides an estimate or evaluation ISO/IEC 27000:2018-02 5th edition 3.25 WG1
indirect identifier attribute (3.2) that, together with other attributes (3.2) that can be in the dataset (3.5) or external to it, enables 

unique identification of a data principal (3.4) within a specific operational context
ISO/IEC 20889:2018-11 1st edition 3.16 WG5

indirect value value that is estimated for the replacement or restoring in the event of an information asset or assets being harmed 
or lost
Note 1 to entry: This value is positive as long as the information asset is not harmed but seen as negative if the 
event occurs.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.10 WG1

individual syntactic element of owl 2 web ontology language (OWL) (3.11) representing actual objects from the domain
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.8 WG3

individual key key shared between the key distribution centre (3.14) and each entity ISO/IEC 11770-5:2020 2nd Editon 3.11 WG2
individual rekeying rekeying method in which the shared secret key (3.24) and, optionally, key encryption keys (3.15) are updated 

when an entity joins or leaves
ISO/IEC 11770-5:2020 2nd Editon 3.12 WG2

industrial internet 
platform

platform integrating information and communication technology to facilitate industrial efficiency and transform 
industrial operations at the scale of multiple digitally-enabled factory complexes usually across diverse locations

ISO/IEC 24392:2023 1st Editon 3.7 WG4

inference act of deducing otherwise unknown information with non-negligible probability, using the values of one or more 
attributes (3.2) or by correlating external data sources
Note 1 to entry: The deduced information can be the value of one or more attributes of a data principal, the 
presence or absence of a data principal in a dataset, or the value of one or more statistics for a population or 
segment of a population.

ISO/IEC 20889:2018-11 1st edition 3.17 WG5

information asset knowledge or data that has value to the individual or organization
[SOURCE:ISO/IEC 27032:2012, 4.27, modified – Note 1 to entry has been removed]

ISO/IEC 27553-1:2022 1st Editon 3.15 WG5

information asset knowledge or data that has value to the individual or organization
[SOURCE:ISO/IEC 27553-1:2022, 3.15]

ISO/IEC 27553-2:2025-07 1st edition 3.3.2 WG5

information dispersal 
algorithm
IDA

algorithm that includes two separated sub-algorithms: a splitting algorithm that splits a message into n 
components and a recover algorithm that recovers the message from any k  of the n components, where k  and n  are 
integers and n  ≥ k
Note 1 to entry: Unlike in a secret sharing scheme, there is no guarantee of security. That is, it can be possible to 

ISO/IEC 19592-2:2017-10 1st edition 3.9 WG2

information element piece of information that should be categorized and identified by a name, description, and domain values (e.g. a 
field in a database)
Note 1 to entry: An information group can be seen as an information element.

ISO/IEC 27034-5:2017-10 1st edition 3.3 WG4

information group record list of information elements to which an organization can assign labels, such as names, description and 
categorization values
Note 1 to entry: To avoid confusion, information group name should be unique within the organization.

ISO/IEC 27034-5:2017-10 1st edition 3.2 WG4

information need insight necessary to manage objectives (3.49), goals, risks and problems
[SOURCE: ISO/IEC/IEEE 15939:2017, 3.12]

ISO/IEC 27000:2018-02 5th edition 3.26 WG1

Information Object As defined in ITU-T Rec. X.681 | ISO/IEC 8824-2. ISO/IEC 15816:2002-02-01 1st edition 3.3 WG4
Information Object Class As defined in ITU-T Rec. X.681 | ISO/IEC 8824-2. ISO/IEC 15816:2002-02-01 1st edition 3.4 WG4
information processing 
facilities

any information processing system, service or infrastructure, or the physical location housing it ISO/IEC 27000:2018-02 5th edition 3.27 WG1



information processing 
facility

any information processing system, service or infrastructure, or the physical location housing it
[SOURCE: ISO/IEC 27000:2018, 3.27, modified — "facilities" has been replaced with facility.]

ISO/IEC 27002:2022-02 3rd edition 3.1.12 WG1

information security preservation of confidentiality (3.10), integrity (3.36) and availability (3.7) of information
Note 1 to entry: In addition, other properties, such as authenticity (3.6), accountability, non-repudiation (3.48), 
and reliability (3.55) can also be involved.

ISO/IEC 27000:2018-02 5th edition 3.28 WG1

information security preservation of confidentiality, integrity and availability of information
Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation, and reliability 
can also be involved.
[SOURCE:ISO/IEC 27000:2018, 3.28]

ISO/IEC 27006-1:2024 1st edition 3.4 WG1

information security preservation of confidentiality, integrity and availability of information
[SOURCE: ISO/IEC 27000:2016 2.33]

ISO/IEC TR 27103:2018-02 1st edition 3.1 WG1

information security 
breach

compromise of information security that leads to the undesired destruction, loss, alteration, disclosure of, or access 
to, protected information transmitted, stored or otherwise processed

ISO/IEC 27002:2022-02 3rd edition 3.1.13 WG1

information security 
continuity

processes (3.54) and procedures for ensuring continued information security (3.28) operations ISO/IEC 27000:2018-02 5th edition 3.29 WG1

information security 
economics

efficient use of limited resources for information security management ISO/IEC TR 27016:2014-03-
01

1st edition 3.11 WG1

information security 
event

identified occurrence of a system, service or network state indicating a possible breach of information security 
(3.28) policy (3.53) or failure of controls (3.14), or a previously unknown situation that can be security relevant

ISO/IEC 27000:2018-02 5th edition 3.30 WG1

information security 
event

occurrence indicating a possible information security breach (3.1.13) or failure of controls (3.1.8)
[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — “breach of information security” has been replaced with 
“information security breach”]

ISO/IEC 27002:2022-02 3rd edition 3.1.14 WG1

information security occurrence indicating a possible breach of information security or failure of controls ISO/IEC 27035-1:2023 2nd Editon 3.1.4 WG4
information security 
incident

single or a series of unwanted or unexpected information security events (3.30) that have a significant probability 
of compromising business operations and threatening information security (3.28)

ISO/IEC 27000:2018-02 5th edition 3.31 WG1

information security 
incident

one or multiple related and identified information security events (3.1.14) that can harm an organization’s assets 
(3.1.2) or compromise its operations
[SOURCE: ISO/IEC 27035-1:2016, 3.4]

ISO/IEC 27002:2022-02 3rd edition 3.1.15 WG1

information security 
incident

single or a series of unwanted or unexpected information security events that have a significant probability of 
compromising business operations and threatening information security (3.4)
[SOURCE:ISO/IEC 27000:2018, 3.31]

ISO/IEC 27006-1:2024 1st edition 3.5 WG1

information security 
incident

related and identified information security event(s) (3.1.4) that can harm an organization's assets or compromise its 
operations

ISO/IEC 27035-1:2023 2nd Editon 3.1.5 WG4

information security 
incident management

set of processes (3.54) for detecting, reporting, assessing, responding to, dealing with, and learning from 
information security incidents (3.31)

ISO/IEC 27000:2018-02 5th edition 3.32 WG1

information security 
incident management

exercise of a consistent and effective approach to the handling of information security incidents (3.1.15)
[SOURCE: ISO/IEC 27035-1:2016, 3.5]

ISO/IEC 27002:2022-02 3rd edition 3.1.16 WG1

information security 
incident management

collaborative activities to handle information security incidents (3.1.5) in a consistent and effective way ISO/IEC 27035-1:2023 2nd Editon 3.1.6 WG4

information security 
investigation

application of examinations, analysis and interpretation to aid understanding of an information security incident 
(3.1.5)
[SOURCE:ISO/IEC 27042:2015, 3.10, modified —“information security” was added to the term and the phrase 

ISO/IEC 27035-1:2023 2nd Editon 3.1.7 WG4

information security 
management system 
(ISMS) professional

person who establishes, implements, maintains and continuously improves one or more information security 
management system processes (3.54)

ISO/IEC 27000:2018-02 5th edition 3.33 WG1

information security 
management system 
professional
ISMS professional

person who establishes, implements, maintains and continually improves one or more information security 
management system processes

ISO/IEC 27021:2017-10 1st edition 3.2 WG1

information security 
management
ISM

managing the preservation of confidentiality, integrity and availability of information ISO/IEC TR 27016:2014-03-
01

1st edition 3.12 WG1

information sharing 
community

group of organizations (3.50) that agree to share information
Note 1 to entry: An organization can be an individual.

ISO/IEC 27000:2018-02 5th edition 3.34 WG1



information system set of applications, services, information technology assets, or other information-handling components ISO/IEC 27000:2018-02 5th edition 3.35 WG1
information system set of applications, services, information technology assets (3.1.2), or other information-handling components

[SOURCE: ISO/IEC 27000:2018, 3.35]
ISO/IEC 27002:2022-02 3rd edition 3.1.17 WG1

information system set of applications, services, information technology assets, or other information-handling components
[SOURCE:ISO/IEC 27000:2018, 3.35]

ISO/IEC 27006-1:2024 1st edition 3.6 WG1

inherited privacy control privacy control (3.30) that is received by a personally identifiable information (PII) controller (3.26) or PII 
processor (3.28) from another domain (3.10) or system (3.41)
Note 1 to entry: An inherited control can be found in a data sharing agreement.

ISO/IEC 27561:2024 1st Editon 3.16 WG5

initial evaluation complete evaluation of the initial target of evaluation (3.8) ISO/IEC TS 9569:2023 1st Editon 3.7 WG3
initial TOE
initial target of evaluation

target of evaluation (TOE) (3.18) that supports evaluated features allowing at least to securely load, activate and 
execute patch(es), without any applied patches
Note 1 to entry: The final TOE (3.4) is obtained by loading and activating the patches for the initial TOE.
Note 2 to entry: The final TOE may not be evaluated but assurance is gained through the evaluation of 
ALC_PAM on the initial TOE.

ISO/IEC TS 9569:2023 1st Editon 3.8 WG3

initialization value value used in defining the starting point of a cryptographic algorithm (3.1)
Note 1 to entry: Examples of cryptographic algorithms that use an initialization value include hash-functions and 
encryption algorithms.

ISO/IEC 18031:2025-02 2nd edition 3.25 WG2

initialization value value used in defining the starting point of an encryption process ISO/IEC 18033-4:2011-12- 2nd edition 3.7 WG2
initialization value value used in defining the starting point of an encryption process

[ISO/IEC 18033-4:2011]
ISO/IEC 29192-3:2012-10-
01

1st edition 3.5 WG2

initialization value value used in defining the starting point of an encryption (3.6) process
[SOURCE: ISO/IEC 18033-4:2011, 3.7]

ISO/IEC 29192-8:2022-09 1st edition 3.7 WG2

initializing value value used in defining the starting point of a hash-function
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
initializing value. Initialization vector and starting value are examples.

ISO/IEC 10118-1:2016-10-
15

3rd edition 3.5 WG2

initializing value value used in defining the starting point of a hash-function
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
initializing value. Initialization vector and starting value are examples.
[SOURCE: ISO/IEC 10118‑1, 2.5]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.7 WG2

initializing value value used in defining the starting point of a hash-function
[SOURCE: ISO/IEC 10118‑1:2016, 3.5, modified — Note 1 to entry removed]

ISO/IEC 9797-2:2021-06 3rd edition 3.6 WG2

injected light monitor detector for monitoring the power of the laser light injected from the quantum channel ISO/IEC 23837-2:2023 1st Editon 3.12 WG3
input private data held by the input party (3.5) for the purpose of being evaluated by the intended function (3.1) ISO/IEC 4922-1:2023 1st Editon 3.3 WG2
input data data (except control data entered via the control input interface (3.26)) that is input to and processed by a 

cryptographic module (3.35), including plaintext (3.105) data, ciphertext data, sensitive security parameters 
(3.132) and status information (3.145) from another module

ISO/IEC 19790:2025-02 3rd edition 3.71 WG3

input data string string of bits which is the input to a MAC algorithm ISO/IEC 9797-2:2021-06 3rd edition 3.3 WG2
input party party (3.4) holding an input and providing it to computing parties (3.6) in encoded form ISO/IEC 4922-1:2023 1st Editon 3.5 WG2
installation procedure performed by a human user embedding the target of evaluation (TOE) in its operational environment 

and putting it into an operational state
Note 1 to entry: This operation is performed normally only once, after receipt and acceptance of the TOE. The 
TOE is expected to be progressed to a configuration allowed by the security target (ST). If similar processes have 
to be performed by the developer, they are denoted as “generation” throughout the class ALC: Life-cycle support. 
If the TOE requires an initial start-up that does not need to be repeated regularly, this process would be classified 

ISO/IEC 15408-3:2022-08 4th edition 3.19 WG3

insured entity that shares or considers sharing cyber-risk (3.4) with an insurer ISO/IEC 27102:2019-08 1st edition 3.7 WG1
integrated management 
system
IMS

management system that integrates all of an organization’s systems – like information security management and 
business continuity management – and processes in to one complete framework, enabling an organization to work 
as a single unit with unified objectives

ISO/IEC TS 27022:2021-03 1st edition 3.2 WG1

integrated management 
system
IMS

management system that integrates all of an organization’s systems – like information security management and 
business continuity management – and processes in to one complete framework, enabling an organization to work 
as a single unit with unified objectives

ISO/IEC TS 27110:2021-02 1st edition 3.2 WG1

integrity property indicating that data have not been modified or deleted in an unauthorized and undetected manner ISO/IEC 19790:2025-02 3rd edition 3.72 WG3



integrity property of safeguarding the accuracy and completeness of information and processing methods ISO/IEC 21827:2008-10-15 2nd edition 3.20 WG3
integrity property of protecting the accuracy and completeness of assets

Note 1 to entry: Refer to information assets in most cases.
[SOURCE:ISO/IEC 27000:2018, 3.36, modified — “protecting” and “of assets” have been added to the 
definition; Note 1 to entry has been added.]

ISO/IEC 24392:2023 1st Editon 3.4 WG4

integrity property of accuracy and completeness ISO/IEC 27000:2018-02 5th edition 3.36 WG1
integrity property of accuracy and c+A3245+B3235:B3242+B3234:B3242+A3245+B3235:B3242 ISO/IEC 27071:2023 1st Editon 3.3.3 WG4
integrity property of accuracy and completeness

[SOURCE:ISO/IEC 27000:2018, 3.36]
ISO/IEC 27561:2024 1st Editon 3.17 WG5

integrity property of accuracy and completeness
[SOURCE: ISO/IEC 27000:2018]

ISO/IEC TR 27550:2019-09 1st edition 3.5 WG5

integrity property of accuracy and completeness
[SOURCE: ISO/IEC 27000:2018, 3.36]

ISO/IEC TS 27570:2021-01 1st edition 3.11 WG5

integrity measurement process of calculating the hash value of the measured object using the cryptographic hash algorithm ISO/IEC 27070:2021-12 1st edition 3.3 WG4
intended function function to be evaluated by the multiparty protocol (3.2) ISO/IEC 4922-1:2023 1st Editon 3.1 WG2
inter TSF transfer communication between the target of evaluation (TOE) and the security functionality of other trusted IT products ISO/IEC 15408-2:2022-08 4th edition 3.2 WG3
interaction capability functionality that provides interfaces for presentation, communication, and interaction of personally identifiable 

information (PII) (3.25) and relevant information associated with the PII
Note 1 to entry: This can include user interfaces, system-to-system information exchanges, and agents.

ISO/IEC 27561:2024 1st Editon 3.18 WG5

interested party (preferred 
term)
stakeholder (admitted 

person or organization (3.50) that can affect, be affected by, or perceive itself to be affected by a decision or 
activity

ISO/IEC 27000:2018-02 5th edition 3.37 WG1

interested party
stakeholder

person or organization that can affect, be affected by, or perceive itself to be affected by a decision or activity
[SOURCE: ISO/IEC 27000:2018, 3.37]

ISO/IEC 27002:2022-02 3rd edition 3.1.18 WG1

inter-Hamming distance
inter-HD

Hamming distance between the two responses obtained by giving the identical challenges to two different PUFs or 
obtained from two different no-challenge PUFs

ISO/IEC 20897-1:2020-12 1st edition 3.7 WG3

interleaving attack masquerade which involves use of information derived from one or more ongoing or previous authentication ISO/IEC 9798-1:2010-07-01 3rd edition 3.15 WG2
intermediate biometric 
reference

intermediate biometric sample or combination of intermediate biometric samples used as a biometric reference
Note 1 to entry: An intermediate biometric reference is processed through biometric final processing and then 
compared against a biometric sample.

ISO/IEC 24761:2019-10 2nd edition 3.21 WG5

intermediate signal 
processing

any manipulation of a biometric sample that does not produce biometric features
Note 1 to entry: In ISO/IEC 2382-37, "intermediate biometric sample processing" (ISO/IEC 2382-37:2017, 3.5.9) 
is defined in place of "intermediate signal processing". See NOTE at the beginning of Clause 3.
Note 2 to entry: The term "biometric feature" is defined as numbers or labels extracted from biometric samples and 
used for comparison in ISO/IEC 2382-37:2017, 3.3.11.

ISO/IEC 24761:2019-10 2nd edition 3.22 WG5

internal communication 
channel

communication channel between separated parts of the target of evaluation (TOE) ISO/IEC 15408-2:2022-08 4th edition 3.3 WG3

internal context internal environment in which the organization (3.50) seeks to achieve its objectives
Note 1 to entry: Internal context can include:
— governance, organizational structure, roles and accountabilities;
— policies (3.53), objectives (3.49), and the strategies that are in place to achieve them;
— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes (3.54), 
systems and technologies);
— information systems (3.35), information flows and decision-making processes (both formal and informal);
— relationships with, and perceptions and values of, internal stakeholders (3.37);
— the organization's culture;
— standards, guidelines and models adopted by the organization;
— form and extent of contractual relationships.

ISO/IEC 27000:2018-02 5th edition 3.38 WG1



internal context internal environment in which the organization (3.9) seeks to achieve its objectives
Note 1 to entry: Internal context can include:
— governance, organizational structure, roles and accountabilities;
— policies, objectives, and the strategies that are in place to achieve them;
— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes, systems 
and technologies);
— information systems (3.6), information flows and decision-making processes (both formal and informal);
— relationships with, and perceptions and values of, internal stakeholders;
— the organization's (3.9) culture;
— standards, guidelines and models adopted by the organization (3.9);
— form and extent of contractual relationships.

ISO/IEC 27006-1:2024 1st edition 3.7 WG1

internal form data structure using a layout that is specific to an implementation that might or might not be the same as the 
canonical form

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.25 WG3

internal privacy control privacy control (3.30) that is required within a domain (3.10) or system (3.41) ISO/IEC 27561:2024 1st Editon 3.20 WG5
internal TOE transfer communicating data between separated parts of the target of evaluation (TOE) ISO/IEC 15408-2:2022-08 4th edition 3.4 WG3
internally consistent, adj. no apparent contradictions exist between any aspects of an entity (3.36)

Note 1 to entry: In terms of documentation, this means that there can be no statements within the documentation 
that can be taken to contradict each other.

ISO/IEC 15408-1:2022-08 4th edition 3.55 WG3

internally generated PII personally identifiable information (PII) (3.25) created within the domain (3.10) or system (3.41) ISO/IEC 27561:2024 1st Editon 3.19 WG5
Internet global system of inter-connected networks in the public domain

[SOURCE:ISO/IEC 27033-1:2015, 3.14, modified — “the” has been deleted from the term.]
ISO/IEC 27032:2023 2nd Editon 3.11 WG4

internet collection of interconnected networks called an internetwork or just an internet ISO/IEC 27033-1:2015-08- 2nd edition 3.15 WG4
Internet gateway entry point to access the internet ISO/IEC 27033-4:2014-03- 1st edition 3.4 WG4
internet of things
IoT

infrastructure of interconnected entities, people, systems and information resources together with services which 
processes and reacts to information from the physical world and virtual world
[SOURCE:ISO/IEC 20924:2021, 3.2.4]

ISO/IEC 27402:2023 1st Editon 3.1.3 WG4

Internet security preservation of confidentiality, integrity and availability of information over the Internet (3.11)
Note 1 to entry: In addition, other properties, such as authenticity, accountability, non-repudiation and reliability 
can also be involved.
Note 2 to entry: Please refer to definitions on confidentiality, integrity, availability, authenticity, accountability, 
non-repudiation and reliability in ISO/IEC 27000:2018, Clause 3.

ISO/IEC 27032:2023 2nd Editon 3.12 WG4

Internet service provider
ISP

organization that provides Internet services to a user and enables its customers access to the Internet (3.11)
Note 1 to entry: Also, sometimes referred to as an Internet access provider (IAP).

ISO/IEC 27032:2023 2nd Editon 3.13 WG4

interpretation clarification or amplification of a standard or an evaluation scheme requirement ISO/IEC 15408-1:2022-08 4th edition 3.56 WG3
interpretation synthesis of an explanation, within agreed limits, for the factual information about evidence resulting from the set 

of examinations and analyses making up the investigation
ISO/IEC 27042:2015-06-15 1st edition 3.9 WG4

interpretation synthesis of an explanation, within agreed limits, for the factual information about evidence resulting from the set 
of examinations and analysis making up the investigation
[SOURCE: ISO/IEC 27042:—, 3.9]

ISO/IEC 27043:2015-03-01 1st edition 3.9 WG4

intervenability property that ensures that PII principals (3.2), PII controllers (3.3), PII processors (3.4) and supervisory authorities 
can intervene in all privacy-relevant data processing
Note 1 to entry: The extent to which any of these stakeholders can intervene in data processing may be limited by 
relevant legislation or regulation.
[SOURCE:ISO/IEC TR 27550:2019, 3.6]

ISO/IEC 27556:2022 1st Editon 3.14 WG5

intervenability property that ensures that PII principals, PII controllers, PII processors and supervisory authorities can intervene in 
all privacy-relevant data processing
Note 1 to entry: the extent to which any of these stakeholders can intervene in data processing may be limited by 
relevant legislation or regulation.
[SOURCE: ULD]

ISO/IEC TR 27550:2019-09 1st edition 3.6 WG5



intervenability property that ensures that PII principals (3.16), PII controllers (3.15), PII processors (3.17) and supervisory 
authorities can intervene in all privacy-relevant data processing
Note 1 to entry: The extent to which any of these stakeholders can intervene in data processing can be limited by 
relevant legislation or regulation.
[SOURCE: ISO/IEC TR 27550:2019, 3.6]

ISO/IEC TS 27570:2021-01 1st edition 3.12 WG5

intra-Hamming distance
intra-HD

Hamming distance between the two responses obtained by giving the same challenge twice to the same PUF or 
obtained from the same no-challenge PUF

ISO/IEC 20897-1:2020-12 1st edition 3.8 WG3

intranet private computer network that uses Internet protocols and network connectivity to securely share part of an 
organization's information or operations with its employees

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.16 WG4

intruder individual who is conducting, or has conducted, an intrusion or attack against a victim’s host, site, network, or 
organization

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.15 WG4

intrusion unauthorized access to a network or a network-connected system, i.e. deliberate or accidental unauthorized access 
to an information system, to include malicious activity against an information system, or unauthorized use of 
resources within an information system

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.17 WG4

intrusion unauthorized access to a network or a network-connected system, that is, deliberate or accidental unauthorized 
access to information systems, to include malicious activity against information systems, or unauthorized use of 
resources within information systems

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.16 WG4

intrusion detection formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal usage 
patterns as well as what, how, and which vulnerability has been exploited so as to include how and when it 
occurred

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.18 WG4

intrusion detection formal process of detecting intrusions, generally characterized by gathering knowledge about abnormal usage 
patterns, as well as what, how, and which vulnerability has been exploited to include how and when it occurred

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.17 WG4

intrusion detection and 
prevention system
IDPS

intrusion detection systems (IDPS) and intrusion prevention systems (IPS) software applications or appliances that 
monitor systems for malicious activities, where IDS focus is to only alert on the discovery of such activity while 
IPS have the potent to prevent some intrusions upon detection
Note 1 to entry: IPS is deployed actively in the network if attack prevention is desired. If deployed in passive 
mode, it will not offer such functionality and effectively function as a regular IDS by providing alerts only.

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.20 WG4

intrusion detection 
system
IDS

technical system that is used to identify that an intrusion has been attempted, is occurring, or has occurred and 
possibly respond to intrusions in information systems and networks
[SOURCE: ISO/IEC 27039, 2.15]

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.19 WG4

intrusion detection 
system
IDS

information systems used to identify that an intrusion has been attempted, is occurring, or has occurred ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.18 WG4

intrusion prevention formal process of actively responding to prevent intrusions ISO/IEC 27033-1:2015-08- 2nd edition 3.20 WG4
intrusion prevention 
system

variant on intrusion detection systems that are specifically designed to provide an active response capability
[SOURCE: ISO/IEC 27039, 2.15]

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.21 WG4

intrusion prevention 
system
IPS

variant on intrusion detection systems that are specifically designed to provide an active response capability ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.19 WG4

invalidation process performed in an identity management system (3.3) when a particular attribute is no longer valid for a 
particular entity to mark the attribute invalid for future use
Note 1 to entry: Invalidation of attributes may be part of updating the attribute value, for instance, with a change 
of address.
Note 2 to entry: Invalidation typically takes place for an attribute that is determined as no longer valid before the 
end of a validity period that had previously been associated with it.
Note 3 to entry: The term “revocation” is commonly used for invalidation of attributes that are credentials.
Note 4 to entry: Invalidation typically happens immediately after the determination that an attribute is no longer 
valid for a particular entity.

ISO/IEC 24760-2:2015-06-
01

1st edition 3.5 WG5

investigation systematic or formal process of inquiring into or researching, and examining facts or materials associated with a 
matter
Note 1 to entry: A similar definition can be found in ISO/IEC 27042:2015, 3.10.

ISO/IEC 27035-3:2020-09 1st edition 3.3 WG4



investigation application of examinations (3.6), analyses, and interpretation to aid understanding of an incident
[SOURCE: ISO/IEC 27042:2015, 3.10]

ISO/IEC 27041:2015-06-15 1st edition 3.7 WG4

investigation application of examinations, analyses, and interpretation to aid understanding of an incident ISO/IEC 27042:2015-06-15 1st edition 3.10 WG4
investigation application of examinations, analysis, and interpretation to aid understanding of an incident

[SOURCE: ISO/IEC 27042:—, 3.10]
ISO/IEC 27043:2015-03-01 1st edition 3.10 WG4

investigation systematic or formal process of inquiring into or researching, and examining facts or materials associated with a 
matter

ISO/IEC 27050-1:2019-11 2nd edition 3.16 WG4

investigative lead person leading the investigation at a strategic level
[SOURCE: ISO/IEC 27042:2015, 3.11]

ISO/IEC 27041:2015-06-15 1st edition 3.8 WG4

investigative lead person leading the investigation at a strategic level ISO/IEC 27042:2015-06-15 1st edition 3.11 WG4
investigative team all persons involved directly in the conduct of the investigation

[SOURCE: ISO/IEC 27042:2015, 3.12]
ISO/IEC 27041:2015-06-15 1st edition 3.9 WG4

investigative team all persons involved directly in the conduct of the investigation ISO/IEC 27042:2015-06-15 1st edition 3.12 WG4
investigator member of the investigative team (3.9), including the investigative lead (3.8)

[SOURCE: ISO/IEC 27042:2015, 3.13]
ISO/IEC 27041:2015-06-15 1st edition 3.10 WG4

investigator member of the investigative team, including the investigative lead (3.11) ISO/IEC 27042:2015-06-15 1st edition 3.13 WG4
IoT device entity of an IoT system that interacts and communicates with the physical world through sensing or actuating ISO/IEC 27400:2022-06 1st edition 3.3 WG4
IoT device entity of an internet of things (IoT)system (3.1.4) that interacts and communicates with the physical world through 

sensing or actuating
Note 1 to entry: An IoT device can be a sensor or an actuator.
Note 2 to entry: An IoT device, in this context, is an assembled device usable for its intended IoT functions 
without relying on being embedded or integrated into any other product.
Note 3 to entry: IoT devices generally interact via communication interfaces.
[SOURCE:ISO/IEC 20924:2021, 3.2.6, modified — notes 1, 2 and 3 to entry have been added.]

ISO/IEC 27402:2023 1st Editon 3.1.5 WG4

IoT device developer entity that creates an assembled final IoT device
Note 1 to entry: “final” in this definition means the stage of delivery to the IoT service developer in the assemble 
process.

ISO/IEC 27400:2022-06 1st edition 3.4 WG4

IoT device developer entity that creates an assembled final internet of things (IoT)device (3.1.5)
Note 1 to entry: “Final” in this definition means the stage of delivery to the IoT service developer in the assemble 
process.
[SOURCE:ISO/IEC 27400:2022, 3.4]

ISO/IEC 27402:2023 1st Editon 3.1.6 WG4

IoT gateway entity of an IoT system that connects one or more proximity networks and the IoT devices on those networks to 
each other and to one or more access networks
[SOURCE:ISO/IEC 20924:2021, 3.2.8]

ISO/IEC 27402:2023 1st Editon 3.1.7 WG4

IoT platform infrastructure that enables the deployment, management and operation of IoT devices ISO/IEC 27400:2022-06 1st edition 3.5 WG4
IoT solution seamlessly integrated bundle of technologies, potentially including sensors, gateways and actuators

Note 1 to entry: These can solve a specific problem or need or they can be used to build additional functionality in 
other none IoT solutions

ISO/IEC 27400:2022-06 1st edition 3.7 WG4

IoT system system providing functionalities of Internet of Things
Note 1 to entry: IoT system is inclusive of IoT devices, IoT gateways, sensors, and actuators.
Note 2 to entry: In the context of this document, this also includes applications and backend that support IoT 

ISO/IEC 27400:2022-06 1st edition 3.6 WG4

IoT system system providing functionalities of internet of things (IoT) (3.1.3)
Note 1 to entry: An IoT system can include, but is not limited to, IoT devices (3.1.5), IoT gateways (3.1.7), 
sensors, and actuators.
Note 2 to entry: Conventional IT devices such as smartphones and laptops can form part of an IoT system.
Note 3 to entry: IoT systems also include cloud and network connectivity.
[SOURCE:ISO/IEC 20924:2021, 3.2.9, modified — notes 2 and 3 to entry have been added.]

ISO/IEC 27402:2023 1st Editon 3.1.4 WG4



IoT-domotics Internet of Things (IoT) system composed of networks, devices, services and users typically used in the domicile 
or as electronic wearables
Note 1 to entry: Devices are usually available to the consumer through retail purchase.
Note 2 to entry: According to ISO/IEC TR 22417:2017, 6.3, IoT-domotics denotes the private, hence highly 
customizable indoor area where someone lives, alone or with friends/relatives/roommates. Thus, it includes 
dedicated infrastructure aimed to support those individuals, such as healthcare and wellness systems, building 
control systems, smart metering and systems for entertainment and gaming.

ISO/IEC 27403:2024 1st Editon 3.1 WG4

IR claimant
identity reference 

individual making an identity reference (3.24) claim (3.17)
Note 1 to entry: Claims can be verified in a number of ways, some of which may be based on biometrics.

ISO/IEC 24745:2022-02 2nd edition 3.25 WG5

irreversibility property of a transform that creates a biometric reference (3.11) from generative biometric data (3.20) such that 
knowledge of the transformed biometric reference cannot be used to determine any information about the 
generative biometric data
[SOURCE: ISO/IEC 30136:2018, 3.5, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.26 WG5

issuer entity responsible for provisioning of a credential (3.6) to a claimant (3.3) ISO/IEC 20009-3:2022-02 1st edition 3.13 WG2
iteration use of the same component to express two or more distinct requirements ISO/IEC 15408-1:2022-08 4th edition 3.57 WG3
Jacobi symbol Jacobi symbol of a positive integer a with respect to an odd integer n

product of the Legendre symbols of a  with respect to the prime factors of n , including multiplicity (3.5)
Note 1 to entry: If the prime factor p  occurs with multiplicity m  ≥ 1 in the factorization of n , then the Legendre 
symbol of a  with respect to p  occurs with multiplicity m  in the product that yields the Jacobi symbol of a with 
respect to n .
Note 2 to entry: The Legendre symbol of a positive integer a  with respect to a prime number p  is the value

ISO/IEC 18032:2020-12 2nd edition 3.4 WG2

joint PII controller personally identifiable information (PII) controller (3.16) that determines the purposes and means of the 
processing of PII (3.15) jointly with one or more other PII controllers
[SOURCE:ISO/IEC 27701:2019, 3.1]

ISO/IEC 27562:2024-12 1st edition 3.11 WG5

joint PII controller PII controller that determine the purposes and means of the processing of PII jointly with one or more other PII 
controllers

ISO/IEC 27701:2019-08 1st edition 3.1 WG5

justify <evaluation> provide a rationale providing sufficient reason
Note 1 to entry: The term ‘justify’ is more rigorous than ‘demonstrate’ (3.3). This term requires significant rigour 
in terms of very carefully and thoroughly explaining (3.11) every step of a logical analysis leading to a conclusion.

ISO/IEC 18045:2022-08 3rd edition 3.12 WG3

K -anonymity formal privacy measurement model (3.3) that ensures that for each identifier (3.13) in a dataset (3.5) there is a 
corresponding equivalence class (3.11) containing at least K records (3.30)

ISO/IEC 20889:2018-11 1st edition 3.18 WG5

Kerckhoffs’s box idealized cryptosystem where the design and public keys are known to an adversary, but in which there are secret 
keys and/or other private information that are not known to an adversary

ISO/IEC 18031:2025-02 2nd edition 3.26 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption and decryption)
[SOURCE: ISO/IEC 18033‑1:2015, 2.27, modified]

ISO/IEC 10116:2017-07 4th edition 3.8 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g., encryption, decryption, 
cryptographic check function computation, signature generation, or signature verification)

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.12 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption (3.9), 
decryption (3.6), cryptographic check function computation, signature calculation, or signature verification) 
[SOURCE: ISO/IEC 11770-1:2010, 2.12]

ISO/IEC 11770-3:2021-10 4th edition 3.17 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption, decryption, 
cryptographic check function computation, signature calculation, or signature verification)
[SOURCE: ISO/IEC 11770‑3:2015, 3.17]

ISO/IEC 11770-4:2017-07 2nd edition 3.12 WG2

key sequence of symbols that controls the operations of a cryptographic transformation (e.g. encryption, decryption, 
cryptographic check function computation, signature calculation, or signature verification)
[SOURCE: ISO/IEC 11770-3:2015, 3.17, modified — In the definition, "operation" has been replaced with 

ISO/IEC 13888-1:2020-09 4th edition 3.20 WG2

key sequence of symbols that controls the operations of a cryptographic transformation (e.g. encipherment, 
decipherment, cryptographic check-function computation, signature calculation, or signature verification)
[ISO/IEC 11770-1]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.5 WG2

key sequence of symbols that controls the operation of a cryptographic transformation [e.g. encryption (3.11), 
decryption (3.9)]
[SOURCE: ISO/IEC 11770-1:2010, 2.12, modified — The list of cryptographic mechanisms has been removed.]

ISO/IEC 18033-1:2021-09 3rd edition 3.17 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g., encryption, decryption)
[ISO/IEC 11770-1:1996]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.24 WG2



key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment, 
decipherment)
NOTE　In all the ciphers specified in this part of ISO/IEC 18033, keys consist of a sequence of bits.

ISO/IEC 18033-3:2010-12-
15

2nd edition 2.4 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g., encryption, decryption, 
cryptographic check function computation, signature generation, or signature verification)
[ISO/IEC 11770-1:2010]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.8 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
Note 1 to entry: Examples are encryption (3.6), decryption (3.2), cryptographic check function computation, 
signature generation, or signature verification.
[SOURCE: ISO/IEC 9798-1:2010, 3.16]

ISO/IEC 18033-6:2019-05 1st edition 3.11 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption, decryption)
[SOURCE: ISO/IEC 11770-1:2010, 2.12, modified – the list of cryptographic mechanisms is removed]

ISO/IEC 18033-7:2022-04 1st edition 3.4 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
Note 1 to entry: Examples are encryption, decryption, cryptographic check function computation, signature 
generation, or signature verification.
[SOURCE: ISO/IEC 9798‑1:2010, 3.16]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.15 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment, 
decipherment)

ISO/IEC 19772:2020 2nd Editon 3.10 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
[SOURCE: ISO/IEC 9798.1:2010]
Note 1 to entry: Examples of the operations are encryption, decryption, cryptographic check function computation, 
signature generation, or signature verification.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.37 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.6 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption, decryption)
[ISO/IEC 11770-1:2010]

ISO/IEC 29150:2011-12-15 1st edition 3.21 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment, 
decipherment)

ISO/IEC 29192-2:2019-11 2nd edition 3.4 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment, 
decipherment)

ISO/IEC 29192-3:2012-10-
01

1st edition 3.6 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
Note 1 to entry: Examples are encryption, decryption, cryptographic check function computation, signature, 
generation, or signature verification.
[SOURCE: ISO/IEC 9797-1:2011, 3.7]

ISO/IEC 29192-6:2019-09 1st edition 3.4 WG2

key sequence of symbols that controls the operation of a cryptographic transformation (e.g., encipherment, 
decipherment, cryptographic check function computation, signature generation, or signature verification)
[SOURCE: ISO/IEC 18033 3:2010, 2.4, modified — Between the brackets, the words after "decipherment" have 
been added.]

ISO/IEC 29192-7:2019-08 1st edition 3.5 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
[SOURCE: ISO/IEC 9797-1:2011, 3.7, modified — Note was removed.]

ISO/IEC 29192-8:2022-09 1st edition 3.8 WG2

key sequence of symbols that controls the operation of a cryptographic transformation
NOTE　Examples are encryption, decryption, cryptographic check function computation, signature generation, or 
signature verification.
[ISO/IEC 9798-1:2010]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.7 WG2

key sequence of symbols that controls the operation of a cryptographic transformation ISO/IEC 9797-3:2011-11-15 1st edition 3.2 WG2
key sequence of symbols that controls the operation of a cryptographic transformation

NOTE　Examples are encryption, decryption, cryptographic check function computation, signature generation, or 
signature verification.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.16 WG2

key agreement process of establishing a shared secret key between entities in such a way that neither of them can predetermine the 
value of that key

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.13 WG2

key agreement process of establishing a shared secret key (3.38) between entities in such a way that neither of them can 
predetermine the value of that key (3.17)
Note 1 to entry: By predetermine it is meant that neither entity A  nor entity B  can, in a computationally efficient 
way, choose a smaller key space and force the computed key in the protocol to fall into that key space.

ISO/IEC 11770-3:2021-10 4th edition 3.18 WG2



key agreement process of establishing a shared secret key between entities in such a way that neither of them can predetermine the 
value of that key
Note 1 to entry: By predetermine, it is meant that neither entity A  nor entity B  can, in a computationally efficient 
way, choose a smaller key space and force the computed key in the protocol to fall into that key space.
[SOURCE: ISO/IEC 11770‑3:2015, 3.18]

ISO/IEC 11770-4:2017-07 2nd edition 3.13 WG2

key agreement process of establishing a shared secret key between entities in such a way that neither of them can predetermine the 
value of that key
[SOURCE: ISO/IEC 11770‑3:2015, 3.18, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.15 WG3

key archiving service which provides a secure, long-term storage of keys after normal use ISO/IEC 11770-1:2010-12- 2nd edition 2.14 WG2
key certification service which assures the association of a public key with an entity ISO/IEC 11770-1:2010-12- 2nd edition 2.15 WG2
key chain set of cryptographic keys which are not necessarily independent ISO/IEC 11770-5:2020 2nd Editon 3.13 WG2
key commitment process of committing to use specific keys (3.17) in the operation of a key agreement (3.18) scheme before 

revealing the specified keys (3.17)
ISO/IEC 11770-3:2021-10 4th edition 3.19 WG2

key component parameter used in conjunction with other key components in an approved security function (3.8) to form a 
plaintext (3.105)critical security parameter (3.29) or perform a cryptographic function

ISO/IEC 19790:2025-02 3rd edition 3.74 WG3

key confirmation assurance for one entity that another identified entity is in possession of the correct key ISO/IEC 11770-1:2010-12- 2nd edition 2.16 WG2
key confirmation <from entity A  to entity B > assurance for entity B  that entity A  is in possession of the correct key

[SOURCE: ISO/IEC 11770‑3:2015, 3.20, modified]
ISO/IEC 11770-4:2017-07 2nd edition 3.14 WG2

key confirmation from 
entity A  to entity B

assurance for entity B  that entity A  is in possession of the correct key (3.17) ISO/IEC 11770-3:2021-10 4th edition 3.20 WG2

key control ability to choose the key, or the parameters used in the key computation ISO/IEC 11770-1:2010-12- 2nd edition 2.17 WG2
key control ability to choose the key (3.17) or the parameters used in the key (3.17) computation ISO/IEC 11770-3:2021-10 4th edition 3.21 WG2
key control ability to choose the key or the parameters used in the key computation

[SOURCE: ISO/IEC 11770‑3:2015, 3.21]
ISO/IEC 11770-4:2017-07 2nd edition 3.15 WG2

key deregistration procedure provided by a key registration authority that removes the association of a key with an entity ISO/IEC 11770-1:2010-12- 2nd edition 2.18 WG2
key derivation service which forms a potentially large number of keys using a secret original key called the derivation key, non-

secret variable data and a secure transformation process
ISO/IEC 11770-1:2010-12-
01

2nd edition 2.19 WG2

key derivation function function that outputs one or more shared secrets, for use as keys (3.17), given shared secrets and other mutually 
known parameters as input 

ISO/IEC 11770-3:2021-10 4th edition 3.22 WG2

key derivation function function which takes as input a number of parameters, at least one of which shall be secret, and which gives as 
output keys appropriate for the intended algorithm(s) and applications

ISO/IEC 11770-4:2017-07 2nd edition 3.16 WG2

key derivation function function which takes as input a number of parameters, at least one of which is secret, and which gives as output 
keys appropriate for the intended algorithm(s) and applications
[SOURCE: ISO/IEC 11770-2:2018, 3.6, modified — Note 1 to entry has been removed.]

ISO/IEC 11770-7:2021-07 1st edition 3.6 WG2

key derivation function a function that maps octet strings of any length to octet strings of an arbitrary, specified length, such that it is 
computationally infeasible to find correlations between inputs and outputs, and such that given one part of the 
output, but not the input, it is computationally infeasible to predict any bit of the remaining output. The precise 
security requirements depend on the application.
NOTE　See Clause 6.2.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.25 WG2

key derivation function function that outputs one or more shared secrets, for use as keys, given shared secrets and other mutually known 
parameters as input
[SOURCE: ISO/IEC 11770-3:2008]

ISO/IEC 20009-2:2013-12-
01

1st edition 3.7 WG2

key derivation function
KDF

function which takes as input a number of parameters, at least one of which shall be secret, and which gives as 
output keys appropriate for the intended algorithm(s) and applications
Note 1 to entry: Cryptographic requirements on key derivation functions are specified in 5.1.
Note 2 to entry: Key derivation functions are also sometimes known as “key generating functions.”

ISO/IEC 11770-6:2016-10-
01

1st edition 3.3 WG2

key derivation function
KDF

function that outputs one or more shared secrets, for use as keys, given shared secrets and other mutually known 
parameters as input
[SOURCE: ISO/IEC 11770‑3:2015, 3.22]

ISO/IEC 18367:2016-12-15 1st edition 3.16 WG3

key derivation key key that is used as input to the key expansion function to derive other keys ISO/IEC 18367:2016-12-15 1st edition 3.17 WG3
key destruction service for the secure destruction of keys that are no longer needed ISO/IEC 11770-1:2010-12- 2nd edition 2.20 WG2
key distribution service which securely provides key management information objects to authorized entities ISO/IEC 11770-1:2010-12- 2nd edition 2.21 WG2



key distribution centre entity that is trusted to generate or acquire keys and to distribute the keys to communicating parties and that shares 
a unique symmetric key with each of the parties

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.22 WG2

key distribution centre
KDC

entity trusted to generate or acquire and distribute keys to entities ISO/IEC 11770-5:2020 2nd Editon 3.14 WG2

key distribution service The service of distributing keys securely to authorized entities performed by a Key Distribution Center and 
described in ISO/IEC 11770-1.

ISO/IEC 15945:2002-02-01 1st edition 3.7 WG4

key encapsulation 
mechanism

similar to an asymmetric cipher, but the encryption algorithm takes as input a public key and generates a secret key 
and an encryption of this secret key
NOTE　See Clause 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.26 WG2

key encryption key cryptographic key that is used for the encryption or decryption of other keys
[SOURCE:ISO/IEC 19790:2012, 3.62]

ISO/IEC 11770-5:2020 2nd Editon 3.15 WG2

key escrow management function that allows access by an authorized party to a replicated private encipherment key ISO/IEC 27099:2022-07 1st edition 3.31 WG4
key establishment process of making available a shared key to one or more entities, where the process includes key agreement or key 

transport
[ISO/IEC 11770-3:2008]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.23 WG2

key establishment process of making available a shared secret key (3.38) to one or more entities, where the process includes key 
agreement (3.18) and key transport (3.25) 

ISO/IEC 11770-3:2021-10 4th edition 3.23 WG2

key establishment process of making available a shared secret key to one or more entities
Note 1 to entry: Key establishment includes key agreement, key transport and key retrieval.

ISO/IEC 11770-4:2017-07 2nd edition 3.17 WG2

key establishment process of making available a shared key to one or more entities, where the process includes key agreement or key 
transport
[SOURCE: ISO/IEC 11770-3:2015, 3.23]

ISO/IEC 11770-7:2021-07 1st edition 3.7 WG2

key establishment process of making available a shared secret key to one or more entities, where the process includes key agreement 
and key transport
[SOURCE: ISO/IEC 11770‑3:2015, 3.23]

ISO/IEC 18367:2016-12-15 1st edition 3.18 WG3

key expansion function function which takes as input a number of parameters, at least one of which is a MAC algorithm key, and which 
gives as output keys appropriate for the intended algorithm and application, and which has the property that it is 
computationally infeasible to deduce either the output without prior knowledge of the secret input or the secret 
input from the output

ISO/IEC 18367:2016-12-15 1st edition 3.19 WG3

key expansion function
KPF

function which takes as input a number of parameters, at least one of which shall be a secret key, and which gives 
as output keys appropriate for the intended algorithm(s) and applications
Note 1 to entry: Cryptographic requirements on key expansion functions are specified in 7.1.
Note 2 to entry: All the KPFs specified in this document are based on a MAC algorithm.

ISO/IEC 11770-6:2016-10-
01

1st edition 3.4 WG2

key extraction function function which takes as input a number of parameters, at least one of which is secret, which gives as output a 
MAC algorithm key for use as input to a key expansion function, and which has the property that it is 
computationally infeasible to deduce either the output without prior knowledge of the secret input or the secret 

ISO/IEC 18367:2016-12-15 1st edition 3.20 WG3

key extraction function
KTF

function which takes as input a number of parameters, at least one of which shall be secret, and which gives as 
output a key suitable for use as input to a key expansion function
Note 1 to entry: Cryptographic requirements on key extraction functions are specified in 7.1.

ISO/IEC 11770-6:2016-10-
01

1st edition 3.5 WG2

key generation process of generating a key ISO/IEC 11770-1:2010-12- 2nd edition 2.24 WG2
key generation process of generating a key (3.11)

[SOURCE: ISO/IEC 11770-1:2010, 2.24]
ISO/IEC 18033-6:2019-05 1st edition 3.12 WG2

key generation algorithm method for generating asymmetric key pairs
NOTE　See Clauses 7, 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.27 WG2

key generation algorithm method for generating asymmetric key (3.11) pairs
[SOURCE: ISO/IEC 18033-2:2006, 3.27]

ISO/IEC 18033-6:2019-05 1st edition 3.13 WG2

key generation process process for generating cryptographic keys ISO/IEC 23264-1:2021-03 1st edition 3.11 WG2
key generator entity responsible for generation of an asymmetric key pair ISO/IEC 11770-1:2010-12- 2nd edition 2.25 WG2
key goal indicator indicator that is an ex-post measure for the achievement of a goal/objective ISO/IEC TS 27022:2021-03 1st edition 3.3 WG1
key goal indicator indicator that is an ex-post measure for the achievement of a goal/objective ISO/IEC TS 27110:2021-02 1st edition 3.3 WG1
key installation service which securely establishes a key within a key management facility in a manner that protects it from ISO/IEC 11770-1:2010-12- 2nd edition 2.26 WG2
key lifetime maximum amount of data that could be processed using this key by the particular mode of operation without loss 

of some proven security property
ISO/IEC 
10116:2017/Amd.1:2021-03

4th edition 3.13 WG2



key loading device self-contained device that is capable of storing at least one plaintext (3.105) or encrypted sensitive security 
parameter (3.131) or key component (3.74) that can be transferred, upon request, into a cryptographic module 
(3.35)

ISO/IEC 19790:2025-02 3rd edition 3.75 WG3

key management administration and use of generation, registration, certification, deregistration, distribution, installation, storage, 
archiving, revocation, derivation and destruction of keying material in accordance with a security policy

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.28 WG2

key management administration and use of generation, registration, certification, deregistration, distribution, installation, storage, 
archiving, revocation, derivation and destruction of keying material in accordance with a security policy
[SOURCE: ISO/IEC 11770‑1:2010, 2.28]

ISO/IEC 11770-4:2017-07 2nd edition 3.18 WG2

key management administration and use of the generation, registration, certification, deregistration, distribution, installation, 
storage, archiving, revocation, derivation and destruction of keying material in accordance with a security policy
[SOURCE: ISO/IEC 19790:2012, 3.64]

ISO/IEC 18367:2016-12-15 1st edition 3.22 WG3

key management administration and use of the generation, establishment, entry and output, registration, certification, deregistration, 
distribution, installation, storage, archiving, revocation, derivation, and destruction of keying material in 
accordance with a security policy

ISO/IEC 19790:2025-02 3rd edition 3.76 WG3

key pair pair consisting of a signature key and a verification key, i.e.,
— a set of data elements that shall be totally or partially kept secret, to be used only by the signer;
— a set of data elements that can be totally made public, to be used by any verifier

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.9 WG2

key pair pair consisting of a signature key (3.36) and a verification key (3.51), i.e.,
— a set of data elements (3.9) that shall be totally or partially kept secret, to be used only by the signer (3.45);
— a set of data elements (3.9) that can be totally made public, to be used by any verifier (3.53)
[SOURCE: ISO/IEC 14888‑1:2008, 3.9]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.16 WG2

key pair pair consisting of a public key and a private key associated with an asymmetric cipher ISO/IEC 29150:2011-12-15 1st edition 3.22 WG2
key performance indicator that is an ex-ante measure, which allow a prediction if a goal/objective is achieved in the future ISO/IEC TS 27022:2021-03 1st edition 3.4 WG1
key performance indicator that is an ex-ante measure, which allow a prediction if a goal/objective is achieved in the future ISO/IEC TS 27110:2021-02 1st edition 3.4 WG1
key recovery ability to restore an entity’s private key or a symmetric encipherment key from secure storage in the event that such 

keys are lost, corrupted or otherwise become unavailable
ISO/IEC 27099:2022-07 1st edition 3.32 WG4

key registration service which associates a key with an entity ISO/IEC 11770-1:2010-12- 2nd edition 2.29 WG2
key retrieval process of establishing a key for one or more entities known as the retrieving entities with the involvement of one 

or more other entities who are not necessarily able to access the key after the process, and which normally requires 
authentication of the retrieving entity/entities by the other entity/entities

ISO/IEC 11770-4:2017-07 2nd edition 3.19 WG2

key revocation service which assures the secure deactivation of a key ISO/IEC 11770-1:2010-12- 2nd edition 2.30 WG2
key storage service which provides secure storage of keys intended for current or near-term use or for backup ISO/IEC 11770-1:2010-12- 2nd edition 2.31 WG2
key token key (3.17) management message sent from one entity to another entity during the execution of a key (3.17) 

management mechanism 
ISO/IEC 11770-3:2021-10 4th edition 3.24 WG2

key token key establishment message sent from one entity to another entity during the execution of a key establishment 
mechanism

ISO/IEC 11770-4:2017-07 2nd edition 3.20 WG2

key token check function function that utilizes a key token and other publicly known parameters as input and outputs a Boolean value 
during the execution of a key establishment mechanism

ISO/IEC 11770-4:2017-07 2nd edition 3.21 WG2

key token factor value that is kept secret and that is used, possibly in conjunction with a weak secret, to create a key token ISO/IEC 11770-4:2017-07 2nd edition 3.22 WG2
key token generation 
function

function that utilizes a key token factor and other parameters as input and outputs a key token during the execution 
of a key establishment mechanism

ISO/IEC 11770-4:2017-07 2nd edition 3.23 WG2

key translation centre entity trusted to decrypt a key that was generated and encrypted by one party and re-encrypt it for another party ISO/IEC 11770-1:2010-12- 2nd edition 2.32 WG2
key transport process of transferring a key from one entity to another entity, suitably protected

[ISO/IEC 11770-3:2008]
ISO/IEC 11770-1:2010-12-
01

2nd edition 2.33 WG2

key transport process of transferring a key (3.17) from one entity to another entity, suitably protected ISO/IEC 11770-3:2021-10 4th edition 3.25 WG2
key transport process of transferring a key from one entity to another entity, suitably protected

[SOURCE: ISO/IEC 11770‑3:2015, 3.25]
ISO/IEC 18367:2016-12-15 1st edition 3.23 WG3

keying material data necessary to establish and maintain cryptographic keying relationships
EXAMPLES　Keys, initialization values.

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.27 WG2

keying material data necessary to establish and maintain cryptographic keying relationships
EXAMPLE: Keys, initialization values.
[SOURCE: ISO/IEC 11770‑1:2010, 2.27]

ISO/IEC 18367:2016-12-15 1st edition 3.21 WG3



keying material data necessary to establish and maintain cryptographic keying relationships
[SOURCE:ISO/IEC 11770-1:2010, 2.27]

ISO/IEC 23837-1:2023 1st Editon 3.14 WG3

keystream pseudorandom sequence of symbols, intended to be secret, used by the encryption (3.11) and decryption 
algorithms (3.10) of a stream cipher (3.27)
Note 1 to entry: If a portion of the keystream is known by an attacker, then it shall be computationally infeasible 
for the attacker to deduce more than a negligible amount of information about the remainder of the keystream. 
Computational feasibility depends on the specific security requirements and environment.

ISO/IEC 18033-1:2021-09 3rd edition 3.18 WG2

keystream pseudorandom sequence of symbols, intended to be secret, used by the encryption and decryption algorithms of a 
stream cipher
NOTE　If a portion of the keystream is known by an attacker, then it is computationally infeasible for the attacker 
to deduce any information about the remainder of the keystream.

ISO/IEC 29150:2011-12-15 1st edition 3.23 WG2

keystream function function that takes as input, the current state of the keystream generator and (optionally) part of the previously 
generated ciphertext, and gives as output the next part of the keystream

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.9 WG2

keystream function function that takes as input, the current state of the keystream generator and (optionally) part of the previously 
generated ciphertext, and gives as output the next part of the keystream
[ISO/IEC 18033-4:2011]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.7 WG2

keystream function function that takes as input, the current state (3.17) of the keystream generator (3.10) and (optionally) part of the 
previously generated ciphertext (3.3), and gives as output the next part of the keystream
[SOURCE: ISO/IEC 18033-4:2011, 3.9]

ISO/IEC 29192-8:2022-09 1st edition 3.9 WG2

keystream generator state-based process (i.e., a finite state machine) that takes as input, a key, an initialization vector, and if necessary 
the ciphertext, and gives as output a keystream (i.e., a sequence of bits or blocks of bits) of arbitrary length

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.10 WG2

keystream generator state-based process (i.e., a finite state machine) that takes as input, a key, an initialization vector, and if necessary 
the ciphertext, and gives as output a keystream (i.e., a sequence of bits or blocks of bits) of arbitrary length
[ISO/IEC 18033-4:2011]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.8 WG2

keystream generator state-based process (i.e. as a finite state machine) that takes as input, a key (3.8), an initialization value (3.7), and 
if necessary the ciphertext (3.3), and gives as output a keystream (i.e. a sequence of bits or blocks of bits) of 
arbitrary length
[SOURCE: ISO/IEC 18033-4:2011, 3.10, modified —"initialization vector" changed to "initialization value".]

ISO/IEC 29192-8:2022-09 1st edition 3.10 WG2

know your customer
KYC

process to verify the identity of a customer in order to prevent financial crime, money laundering and terrorism 
financing

ISO/IEC 27562:2024-12 1st edition 3.12 WG5

knowledge facts, information, truths, principles or understanding acquired through experience or education
Note 1 to entry: An example of knowledge is the ability to describe the various parts of an information assurance 
standard.
[SOURCE: ISO/IEC TS 17027:2014, 2.56, modified — Note 1 to entry has been added.]

ISO/IEC 19896-1:2018-02 1st edition 3.7 WG3

known-answer test method of testing a deterministic mechanism where a given input is processed by the mechanism, and the resulting 
output is then compared to a corresponding known value
Note 1 to entry: Known-answer testing of a deterministic mechanism may also include testing the integrity of the 
software that implements the deterministic mechanism. For example, if the software implementing the 
deterministic mechanism is digitally signed, then the signature can be recalculated and compared to the known 

ISO/IEC 18031:2025-02 2nd edition 3.27 WG2

known-answer test
KAT

method of testing a deterministic mechanism where a given input is processed by the mechanism and the resulting 
output is then compared to a corresponding known value
Note 1 to entry: The known-answer tests are designed to test the conformance of the implementation under test 
(IUT) to the various specifications of the referenced cryptographic algorithm.
Note 2 to entry: A known-answer test is considered as a kind of black box testing.
[SOURCE: ISO/IEC 18031:2011, 3.21, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.24 WG3

label octet string that is input to both the encryption and decryption algorithms of an asymmetric cipher, and of a data 
encapsulation mechanism. A label is public information that is bound to the cipher text in a non-malleable way
NOTE　See Clauses 7, 8.2.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.28 WG2

laboratory organization with a management system providing evaluation and or testing work in accordance with a defined set 
of policies and procedures and utilizing a defined methodology for testing or evaluating the security functionality 
of IT products
Note 1 to entry: These organizations are often given alternative names by various approval authorities. For 
example, IT Security Evaluation Facility (ITSEF), Common Criteria Testing Laboratory (CCTL), Commercial 
Evaluation Facility (CLEF).

ISO/IEC 19896-1:2018-02 1st edition 3.8 WG3



laboratory organization with a management system providing evaluation and or testing work in accordance with a defined set 
of policies and procedures and utilizing a defined methodology for testing or evaluating the security functionality 
of IT products
Note 1 to entry: These organizations are often given alternative names by various approval authorities. For 
example, IT Security Evaluation Facility (ITSEF), Common Criteria Testing Laboratory (CCTL), Commercial 
Evaluation Facility (CLEF).
[SOURCE: ISO/IEC 19896‑1:2018, 3.8]

ISO/IEC 20543:2019-11 1st edition 3.15 WG3

laboratory assembled tool tool made by assembly of commercial off-the-shelf (COTS) products
Note 1 to entry: Antonym of application-specific tool (3.3).

ISO/IEC 20085-1:2019-10 1st edition 3.8 WG3

lamb biometric data subject whose biometric reference results in a similarity score higher than normal on a particular 
biometric system when compared against biometric probes from other biometric data subjects

ISO/IEC 19792:2025-6 2nd edition 3.5.2 WG3

latency delay introduced by the cryptographic mechanism in real-time communication systems ISO/IEC 29192-1:2012-06- 1st edition 2.5 WG2
layering design technique where separate groups of components are hierarchically organized to have separate 

responsibilities such that a group of components depends on groups of components below it in the hierarchy for 
services, and provides its services to the groups of components above it

ISO/IEC 15408-1:2022-08 4th edition 3.58 WG3

L -diversity formal privacy measurement model (3.3) that ensures that for a selected attribute (3.2) each equivalence class 
(3.11) has at least L  well-represented values
Note 1 to entry: L -diversity is a property of a dataset that gives a guaranteed lower bound, L , on the diversity of 
values shared by an equivalence class for a selected attribute.

ISO/IEC 20889:2018-11 1st edition 3.19 WG5

leaf node node in a tree (3.25) that has no child nodes (3.6) ISO/IEC 11770-5:2020 2nd Editon 3.16 WG2
leaf node node that has no subordinate node (3.11)

[SOURCE:ISO/IEC 2382:2015, 2121489, modified — term "leaf node" has replaced the original terms "leaf" and 
"terminal node".]

ISO/IEC 23264-2:2024-08 1st edition 3.8 WG2

leap second intentional time step of one second used to adjust UTC to ensure approximate agreement with UT1
[SOURCE: ISO 8601:2004, 2.2.2]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.2 WG2

legal digital evidence digital evidence (3.5) which has been accepted into a judicial process
Note 1 to entry: See also Figure 2.

ISO/IEC 27042:2015-06-15 1st edition 3.14 WG4

legal hold process of suspending the normal disposition (3.5) or processing of records and Electronically Stored Information 
(3.9) as a result of current or anticipated litigation, audit, government investigation or other such matters
Note 1 to entry: The issued communication that implements the legal hold can also be called a “hold,” 
“preservation order,” “preservation notice,” “suspension order,” “freeze notice,” “hold order,” or “hold notice.”

ISO/IEC 27050-1:2019-11 2nd edition 3.17 WG4

legal retention period time period within which the data objects (3.2) of a cluster of personally identifiable information (PII) (3.1) are 
available in the PII controller’s organization as required by legal provisions

ISO/IEC 27555:2021 1st Editon 3.10 WG5

length length of a string of digits or the representation of an integer Specifically:
(1) length of a bit string is the number of bits in the string
NOTE　See Clause 5.2.1.
(2) length of an octet string is the number of octets in the string
NOTE　See Clause 5.2.2.
(3) bit length of a non-negative integer n is the number of bits in its binary representation, i.e., dlog2(n + 1)

NOTE　See Clause 5.2.4.
(4) octet length of a non-negative integer n is the number of digits in its representation base 256, i.e., dlog256(n + 1)

ISO/IEC 18033-2:2006-05-
01

1st edition 3.29 WG2

level of identity proofing
LoIP

confidence achieved in the identity proofing ISO/IEC TS 29003:2018-03 1st edition 3.11 WG5

level of risk magnitude of a risk (3.61) expressed in terms of the combination of consequences (3.12) and their likelihood 
(3.40)

ISO/IEC 27000:2018-02 5th edition 3.39 WG1

level of risk magnitude of a risk or combination of risks, expressed in terms of the combination of consequences and their 
likelihood

ISO/IEC 27554:2024 1st Editon 3.5 WG5

life cycle evolution of a system, product, service, project or other human-made entity from conception through retirement
[SOURCE: ISO/IEC 12207:2008, definition 4.16]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.13 WG4

life cycle evolution of a system (3.11), product, service, project, or other human-made entity from conception through 
retirement

ISO/IEC 27036-1:2021-09 2nd edition 3.4 WG4



life cycle model framework of processes and activities concerned with the life cycle that may be organized into stages, which also 
acts as a common reference for communication and understanding
[SOURCE: ISO/IEC 12207:2008, definition 4.17]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.14 WG4

life-cycle model framework containing the processes, activities, and tasks involved in the development (3.15), operation, and 
maintenance of a product, spanning the life of the system from the definition of its requirements to the termination 
of its use
[SOURCE: ISO/IEC IEEE 24765:2017 3.2219 2]

ISO/IEC 15408-3:2022-08 4th edition 3.20 WG3

lightweight cryptography cryptography tailored for implementation in constrained environments
NOTE　The constraints can be aspects such as chip area, energy consumption, memory size, or communication 
bandwidth.

ISO/IEC 29192-1:2012-06-
01

1st edition 2.6 WG2

likelihood chance of something happening
[SOURCE: ISO Guide 73:2009, 3.6.1.1, modified — Notes 1 and 2 to entry have been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.40 WG1

limited operational 
environment

operational environment (3.96) that is designed to accept only controlled firmware (3.58) changes that 
successfully pass the software/firmware load test (3.143)

ISO/IEC 19790:2025-02 3rd edition 3.77 WG3

link data item attesting to the existence of at least two other data items through the use of collision-resistant hash ISO/IEC 18014-3:2009-12- 2nd edition 3.6 WG2
linkability property for a dataset (3.5) that it is possible to associate (by linking) a record (3.30) concerning a data principal 

(3.4) with a record(3.30) concerning the same data principal in a separate dataset
ISO/IEC 20889:2018-11 1st edition 3.20 WG5

linker entity which performs linking, i.e. which links two or more instances of anonymous entity authentication ISO/IEC 20009-1:2013-08- 1st edition 2.7 WG2
linking process by which two or more instances of anonymous entity authentication are shown to have been performed by 

the same entity
ISO/IEC 20009-1:2013-08-
01

1st edition 2.8 WG2

linking act of associating a record (3.30) concerning a data principal (3.4) with a record (3.30) concerning the same data 
principal in a separate dataset (3.5)

ISO/IEC 20889:2018-11 1st edition 3.21 WG5

loader piece of the target of evaluation security functionality (3.19) of the initial target of evaluation (3.8) that 
implements the activation (3.1) of a patch (3.11)

ISO/IEC TS 9569:2023 1st Editon 3.9 WG3

local linking capability linking capability with a feature that two or more signatures from same anonymous user are linked only by a 
specific group signature linker with linking key, but other entities cannot link the signatures

ISO/IEC 20009-2:2013-12-
01

1st edition 3.8 WG2

local oscillator
LO

strong optical signal that acts as a phase reference for interference with a weak optical signal (e.g., quantum state) 
in coherent detection

ISO/IEC 23837-2:2023 1st Editon 3.13 WG3

local revocation group signature revocation process which enables a signature verifier to reject an invalid group signature on the 
basis of a group signature revocation list
Note 1 to entry: A group signature revocation list used in a local revocation process can be generated either by the 
verifier itself or by some other resource (e.g. it could be a part of a group global revocation list adopted by the 
verifier).
Note 2 to entry: A group signature revocation list used in a local revocation process is also known as a verifier 

ISO/IEC 20008-1:2013-12-
15

1st edition 2.38 WG2

Lockout Authorization authorization using either lockoutAuth or lockoutPolicy ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.26 WG3

logical interface
interface

logical entry or exit point of a cryptographic module (3.35) that provides access to the module for logical 
information flows
Note 1 to entry: Logical interfaces are separated into seven categories: data input interface (3.38), data output 
interface (3.39), control input interface (3.26), control output interface (3.28), status output interface (3.147), 
maintenance interface (3.79), and power interface (3.108).

ISO/IEC 19790:2025-02 3rd edition 3.73 WG3

logical key hierarchy tree (3.25) used for managing the shared secret key and key encryption keys (3.15) ISO/IEC 11770-5:2020 2nd Editon 3.17 WG2
logical key structure logical structure to manage keys

Note 1 to entry: The choice of the logical key hierarchy is independent of the network topology.
ISO/IEC 11770-5:2020 2nd Editon 3.18 WG2

logical storage 
sanitization
virtual storage 

sanitization (3.3.11) of virtualized storage (3.2.19)
Note 1 to entry: Clear (3.3.1) and purge (3.3.10) are actions that can be taken to sanitize (3.3.12) virtualized 
storage.

ISO/IEC 27040:2024 2nd Editon 3.3.15 WG4

loss reduction in the value (3.22) of an asset
Note 1 to entry: In terms of information security economics (3.11), a loss may also be used in the context as a 
positive value. In this document a cost is always negative unless otherwise stated.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.13 WG1

low-level testing testing of the individual components or group of components of the cryptographic module (3.35) and their 
physical ports and logical interfaces (3.73)

ISO/IEC 19790:2025-02 3rd edition 3.78 WG3



L-tree unbalanced binary tree (3.3) used to compress the Winternitz+ One-Time Signature Scheme (WOTS+) public 
keys in the eXtended Merkle Signature Scheme (XMSS)

ISO/IEC 14888-4:2024 1st Editon 3.4 WG2

MAC algorithm algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following properties:
— for any key and any input string the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the i th input string may have been chosen after observing the value of the first 
i -1 function values

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.6 WG2

MAC algorithm algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
- for any key and any input string, the function can be computed efficiently;
- for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the ith input string may have been chosen after observing the value of the first 
i  - 1 function values.
[ISO/IEC 9797-1]
NOTE　See Clause 6.3.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.31 WG2

MAC algorithm algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
　— for any key and any input string, the function can be computed efficiently;
　— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string might have been chosen after observing the value of the first i - 1 
function values (for integers i > 1)
[SOURCE: ISO/IEC 9797-1:2011, 3.10]

ISO/IEC 29192-6:2019-09 1st edition 3.6 WG2

MAC algorithm key key that controls the operation of a MAC algorithm (3.19)
[SOURCE: ISO/IEC 9797-1:2011, 3.8]

ISO/IEC 18014-2:2021-09 3rd edition 3.20 WG2

MAC algorithm key key that controls the operation of a MAC algorithm
[SOURCE: ISO/IEC 9797 1:2011, 3.8]

ISO/IEC 29192-7:2019-08 1st edition 3.6 WG2

MAC algorithm key key that controls the operation of a MAC algorithm ISO/IEC 9797-1:2011-03-01 2nd edition 3.8 WG2
MAC algorithm key key that controls the operation of a MAC algorithm

[SOURCE: ISO/IEC 9797‑1:2011, 3.8]
ISO/IEC 9797-2:2021-06 3rd edition 3.7 WG2

machine learning
ML

process using computational techniques to enable systems to learn from data or experience
[SOURCE:ISO/IEC TR 29119-11:2020, 3.1.43]

ISO/IEC 27562:2024-12 1st edition 3.13 WG5

machine to machine technologies that allow both wireless and wired systems to communicate with other devices of the same type ISO/IEC 27033-6:2016-06- 1st edition 3.7 WG4
macrodata dataset (3.5) comprised of aggregated data (3.1) ISO/IEC 20889:2018-11 1st edition 3.22 WG5
maintenance process of modifying a system or component after delivery to correct flaws, improve performance or other 

attributes, or adapt to a changed environment
[IEEE-Std. 610]

ISO/IEC 21827:2008-10-15 2nd edition 3.21 WG3

maintenance measures used in the field of energy supply (3.1.9) that are normally related to inspection, fault clearance and 
improvement

ISO/IEC 27019:2024 2nd edition 3.1.12 WG1

maintenance any change performed on an application after its delivery
EXAMPLES　Error correction, added functionality, improved performance, ensuring the application's 

ISO/IEC 27034-1:2011-11-
15

1st edition 3.15 WG4

maintenance process provided by an evaluation authority that recognises that a set of one or more applied patches (3.11) made 
to an initial target of evaluation (TOE) (3.8) has not adversely affected the assurance
Note 1 to entry: Changes in the development environment can be considered as maintenance if they relate to the 
TOE.

ISO/IEC TS 9569:2023 1st Editon 3.10 WG3

maintenance interface physical or logical interface to the cryptographic module (3.35) that is utilized when in a maintenance role (3.80) ISO/IEC 19790:2025-02 3rd edition 3.79 WG3
maintenance role role (3.119) assumed to perform either physical, logical or both physical and logical maintenance services

EXAMPLE:Maintenance services can include but are not limited to hardware (3.64) and software (3.140) 
ISO/IEC 19790:2025-02 3rd edition 3.80 WG3



malicious content applications, documents, files, data or other resources that have malicious features or capabilities embedded, 
disguised or hidden in them

ISO/IEC 27032:2023 2nd Editon 3.14 WG4

malware malicious software designed specifically to damage or disrupt a system, attacking confidentiality, integrity and/or 
availability
Note 1 to entry: Viruses and Trojan horses are examples of malware.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.22 WG4

malware malicious software designed specifically to damage or disrupt a system, attacking confidentiality, integrity, and/or 
availability
Note 1 to entry: Viruses and Trojan horses are examples of malware.
[SOURCE:ISO/IEC 27033-1:2015, 3.22]

ISO/IEC 27040:2024 2nd Editon 3.5.5 WG4

malware
malicious software

cause harm directly or indirectly to the user and/or the user’s computer system
EXAMPLE: Viruses, worms and trojans.

ISO/IEC 27032:2023 2nd Editon 3.15 WG4

malware
malicious software

category of software that is designed with a malicious intent, containing features or capabilities that could 
potentially cause harm directly or indirectly to the user and/or the user's computer system
NOTE　See ISO/IEC 27032.

ISO/IEC 27033-3:2010-12-
15

1st edition 3.1 WG4

malware
malicious software

software designed with malicious intent containing features or capabilities that can potentially cause harm directly 
or indirectly to the user and/or the user’s computer system
EXAMPLE:Viruses, worms, trojans.
[SOURCE:ISO/IEC 27032:2023, 3.15]

ISO/IEC 27562:2024-12 1st edition 3.14 WG5

manageability property that provides the capability for granular administration of PII including alteration, deletion, and selective 
disclosure
[SOURCE: NISTIR 8062]

ISO/IEC TR 27550:2019-09 1st edition 3.7 WG5

management controls security controls (i.e., safeguards and countermeasures) for an information system that focus on the management 
of risk and the management of information system security
[NIST SP 800-53]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.3 WG3

management process process that defines the objectives of the management system to achieve the strategic objectives set by the 
organization's governing body
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO/IEC 38500:2015.

ISO/IEC TS 27022:2021-03 1st edition 3.5 WG1

management process process that defines the objectives of the management system to achieve the strategic objectives set by the 
organization's governing body
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO/IEC 38500:2015.

ISO/IEC TS 27110:2021-02 1st edition 3.5 WG1

management subsystem component of a VS that enables administrators to configure the VS components ISO/IEC 21878:2018-11 1st edition 3.5 WG4
management system set of interrelated or interacting elements of an organization (3.50) to establish policies (3.53) and objectives 

(3.49) and processes (3.54) to achieve those objectives
Note 1 to entry: A management system can address a single discipline or several disciplines.
Note 2 to entry: The system elements include the organization’s structure, roles and responsibilities, planning and 
operation.
Note 3 to entry: The scope of a management system may include the whole of the organization, specific and 
identified functions of the organization, specific and identified sections of the organization, or one or more 
functions across a group of organizations.

ISO/IEC 27000:2018-02 5th edition 3.41 WG1

management system set of interrelated or interacting elements of an organization (3.9) to establish policies and objectives, and 
processes to achieve those objectives
Note 1 to entry: A management system can address a single discipline or several disciplines, e.g. quality 
management, financial management or environmental management.
Note 2 to entry: The management system elements establish the organization’s (3.9) structure, roles and 
responsibilities, planning, operation, policies, practices, rules, beliefs, objectives and processes to achieve those 
objectives.
Note 3 to entry: The scope of a management system can include the whole of the organization (3.9), specific and 
identified functions of the organization (3.9), specific and identified sections of the organization (3.9), or one or 
more functions across a group of organizations (3.9).
Note 4 to entry: This constitutes one of the common terms and core definitions for ISO management system 
standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part 1. The original 

ISO/IEC 27006-1:2024 1st edition 3.8 WG1

man-in-the-middle attack attack in which an attacker is able to read, insert, and modify messages between two parties without their ISO/IEC 29115:2013-04-01 1st edition 3.16 WG5
manual requiring human operator (3.98) manipulation ISO/IEC 19790:2025-02 3rd edition 3.81 WG3



manual authentication 
certificate

combination of a secret key and a check-value, generated by one of the two devices engaging in manual 
authentication, with the property that, when entered into the other device, this pair of values can be used to 
complete the manual authentication process at some later time

ISO/IEC 9798-6:2010-12-01 2nd edition 3.7 WG2

manual entity 
authentication

process achieving entity authentication between two devices using a combination of message exchanges via a 
(potentially insecure) communications channel and the manual transfer of limited amounts of data between the 

ISO/IEC 9798-6:2010-12-01 2nd edition 3.10 WG2

mark assurance argument that substantiates the assurance claim
NOTE 1　ISO/IEC 17030:2003 gives general requirements for third party marks of conformity.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.18 WG3

market value highest price that a ready, willing and able buyer will pay and the lowest price a seller will accept ISO/IEC TR 27016:2014-03- 1st edition 3.14 WG1
mask generation function function which maps strings of bits to strings of bits of arbitrary specified length, satisfying the following 

property:
ISO/IEC 9796-2:2010-12-15 3rd edition 3.7 WG2

masquerade pretence by an entity to be a different entity ISO/IEC 9798-1:2010-07-01 3rd edition 3.17 WG2
master secret key secret data item

Note 1 to entry: Master secret key should only be used by the trusted server in accordance with the process of 
generation of signer private data.

ISO/IEC 29192-4:2013-06-
01

1st edition 3.13 WG2

master-public key public value uniquely determined by the corresponding master-secret key ISO/IEC 18033-5:2015-12- 1st edition 3.9 WG2
master-secret key secret value used by the private key generator to compute private keys for an identity-based encryption (IBE) or 

identity-based signature (IBS) scheme
ISO/IEC 11770-4:2017
/Amd.1:2019-09

2nd edition 3.39 WG2

master-secret key secret value used by the private key generator to compute private keys for an IBE algorithm ISO/IEC 18033-5:2015-12- 1st edition 3.10 WG2
mean photon number average number of photons per optical pulse

[SOURCE:ETSI GR QKD 007 V1.1.1:2018]
ISO/IEC 23837-2:2023 1st Editon 3.14 WG3

measure variable to which a value is assigned as the result of measurement (3.43)
[SOURCE: ISO/IEC/IEEE 15939:2017, 3.15, modified — Note 2 to entry has been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.42 WG1

measurement process of experimentally obtaining one or more quantity values that can be reasonably attributed to a quantity
[SOURCE: ISO/IEC GUIDE 99:2007, 2.1]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.3 WG2

measurement process (3.54) to determine a value ISO/IEC 27000:2018-02 5th edition 3.43 WG1
measurement function algorithm or calculation performed to combine two or more base measures (3.8)

[SOURCE: ISO/IEC/IEEE 15939:2017, 3.20]
ISO/IEC 27000:2018-02 5th edition 3.44 WG1

measurement method logical sequence of operations, described generically, used in quantifying an attribute with respect to a specified 
scale
Note 1 to entry: The type of measurement method depends on the nature of the operations used to quantify an 
attribute (3.4). Two types can be distinguished:
— subjective: quantification involving human judgment; and
— objective: quantification based on numerical rules.

ISO/IEC 27000:2018-02 5th edition 3.45 WG1

measurement tool test tool component with the ability to measure signals in digital format (scalar or vector), time-synchronized with 
a trigger signal, and that records permanently or transiently the measurements for subsequent analysis

ISO/IEC 20085-1:2019-10 1st edition 3.9 WG3

mechanism <capability> specific implementation method of a function (3.14) in a system (3.41)
EXAMPLE: Software, software configurations, firmware, technical products and solutions, technical settings, or 
detailed manual procedures.
Note 1 to entry: A mechanism is expressed at a more granular level than a function.

ISO/IEC 27561:2024 1st Editon 3.21 WG5

media sanitization sanitization (3.3.11) of storage media (3.2.16)
Note 1 to entry: Clear (3.3.1), purge (3.3.10), and destruct (3.3.3) are actions that can be taken to sanitize 
(3.3.12)storage media (3.2.16).
Note 2 to entry: Media sanitization is a subset of storage sanitization (3.3.14).

ISO/IEC 27040:2024 2nd Editon 3.3.16 WG4

melt destruct (3.3.3) by changing storage medium (3.2.16) from a solid to a liquid state generally by the application of ISO/IEC 27040:2024 2nd Editon 3.3.7 WG4
member-list list that includes the identities of group members together with their corresponding group membership credentials ISO/IEC 20008-2:2013-11-

15
ISO/IEC 20008-2:2017-11

1st edition
(Corrected 
version)

3.2 WG2

Merkle tree balanced binary tree (3.2), where each node of the tree corresponds to the hash of the labels of the child nodes ISO/IEC 14888-4:2024 1st Editon 3.5 WG2
message string of bits of any length ISO/IEC 14888-1:2008-04- 2nd edition 3.10 WG2
message string of bits of any length

[SOURCE: ISO/IEC 14888‑1:2008, 3.10]
ISO/IEC 18370-1:2016-11-
15

1st edition 3.17 WG2

message secret information that is to be protected
EXAMPLE:A confidential value or cryptographic key.

ISO/IEC 19592-1:2016-11-
15

1st edition 3.4 WG2



message string of bits of any length
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.39 WG2

message string of bits of any length
Note 1 to entry: In the context of this document, the message is always composed of one or several field(s). The 
exact composition and a decomposition is always obtainable from the message.
[SOURCE: ISO/IEC 14888-1:2008, 3.10, modified — Note 1 to entry has been added.]

ISO/IEC 23264-1:2021-03 1st edition 3.12 WG2

message string of bits of any length ISO/IEC 29150:2011-12-15 1st edition 3.24 WG2
message string of bits of any length

[ISO/IEC 14888-1]
ISO/IEC 9796-2:2010-12-15 3rd edition 3.8 WG2

message string of octets of any length ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.8 WG2

message authentication 
code (MAC)

string of bits which is the output of a MAC algorithm
[ISO/IEC 9797-1]
NOTE　See Clause 6.3.
NOTE　In this part of ISO/IEC 18033, a MAC will be restricted to be an octet string (interpreted in a natural way 
as a bit string).

ISO/IEC 18033-2:2006-05-
01

1st edition 3.30 WG2

message authentication 
code (MAC)

string of bits which is the output of a MAC algorithm
[SOURCE: ISO/IEC 9797-1:2011]

ISO/IEC 20009-2:2013-12-
01

1st edition 3.9 WG2

message authentication 
code (MAC) algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits 
satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the i th input string may have been chosen after observing the value of the first 
i - 1 function values

ISO/IEC 20009-2:2013-12-
01

1st edition 3.10 WG2

message authentication 
code algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string may have been chosen after observing the value of the first i -1 
function values (for integers i  > 1)
[SOURCE: ISO/IEC 9797‑1:2011, 3.10, modified]

ISO/IEC 11770-4:2017-07 2nd edition 3.24 WG2

Message Authentication 
Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key (3.38) to fixed-length strings of 
bits, satisfying the following two properties: 
— for any key (3.17) and any input string, the function can be computed efficiently;
— for any fixed key (3.17), and given no prior knowledge of the key (3.17), it is computationally infeasible to 
compute the function value on any new input string, even given knowledge of a set of 
input strings and corresponding function values, where the value of the ith input string might have been chosen 
after observing the value of the first i  – 1 function values (for integers i  > 1)
Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example ISO 7498-
2[1]).

ISO/IEC 11770-3:2021-10 4th edition 3.27 WG2

message authentication 
code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string might have been chosen after observing the value of the first i − 1 
function values (for integers i > 1)
Note 1 to entry: A MAC algorithm is sometimes called a “cryptographic check function.”
Note 2 to entry: Computational feasibility depends on the user's specific security requirements and environment.
Note 3 to entry: Additional cryptographic requirements for MAC algorithms employed for the purposes of this 

ISO/IEC 11770-6:2016-10-
01

1st edition 3.7 WG2



message authentication 
code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a MAC algorithm key (3.20) to fixed-length 
strings of bits, satisfying the following two properties:
— for any MAC algorithm key (3.20) and any input string, the function can be computed efficiently;
— for any fixed MAC algorithm key (3.20), and given no prior knowledge of the MAC algorithm key (3.20), it is 
computationally infeasible to compute the function value on any new input string, even given knowledge of a set 
of input strings and corresponding function values, where the value of the i-th input string might have been chosen 
after observing the value of the first i – 1 function values
[SOURCE: ISO/IEC 9797-1:2011, 3.10, modified — In the definition, "secret key" has been replaced with "MAC 
algorithm" and "key" has been replaced with "MAC algorithm key". At the end, the parentheses have been 

ISO/IEC 18014-2:2021-09 3rd edition 3.19 WG2

message authentication 
code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string might have been chosen after observing the value of the first i -1 
function values (for integers i  > 1).
Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example ISO 7498-
2).

ISO/IEC 20009-4:2017-08 1st edition 3.16 WG2

Message Authentication 
Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
　— for any key and any input string, the function can be computed efficiently;
　— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the ith input string may have been chosen after observing the value of the first 
i  − 1 function values (for integers i  > 1)
Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example ISO 7498-
2).

ISO/IEC 29192-7:2019-08 1st edition 3.8 WG2

message authentication 
code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key (3.16) to fixed-length strings of 
bits, satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string might have been chosen after observing the value of the first i-1 
function values (for integers i > 1)
[SOURCE: ISO/IEC 9797-1:2011, 3.10, modified — Notes were removed]

ISO/IEC 29192-8:2022-09 1st edition 3.12 WG2

Message Authentication 
Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
— for any key and any input string, the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of a set of input strings and corresponding function 
values, where the value of the ith input string might have been chosen after observing the value of the first i  - 1 
function values (for integers i  > 1)

NOTE 1　A MAC algorithm is sometimes called a cryptographic check function (see for example ISO 7498-2[1]).
NOTE 2　Computational feasibility depends on the user's specific security requirements and environment.

ISO/IEC 9797-1:2011-03-01 2nd edition 3.10 WG2



message authentication 
code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following two properties:
— for any key and any input string the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the ith input string may have been chosen after observing the value of the first i-
1 function values (for integer i > 1)
Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example ISO 7498-
2).

ISO/IEC 9797-2:2021-06 3rd edition 3.9 WG2

Message Authentication 
Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits, 
satisfying the following properties:
— for any key and any input string the function can be computed efficiently;
— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the 
function value on any new input string, even given knowledge of the set of input strings and corresponding 
function values, where the value of the ith input string may have been chosen after observing the value of the first 
i -1 function values.

ISO/IEC 9798-6:2010-12-01 2nd edition 3.9 WG2

message authentication 
code key
MAC key

bit string suitable for use as a key input to a MAC algorithm ISO/IEC 11770-6:2016-10-
01

1st edition 3.8 WG2

message authentication 
code
MAC

string of bits which is the output of a MAC algorithm (3.27)
Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2[1]).
[SOURCE: ISO/IEC 9797-1:2011, 3.9]

ISO/IEC 11770-3:2021-10 4th edition 3.26 WG2

message authentication 
code

string of bits which is the output of a MAC algorithm
[SOURCE: ISO/IEC 9797‑1:2011, 3.9 – modified, Note 1 to entry removed]

ISO/IEC 11770-6:2016-10-
01

1st edition 3.6 WG2

Message Authentication 
Code
MAC

string of bits which is the output of a MAC algorithm ISO/IEC 13888-1:2020-09 4th edition 3.22 WG2

message authentication 
code
MAC

string of bits which is the output of a MAC algorithm
[ISO/IEC 9797-1]
NOTE　A MAC is sometimes called a cryptographic check value (see for example ISO/IEC 7498-2).

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.7 WG2

message authentication 
code

string of bits which is the output of a MAC algorithm (3.19)
[SOURCE: ISO/IEC 9797-1:2011, 3.9, modified — Note 1 to entry has been removed.]

ISO/IEC 18014-2:2021-09 3rd edition 3.21 WG2

message authentication 
code

string of bits which is the output of a MAC algorithm
[SOURCE:ISO/IEC 9797-1:2011, 3.9]

ISO/IEC 19772:2020 2nd Editon 3.11 WG2

message authentication 
code
MAC

cryptographic checksum on data that uses a symmetric key which provides data source confirmation and the 
detection of both accidental and intentional modifications to data
EXAMPLE:A hash-based message authentication code.

ISO/IEC 19790:2025-02 3rd edition 3.82 WG3

Message Authentication 
Code
MAC

string of bits which is the output of a MAC algorithm
[SOURCE: ISO/IEC 9797-1:2011, 3.9]

ISO/IEC 29192-6:2019-09 1st edition 3.5 WG2

Message Authentication 
Code
MAC

string of bits which is the output of a MAC algorithm
Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2).
[SOURCE: ISO/IEC 9797 1:2011, 3.9]

ISO/IEC 29192-7:2019-08 1st edition 3.7 WG2

message authentication 
code

string of bits which is the output of a MAC algorithm (3.12)
[SOURCE: ISO/IEC 9797-1:2011, 3.9, modified — Note was removed.]

ISO/IEC 29192-8:2022-09 1st edition 3.11 WG2

Message Authentication 
Code
MAC

string of bits which is the output of a MAC algorithm

NOTE　A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2[1]).

ISO/IEC 9797-1:2011-03-01 2nd edition 3.9 WG2

message authentication 
code
MAC

string of bits which is the output of a MAC algorithm
Note 1 to entry: A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2[1]).
[SOURCE: ISO/IEC 9797‑1:2011, 3.9]

ISO/IEC 9797-2:2021-06 3rd edition 3.8 WG2



Message Authentication 
Code
MAC

string of bits which is the output of a MAC algorithm
[ISO/IEC 9797-1]

ISO/IEC 9798-6:2010-12-01 2nd edition 3.8 WG2

message authentication 
code
MAC

string of bits which is the output of a MAC algorithm
NOTE　A MAC is sometimes called a cryptographic check value (see for example ISO 7498-2).
[ISO/IEC 9797-1:2011]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.8 WG4

message reconstruction 
algorithm

process which transforms a recoverable subset of elements in a share vector (3.13) into the original message (3.4) ISO/IEC 19592-1:2016-11-
15

1st edition 3.5 WG2

message representative bit string derived as a function of the message and which is combined with the private signature key to yield the 
signature

ISO/IEC 9796-2:2010-12-15 3rd edition 3.9 WG2

message sharing process which transforms messages (3.4) into a share vector (3.13) ISO/IEC 19592-1:2016-11- 1st edition 3.6 WG2
message space set of messages (3.4) that can be shared by a secret sharing scheme (3.9) ISO/IEC 19592-1:2016-11- 1st edition 3.7 WG2
metadata data that defines and describes other data

[SOURCE:ISO/IEC 11179-1:2023, 3.2.26]
ISO/IEC 27040:2024 2nd Editon 3.7.2 WG4

metadata data that defines and describes other data
[SOURCE: ISO/IEC 11179‑1:2015, 3.2.16]

ISO/IEC 27050-1:2019-11 2nd edition 3.18 WG4

method definition of an operation which can be used to produce data or derive information as an output from specified 
inputs
Note 1 to entry: Ideally, a method (3.11) should be atomic (3.1) (i.e. it should not perform more than one function) 
in order to enable re-use of methods and the processes (3.12) derived from them and to reduce the amount of work 

ISO/IEC 27041:2015-06-15 1st edition 3.11 WG4

method definition of an operation which can be used to produce data or derive information as an output from specified 
inputs
Note 1 to entry: Ideally, a method should be atomic (i.e. it should not perform more than one function) in order to 
promote re-use of methods and the processes derived from them and to reduce the amount of work required to 
validate processes.

ISO/IEC 27043:2015-03-01 1st edition 3.11 WG4

methodology collection of standards, procedures and supporting methods that define the complete approach to the development 
of a product or system

ISO/IEC 21827:2008-10-15 2nd edition 3.22 WG3

microcode processor instructions that correspond to an executable program instruction
EXAMPLE:Assembler code.

ISO/IEC 19790:2025-02 3rd edition 3.83 WG3

microdata dataset (3.5) comprised of records (3.30) related to individual data principals (3.4) ISO/IEC 20889:2018-11 1st edition 3.23 WG5
min entropy the min entropy of a finite random variable X  is - log2 (p_max ) where p_max  denotes the probability of the most 

likely outcome. That is, p_max  >=p_x  for all x
ISO/IEC 20543:2019-11 1st edition 3.16 WG3

min-entropy lower bound of entropy (3.13) that is useful in determining a worst-case estimate of sampled entropy
Note 1 to entry: The bit-string X  (or more precisely, the corresponding random variable that models random bit-

strings of this type) has min-entropy k , if k is the largest value such that Pr[X  = x ] ≤ 2-k . That is, X  contains k 

ISO/IEC 18031:2025-02 2nd edition 3.28 WG2

minimal disclosure principle of identity management (3.4.1) to restrict the request or transfer of identity information (3.2.4) to a third 
party to the minimum information strictly required for a particular purpose
Note 1 to entry: The principle of proportionality is related to minimal disclosure in so far as the effort of control 
intervention is reasonable in relation to the activity.

ISO/IEC 24760-1:2019-06 2nd edition 3.6.2 WG5

minimum business 
continuity objective
MBCO

minimum level of services and/or products that is acceptable to the organization to achieve its business objectives 
during a disruption

ISO/IEC 27031:2011-03-01 1st edition 3.11 WG4

minimum entropy lower bound of entropy (3.50) that is useful in determining a worst-case estimate of sample entropy ISO/IEC 19790:2025-02 3rd edition 3.84 WG3



mobile device small, compact, handheld, lightweight, standalone computing device, typically having a display screen with 
digitizer input and/or a miniature keyboard
Note 1 to entry: Examples include laptops, tablet PCs, wearable information and communication technology (ICT) 
devices, and smartphones.
[SOURCE:ISO/IEC 30107-4:2020, 3.1]

ISO/IEC 27553-1:2022 1st Editon 3.16 WG5

mobile device small, compact, handheld, lightweight, standalone computing device, typically having a display screen with 
digitizer input and/or a miniature keyboard
Note 1 to entry: Examples include laptops, tablet PCs, wearable information and communication technology (ICT) 
devices, and smartphones.
[SOURCE:ISO/IEC 30107-4:2024, 3.1]

ISO/IEC 27553-2:2025-07 1st edition 3.3.3 WG5

modifiable operational 
environment

operational environment (3.96) that is designed to accept functional changes that can contain non-controlled 
software (3.140) (i.e. untrusted)

ISO/IEC 19790:2025-02 3rd edition 3.85 WG3

modification instruction instruction that describes the message redaction, i.e. how a message (3.12) is to be redacted by the redactor (3.24) 
within a redaction process (3.23)
Note 1 to entry: Modification instructions are called non-trivial if the message input to, and the message obtained 
by, the redaction process are not identical.

ISO/IEC 23264-1:2021-03 1st edition 3.13 WG2

module architectural unit specified at a level suitable for implementation of the unit
Note 1 to entry: Properties related to division of a target of evaluation (TOE) (3.90) into modules are described in 
ISO/IEC 15408-3, in the ADV_TDS and ADV_INT families.

ISO/IEC 15408-1:2022-08 4th edition 3.59 WG3

modulus a parameter which is a positive integer and a product of two distinct prime numbers ISO/IEC 10118-4:1998-12- 1st edition 3.2.4 WG2
modulus integer whose factorization shall be kept secret and whose factors shall be infeasible to compute ISO/IEC 14888-2:2008-04- 2nd edition 3.1 WG2
modulus Integer used as a divisor of an integer dividend in order to obtain an integer remainder. ISO/IEC 7064:2003-02-15 1st edition 2.4 WG2
monitoring determining the status of a system, a process (3.54) or an activity

Note 1 to entry: To determine the status, there may be a need to check, supervise or critically observe.
ISO/IEC 27000:2018-02 5th edition 3.46 WG1

monitoring attack generic category of attack methods that includes passive analysis techniques aiming at disclosure of sensitive 
internal data of the target of evaluation (TOE) by operating the TOE in the way that corresponds to the guidance 

ISO/IEC 18045:2022-08 3rd edition 3.13 WG3

monitoring authority trusted third party (3.55) that monitors actions and events, and that is trusted to provide evidence (3.11) about 
actions and events that have been monitored

ISO/IEC 13888-1:2020-09 4th edition 3.21 WG2

Monte Carlo test
MCT

subset of known-answer test utilising randomly generated input vectors and the corresponding known output 
result, designed to pseudo exhaust the presence of flaws by exercising the entire IUT in a manner that cannot be 
detected with the controlled input vectors
Note 1 to entry: The types of implementation flaws which can be detected by Monte Carlo tests include pointer 
problems, insufficient allocation of space, improper error handling and incorrect behaviour of the IUT.

ISO/IEC 18367:2016-12-15 1st edition 3.25 WG3

multi protocol label 
switching
MPLS

technique, developed for use in inter-network routing, whereby labels are assigned to individual data paths or 
flows, and used to switch connections, underneath and in addition to normal routing protocol mechanisms
Note 1 to entry: Label switching can be used as one method of creating tunnels.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.23 WG4

multi-assurance 
evaluation

evaluation of a target of evaluation (TOE) (3.90) using a PP-Configuration (3.68) where each PP-Configuration 
component is associated with its own set of assurance requirements
Note 1 to entry: At least one of the PP-Configuration components contains a different set of assurance 
requirements to the others.

ISO/IEC 15408-1:2022-08 4th edition 3.60 WG3

multi-block message test
MMT

set of tests designed to test the ability of the implementation to process multi-block messages which will require 
the chaining of information from one block to the next

ISO/IEC 18367:2016-12-15 1st edition 3.26 WG3

multifactor 
authentication

authentication with at least two independent authentication factors
[ISO/IEC 19790]

ISO/IEC 29115:2013-04-01 1st edition 3.17 WG5

multi-factor 
authentication

authentication of an operator (3.98) using at least two independent authentication factors
Note 1 to entry: All authentication data (3.13) is verified by the cryptographic module (3.35).
Note 2 to entry: An authentication factor is operator related information that resides outside the module, is used as 
proof of identity, and can include a method/process to produce varying or short-lived authentication data from the 
operator related information.
Note 3 to entry: Independent authentication factor categories for human operators include: something known, such 
as a secret password (3.102), something possessed, such as a physical key or token, and a physical property, such 
as a biometric (3.15).

ISO/IEC 19790:2025-02 3rd edition 3.86 WG3



multi-factor 
authentication

authentication using two or more of the following factors:
— knowledge factor, something an individual knows;
— possession factor, something an individual has;
— biometric factor, something an individual is or is able to do
[SOURCE:ISO 19092:2008, 4.42]

ISO/IEC 27040:2024 2nd Editon 3.5.4 WG4

multiparty protocol protocol executed among computing parties (3.6) to jointly evaluate the intended function (3.1) over encoded ISO/IEC 4922-1:2023 1st Editon 3.2 WG2
multiple control condition under which two (dual) or more parties separately and confidentially have custody of components of a 

single key that, individually, convey no knowledge of the resultant cryptographic key
ISO/IEC 27099:2022-07 1st edition 3.33 WG4

multiple-chip 
cryptographic module

physical embodiment in which two or more integrated circuit chips are interconnected within a defined boundary
EXAMPLE:Encrypting routers, secure radios, adapters, or expansion boards.

ISO/IEC 19790:2025-02 3rd edition 3.87 WG3

multiplicity multiplicity of a prime divisor p  of n

largest positive integer e  with p e  dividing n

ISO/IEC 18032:2020-12 2nd edition 3.5 WG2

multi-tenancy allocation of physical or virtual resources such that multiple tenants and their computations and data are isolated 
from and inaccessible to one another
[SOURCE:ISO/IEC 22123-1:2023, 3.4.3]

ISO/IEC 27040:2024 2nd Editon 3.7.3 WG4

multivariate trace trace made up of several samples
EXAMPLE:The measurement of an electromagnetic field over time is a multivariate trace.
Note 1 to entry: Usually, a “trace” is considered multivariate.

ISO/IEC 20085-1:2019-10 1st edition 3.10 WG3

mutual anonymous 
authentication

anonymous entity authentication that provides both entities with assurance of the legitimacy of the other entity ISO/IEC 20009-1:2013-08-
01

1st edition 2.11 WG2

mutual authentication authentication of identities of entities which provides both entities with assurance of each other's identity ISO/IEC 29115:2013-04-01 1st edition 3.18 WG5
mutual authentication entity authentication which provides both entities with assurance of each other's identity ISO/IEC 9798-1:2010-07-01 3rd edition 3.18 WG2
mutual authentication entity authentication (3.4) which provides both entities with assurance of each other’s identity

[SOURCE: ISO/IEC 9798–1:2010, 3.18]
ISO/IEC 9798-3:2019-01 3rd edition 3.5 WG2

mutual authentication entity authentication that provides both entities with assurance of each other's identity
[ISO/IEC 9798-1:1997, definition 3.3.14]

ISO/IEC 9798-5:2009-12-15 3rd edition 2.18 WG2

mutual entity entity authentication (3.10) which provides both entities with assurance of each other's identity ISO/IEC 11770-3:2021-10 4th edition 3.28 WG2
mutual forward secrecy property that knowledge of both entity A ’s and entity B ’s long-term private keys (3.32) subsequent to a key 

agreement (3.18) operation does not enable an opponent to recompute previously derived keys (3.17)
ISO/IEC 11770-3:2021-10 4th edition 3.29 WG2

mutual key assurance for two entities that only the other entity is in possession of the correct key ISO/IEC 11770-4:2017-07 2nd edition 3.25 WG2
n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length

[SOURCE: ISO/IEC 18033‑1:2015, 2.29]
ISO/IEC 10116:2017-07 4th edition 3.9 WG2

n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length
[ISO/IEC 18033-3:2005]

ISO/IEC 10118-2:2010-10-
15

3rd edition 3.2 WG2

n-bit block cipher block cipher (3.6) with the property that plaintext (3.20)blocks (3.5) and ciphertext (3.7) blocks are n bits in ISO/IEC 18033-1:2021-09 3rd edition 3.19 WG2
n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length

[ISO/IEC 10116:2006]
ISO/IEC 18033-3:2010-12-
15

2nd edition 2.5 WG2

n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length
[ISO/IEC 10116:2006]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.11 WG2

n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length
[ISO/IEC 10116:2006]

ISO/IEC 29150:2011-12-15 1st edition 3.25 WG2

n-bit block cipher block cipher (3.2) with the property that plaintext (3.6) blocks and ciphertext (3.3) blocks are n bits in length
[SOURCE: ISO/IEC 18033-1:2015, 2.29]

ISO/IEC 29192-2:2019-11 2nd edition 3.5 WG2

n -bit block cipher block cipher with the property that plaintext blocks and ciphertext blocks are n  bits in length
[ISO/IEC 10116]

ISO/IEC 9797-1:2011-03-01 2nd edition 3.11 WG2

nearly prime number positive integer, n  = m ·r , where m  is a large prime number and r  is a small smooth integer (3.6)
Note 1 to entry: The meaning of the terms large and small prime numbers is dependent on the application and is 
based on bounds determined by the designer.

ISO/IEC 15946-5:2022-03 3rd edition 3.4 WG2

need-to-know security objective of keeping the subject’s (3.15) access to data resources (3.14) to the minimum necessary for a 
requesting user to perform their functions
Note 1 to entry: Need-to-know is authorized at the discretion of the resource owner.
Note 2 to entry: Need-to-have is the security objective of the requester for the fulfilment of specific tasks that may 
be limited at the resource owner’s discretion.

ISO/IEC 29146:2024 2nd Editon 3.7 WG5



net present value sum of the present values (3.16) of the individual cash flows of the same entity ISO/IEC TR 27016:2014-03- 1st edition 3.15 WG1
network administration day-to-day operation and management of network processes, and assets using networks ISO/IEC 27033-1:2015-08- 2nd edition 3.24 WG4
network analyzer device or software used to observe and analyse information flowing in networks

Note 1 to entry: Prior to the information flow analysis, information should be gathered in a specific way such as 
by using a network sniffer.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.25 WG4

network attached storage storage device (3.2.14) or system that connects to a network and provides file access services to computer systems ISO/IEC 27040:2024 2nd Editon 3.2.10 WG4
network element information system that is connected to a network ISO/IEC 27033-1:2015-08- 2nd edition 3.26 WG4
network functions 
virtualization
NFV

technology that enables the creation of logically isolated network partitions over shared physical networks so that 
heterogeneous collections of multiple virtual networks can simultaneously coexist over the shared networks
Note 1 to entry: This includes the aggregation of multiple resources in a provider and appearing as a single 
resource.

ISO/IEC 27033-7:2023 1st edition 3.2 WG4

network management process of planning, designing, implementing, operating, monitoring and maintaining a network ISO/IEC 27033-1:2015-08- 2nd edition 3.27 WG4
network monitoring process of continuously observing and reviewing data recorded on network activity and operations, including 

audit logs and alerts, and related analysis
ISO/IEC 27033-1:2015-08-
15

2nd edition 3.28 WG4

network security policy set of statements, rules and practices that explain an organization’s approach to the use of its network resources, 
and specify how its network infrastructure and services should be protected

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.29 WG4

network sniffer device or software used to capture information flowing in networks ISO/IEC 27033-1:2015-08- 2nd edition 3.30 WG4
network virtualization technology that enables the creation of logically isolated network partitions over shared physical network 

infrastructures so that multiple heterogeneous virtual networks can simultaneously coexist over the shared 
infrastructures
Note 1 to entry: Network virtualization allows the aggregation of multiple resources and makes the aggregated 
resources appear as a single resource.
[SOURCE:ISO/IEC TR 29181-1:2012, 3.3]

ISO/IEC 27033-7:2023 1st edition 3.1 WG4

next-state function function that takes as input, the current state of the keystream generator and (optionally) part of the previously 
generated ciphertext, and gives as output a new state for the keystream generator

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.12 WG2

next-state function function that takes as input, the current state of the keystream generator and (optionally) part of the previously 
generated ciphertext, and gives as output a new state for the keystream generator
[ISO/IEC 18033-4:2011]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.9 WG2

next-state function function that takes as input, the current state (3.17) of the keystream generator (3.10) and (optionally) part of the 
previously generated ciphertext (3.3), and gives as output a new state (3.17) for the keystream generator (3.10)
[SOURCE: ISO/IEC 18033-4:2011, 3.12]

ISO/IEC 29192-8:2022-09 1st edition 3.13 WG2

nibble block of four consecutive bits (half an octet) ISO/IEC 9796-2:2010-12-15 3rd edition 3.10 WG2
no-challenge PUF one form of a confined PUF that does not receive a challenge as an input ISO/IEC 20897-1:2020-12 1st edition 3.9 WG3
noise addition de-identification technique (3.7) that modifies a dataset (3.5) by adding random values to the values of a selected 

attribute (3.2)
ISO/IEC 20889:2018-11 1st edition 3.24 WG5

noise source component of an entropy source that contains the non-deterministic, entropy-producing activity (e.g. thermal noise 
or hard-drive seek times)
Note 1 to entry: A noise source does not output digital data, unlike a physical or non-physical noise source.

ISO/IEC 18031:2025-02 2nd edition 3.29 WG2

noise source element of a technical system or its environment which produces partially unpredictable output. In this document, 
“noise source” and “entropy source” are taken to be entropy sources

ISO/IEC 20543:2019-11 1st edition 3.22 WG3

non economic benefit benefit for which no payment has been made ISO/IEC TR 27016:2014-03- 1st edition 3.17 WG1
non-administrator 
guidance

written material that is used by either the user (3.154) or any other non-administrative role (3.119) for operating 
the cryptographic module (3.35)
Note 1 to entry: The non-administrator guidance describes the security functions of the cryptographic module and 
contains information and procedures for the secure use of the cryptographic module, including instructions, 
guidelines and warnings.

ISO/IEC 19790:2025-02 3rd edition 3.88 WG3

non-administrator 
guidance

written material that is used by either the user (3.25), or any other non-administrative role for operating the 
cryptographic module (3.9)
Note 1 to entry: The non-administrator guidance describes the security functions of the cryptographic module and 
contains information and procedures for the secure use of the cryptographic module, including instructions, 
guidelines, and warnings.
[SOURCE:ISO/IEC 19790:2025, 3.88]

ISO/IEC TS 20540:2025-06 2nd edition 3.15 WG3



nonce number used once ISO/IEC 9797-3:2011-11-15 1st edition 3.3 WG2
nonconformity non-fulfilment of a requirement (3.56) ISO/IEC 27000:2018-02 5th edition 3.47 WG1
non-dedicated non-
deterministic random bit 
generator
NNRBG

non-deterministic random bit generator the security of which is not based on randomness generated by hardware 
that was designed explicitly to generate randomness
Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

ISO/IEC 20543:2019-11 1st edition 3.18 WG3

non-deterministic 
random bit generator
NRBG

random bit generator (3.40) that samples one or multiple entropy sources and, if operating correctly, has an output 
that is expected to be unpredictable for attackers with unbounded computational capabilities
[SOURCE:ISO/IEC 20543:2019, 3.19, modified — “continuously” and “over short timescales” have been 
deleted; “one or” has been added.]

ISO/IEC 18031:2025-02 2nd edition 3.30 WG2

non-deterministic 
random bit generator
NRBG

random bit generator that continuously samples multiple entropy sources and, if operating correctly, has an output 
that is expected to be unpredictable for attackers with unbounded computational capabilities over short timescales

ISO/IEC 20543:2019-11 1st edition 3.19 WG3

non-deterministic 
random bit generator
NRBG

random bit generator whose security depends upon sampling one or more entropy sources
[SOURCE:ISO/IEC 18031:2011, 3.23, modified — “an” has been replaced by “one or more”, note 1 to entry has 
been removed.]

ISO/IEC 23837-1:2023 1st Editon 3.15 WG3

non-disclosure of 
communications

Requirement not to disclose the existence, the content, the source, the destination and the date and time of 
communicated information.
Note 1 to entry: Communication information can include both data in motion and data at rest.

ISO/IEC 27011:2024 3rd edition 3.1.4 WG1

non-interactive key 
exchange

process of establishing one or more shared secret keys between two entities in a non-interactive manner with 
mutual implicit key authentication

ISO/IEC 11770-7:2021-07 1st edition 3.8 WG2

non-invasive attack attack that uses side channels (information gained from the physical implementation) emitted by the cryptographic 
module (3.35)
Note 1 to entry: Examples of side channels include power consumption, electromagnetic emissions and 
computation time.

ISO/IEC 19790:2025-02 3rd edition 3.89 WG3

non-invasive attack attack that can be performed on a cryptographic module without direct physical contact with components within 
the cryptographic boundary of the module
Note 1 to entry: An attack that does not alter or change the state of the cryptographic module.
[SOURCE: ISO/IEC 19790:2012, 3.78]

ISO/IEC 20085-1:2019-10 1st edition 3.11 WG3

non-modifiable 
operational environment

operational environment (3.96) that is designed to not accept firmware (3.58) changes ISO/IEC 19790:2025-02 3rd edition 3.90 WG3

non-physical entropy 
source

entropy source in which entropy (3.13) is credited from one or more non-physical noise sources (3.33) e.g. random-
access memory (RAM) content or thread number

ISO/IEC 18031:2025-02 2nd edition 3.31 WG2

non-physical entropy 
source

entropy source not based on a dedicated physical system but on unpredictable parts of the environment or 
technical components that were not originally designed for random bit generation
Note 1 to entry: Examples can be user input or the collection of various difficult to predict system data (e.g. hard 
drive access times, noise from a sensor device, system interrupts) in a standard computer.

ISO/IEC 20543:2019-11 1st edition 3.23 WG3

non-physical noise source noise source that exploits system data, peripheral data, or user interaction and outputs digital data ISO/IEC 18031:2025-02 2nd edition 3.32 WG2
non-recoverable part part of the message stored or transmitted along with the signature; empty when message recovery is total ISO/IEC 9796-2:2010-12-15 3rd edition 3.11 WG2
non-repudiation ability to prove the occurrence of a claimed event (3.21) or action and its originating entities ISO/IEC 27000:2018-02 5th edition 3.48 WG1
non-repudiation ability to prove the occurrence of a claimed event or action and its originating entities (3.1.11) ISO/IEC 27002:2022-02 3rd edition 3.1.19 WG1
non-repudiation ability to protect against denial by one of the entities involved in an action of having participated in all or part of 

the action
[ITU-T X.1252]

ISO/IEC 29115:2013-04-01 1st edition 3.19 WG5

non-repudiation ability to prove an action or event has taken place, so that this event or action cannot be repudiated later
[ISO 7498-2:1989]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.9 WG4

non-repudiation sequence of one or more transfers of non-repudiation information (3.27) for the purpose of non-repudiation ISO/IEC 13888-1:2020-09 4th edition 3.26 WG2
non-repudiation 
information
NRI

set of information that may contain information about an event or action for which evidence (3.11) is to be 
generated and verified, the evidence itself, and the non-repudiation policy (3.31) in effect
Note 1 to entry: The exact format and specifications depend on the chosen mechanism.

ISO/IEC 13888-1:2020-09 4th edition 3.27 WG2

non-repudiation of 
creation

service intended to protect against an entity's false denial of having created the content of a message or the 
message itself (i.e. being responsible for the content of a message or the message itself)

ISO/IEC 13888-1:2020-09 4th edition 3.23 WG2



non-repudiation of 
creation

Protection against an entity's false denial of having created the content of a message (i.e. being responsible for the 
content of a message).

ISO/IEC 15945:2002-02-01 1st edition 3.8 WG4

non-repudiation of service intended to protect against a recipient's (3.47) false denial of having received a message and its content ISO/IEC 13888-1:2020-09 4th edition 3.24 WG2
non-repudiation of 
delivery token
NRDT

data item which allows the sender (3.43) to establish non-repudiation of delivery (3.24) for a message ISO/IEC 13888-1:2020-09 4th edition 3.25 WG2

non-repudiation of 
knowledge

service intended to protect against a recipient's (3.47) false denial of having taken notice of the content of a 
received message
Note 1 to entry: The exact format and specifications depend on the chosen mechanism.

ISO/IEC 13888-1:2020-09 4th edition 3.28 WG2

non-repudiation of origin service intended to protect against the sender's (3.43) false denial of having created the content of a message and of 
having sent a message

ISO/IEC 13888-1:2020-09 4th edition 3.29 WG2

non-repudiation of origin 
token
NROT

data item which allows recipients (3.47) to establish non-repudiation of origin (3.29) for a message ISO/IEC 13888-1:2020-09 4th edition 3.30 WG2

non-repudiation of service intended to protect against a recipient's (3.47) false denial of having received a message ISO/IEC 13888-1:2020-09 4th edition 3.33 WG2
non-repudiation of service intended to protect against the sender's (3.43) false denial of having sent a message ISO/IEC 13888-1:2020-09 4th edition 3.34 WG2
non-repudiation of 
submission

service intended to provide evidence (3.11) that a delivery authority (3.8) has accepted a message for transmission ISO/IEC 13888-1:2020-09 4th edition 3.35 WG2

non-repudiation of 
submission token
NRST

data item which allows either the originator (3.43) or the delivery authority (3.8) (sender) to establish non-
repudiation of submission (3.35) for a message having been submitted for transmission
Note 1 to entry: A non-repudiation of submission token is generated by the initial receiver except when the 
receiver is a recipient (3.47).

ISO/IEC 13888-1:2020-09 4th edition 3.36 WG2

non-repudiation of 
transport

service intended to provide evidence (3.11) for the message sender (3.43) that a delivery authority (3.8) has 
delivered a message to the intended recipient (3.47)
Note 1 to entry: A non-repudiation of transport token is generated by the initial receiver except when the receiver 
is a recipient (3.47).

ISO/IEC 13888-1:2020-09 4th edition 3.38 WG2

non-repudiation of 
transport token
NRTT

data item which allows either the originator (3.43) or the delivery authority (3.8) to establish non-repudiation of 
transport for a message

ISO/IEC 13888-1:2020-09 4th edition 3.39 WG2

non-repudiation policy set of criteria for the provision of non-repudiation services
Note 1 to entry: More specifically, it is a set of rules to be applied for the generation and verification of evidence 
(3.11) and for adjudication.

ISO/IEC 13888-1:2020-09 4th edition 3.31 WG2

non-repudiation process set of interrelated or interacting activities which provides one or more non-repudiation services
Note 1 to entry: The exact format and specifications depend on the chosen mechanism.

ISO/IEC 13888-1:2020-09 4th edition 3.32 WG2

non-repudiation token special type of security token as defined in ISO/IEC 10181-1, consisting of evidence, and, optionally, of 
additional data

ISO/IEC TR 29149:2012-03-
15

1st edition 2.10 WG4

non-repudiation token
NRT

special type of security token (3.51), consisting of evidence (3.11), and, optionally, of additional data ISO/IEC 13888-1:2020-09 4th edition 3.37 WG2

non-security relevant quality of a function or process implemented in a manner to not interfere or cause a compromise (3.19) to the 
approved secure operation of the cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.91 WG3

non-standard PAI presentation attack instrument (PAI) not corresponding to a standardPAI species (3.18). ISO/IEC 19989-3:2020-09 1st edition 3.14 WG3
non-volatile data that is retained even when power is removed ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.27 WG3

non-volatile storage storage (3.2.12) that retains its contents after power is removed ISO/IEC 27040:2024 2nd Editon 3.2.11 WG4
normal operating 
temperature

range of operating temperatures defined by the cryptographic module (3.35) manufacturer over which the module 
can be expected to operate without experiencing any temperature induced errors

ISO/IEC 19790:2025-02 3rd edition 3.92 WG3

normal operation operation where the entire set of security functions, services or processes are available and can be configured ISO/IEC 19790:2025-02 3rd edition 3.93 WG3
normal voltage range range of input voltages defined by the cryptographic module (3.35) manufacturer over which the module can be 

expected to operate without experiencing any voltage induced errors
ISO/IEC 19790:2025-02 3rd edition 3.94 WG3

notarization provision of evidence (3.11) by a notary about the properties of the entities involved in an action or event, and of 
the data stored or communicated
Note 1 to entry: Notarization can also extend the lifetime of an existing token.

ISO/IEC 13888-1:2020-09 4th edition 3.41 WG2



notarization token
NT

non-repudiation token (3.37) generated by a notary ISO/IEC 13888-1:2020-09 4th edition 3.42 WG2

notary authority
NA

trusted third party (3.55) trusted to provide evidence (3.11) about the properties of the entities involved and of the 
data stored or communicated, or to extend the lifetime of an existing token beyond its expiry or beyond subsequent 
revocation

ISO/IEC 13888-1:2020-09 4th edition 3.40 WG2

notice information regarding processing of PII
Note 1 to entry: Given to the PII principals through different channels, in a concise, transparent, intelligible and 
easily accessible form and using clear and plain language.

ISO/IEC 29184:2020-06 1st edition 3.2 WG5

NULL <pointer> context-sensitive value that is a system-defined value indicating that the pointer does not reference data ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.28 WG3

NULL <structure identified by an algorithm identifier> TPM_ALG_NULL value indicating that no additional data is 
present

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.29 WG3

NULL Password
NULL Auth

authorization where the authorization value is the Empty Buffer resulting in an authorization that is a fixed 
sequence of 9 octets of 40 00 00 09 00 00 00 00 0016

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.30 WG3

NULL Signature signature with the TPM_ALG_NULL signature scheme that contains no data ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.31 WG3

NULL Ticket ticket structure with tag set to a value that is correct for the context, hierarchy is TPM_RH_NULL, and digest is 
an Empty Buffer

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.33 WG3

NULL-terminated sequence of non-zero values followed by a value containing zero ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.32 WG3

number natural number, i.e. a non-negative integer ISO/IEC 9798-5:2009-12-15 3rd edition 2.19 WG2
Object key or data that has a public portion and, optionally, a sensitive portion and which is a member of a hierarchy ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.34 WG3

object entity (3.36) in the target of evaluation (TOE) (3.90) that contains or receives information, and upon which 
subjects perform operations

ISO/IEC 15408-1:2022-08 4th edition 3.61 WG3

Object Identifier (OID) As defined in ITU-T Rec. X.680 | ISO/IEC 8824-1. ISO/IEC 15816:2002-02-01 1st edition 3.5 WG4
object identifier
OID

unique series of integers that unambiguously identifies an information object ISO/IEC 27099:2022-07 1st edition 3.34 WG4

object identifier
OID

globally unique value associated with an object to unambiguously identify it
[ISO/IEC 8824-1:2002│ITU X.680:2002]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.11 WG4

object property properties that connect sets of individuals (3.8)
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.9 WG3

objective result to be achieved
Note 1 to entry: An objective can be strategic, tactical, or operational.
Note 2 to entry: Objectives can relate to different disciplines (such as financial, health and safety, and 
environmental goals) and can apply at different levels [such as strategic, organization-wide, project, product and 
process (3.54)].
Note 3 to entry: An objective can be expressed in other ways, e.g. as an intended outcome, a purpose, an 
operational criterion, as an information security objective or by the use of other words with similar meaning (e.g. 
aim, goal, or target).
Note 4 to entry: In the context of information security management systems, information security objectives are set 

ISO/IEC 27000:2018-02 5th edition 3.49 WG1

observation report
OR

report written by the evaluator requesting a clarification or identifying a problem during the evaluation ISO/IEC 18045:2022-08 3rd edition 3.14 WG3

octet a group of eight adjacent bits
Note 1 to entry: On most modern computers, this is the smallest addressable unit of data.
[SOURCE: ISO/IEEE 11073-30300:2004(en), 3.1.26]

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.35 WG3



octet a bit string of length 8
NOTE　See Clause 5.2.2.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.32 WG2

octet string of eight bits ISO/IEC 9796-2:2010-12-15 3rd edition 3.12 WG2
octet string a sequence of octets

NOTE　See Clause 5.2.2.
NOTE　When appropriate, an octet string may be interpreted as a bit string, simply by concatenating all of the 
component octets.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.33 WG2

offline exhaustive search exhaustive search or brute-force attack that is performed without interacting with any of the authorized parties ISO/IEC 20009-4:2017-08 1st edition 3.17 WG2
on-card biometric 
comparison
OCBC

performing comparison and decision making on an IC card where the biometric reference is retained on-card in 
order to enhance security and privacy

ISO/IEC 24761:2019-10 2nd edition 3.23 WG5

one-step key derivation 
function
OKDF

key derivation function which operates in a single stage, in contrast to key derivation functions involving separate 
key-extraction and key-expansion stages
[SOURCE:ISO/IEC 11770-6:2016, 3.9]

ISO/IEC 11770-5:2020 2nd Editon 3.20 WG2

one-step key derivation 
function
OKDF

key derivation function which operates in a single stage, in contrast to key derivation functions involving separate 
key-extraction and key-expansion stages (cf. 3.12)

ISO/IEC 11770-6:2016-10-
01

1st edition 3.9 WG2

one-time signature digital signature scheme where the security is limited to signing a single message for a given key pair ISO/IEC 14888-4:2024 1st Editon 3.6 WG2
one-way function function with the property that it is easy to compute the output for a given input but it is computationally 

infeasible to find an input which maps to a given output
ISO/IEC 11770-3:2021-10 4th edition 3.30 WG2

one-way function function with the property that it is easy to compute the output for a given input but it is computationally 
infeasible to find an input which maps to a given output
[SOURCE: ISO/IEC 11770‑3:2015, 3.30]

ISO/IEC 11770-4:2017-07 2nd edition 3.26 WG2

one-way function function with the property that it is easy to compute the output for a given input but it is computationally 
infeasible to find for a given output an input which maps to this output
[SOURCE:ISO/IEC 11770-3:2015, 3.30]

ISO/IEC 11770-5:2020 2nd Editon 3.19 WG2

one-way function function with the property that it is easy to compute the output for a given input but it is computationally 
infeasible to find an input that maps to a given output
[SOURCE:ISO/IEC 11770-3:2021, 3.30]

ISO/IEC 18031:2025-02 2nd edition 3.33 WG2

one-way hash function function which maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a given output, it is computationally infeasible to find an input which maps to this output;
— for a given input, it is computationally infeasible to find a second input which maps to the same output
[ISO/IEC 10118-1:2000]

ISO/IEC 29150:2011-12-15 1st edition 3.26 WG2

ONF committee organizational role responsible for maintaining and approving application security-related components within the ISO/IEC 27034-1:2011-11- 1st edition 3.17 WG4
online certificate status 
mechanism

mechanism that allows relying parties (3.46) to request and obtain certificate status information without requiring 
the use of CRLs

ISO/IEC 27099:2022-07 1st edition 3.35 WG4

online certificate status 
protocol
OCSP

protocol for determining the current status of a certificate (3.7) in lieu of or as a supplement to checking against a 
periodic CRL and which specifies the data that need to be exchanged between an application checking the status 
of a certificate and the server providing that status

ISO/IEC 27099:2022-07 1st edition 3.36 WG4

ontology formal description of a domain of interest, consisting of the following three different syntactic categories: (a) 
entities, such as classes, properties (3.12), and individuals (3.8), identified by IRIs; (b) expressions, representing 
complex notions in the domain being described; (c) axioms, formalizing statements that are asserted to be true in 
the domain being described
Note 1 to entry: Entities form the primitive terms of an ontology and constitute the basic elements of an ontology. 
For example, a class a:Person can be used to represent the set of all people. Similarly, the object property 
a:parentOf can be used to represent the parent-child relationship. Finally, the individual a:Peter can be used to 
represent a particular person called “Peter”.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.10 WG3

opacity protection of information that might be derived by observing network activities, such as deriving addresses of end-
points in a voice-over-Internet-Protocol call
NOTE　Opacity recognizes the need to protect actions in addition to information.

ISO/IEC 27033-3:2010-12-
15

1st edition 3.2 WG4

opaque impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400 nm to 750 nm); neither 
transparent nor translucent (3.153) within the visible spectrum

ISO/IEC 19790:2025-02 3rd edition 3.95 WG3



opener authorized entity which performs opening, i.e. which learns the identity of the party that engaged in a particular 
instance of an anonymous entity authentication mechanism
Note 1 to entry: An opener is referred to as a designated opener in ISO/IEC 29191.

ISO/IEC 20009-1:2013-08-
01

1st edition 2.9 WG2

opening process by which an authorized entity learns the identity of the party that engaged in a particular instance of an 
anonymous entity authentication mechanism
Note 1 to entry: Opening is referred to as re-identification in ISO/IEC 29191.

ISO/IEC 20009-1:2013-08-
01

1st edition 2.10 WG2

operating environment external surroundings of a program existing or expected to exist during its execution
[SOURCE: ISO/IEC 2382-7:2000, definition 07.11.07]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.18 WG4

operating point setting of a biometric system to operate at a fixed decision threshold
Note 1 to entry: An operating point can be directly represented by a decision threshold or can be represented by a 
predefined configuration parameter.

ISO/IEC 19989-2:2020-09 1st edition 3.9 WG3

operation <on an object> specific type of action (3.1) performed by a subject on an object ISO/IEC 15408-1:2022-08 4th edition 3.62 WG3
operation <on an ISO/IEC 15408‑2 component> modification or repetition of a component by assignment, iteration, 

refinement, or selection
ISO/IEC 15408-2:2022-08 4th edition 3.5 WG3

operation <TOE life-cycle> usage phase of the target of evaluation (TOE) including normal usage, administration, and 
maintenance of the TOE after delivery (3.14) and preparation (3.23)

ISO/IEC 15408-3:2022-08 4th edition 3.21 WG3

operational controls security controls (i.e., safeguards and countermeasures) for an information system that primarily are implemented 
and executed by people (as opposed to systems)
[NIST SP 800-53]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.4 WG3

operational environment environment in which the target of evaluation (TOE) (3.90) is operated, consisting of everything that is outside the 
TOE boundary

ISO/IEC 15408-1:2022-08 4th edition 3.63 WG3

operational environment operating system (including virtual machine(s) and runtime environment where applicable,) and hardware 
platform required for the cryptographic module (3.9) to operate
Note 1 to entry: This can include, where applicable, integrated circuits, processors, libraries, memory management, 
process control, device drivers for hardware, power supplies and enclosures.
[SOURCE:ISO/IEC 19790:2025, 3.96]

ISO/IEC TS 20540:2025-06 2nd edition 3.16 WG3

operational environment
OE

operating system (including virtual machine(s) and runtime environment (3.121) where applicable) and hardware 
(3.64) platform required for the cryptographic module (3.35) to operate
Note 1 to entry: This can include, where applicable, integrated circuits, processors, libraries, memory management, 
process control, device drivers for hardware, power supplies and enclosures.

ISO/IEC 19790:2025-02 3rd edition 3.96 WG3

operational state state where services or functions can be requested by an operator (3.98) and the data results output from the data 
output interface (3.39) of the cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.97 WG3

operational system information system, including its non-IT aspects, considered in the context of its operating environment ISO/IEC TR 19791:2010-04- 2nd edition 3.5 WG3
operationalization knowledge compilation by conversion from a declarative form into a procedural, that is, operational form

[SOURCE:ISO/IEC 2382:2015, 2123014, modified — notes to entry have been deleted.]
ISO/IEC 27561:2024 1st Editon 3.22 WG5

operator entity (3.49) external to the cryptographic module (3.35) that exercises the module’s services via the provided 
interfaces

ISO/IEC 19790:2025-02 3rd edition 3.98 WG3

operator entity external to the cryptographic module (3.9) that exercises the module's services via the provided interfaces
Note 1 to entry: In this definition entity means an individual (person), organization, device, process or another 
module.

ISO/IEC TS 20540:2025-06 2nd edition 3.17 WG3

opportunity cost future estimated cost for a certain information security activity or activities ISO/IEC TR 27016:2014-03- 1st edition 3.18 WG1
opportunity value future estimated positive value gained from a certain information security activity or activities ISO/IEC TR 27016:2014-03- 1st edition 3.19 WG1
opt-in process or type of policy whereby the personally identifiable information (PII) principal (3.9) is required to take an 

action to express explicit, prior consent (3.4) for their PII to be processed for a particular purpose
Note 1 to entry: A different term that is often used with the privacy principle "consent and choice" is “opt-out”. It 
describes a process or type of policy whereby the PII principal is required to take a separate action in order to 
withhold or withdraw consent, or oppose a specific type of processing. The use of an opt-out policy presumes that 
the PII controller has the right to process the PII in the intended way. This right can be implied by some action of 
the PII principal different from consent (e.g. placing an order in an online shop).

ISO/IEC 29100:2024 2nd Editon 3.6 WG5



optional Security 
Functional Requirement
optional SFR

security functional requirement (SFR) (3.78) in a Protection Profile(PP) (3.68), functional package (3.51), or PP-
Module (3.71) that contributes to a stated aspect of the PP’s security problem description but whose inclusion in a 
conformant PP’s or security target (ST’s) (3.82) list of SFRs is not mandatory
Note 1 to entry: An optional SFR can address appropriate security problem definition (SPD) (3.80) elements 
threat(s) and/or organizational security policies (OSPs) stated in the main body of the PP, functional package, or 
PP-Module, or reference associated SPD elements/objectives that themselves are optional (in that they are 
addressed solely by the optional SFR).

ISO/IEC 15408-1:2022-08 4th edition 3.64 WG3

orchestrator tool that enables DevOps personas or automation working on their behalf to pull images from registries, deploy 
those images into containers (3.5), and manage the running containers
[SOURCE:NIST SP 800-190]

ISO/IEC 27033-7:2023 1st edition 3.6 WG4

order (of a group element 
a )

least positive integer n  such that a n = e , where e  is the identity element of the group, a n is defined recursively 

such that a 0 = e  and am = a *a m−1  (m  > 0), and * is the group operation

ISO/IEC 14888-3:2018-11 4th edition 3.4 WG2

order of an elliptic curve 
E (F )

number of points on an elliptic curve, E , defined over a finite field, F ISO/IEC 15946-5:2022-03 3rd edition 3.5 WG2

orderly shutdown when the Trusted Platform Module has completed TPM2_Shutdown() before power to the Trusted Platform 
Module is removed or _TPM_Init is asserted

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.36 WG3

ordinary elliptic curve 
over a finite field of 
characteristic two

elliptic curve over a finite field F of characteristic two defined by a short (affine) Weierstrass equation of type Y 2 

+ XY = X 3  + aX 2  + b , with a, b ∈  F  and b ≠ 0 F

Note 1 to entry: A reference for the group properties of elliptic curves is ISO/IEC 15946-1:2008, Annex B.
Note 2 to entry: The set of points on E together with one extra symbol 0 E  constitute a finite abelian group.

ISO/IEC 29192-4:2013
/Amd.1:2016-02-15

1st edition 3.29 WG2

ordinary key key produced with a seed taken from the Trusted Platform Module random number generator ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.37 WG3

organization person or group of people that has its own functions with responsibilities, authorities and relationships to achieve 
its objectives (3.49)
Note 1 to entry: The concept of organization includes but is not limited to sole-trader, company, corporation, firm, 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or 
not, public or private.

ISO/IEC 27000:2018-02 5th edition 3.50 WG1

organization person or group of people that has its own functions with responsibilities, authorities and relationships to achieve 
its objectives
Note 1 to entry: The concept of organization includes but is not limited to sole-trader, company, corporation, firm, 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or 
not, public or private.
[SOURCE:ISO/IEC 27000:2018, 3.50]

ISO/IEC 27006-1:2024 1st edition 3.9 WG1

organization part of an entity (3.1) which runs and manages an ISMS ISO/IEC 27014:2020-12 2nd edition 3.2 WG1
organization person or group of people that has its own functions with responsibilities, authorities and relationships to achieve 

its objectives
Note 1 to entry: In the context of this document, an individual is distinct from an organization.
Note 2 to entry: In general, a government is also an organization. In the context of this document, governments can 
be considered separately from other organizations for clarity.
[SOURCE:ISO 9000:2015, 3.2.1, modified — Note 1 to entry and Note 2 to entry have been replaced.]

ISO/IEC 27032:2023 2nd Editon 3.16 WG4

organization person or group of people that has its own functions with responsibilities, authorities and relationships to achieve 
its objectives
Note 1 to entry: The concept of organization includes but is not limited to sole-trader, company, corporation, firm, 
enterprise, authority, partnership, charity or institution, or part or combination thereof, whether incorporated or 
not, public or private.
[SOURCE:ISO/IEC 27000:2018, 3.50]

ISO/IEC 29134:2023 2nd Editon 3.11 WG5

organization entity specifying, deploying and operating a cryptographic module (3.9) ISO/IEC TS 20540:2025-06 2nd edition 3.18 WG3



organization person or group of people that has its own functions with responsibilities, authorities and relationships to achieve 
its objectives
Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation, 
firm, enterprise, authority, partnership, charity of institution, or part or combination thereof, whether incorporated 
or not, public or private.
[SOURCE: ISO 37100:2016, 3.2.3, modified — Note 2 to entry has been omitted.]

ISO/IEC TS 27570:2021-01 1st edition 3.13 WG5

Organization Normative 
Framework
ONF

organization-wide internal structure containing a set of normative application security processes and elements ISO/IEC 27034-1:2011-11-
15

1st edition 3.16 WG4

organizational security 
policy
OSP

set of security rules, procedures, or guidelines for an organization
Note 1 to entry: A policy can pertain to a specific operational environment (3.63).

ISO/IEC 15408-1:2022-08 4th edition 3.65 WG3

original application application that establishes the baseline Actual Level of Trust
Note 1 to entry: The original application is not necessarily version 1.0 and, hence, can have an associated 
Expected Level of Trust.

ISO/IEC 27034-7:2018-05 1st edition 3.3 WG4

originator
sender

entity that sends a message to the recipient (3.47) or makes available a message for which non-repudiation services 
are to be provided

ISO/IEC 13888-1:2020-09 4th edition 3.43 WG2

outgoing PII personally identifiable information (PII) (3.25) flowing out of a domain (3.10), or out of a system (3.41) within a 
domain to another system within the domain

ISO/IEC 27561:2024 1st Editon 3.23 WG5

out-of-band communication or transmission that occurs outside of a previously established communication method or channel ISO/IEC 27040:2024 2nd Editon 3.7.4 WG4
output data data (except status data output via the status output interface (3.147) and control data output via the control output 

interface (3.28)) that is output from a cryptographic module (3.35) (including plaintext (3.105) data, ciphertext 
data, and sensitive security parameters (3.131))

ISO/IEC 19790:2025-02 3rd edition 3.99 WG3

output function function that combines the keystream and the plaintext to produce the ciphertext
NOTE　This function is often bitwise XOR.

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.13 WG2

output generation function in a random bit generator (RBG) (3.40) that computes the output of the RBG from the internal state of the ISO/IEC 18031:2025-02 2nd edition 3.34 WG2
output transformation transformation or mapping of the output of the iteration stage to obtain the hash-code ISO/IEC 10118-1:2016-10- 3rd edition 3.6 WG2
output transformation function that is applied at the end of the MAC algorithm, before the truncation operation ISO/IEC 9797-1:2011-03-01 2nd edition 3.12 WG2
output transformation function that is applied at the end of the MAC algorithm, before the truncation operation

[SOURCE: ISO/IEC 9797‑1:2011, 3.12]
ISO/IEC 9797-2:2021-06 3rd edition 3.10 WG2

outsource make an arrangement where an external organization (3.50) performs part of an organization’s function or process 
(3.54)
Note 1 to entry: An external organization is outside the scope of the management system (3.41), although the 

ISO/IEC 27000:2018-02 5th edition 3.51 WG1

outsourcing acquisition of services by an acquirer to perform activities required to support the acquirer's business functions ISO/IEC 27033-3:2010-12- 1st edition 3.3 WG4
outsourcing acquisition (3.2) of services (with or without products) in support of a business function for performing activities 

using supplier’s (3.8) resources rather than the acquirer’s (3.1)
ISO/IEC 27036-1:2021-09 2nd edition 3.6 WG4

over provision technique used by storage devices (3.2.14) in which a subset of the available storage medium (3.2.16) is exposed 
through the interface
Note 1 to entry: The storage medium is used internally and independently by the storage device to improve 
performance, endurance, or reliability.

ISO/IEC 27040:2024 2nd Editon 3.2.9 WG4

overall security rating minimum security level (3.128) of the independent security level (3.128) achieved in each security area ISO/IEC 19790:2025-02 3rd edition 3.100 WG3
overall verdict statement issued by an evaluator (3.45) with respect to the result of an evaluation

Note 1 to entry: The statement can be expressed as “pass” or “fail”.
ISO/IEC 15408-1:2022-08 4th edition 3.66 WG3

oversight verdict statement issued by an evaluation authority confirming or rejecting an overall verdict based on the results of 
evaluation oversight activities

ISO/IEC 18045:2022-08 3rd edition 3.15 WG3

owl 2 web ontology 
language
OWL

ontology language for the Semantic Web with formally defined meaning
Note 1 to entry: OWL 2 ontologies provide classes, properties (3.12), individuals (3.8), and data values and are 
stored as Semantic Web documents. OWL 2 ontologies can be used along with information written in RDF (3.13), 
and OWL 2 ontologies themselves are primarily exchanged as RDF documents.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.11 WG3

Owner Authorization authorization using either ownerAuth or ownerPolicy ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.38 WG3



packet entity comprising a well-defined block of bytes consisting of ‘header’, ‘data’ and optional ‘trailer’ which can be 
transmitted across networks or over telephone lines
Note 1 to entry: The format of a packet depends on the protocol that created it. Various communications standards 
and protocols use special purpose packets to monitor and control a communications session. For example the X.25 
standard uses diagnostic, call clear and reset packets (among others), as well as data packets (or) a unit of data that 
is transmitted over the network.

ISO/IEC 27033-4:2014-03-
01

1st edition 3.5 WG4

padding appending extra bits to a data string ISO/IEC 10116:2017-07 4th edition 3.10 WG2
padding appending extra bits to a data string ISO/IEC 10118-1:2016-10- 3rd edition 3.7 WG2
padding appending extra bits to a data string

[ISO/IEC 10118-1:2000]
ISO/IEC 18033-4:2011-12-
15

2nd edition 3.14 WG2

padding appending extra bits to a data string
[SOURCE: ISO/IEC 10118‑1:2016, 3.7]

ISO/IEC 9797-2:2021-06 3rd edition 3.11 WG2

PAI species class of presentation attack instruments created using a common production method and based on different 
biometric characteristics
EXAMPLE  1:A set of fake fingerprints all made in the same way with the same materials but with different 
friction ridge patterns would constitute a PAI species.
EXAMPLE  2:A specific type of alteration made to the fingerprints of several data capture subjects would 
constitute a PAI species.
Note 1 to entry: The term “recipe” is often used to refer to how to make a PAI species.
Note 2 to entry: Presentation attack instruments of the same species may have different success rates due to 
variability in the production process.

ISO/IEC 19989-1:2020-09 1st edition 3.5 WG3

PAI species class of presentation attack instruments created using a common production method and based on different 
biometric characteristics
EXAMPLE  1:A set of fake fingerprints all made in the same way with the same materials but with different 
friction ridge patterns would constitute a PAI species.
EXAMPLE  2:A specific type of alteration made to the fingerprints of several data capture subjects would 
constitute a PAI species.
Note 1 to entry: The term “recipe” is often used to refer to how to make a PAI species.
Note 2 to entry: Presentation attack instruments of the same species may have different success rates due to 
variability in the production process.

ISO/IEC 19989-3:2020-09 1st edition 3.15 WG3

pair multiplicity number of asymmetric pairs of numbers involved in one instance of an authentication mechanism ISO/IEC 9798-5:2009-12-15 3rd edition 2.20 WG2
pairing function which takes two elements, P  and Q , from an elliptic curve group (3.3) over a finite field, G 1, as input, 

and produces an element from another cyclic group (3.2) over a finite field, G 2, as output, and which has the 
following two properties (where it is assumed that the cyclic groups, G 1 and G 2 have order q , for some prime q , 
and for any two elements P , Q , the output of the pairing function is written as <P , Q >)
　— Bilinearity: If P , P 1, P 2, Q , Q 1, Q 2 are elements of G 1, and a is an integer satisfying 1 ≤ a  ≤ q  − 1, then

　　<P 1 + P 2, Q > = <P 1, Q > * <P 2, Q >,

　　<P , Q 1 + Q 2> = <P , Q 1> * <P , Q 2>, and

　　<[a ]P , Q > = <P , [a ]Q > = <P , Q >a

　— Non-degeneracy: If P  is a non-identity element of G , <P , P > ≠ 1

ISO/IEC 14888-3:2018-11 4th edition 3.5 WG2

parameter integer, bit string or hash-function ISO/IEC 14888-1:2008-04- 2nd edition 3.11 WG2
parameter integer, bit string, or hash-function (3.14)

[SOURCE: ISO/IEC 14888‑1:2008, 3.11]
ISO/IEC 18370-1:2016-11-
15

1st edition 3.18 WG2

parameter integer, bit string, or function
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.40 WG2

parameter integer or bit string or function ISO/IEC 29150:2011-12-15 1st edition 3.27 WG2
parameter adjustment 
procedure

procedure or function aiming to adjust specific parameter(s) of a system ISO/IEC 23837-1:2023 1st Editon 3.16 WG3

parameter generation 
process

process which gives as its output domain parameter and user keys ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.9 WG2



parent node node to which at least one other node is directly subordinate
[SOURCE:ISO/IEC 2382:2015, 2121488, modified — notes to entry have been removed.]

ISO/IEC 23264-2:2024-08 1st edition 3.9 WG2

partially anonymous 
authentication

anonymous entity authentication permitting opening by authorized entities ISO/IEC 20009-1:2013-08-
01

1st edition 2.12 WG2

participant stakeholder (3.40) responsible for operational privacy management ISO/IEC 27561:2024 1st Editon 3.24 WG5
partition process of dividing a string of bits of arbitrary length into a sequence of blocks, where the length of each block is n 

bits, except for the final block which shall contain r bits, 0 < r ≤ n
ISO/IEC 19772:2020 2nd Editon 3.12 WG2

party natural person or legal person or a group of either, whether or not incorporated, that can assume one or more roles
[SOURCE:ISO/IEC 22123-1:2023, 3.3.1]

ISO/IEC 27071:2023 1st Editon 3.2.1 WG4

party entity involved in secure multiparty computation ISO/IEC 4922-1:2023 1st Editon 3.4 WG2
passivation effect of a reactive process in semiconductor junctions, surfaces or elements and integrated circuits constructed to 

include means of detection and protection
EXAMPLE:Silicon dioxide or phosphorus glass.
Note 1 to entry: Passivation can modify the behaviour of the circuit. Passivation material is technology dependant.

ISO/IEC 19790:2025-02 3rd edition 3.101 WG3

passivation effect of a reactive process in semiconductor junctions, surfaces or components and integrated circuits constructed 
to include means of detection and protection
[SOURCE: ISO/IEC 19790:2012, 3.87]
EXAMPLE: Silicon dioxide or phosphorus glass.
Note 1 to entry: Passivation can modify the behaviour of the circuit. Passivation material is technology dependant

ISO/IEC TS 30104:2015-05-
15

1st edition 3.11 WG3

password secret word, phrase, number, or character sequence used for entity authentication, which is a memorized weak ISO/IEC 11770-4:2017-07 2nd edition 3.27 WG2
password string of characters used to authenticate an identity or to verify access authorization

Note 1 to entry: Passwords can include letters, numbers, and other symbols.
ISO/IEC 19790:2025-02 3rd edition 3.102 WG3

password secret word, phrase, number or character sequence used for entity authentication, which is a memorized weak 
secret

ISO/IEC 20009-4:2017-08 1st edition 3.18 WG2

password verification data that is used to verify an entity’s knowledge of a specific password ISO/IEC 11770-4:2017-07 2nd edition 3.31 WG2
password verification 
data

data that is used to verify an entity’s knowledge of a specific password (3.18)
[SOURCE: ISO/IEC 11770‑4:2006, 3.29]

ISO/IEC 20009-4:2017-08 1st edition 3.19 WG2

password wrapped 
credential

authentication credential (3.3) generated as a function of a password (3.18) in a protected format that resists 
offline exhaustive search (3.17) of passwords

ISO/IEC 20009-4:2017-08 1st edition 3.20 WG2

password-authenticated 
key agreement

process of establishing one or more shared secret keys between two entities using prior shared password-based 
information (which means that either both of them have the same shared password or one has the password and 
the other has password verification data) and neither of them can predetermine the values of the shared secret keys

ISO/IEC 11770-4:2017-07 2nd edition 3.28 WG2

password-authenticated 
key retrieval

key retrieval process where one entity A  has a weak secret derived from a password and the other entity B  has a 
strong secret associated with A ’s weak secret; these two entities, using their own secrets, negotiate a secret key 
which is retrievable by A , but not (necessarily) derivable by B

ISO/IEC 11770-4:2017-07 2nd edition 3.29 WG2

password-entangled key 
token

key token which is derived from both a weak secret and a key token factor ISO/IEC 11770-4:2017-07 2nd edition 3.30 WG2

patch type of source code or binary code to be added to an initial target of evaluation (TOE) (3.8) in order to introduce 
additions or modifications of a functional or security feature
Note 1 to entry: A patch is loaded on the initial TOE and activated to obtain the final TOE.
Note 2 to entry: Full replacement of a TOE is a possible implementation of “patchability” and a current practice 
for software TOEs.

ISO/IEC TS 9569:2023 1st Editon 3.11 WG3

patch management 
documentation
PMD

documentation describing the policies, processes, procedures related to the patching of the target of evaluation 
(3.18)

ISO/IEC TS 9569:2023 1st Editon 3.13 WG3

patch management
PAM

processes applied during patch (3.11) development and patch release ISO/IEC TS 9569:2023 1st Editon 3.12 WG3

patch verification 
mechanism

technical mechanism to verify the integrity and/or authenticity of a patch (3.11) ISO/IEC TS 9569:2023 1st Editon 3.14 WG3

PCR one or more platform configuration registers each containing a digest ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.39 WG3



PCR bank collection of platform configuration registers identified by a hash algorithm, with each platform configuration 
register in the bank containing a digest computed using the bank identifier's hash algorithm

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.41 WG3

PCR.alg hash algorithm associated with a specific platform configuration register ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.40 WG3

PCR.digest digest value associated with a specific platform configuration register ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.42 WG3

penetration unauthorized act of bypassing the security mechanisms of information systems ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.21 WG4

penetration profile definition of the activities required to effect a penetration ISO/IEC 21827:2008-10-15 2nd edition 3.23 WG3
penetration testing testing used in vulnerability analysis for vulnerability assessment, trying to defeat vulnerabilities of the TOE based 

on the information about the TOE gathered during the relevant evaluation activities
Note 1 to entry: In the ISO/IEC 15408 series, this term is used without definition.

ISO/IEC 19989-1:2020-09 1st edition 3.6 WG3

penetration testing testing used in vulnerability analysis for vulnerability assessment, trying to reveal vulnerabilities of the TOE based 
on the information about the TOE gathered during the relevant evaluation activities
Note 1 to entry: In the ISO/IEC 15408 series, this term is used without definition.

ISO/IEC 19989-3:2020-09 1st edition 3.16 WG3

perfect forward secrecy property of a cryptographic protocol whereby an attacker cannot compromise past runs of the protocol by learning 
the long-term secrets of the participants

ISO/IEC 20543:2019-11 1st edition 3.20 WG3

performance measurable result
Note 1 to entry: Performance can relate either to quantitative or qualitative findings.
Note 2 to entry: Performance can relate to the management of activities, processes (3.54), products (including 
services), systems or organizations (3.50).

ISO/IEC 27000:2018-02 5th edition 3.52 WG1

perimeter network physical or logical subnetwork that contains and exposes an organization’s external services to a public network ISO/IEC 27033-4:2014-03- 1st edition 3.6 WG4
peripheral device attached to a digital device in order to expand its functionality ISO/IEC 27037:2012-10-15 1st edition 3.14 WG4
Permanent Entity Trusted Platform Module resource with an architecturally defined handle that does not change

Note 1 to entry: The value of a Permanent Entity can change
ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.43 WG3

permutation de-identification technique (3.7) for reordering the values of a selected attribute (3.2) across the records (3.30) in a 
dataset (3.5) without modifying these values

ISO/IEC 20889:2018-11 1st edition 3.25 WG5

Persistent Object Trusted Platform Module resource created by a Protected Capability that persists in Trusted Platform Module 
memory across power cycles and Trusted Platform Module resets

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.44 WG3

person human being ISO/IEC TS 29003:2018-03 1st edition 3.12 WG5
personal identification 
number

secret number sequence used for entity authentication, which is a memorized weak secret ISO/IEC 11770-1:2010-12-
01

2nd edition 2.34 WG2

personal identification 
number
PIN

numeric code used to authenticate an identity or to verify access authorization ISO/IEC 19790:2025-02 3rd edition 3.103 WG3

personal security 
environment (PSE)

Secure local storage for an entity's private key, the directly trusted CA key and possibly other data. Depending on 
the security policy of the entity or the system requirements, this may be, for example, a cryptographically protected 
file or a tamper resistant hardware token.

ISO/IEC 15945:2002-02-01 1st edition 3.9 WG4

personalization service The service of storing cryptographic information (especially private keys) to a PSE.
NOTE – The organizational and physical security measures for a service like this are not in the scope of this 
Recommendation | International Standard. For organizational measures, refer to ITU-T Rec. X.842 | ISO/IEC TR 
14516 Guidelines on the use and management of Trusted Third Party services.

ISO/IEC 15945:2002-02-01 1st edition 3.10 WG4

personally identifiable 
information controller
PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (3.14) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.17)] to process PII on its behalf 
while the responsibility for the processing remains with the PII controller.
[SOURCE: ISO/IEC 29100:2011, 2.10]

ISO/IEC TS 27570:2021-01 1st edition 3.15 WG5



personally identifiable 
information principal
PII principal

natural person to whom the personally identifiable information (3.14) relates
Note 1 to entry: Depending on the jurisdiction and the particular PII protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE: ISO/IEC 29100:2011, 2.11]

ISO/IEC TS 27570:2021-01 1st edition 3.16 WG5

personally identifiable 
information processor
PII processor

privacy stakeholder that processes personally identifiable information (3.14) on behalf of and in accordance with 
the instructions of a PII controller (3.15)
[SOURCE: ISO/IEC 29100:2011, 2.12]

ISO/IEC TS 27570:2021-01 1st edition 3.17 WG5

personally identifiable 
information
PII

any information that a) can be used to identify the PII principal to whom such information relates, or b) is or might 
be directly or indirectly linked to a PII principal
[SOURCE: ISO/IEC 29100:2011, 2.9, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.27 WG5

personally identifiable 
information
PII

any information that (a) can be used to establish a link between the information and the natural person to whom 
such information relates, or (b) is or can be directly or indirectly linked to a natural person.
Note 1 to entry: The “natural person” in the definition is the PII principal (3.1.22). To determine whether a PII 
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy 
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural 
person.

ISO/IEC 27002:2022-02 3rd edition 3.1.21 WG1

personally identifiable 
information
PII

any information that (a) can be used to establish a link between the information and the natural person to whom 
such information relates, or (b) is or can be directly or indirectly linked to a natural person
Note 1 to entry: The “natural person” in the definition is the PII principal (3.4). To determine whether a PII 
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy 
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural 
person.
Note 2 to entry: This definition is included to define the term PII as used in this document. A public cloud PII 
processor (3.5) is typically not in a position to know explicitly whether information it processes falls into any 
specified category unless this is made transparent by the cloud service customer.

ISO/IEC 27018:2019-01 2nd edition 3.2 WG5

personally identifiable 
information
PII

any information that (a) can be used to identify the PII principal to whom such information relates, or (b) is or 
might be directly or indirectly linked to a PII principal
Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means 
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 
natural person.

ISO/IEC 27038:2014-03-15 1st edition 3.3 WG4

personally identifiable 
information
PII

information that (a) can be used to identify the PII principal (3.2) to whom such information relates, or (b) is or 
may be directly or indirectly linked to a PII principal
Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means 
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 
natural person.
[SOURCE:ISO/IEC 29100:2011, 2.9, modified — The word “any” has been removed, “might” has been replaced 

ISO/IEC 27556:2022 1st Editon 3.1 WG5

personally identifiable 
information
PII

information that (a) can be used to establish a link between the information and the natural person to whom such 
information relates, or (b) is or might be directly or indirectly linked to a natural person
Note 1 to entry: The “natural person” in the definition is the PII principal (3.17). To determine whether a PII 
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy 
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural 
person.

ISO/IEC 27562:2024-12 1st edition 3.15 WG5

personally identifiable 
information
PII

information that (a) can be used to establish a link between the information and the natural person to whom such 
information relates, or (b) is or might be directly or indirectly linked to a natural person
Note 1 to entry: The “natural person” in the definition is the PII principal (3.9). To determine whether a PII 
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy 
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural 

ISO/IEC 29100:2024 2nd Editon 3.7 WG5

personally identifiable 
information
PII

any information that (a) can be used to identify the PII principal to whom such information relates, or (b) is or 
might be directly or indirectly linked to a PII principal
Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means 
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 
natural person.

ISO/IEC TR 27550:2019-09 1st edition 3.8 WG5



personally identifiable 
information
PII

information that (a) can be used to establish a link between the information and the natural person to whom such 
information relates, or (b) is or can be directly or indirectly linked to a natural person
Note 1 to entry: The “natural person” in the definition is the PII principal (3.3). To determine whether a PII 
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy 
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural 
person.

ISO/IEC TR 27563:2023 1st Editon 3.1 WG5

personally identifiable 
information
PII

any information that a) can be used to identify the PII principal (3.16) to whom such information relates, or b) is 
or might be directly or indirectly linked to a PII principal
Note 1 to entry: To determine whether a PII principal is identifiable, account should be taken of all the means 
which can reasonably be used by the privacy stakeholder holding the data, or by any other party, to identify that 
natural person.

ISO/IEC TS 27570:2021-01 1st edition 3.14 WG5

personally identifiable 
information
PII
personal information
personal data

information that (a) can be used to establish a link between the information and the natural person to whom such 
information relates, or (b) is or can be directly or indirectly linked to a natural person
Note 1 to entry: The “natural person” in the definition is the PII principal. To determine whether a PII principal is 
identifiable, account should be taken of all the means which can reasonably be used by the privacy stakeholder 
holding the data, or by any other party, to identify that natural person.
[SOURCE:ISO/IEC 29100:2024, 3.7, modified — admitted terms have been added; removed “any”; substituted 
“can” for “might”.]

ISO/IEC 27561:2024 1st Editon 3.25 WG5

personnel persons doing work under the organization’s direction
Note 1 to entry: The concept of personnel includes the organization’s members, such as the governing body, top 
management, employees, temporary staff, contractors and volunteers.

ISO/IEC 27002:2022-02 3rd edition 3.1.20 WG1

phishing fraudulent process of attempting to acquire private or confidential information by masquerading as a trustworthy 
entity in an electronic communication
Note 1 to entry: Phishing can be accomplished by using social engineering or technical deception.

ISO/IEC 27032:2023 2nd Editon 3.17 WG4

phishing scam by which an email user is duped into revealing personal or confidential information which the scammer can 
then use illicitly

ISO/IEC 29115:2013-04-01 1st edition 3.20 WG5

physical entropy source entropy source in which entropy (3.13) is counted only from a physical noise source (3.36) ISO/IEC 18031:2025-02 2nd edition 3.35 WG2
physical entropy source entropy source based on the use of a dedicated physical effect (e.g. noisy diode, nuclear decay, etc.) ISO/IEC 20543:2019-11 1st edition 3.21 WG3
physical noise source noise source (3.29) that exploits physical phenomena from dedicated hardware or physical experiments and 

produces digitized random data
ISO/IEC 18031:2025-02 2nd edition 3.36 WG2

physical protection safeguarding of a cryptographic module (3.35), critical security parameter (3.29) and public security parameter 
(3.115) using physical means

ISO/IEC 19790:2025-02 3rd edition 3.104 WG3

physical protection safeguarding of a cryptographic module, CSPs and PSPs using physical means
[SOURCE: ISO/IEC 19790:2012, 3.90]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.12 WG3

physical security invasive 
attacks

attacks that involve a physical alteration to the implementation that may also cause an operating aberration 
different from normal operation

ISO/IEC TS 30104:2015-05-
15

1st edition 3.14 WG3

physical security non-
invasive attacks

attacks that do not involve a physical alteration to the implementation cause an operating aberration different from 
normal operation

ISO/IEC TS 30104:2015-05-
15

1st edition 3.15 WG3

physically unclonable 
function
physical unclonable 
function

function implemented in a device that is produced or configured with the security objective that random 
fluctuations in the production process lead to different behaviours and are hard to reproduce physically

ISO/IEC 20897-1:2020-12 1st edition 3.10 WG3

PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (PII) (3.2) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.5)] to process PII on its behalf 
while the responsibility for the processing remains with the PII controller.
[SOURCE: ISO/IEC 29100:2011, 2.10]

ISO/IEC 27018:2019-01 2nd edition 3.3 WG5



PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (3.1) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others (e.g. PII processors) to process personally identifiable 
information on its behalf while the responsibility for the processing remains with the PII controller.
Note 2 to entry: A PII principal (3.2) may sometimes be the “controller” of their own information where 
information and communication technology (ICT) systems are designed to enable direct control by the PII 
principal. In such cases the ICT system would be the PII processer responding to the PII controller who is also the 
PII subject.

ISO/IEC 27556:2022 1st Editon 3.3 WG5

PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (PII) (3.15) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others (e.g. PII processors (3.18)) to process PII on its behalf 
while the responsibility for the processing remains with the PII controller.
[SOURCE:ISO/IEC 29100:2024, 3.8]

ISO/IEC 27562:2024-12 1st edition 3.16 WG5

PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (PII) (3.7) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.10)] to process PII on its behalf 
while the responsibility for the processing remains with the PII controller.

ISO/IEC 29100:2024 2nd Editon 3.8 WG5

PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (PII) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others (e.g., PII processors) to process PII on its behalf while 
the responsibility for the processing remains with the PII controller.
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.9 WG5

PII controller privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing personally 
identifiable information (PII) (3.1) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others [e.g. PII processors (3.4)] to process PII on its behalf 
while the responsibility for the processing remains with the PII controller.
[SOURCE:ISO/IEC 29100:2011, 2.10]

ISO/IEC TR 27563:2023 1st Editon 3.2 WG5

PII controller
personal information 
controller
data controller

privacy stakeholder (3.40) (or privacy stakeholders) that determines the purposes and means for processing 
personally identifiable information (PII) (3.25) other than natural persons who use data for personal purposes
Note 1 to entry: A PII controller sometimes instructs others (e.g. PII processors) to process PII on its behalf while 
the responsibility for the processing remains with the PII controller.
[SOURCE:ISO/IEC 29100:2024, 3.8, modified — admitted terms have been added]

ISO/IEC 27561:2024 1st Editon 3.26 WG5

PII principal natural person to whom the personally identifiable information (PII) (3.1.21) relates
Note 1 to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE: ISO/IEC 29100:2011, 2.11]

ISO/IEC 27002:2022-02 3rd edition 3.1.22 WG1

PII principal natural person to whom the personally identifiable information (PII) (3.2) relates
Note 1 to entry: Depending on the jurisdiction and the particular PII protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE: ISO/IEC 29100:2011, 2.11]

ISO/IEC 27018:2019-01 2nd edition 3.4 WG5

PII principal natural person to whom the personally identifiable information (3.1) relates
Note 1 to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE:ISO/IEC 29100:2011, 2.11]

ISO/IEC 27556:2022 1st Editon 3.2 WG5

PII principal natural person to whom the personally identifiable information (PII) (3.25) relates
Note 1 to entry: Depending on the legal jurisdiction and the particular data protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE:ISO/IEC 29100:2024, 3.9, modified — Note 1 to entry has been added.]

ISO/IEC 27561:2024 1st Editon 3.27 WG5

PII principal natural person to whom the personally identifiable information (PII) relates
Note 1 to entry: Depending on the jurisdiction and the particular PII protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.10 WG5



PII principal natural person to whom the personally identifiable information (PII) (3.1) relates
Note 1 to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE:ISO/IEC 29100:2011, 2.11]

ISO/IEC TR 27563:2023 1st Editon 3.3 WG5

PII principal
data principal

natural person to whom the personally identifiable information (PII) (3.15) relates
Note 1 to entry: Depending on the jurisdiction and the particular data protection and privacy legislation, the 
synonym “data subject” can also be used instead of the term “PII principal”.
[SOURCE:ISO/IEC 29100:2024, 3.27]

ISO/IEC 27562:2024-12 1st edition 3.17 WG5

PII principal
data subject

natural person to whom the personally identifiable information (PII) (3.7) relates ISO/IEC 29100:2024 2nd Editon 3.9 WG5

PII processor privacy stakeholder that processes personally identifiable information (PII) (3.1.21) on behalf of and in 
accordance with the instructions of a PII controller
[SOURCE: ISO/IEC 29100:2011, 2.12]

ISO/IEC 27002:2022-02 3rd edition 3.1.23 WG1

PII processor privacy stakeholder that processes personally identifiable information (PII) (3.2) on behalf of and in accordance 
with the instructions of a PII controller (3.3)
[SOURCE: ISO/IEC 29100:2011, 2.12]

ISO/IEC 27018:2019-01 2nd edition 3.5 WG5

PII processor privacy stakeholder that processes personally identifiable information (3.1) on behalf of and in accordance with 
the instructions of a PII controller (3.3)
[SOURCE:ISO/IEC 29100:2011, 2.12]

ISO/IEC 27556:2022 1st Editon 3.4 WG5

PII processor privacy stakeholder that processes personally identifiable information (PII) (3.15) on behalf of and in accordance 
with the instructions of a PII controller (3.16)
[SOURCE:ISO/IEC 29100:2024, 3.10]

ISO/IEC 27562:2024-12 1st edition 3.18 WG5

PII processor privacy stakeholder that processes personally identifiable information (PII) (3.7) on behalf of and in accordance 
with the instructions of a PII controller (3.8)

ISO/IEC 29100:2024 2nd Editon 3.10 WG5

PII processor privacy stakeholder that processes personally identifiable information (PII) on behalf of and in accordance with 
the instructions of a PII controller
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.11 WG5

PII processor privacy stakeholder that processes personally identifiable information (PII) (3.1) on behalf of and in accordance 
with the instructions of a PII controller (3.2)
[SOURCE:ISO/IEC 29100:2011, 2.12]

ISO/IEC TR 27563:2023 1st Editon 3.4 WG5

PII processor
personal information 
processor
data processor

privacy stakeholder (3.40) that processes personally identifiable information (PII) (3.25) on behalf of and in 
accordance with the instructions of a PII controller (3.26)
[SOURCE:ISO/IEC 29100:2024, 3.10, modified — admitted terms have been added.]

ISO/IEC 27561:2024 1st Editon 3.28 WG5

PKI disclosure statement document that supplements a CP (3.12) or CPS (3.19) by disclosing critical information about the policies and 
practices of a CA (3.17)/PKI (3.42)
Note 1 to entry: A PKI disclosure statement is a vehicle for disclosing and emphasizing information normally 
covered in detail by associated CP or CPS documents. Consequently, it is not intended to replace a CP or CPS.

ISO/IEC 27099:2022-07 1st edition 3.37 WG4

PKI trust service one or more certification authorities providing a trust service with coherent policies and practices. ISO/IEC 27099:2022-07 1st edition 3.38 WG4
PKI trust service 
provider

trusted provider of services which support the use of public key certificates ISO/IEC 27099:2022-07 1st edition 3.43 WG4

plaintext unencrypted information
[SOURCE: ISO/IEC 18033‑1:2015, 2.30]

ISO/IEC 10116:2017-07 4th edition 3.11 WG2

plaintext unencrypted information
[ISO/IEC 10116:1997]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.34 WG2

plaintext unenciphered information
[ISO/IEC 9797-1:1999]

ISO/IEC 18033-3:2010-12-
15

2nd edition 2.6 WG2

plaintext unencrypted information
[ISO/IEC 9797-1:2011]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.15 WG2

plaintext unencrypted information
[SOURCE: ISO/IEC 18033-1:2015, 2.30]

ISO/IEC 18033-6:2019-05 1st edition 3.14 WG2

plaintext unencrypted information
[SOURCE: ISO/IEC 18033-1:2021, 3.20]

ISO/IEC 18033-7:2022-04 1st edition 3.5 WG2



plaintext unencrypted information
[SOURCE:ISO/IEC 10116:2017, 3.11]

ISO/IEC 19772:2020 2nd Editon 3.13 WG2

plaintext unencrypted, or obfuscated by non-approved methods ISO/IEC 19790:2025-02 3rd edition 3.105 WG3
plaintext unencrypted information

[ISO/IEC 10116:2006]
ISO/IEC 29150:2011-12-15 1st edition 3.28 WG2

plaintext unenciphered information
[SOURCE: ISO/IEC 9798-1:2010, 3.19]

ISO/IEC 29192-2:2019-11 2nd edition 3.6 WG2

plaintext unenciphered information
[ISO/IEC 18033-1:2005]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.10 WG2

plaintext unencrypted information
NOTE　Adapted from ISO/IEC 9798-1:2010.

ISO/IEC 9797-1:2011-03-01 2nd edition 3.13 WG2

plaintext unenciphered information ISO/IEC 9798-1:2010-07-01 3rd edition 3.19 WG2
plaintext trusted path protected communication link established between the cryptographic module (3.35) and a sender or receiver to 

securely communicate a plaintext (3.105)critical security parameter (3.29) or key component (3.74) without using 
cryptography
Note 1 to entry: A plaintext trusted path protects against eavesdropping, as well as physical or logical tampering, 
by an unwanted operator (3.98) or entity (3.49), between the module’s defined input or output port (3.107) and 

ISO/IEC 19790:2025-02 3rd edition 3.106 WG3

plaintext
cleartext

unencrypted information ISO/IEC 18033-1:2021-09 3rd edition 3.20 WG2

plaintext
cleartext

unencrypted information
[SOURCE: ISO/IEC 18033-1:2021, 3.20]

ISO/IEC 29192-8:2022-09 1st edition 3.14 WG2

Platform Authorization authorization using either platformAuth or platformPolicy ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.45 WG3

platform firmware code added to the platform by its manufacturer that is needed for booting and proper platform operation
Note 1 to entry: Commonly, but not exclusively, referred to as BIOS or UEFI or SMM code

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.48 WG3

point of contact
PoC

defined organizational function or role serving as the coordinator or focal point of information concerning incident 
management activities
Note 1 to entry: The most obvious PoC is the role to whom the information security event is raised.

ISO/IEC 27035-1:2023 2nd Editon 3.1.10 WG4

point of encryption location within the information and communications technology infrastructure where data are encrypted on its 
way to storage (3.2.12) and, conversely, where data are decrypted when accessed from storage
Note 1 to entry: The point of encryption is only applicable for data at rest (3.2.3).

ISO/IEC 27040:2024 2nd Editon 3.5.6 WG4

polarization property of electromagnetic waves that describes the orientation of the oscillating electric field vector
[SOURCE:ETSI GR QKD 007 V1.1.1:2018]

ISO/IEC 23837-2:2023 1st Editon 3.15 WG3

polarization analyser instrument designed to measure and display the polarization (3.15) of an optical pulse ISO/IEC 23837-2:2023 1st Editon 3.16 WG3
policy intentions and direction of an organization (3.50), as formally expressed by its top management (3.75) ISO/IEC 27000:2018-02 5th edition 3.53 WG1
policy intentions and direction of an organization, as formally expressed by its top management

[SOURCE: ISO/IEC 27000:2018, 3.53]
ISO/IEC 27002:2022-02 3rd edition 3.1.24 WG1

policy intentions and direction of an organization (3.13) as formally expressed by its top management
[SOURCE: ISO/IEC 20547-3:2020, 3.11]

ISO/IEC TS 27570:2021-01 1st edition 3.18 WG5

policy administration 
point

service that administers access authorization policy ISO/IEC 29146:2024 2nd Editon 3.12 WG5

policy authority
PA

party or body with final authority and responsibility for specifying certificate policies (3.12)
Note 1 to entry: The policy authority may also ensure that CA (3.17) practices and controls as defined by the CPS 
(3.19) fully support the specified certificate policies
Note 2 to entry: A policy authority is often referred to as a policy management authority.

ISO/IEC 27099:2022-07 1st edition 3.39 WG4



policy decision point
PDP

service that implements an access control policy to adjudicate requests from entities to access resources (3.14) and 
provide authorization decisions for use by a policy enforcement point (3.11)
Note 1 to entry: Authorization decisions are used by a policy enforcement point to control access to a resource. An 
authorization decision may be communicated through the use of an access token (3.3).
Note 2 to entry: PDP also audits the decisions in an audit trail and is able to trigger alarms.
Note 3 to entry: The term corresponds to access decision function (ADF) in ISO/IEC 10181-3. It is presumed that 
this function is located over a network from the subject (3.15) and may be located over a network from the 
corresponding policy enforcement point.

ISO/IEC 29146:2024 2nd Editon 3.10 WG5

policy enforcement point
PEP

service that enforces the access decision by the policy decision point (3.10)
Note 1 to entry: The PEP receives authorization decisions made by the PDP and implements them in order to 
control access by entities to resources (3.14). An authorization decision may be received in the form of an access 
token (3.3) presented by a subject (3.15) when an access request is made.
Note 2 to entry: The term corresponds to access enforcement function (AEF) in ISO/IEC 10181-3. It is presumed 
that this function is located over a network from the subject and may be located over a network from the 
corresponding policy decision point.

ISO/IEC 29146:2024 2nd Editon 3.11 WG5

policy information point
PIP

service that acts as the source of attributes (3.4) that are used by a policy decision point (3.10) to make 
authorization decisions
Note 1 to entry: Attributes can include resource (3.14), subject (3.15) and environment privileges 

ISO/IEC 29146:2024 2nd Editon 3.13 WG5

policy mapping recognition that when a CA (3.17) in one domain certifies a CA in another domain, a particular certificate policy 
(3.12) in the second domain can be considered by the authority of the first domain to be equivalent (but not 
necessarily identical in all respects) to a particular certificate policy in the first domain
Note 1 to entry: Policy mappings may be supported by information in cross-certificates.

ISO/IEC 27099:2022-07 1st edition 3.40 WG4

policy of the intended use policy stating how bona fide presentations are to be made
Note 1 to entry: Intended use is about how natural biometrics should be used with the TOE, i.e. presentations 
made in the way that bona-fide presentations are made. Presentations made with artefacts are not considered.

ISO/IEC 19989-2:2020-09 1st edition 3.10 WG3

policy qualifier policy-dependent information that accompanies a certificate policy (3.12) identifier in an X,509 v3 certificate ISO/IEC 27099:2022-07 1st edition 3.41 WG4
policyDigest digest uniquely representing an ordered set of policy commands and operands used to determine if a policy 

authorizing an action has been satisfied
ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.46 WG3

policySession→cpHash policy session context value that, if not the Empty Buffer, is the cpHash value that the authorized command needs 
to have for the authorization to be valid

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.47 WG3

port physical/logical input or output point of a cryptographic module (3.35) that provides access to the module ISO/IEC 19790:2025-02 3rd edition 3.107 WG3
port endpoint to a connection

Note 1 to entry: In the context of the Internet protocol, a port is a logical channel endpoint of a TCP connection or 
UDP messages. Application protocols which are based on TCP or UDP have typically assigned default port 
numbers, e.g. port 80 for HTTP.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.31 WG4

post-processing part of a random bit generator which processes the output of a random source with the aim of removing 
dependencies between random bits or biases. Is often also referred as a conditioning component

ISO/IEC 20543:2019-11 1st edition 3.24 WG3

post-processing quantum key distribution protocol (3.24) procedure for converting raw data (3.33) into a final key (3.12) ISO/IEC 23837-1:2023 1st Editon 3.17 WG3



potential digital evidence information or data, stored, or transmitted in binary form which has not yet been determined, through the process 
of analysis, to be relevant to the investigation
Note 1 to entry: The process of analysis determines which of the potential digital evidence is digital evidence (3.5)
Note 2 to entry: See also Figure 2.

ISO/IEC 27042:2015-06-15 1st edition 3.15 WG4

potential digital evidence information or data, stored or transmitted in binary form, which has not yet been determined, through the process 
of examination and analysis, to be relevant to the investigation
[SOURCE: ISO/IEC 27042:—, 3.15, modified — Definition adapted to refer to the abstract process “examination 
and analysis” rather than analysis only; note 1 and note 2 to entry not included.]

ISO/IEC 27043:2015-03-01 1st edition 3.12 WG4

potential signer entity whose public key is used by the true signer in the ring signature process ISO/IEC 20008-1:2013-12- 1st edition 2.41 WG2
potential vulnerability suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements 
(SFRs) (3.78).

ISO/IEC 15408-1:2022-08 4th edition 3.67 WG3

potential vulnerability suspected, but not confirmed, weakness
Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements 

ISO/IEC 15408-3:2022-08 4th edition 3.22 WG3

potential vulnerability suspected, but not confirmed, weakness
Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the SFRs.
[SOURCE: ISO/IEC 15408‑1:2009, 3.5.5]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.10 WG3

potentially unwanted 
software

deceptive software (3.8), including malicious (3.15) and non-malicious software, that exhibit the characteristics of 
deceptive software

ISO/IEC 27032:2023 2nd Editon 3.18 WG4

power analysis
PA

analysis of the electric power consumption of a cryptographic module, for the purpose of extracting information 
correlated to the security function operation and subsequently the values of secret parameters such as 
cryptographic keys

ISO/IEC 17825:2024 2nd Editon 3.8 WG3

power interface module interface(s) for which power is input to or output from a cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.108 WG3
power ratio
signal-to-noise ratio

measure that compares the level of a desired signal to the level of background noise
Note 1 to entry: It is defined as the ratio of signal power to the noise power.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.8 WG4

predictability property that enables reliable assumptions by individuals, owners, and operators about PII and its processing by a 
system
[SOURCE: NISTIR 8062]

ISO/IEC TR 27550:2019-09 1st edition 3.12 WG5

predicted Application 
Security Control
predicted ASC

Application Security Control in which security activities are replaced by aPASR (3.7) ISO/IEC 27034-7:2018-05 1st edition 3.10 WG4

prediction statement or estimate that a specific thing will happen in the future or will be a consequence of something
Note 1 to entry: The origin of the word is early 17th century: from Latin praedict-“made known beforehand, 
declared”, from the verb praedicere from prae-“beforehand” + dicere “say”.
Note 2 to entry: The use in this document reflects the expectation that, if the security and verification measurement 
activities are executed, they will match the results from the original application.

ISO/IEC 27034-7:2018-05 1st edition 3.1 WG4



Prediction Application 
Security Rationale
PASR

rationale for a prediction (3.1), supported by risk analysis documents, approved by the application owner, 
explaining that performing the verification activities of a specific Application Security Control is not necessary
Note 1 to entry: Use of PASR requires approval of both application owner and the inclusion of the PASR 
guidelines in the Application Security Control by the Organization Normative Framework Committee.

ISO/IEC 27034-7:2018-05 1st edition 3.7 WG4

prediction consumer anyone that relies on an Expected Level of Trust (3.8)
Note 1 to entry: Mainly application consumers, application acquirers, and application owners.

ISO/IEC 27034-7:2018-05 1st edition 3.11 WG4

prediction framework process that performs a risk analysis, establishes an Expected Level of Trust (3.8), assigns Application Security 
Control verification to a PASR (3.7), and then creates an Expected Level of Trust Report (3.9)

ISO/IEC 27034-7:2018-05 1st edition 3.2 WG4

prediction initiator entity that selects an Expected Level of Trust (3.8) for an application
Note 1 to entry: Typically, the project team with approval by the application owner.

ISO/IEC 27034-7:2018-05 1st edition 3.12 WG4

predictive assurance recognition of the vendor’s consistent repeatability to provide deliverables that satisfy its security policy or to 
perform as claimed

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.19 WG3

predictive security transfer of confidence in the security claims (3.6) of the original application (3.3) to the security claims of the 
subsequent application (3.4)

ISO/IEC 27034-7:2018-05 1st edition 3.5 WG4

pre-field testing field testing (3.12) performed by a vendor (3.27) during the development of a cryptographic module (3.9) or on 
behalf of a certification body (3.5) during the validation according to ISO/IEC 19790:2025, for the intended field 
of the organization

ISO/IEC TS 20540:2025-06 2nd edition 3.19 WG3

prefix free representation representation of a data element for which concatenation with any other data does not produce a valid ISO/IEC 11770-3:2021-10 4th edition 3.31 WG2
prefix free set a set S of bit/octet strings such that there do not exist strings x  ≠  y  ∈  S  such that x is a prefix of y ISO/IEC 18033-2:2006-05- 1st edition 3.35 WG2
preimage resistance computationally infeasible to find for a given output of a hash-function, an input which maps to this output

Note 1 to entry: Computational feasibility depends on the specific security requirements and environment.
ISO/IEC 29192-5:2016-08-
01

1st edition 3.8 WG2

pre-operational self-test test performed by a cryptographic module (3.35) after a cryptographic module is powered on or instantiated (after 
being powered off, reset, rebooted, cold-start, power interruption, etc.) and primary, secondary, or backup power is 
applied to the module, and before it transitions to the operational state (3.97)

ISO/IEC 19790:2025-02 3rd edition 3.109 WG3

pre-output stream pseudo-random bits, which are used for the encryption (3.6) and the decryption (3.5) of the message, and the 
generation of the message authentication code (3.11)

ISO/IEC 29192-8:2022-09 1st edition 3.15 WG2

preparation activity in the life-cycle phase of a product, comprising the customer's acceptance of the delivered target of 
evaluation (TOE) and its installation (3.19)
Note 1 to entry: Preparation can include such things as booting, initialization, start-up and progressing the TOE to 
a state ready for operation.

ISO/IEC 15408-3:2022-08 4th edition 3.23 WG3

present value current worth of a future sum of money or stream of cash flows given a specified rate of return ISO/IEC TR 27016:2014-03- 1st edition 3.16 WG1
presentation attack presentation to the biometric data capture subsystem with the goal of interfering with the operation of the 

biometric system
Note 1 to entry: Presentation attack can be implemented through a number of methods, e.g. artefact, mutilations, 
replay, etc.
Note 2 to entry: Presentation attacks may have a number of goals, e.g. impersonation or not being recognized.
Note 3 to entry: Biometric systems may not be able to differentiate between biometric presentation attacks with the 
goal of interfering with the systems operation and non-conformant presentations.
[SOURCE: ISO/IEC 30107-1:2016, 3.5]

ISO/IEC 19989-1:2020-09 1st edition 3.7 WG3

presentation attack presentation to the biometric data capture subsystem with the goal of interfering with the operation of the 
biometric system
Note 1 to entry: Presentation attack can be implemented through a number of methods, e.g. artefact, mutilations, 
replay, etc.
Note 2 to entry: Presentation attacks can have a number of goals, e.g. impersonation or not being recognized.
Note 3 to entry: It is possible that biometric systems are unable to differentiate between biometric presentation 
attacks with the goal of interfering with the systems operation and non-conformant presentations.
[SOURCE:ISO/IEC 30107-1:2016, 3.5, modified — "may" has been changed to "can" and "it is possible" in 
Notes 2 and 3 to entry.]

ISO/IEC 27553-1:2022 1st Editon 3.17 WG5

presentation attack 
detection
PAD

automated discrimination between bona-fide presentations and biometric presentation attacks
Note 1 to entry: PAD cannot infer the biometric capture subject’s intent.
[SOURCE:ISO/IEC 2382-37:2022, 37.06.42]

ISO/IEC 19792:2025-6 2nd edition 3.5.3 WG3



presentation attack 
detection
PAD

automated determination of a presentation attack
Note 1 to entry: PAD cannot infer the subject’s intent. In fact it may be impossible to derive that difference from 
the data capture process or acquired sample.
[SOURCE: ISO/IEC 30107-1:2016, 3.6]

ISO/IEC 19989-1:2020-09 1st edition 3.8 WG3

presentation attack 
detection
PAD

automated determination of a presentation attack (3.17)
Note 1 to entry: PAD cannot infer the subject’s intent. In fact it may be impossible to derive that difference from 
the data capture process or acquired sample.
[SOURCE:ISO/IEC 30107-1:2016, 3.6]

ISO/IEC 27553-1:2022 1st Editon 3.18 WG5

presentation attack 
detection
PAD

automated discrimination between bona-fide presentations and biometric presentation attacks
Note 1 to entry: PAD cannot infer the biometric capture subject’s intent.
[SOURCE:ISO/IEC 30107-1:2023, 3.6]

ISO/IEC 27553-2:2025-07 1st edition 3.1.5 WG5

presentation attack 
instrument
PAI

biometric characteristic (3.2.1) or object used in a biometric presentation attack
Note 1 to entry: The set of PAI includes artefacts but would also include lifeless biometric characteristics, (i.e. 
stemming from dead bodies) or altered biometric characteristics (e.g. altered fingerprints that are used in an 
attack).

ISO/IEC 19792:2025-6 2nd edition 3.5.4 WG3

presentation attack 
instrument
PAI

biometric characteristic or object used in a presentation attack
Note 1 to entry: The set of PAI includes artefacts but would also include lifeless biometric characteristics (i.e. 
stemming from dead bodies) or altered biometric characteristics (e.g. altered fingerprints) that are used in an 
attack.
[SOURCE: ISO/IEC 30107-1:2016, 3.7]
Note 2 to entry: Examples of altered biometric characteristics are mutilation, surgical switching of fingerprints 

ISO/IEC 19989-1:2020-09 1st edition 3.9 WG3

presentation process process which takes as input the message (3.17) to be signed, the set of message (3.17) indices to disclose, the 
token (3.47), the token private key (3.15), and the signed array of disclosed messages (3.17) and gives as output a 
presentation proof (3.20)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.19 WG2

presentation proof signature on the message (3.17) to be signed using the token private key (3.15)
Note 1 to entry: This provides mathematical proof that the disclosed messages (3.17) were properly signed by the 
signer (3.45)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.20 WG2

preservation process to maintain and safeguard the integrity and/or original condition of the potential digital evidence ISO/IEC 27037:2012-10-15 1st edition 3.15 WG4
preservation measures taken to maintain the usability (3.6.10), authenticity, reliability and integrity of records (3.6.6) over time

Note 1 to entry: Measures include principles, policies, rules, strategies, processes and operations.
[SOURCE:ISO 30300:2020, 3.4.11]

ISO/IEC 27040:2024 2nd Editon 3.6.5 WG4

preservation process to maintain and safeguard the integrity and/or original condition of the potential digital evidence and 
digital evidence
[SOURCE: ISO/IEC 27037:2012, 3.15, modified — Added “and digital evidence”.]

ISO/IEC 27043:2015-03-01 1st edition 3.13 WG4

pre-shared key key pre-established in secure ways between the legitimate parties before initiating a quantum key distribution 
(QKD) session (3.27)
Note 1 to entry: A pre-shared key is used to authenticate messages sent over the classical channel (3.3) during the 
first QKD session.

ISO/IEC 23837-1:2023 1st Editon 3.18 WG3

pre-signature octet string computed in the signature generation process which is a function of the randomizer but which is 
independent of the message
NOTE　Adapted from ISO/IEC 14888-1:1998.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.10 WG2

primality certificate mathematical proof that a given integer is indeed a prime
Note 1 to entry: For a small integer, primality is most efficiently proven by trial division. In this case, the primality 
certificate can therefore be empty.

ISO/IEC 18032:2020-12 2nd edition 3.6 WG2

Primary Key key derived from a Primary Seed that is associated with the hierarchy of the Primary Seed ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.49 WG3

Primary Object Primary Key or a data blob with a sensitive area that is encrypted using a symmetric key derived from the public 
area of the object and a Primary Seed

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.50 WG3

Primary Seed large random value contained within a Trusted Platform Module from which Primary Keys and Primary Objects 
are derived

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.52 WG3

prime field finite field (3.12) containing a prime number of elements ISO/IEC 20009-4:2017-08 1st edition 3.21 WG2



prime number positive integer greater than 1 which has no integer divisors other than 1 and itself ISO/IEC 9797-3:2011-11-15 1st edition 3.4 WG2
prime number
prime

positive integer for which there exist only trivialdivisors (3.8) ISO/IEC 18032:2020-12 2nd edition 3.7 WG2

primitive a function used to convert between data types ISO/IEC 18033-2:2006-05- 1st edition 3.36 WG2
principal entity whose legitimacy can be authenticated ISO/IEC 20009-1:2013-08- 1st edition 2.13 WG2
principal entity to which identity information in an identity management system pertains

[SOURCE: ISO/IEC 24760‑2:2015, 3.4]
ISO/IEC 24760-3:2016-08-
01

1st edition 3.6 WG5

principal entity whose identity can be authenticated ISO/IEC 9798-1:2010-07-01 3rd edition 3.20 WG2
principal signer entity which is in possession of a group member signature key and which can create anonymous signatures using 

this key
ISO/IEC 20008-2:2013-11-
15
ISO/IEC 20008-2:2017-11

1st edition
(Corrected 
version)

3.3 WG2

principal
subject

entity (3.1.1) of which identity information is stored and managed by an identity management system (3.4.8)
Note 1 to entry: Typically, in a context of privacy protection or where a principal is seen as having agency a 
principal refers to a person.
[SOURCE: ISO/IEC 24760-2:2015, 3.4, modified —The word "pertains" has been clarified and Note 1 to entry 
has been reworded.]

ISO/IEC 24760-1:2019-06 2nd edition 3.1.7 WG5

principal
subject

entity to which identity information in an identity management system (3.3) pertains
Note 1 to entry: In the context of privacy protection requirements, a principal refers to a person.

ISO/IEC 24760-2:2015-06-
01

1st edition 3.4 WG5

priority call Telecommunications made by specific terminals in the event of emergencies, which should be handled with 
priority by restricting public calls.
Note 1 to entry: The specific terminals can span different services (voice over Internet protocol (VoIP), public 
switched telephone network (PSTN) voice, Internet protocol (IP) data traffic, etc.) for wired and wireless 

ISO/IEC 27011:2024 3rd edition 3.1.5 WG1

privacy amplification process of extracting keys from partially compromised data
[SOURCE:ETSI GR QKD 007 V1.1.1:2018, modified — “distilling secret keys” has been replaced by “extracting 

ISO/IEC 23837-1:2023 1st Editon 3.19 WG3

privacy breach situation where personally identifiable information (3.7) is processed in violation of one or more relevant privacy 
safeguarding requirements

ISO/IEC 29100:2024 2nd Editon 3.11 WG5

privacy breach situation where personally identifiable information is processed in violation of one or more relevant privacy 
safeguarding requirements
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.13 WG5

privacy breach situation where personally identifiable information (3.14) is processed in violation of one or more relevant privacy 
safeguarding requirements
[SOURCE: ISO/IEC 29100:2011, 2.13]

ISO/IEC TS 27570:2021-01 1st edition 3.19 WG5

privacy by design approach in which privacy is considered at the initial design stage and throughout the complete lifecycle of 
products, processes (3.38) or services that involve processing personally identifiable information (3.25)
[SOURCE:ISO/IEC TS 27570:2021, 3.21, modified — removed hyphens from the term]

ISO/IEC 27561:2024 1st Editon 3.29 WG5

privacy compromise event in which an adversary discovers part of the generative biometric data (3.20) of an individual enrolled in the 
database of a biometric verification (3.16) or identification system
[SOURCE: ISO/IEC 30136:2018, 3.6, modified — Note 1 to entry was removed.]

ISO/IEC 24745:2022-02 2nd edition 3.28 WG5

privacy control measure that treats privacy risks by reducing their likelihood or their consequences
Note 1 to entry: Privacy controls include organizational, physical, and technical measures, e.g. policies, 
procedures, guidelines, legal contracts, management practices or organizational structures.
Note 2 to entry: Control is also used as a synonym for safeguard or countermeasure.
[SOURCE:ISO/IEC 29100:2024, 3.12]

ISO/IEC 27561:2024 1st Editon 3.30 WG5

privacy control measure that treats privacy risks by reducing their likelihood or their consequences
Note 1 to entry: Privacy controls include organizational, physical and technical measures, e.g. policies, 
procedures, guidelines, legal contracts, management practices or organizational structures.
Note 2 to entry: Control is also used as a synonym for safeguard or countermeasure.

ISO/IEC 29100:2024 2nd Editon 3.12 WG5

privacy control 
requirement

specification for a system (3.41), product or service functionality to implement a privacy control (3.30) and 
operationalize the stakeholders’ (3.40) desired privacy outcomes
Note 1 to entry: A privacy control requirement can be based on legal, regulatory, operational, or 
business/contractual requirements.

ISO/IEC 27561:2024 1st Editon 3.31 WG5



privacy data sharing 
agreement

clauses for privacy protection in a data sharing agreement
Note 1 to entry: A privacy data sharing agreement can involve data transfer, data processing, and sharing of 
personally identifiable information (PII) (3.15) between joint PII controllers (3.11).
[SOURCE:ISO/IEC TS 27570:2021, 3.22]

ISO/IEC 27562:2024-12 1st edition 3.19 WG5

privacy data sharing 
agreement

clauses for privacy protection in a data sharing agreement
Note 1 to entry: a privacy data sharing agreement can involve data transfer, data processing, and sharing of PII 
between joint PII controllers (3.15) (ISO/IEC 27701:2019 7.2.7)

ISO/IEC TS 27570:2021-01 1st edition 3.21 WG5

privacy engineer individual with specialized knowledge of privacy engineering (3.33) concepts and practices and the ability to 
integrate privacy concerns into engineering practices for systems (3.41) and software engineering lifecycle 

ISO/IEC 27561:2024 1st Editon 3.32 WG5

privacy engineering integration of privacy concerns into engineering practices for systems (3.41) and software engineering lifecycle 
processes (3.38)
[SOURCE:ISO/IEC TR 27550:2019, 3.14]

ISO/IEC 27561:2024 1st Editon 3.33 WG5

privacy engineering integration of privacy concerns into engineering practices for systems and software engineering life cycle ISO/IEC TR 27550:2019-09 1st edition 3.14 WG5
privacy enhancing 
technology
PET

privacy control (3.12), consisting of information and communication technology (ICT) measures, products, or 
services that protect privacy by eliminating or reducing personally identifiable information (PII) (3.7) or by 
preventing unnecessary and/or undesired processing of PII, all without losing the functionality of the ICT system
Note 1 to entry: Examples of PETs include, but are not limited to, anonymization (3.2) and pseudonymization 
(3.22) tools that eliminate, reduce, mask, or de-identify PII or that prevent unnecessary, unauthorized and/or 
undesirable processing of PII.
Note 2 to entry: Masking is the process of obscuring elements of PII.

ISO/IEC 29100:2024 2nd Editon 3.13 WG5

privacy event occurrence or change of a particular set of circumstances related to personally identifiable information (PII) 
processing that can cause a privacy impact (3.3) or consequence

ISO/IEC 27557:2022 1st Editon 3.2 WG5

privacy functional 
component

extended component that serves as a standard template on which to base privacy functional requirements (3.3) for 
TOEs

ISO/IEC TS 19608:2018-10 1st edition 3.1 WG3

privacy functional 
requirement
PFR

translation of the technical privacy controls for the TOE into a standardised language based on privacy functional 
components (3.1)
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC TS 19608:2018-10 1st edition 3.3 WG3

privacy impact element that has an effect on the privacy of a personally identifiable information (PII) principal and/or group of PII 
principals
Note 1 to entry: The privacy impact could result from the processing of PII in conformance or in violation of 
privacy safeguarding requirements.
[SOURCE:ISO/IEC 29134:2017, 3.6, modified — "anything" replaced by "element".]

ISO/IEC 27557:2022 1st Editon 3.3 WG5

privacy impact anything that has an effect on the privacy of a PII principal and/or group of PII principals
Note 1 to entry: The privacy impact can result from the processing of PII in conformance or in violation of privacy 
safeguarding requirements.

ISO/IEC 29134:2023 2nd Editon 3.6 WG5

privacy impact 
assessment
PIA

overall process (3.1.27) of identifying, analysing, evaluating, consulting, communicating and planning the 
treatment of potential privacy impacts with regard to the processing of personally identifiable information(PII) 
(3.1.21), framed within an organization’s broader risk management framework
[SOURCE: ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry removed.]

ISO/IEC 27002:2022-02 3rd edition 3.1.25 WG1

privacy impact 
assessment
PIA

overall process of identifying, analysing, evaluating, consulting, communicating and planning the treatment of 
potential privacy impacts with regard to the processing of personally identifiable information, framed within an 
organization’s broader risk management framework
[SOURCE:ISO/IEC 29134:2017, 3.7, modified — Note 1 to entry has been deleted.]

ISO/IEC 27559:2022 1st Editon 3.5 WG5

privacy impact 
assessment
PIA

overall process (3.38) of identifying, analysing, evaluating, consulting, communicating, and planning the treatment 
of potential privacy impacts with regard to the processing of personally identifiable information (PII) (3.25), 
framed within an organization’s broader risk management framework
[SOURCE:ISO/IEC 29134:2023, 3.7]

ISO/IEC 27561:2024 1st Editon 3.34 WG5

privacy impact 
assessment
PIA

overall process of identifying, analysing, evaluating, consulting, communicating and planning the treatment of 
potential privacy impacts with regard to the processing of personally identifiable information, framed within an 
organization’s broader risk management framework
[SOURCE:ISO/IEC 29100:2011, 2.20, modified — Note 1 to entry has been deleted.]

ISO/IEC 29134:2023 2nd Editon 3.7 WG5



privacy impact 
assessment
privacy risk assessment

overall process of identifying, analysing, evaluating, consulting, communicating and planning the treatment of 
potential privacy impacts with regard to the processing of personally identifiable information (3.7), framed within 
an organization’s broader risk management framework

ISO/IEC 29100:2024 2nd Editon 3.18 WG5

privacy information 
management system
PIMS

information security management system which addresses the protection of privacy as potentially affected by the 
processing of personally identifiable information (PII)
[SOURCE:ISO/IEC 27701:2019, 3.2 modified — the abbreviated term "PII" is expanded as "personally 
identifiable information".]

ISO/IEC 27557:2022 1st Editon 3.1 WG5

privacy information 
management system
PIMS

information security management system which addresses the protection of privacy as potentially affected by the 
processing of PII

ISO/IEC 27701:2019-08 1st edition 3.2 WG5

privacy management collection of policies, processes (3.38) and methods used to protect and manage personally identifiable 
information (PII) (3.25)

ISO/IEC 27561:2024 1st Editon 3.35 WG5

privacy policy overall intention and direction, rules and commitment, as formally expressed by the personally identifiable 
information (PII) controller (3.26) related to the processing of PII (3.25) in a particular setting
[SOURCE:ISO/IEC 29100:2024, 3.14, modified – changed term to singular]

ISO/IEC 27561:2024 1st Editon 3.36 WG5

privacy 
policy+A3323:B3424

overall intention and direction, rules and commitment, as formally expressed by the personally identifiable 
information (PII) controller (3.8) related to the processing of PII (3.7) in a particular setting

ISO/IEC 29100:2024 2nd Editon 3.14 WG5

privacy preference specific choices made by a personally identifiable information (PII) principal (3.9) about how their PII (3.7) 
should be processed for a particular purpose

ISO/IEC 29100:2024 2nd Editon 3.15 WG5

privacy preference 
administrator
PPA

privacy stakeholder which administrates a privacy preference manager (3.17) ISO/IEC 27556:2022 1st Editon 3.18 WG5

privacy preference 
manager

component providing a capability allowing PII principals (3.2) to express privacy preferences (3.16) and a 
capability to monitor PII processing according to these privacy preferences

ISO/IEC 27556:2022 1st Editon 3.17 WG5

privacy preferences specific choices made by a personally identifiable information (PII) principal (3.2) about how their PII (3.1) 
should be processed for a particular purpose
[SOURCE:ISO/IEC 29100:2011, 2.17]

ISO/IEC 27556:2022 1st Editon 3.16 WG5

privacy principle set of shared values governing the protection of personally identifiable information (PII) (3.25) when processed in 
information and communication technology systems
[SOURCE:ISO/IEC 29100:2024, 3.16]

ISO/IEC 27561:2024 1st Editon 3.37 WG5

privacy principle shared value governing the privacy protection of personally identifiable information (PII) (3.7) when processed in 
information and communication technology systems

ISO/IEC 29100:2024 2nd Editon 3.16 WG5

privacy principles set of shared values governing the privacy protection of personally identifiable information (PII) when processed 
in information and communication technology systems
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.15 WG5

privacy principles set of shared values governing the privacy protection of personally identifiable information (3.14) when processed 
in information and communication technology systems
[SOURCE: ISO/IEC 29100:2011, 2.18]

ISO/IEC TS 27570:2021-01 1st edition 3.22 WG5

privacy requirement requirement, stated in a standardized language, which is meant to contribute to achieving the technical privacy 
controls for a TOE based on privacy functional requirements (3.3)

ISO/IEC TS 19608:2018-10 1st edition 3.2 WG3

privacy risk effect of uncertainty on privacy
Note 1 to entry: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 731 and ISO 31000.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.

ISO/IEC 29100:2024 2nd Editon 3.17 WG5

privacy risk effect of uncertainty on privacy
[SOURCE: ISO/IEC 29100:2011]
Note 1 to entry: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 73 and ISO 31000.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.

ISO/IEC TR 27550:2019-09 1st edition 3.16 WG5

privacy risk effect of uncertainty on privacy
Note 1 to entry: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 73 and ISO 31000.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.
[SOURCE: ISO/IEC 29100:2011, 2.19]

ISO/IEC TS 27570:2021-01 1st edition 3.23 WG5



privacy risk map diagram that indicates the level of impact and likelihood of privacy risks identified
Note 1 to entry: The map is typically used to determine the order in which the privacy risks should be treated.

ISO/IEC 29134:2023 2nd Editon 3.8 WG5

privacy risk source element which alone or in combination with other elements has the intrinsic potential to give rise to privacy risk 
(3.16)
Note 1 to entry: also referred to as privacy risk factor in NISTIR 8062[18].

ISO/IEC TR 27550:2019-09 1st edition 3.17 WG5

privacy rule statement specifying what is allowed or not concerning privacy ISO/IEC TS 27570:2021-01 1st edition 3.24 WG5
privacy safeguarding 
requirement

requirement that an organization takes into account when processing personally identifiable information (PII) (3.7) 
with respect to the privacy protection of PII

ISO/IEC 29100:2024 2nd Editon 3.19 WG5

privacy stakeholder natural or legal person, public authority, agency or any other body that can affect, be affected by, or perceive 
themselves to be affected by a decision or activity related to personally identifiable information (3.1) processing
[SOURCE:ISO/IEC 29100:2011, 2.22]

ISO/IEC 27556:2022 1st Editon 3.6 WG5

privacy stakeholder natural or legal person, public authority, agency or any other body that can affect, be affected by, or perceive 
themselves to be affected by a decision or activity related to personally identifiable information (PII) (3.7) 

ISO/IEC 29100:2024 2nd Editon 3.20 WG5

privacy-by-design approach in which privacy is considered at the initial design stage and throughout the complete lifecycle of 
products, processes or services that involve processing personally identifiable information (3.14)

ISO/IEC TS 27570:2021-01 1st edition 3.20 WG5

private area encrypted and integrity protected blob that contains the sensitive area of an object ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.51 WG3

private decryption key private key which defines the private decryption transformation ISO/IEC 9798-1:2010-07-01 3rd edition 3.21 WG2
private key key of an entity's asymmetric key pair that is kept private

NOTE　The security of an asymmetric system depends on the privacy of this key.
ISO/IEC 11770-1:2010-12-
01

2nd edition 2.35 WG2

private key key (3.17) of an entity's asymmetric key pair (3.3) that is kept private
Note 1 to entry: The security of an asymmetric system depends on the privacy of this key.
[SOURCE: ISO/IEC 11770-1:2010, 2.35]

ISO/IEC 11770-3:2021-10 4th edition 3.32 WG2

private key key (3.20) of an entity's asymmetric key pair which can only be used by that entity
Note 1 to entry: In the case of an asymmetric signature system, the private key defines the signature 
transformation. In the case of an asymmetric encipherment system, the private key defines the decipherment 

ISO/IEC 13888-1:2020-09 4th edition 3.44 WG2

private key that key of an entity’s asymmetric key pair which should only be used by that entity
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.8 WG2

private key key of an entity's asymmetric key pair (3.10) that is kept private
Note 1 to entry: The security of an asymmetric signature system (3.15) depends on the privacy of this key.
[SOURCE: ISO/IEC 11770-1:2010, 2.35, modified — The definition was restricted to asymmetric signature 

ISO/IEC 18014-2:2021-09 3rd edition 3.11 WG2

private key key (3.17) of an entity’s key pair which is known only by that entity
[SOURCE: ISO/IEC 9594-8:2020, 3.5.50, modified — The parenthesis "(In a public-key cryptosystem)", "That" 
at the beginning of the definition and the period at the end have been deleted.]

ISO/IEC 18033-1:2021-09 3rd edition 3.21 WG2

private key the key of an entity's asymmetric key pair which should only be used by that entity
[ISO/IEC 11770-1:1996]
NOTE　See Clauses 7, 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.37 WG2

private key cryptographic key (3.34) of an entity’s asymmetric key pair, which should only be used by that entity (3.49)
Note 1 to entry: In the case of an asymmetric signature system, the private key defines the signature 
transformation. In the case of an asymmetric encipherment system, the private key defines the decipherment 

ISO/IEC 19790:2025-02 3rd edition 3.110 WG3

private key that key of a key pair associated with an entity’s asymmetric cipher which is kept secret and used by that entity 
only

ISO/IEC 29150:2011-12-15 1st edition 3.29 WG2

private key private data item of an asymmetric pair
Note 1 to entry: Private key shall be kept secret and should only be used by a claimant in accordance with an 
appropriate response formula, thereby establishing its identity.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.21]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.14 WG2

private key key of an entity's asymmetric key pair which should only be used by that entity
[ISO/IEC 9798-1]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.13 WG2

private key key of an entity's asymmetric key pair that is kept secret and which should only be used by that entity ISO/IEC 9798-1:2010-07-01 3rd edition 3.22 WG2
private key data item of an asymmetric pair, that shall be kept secret and should only be used by a claimant in accordance with 

an appropriate response formula, thereby establishing its identity
ISO/IEC 9798-5:2009-12-15 3rd edition 2.21 WG2

private key that key of an entity's asymmetric key pair which should only be used by that entity
[ISO/IEC 9798-1:1997]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.12 WG4



private key extraction 
algorithm

method used by the private key generator to compute private keys for an IBE algorithm ISO/IEC 18033-5:2015-12-
01

1st edition 3.11 WG2

private key generator entity or function which generates a set of private keys ISO/IEC 18033-5:2015-12- 1st edition 3.12 WG2
private requestor key private data element (3.9) specific to a requestor (3.25) and usable only by this entity in a traceable blind signature 

process (3.49)
ISO/IEC 18370-1:2016-11-
15

1st edition 3.21 WG2

private signature key private key which defines the private signature transformation
[ISO/IEC 9798-1]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.14 WG2

private signature key data item specific to an entity and usable only by this entity in the signature generation process ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.11 WG2

private signature key private key which defines the private signature transformation
NOTE　This is sometimes referred to as a secret signature key.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.23 WG2

privilege specific security relevant attribute for a subject or user that allows that user or subject to perform dedicated 
activities bound to that security relevant attribute

ISO/IEC TS 19249:2017-10 1st edition 3.3 WG3

privilege
access right
permission

authorization to a subject (3.15) to access a resource (3.14)
Note 1 to entry: Privilege is a necessary but not sufficient condition for access. Access occurs when the access 
request is granted according to its access control policy. The access control policy is based on privileges and may 
include other environmental factors (e.g. time-of-day, location, etc.)
Note 2 to entry: Privileges take the form of data presented by a subject or obtained for a subject that is used by a 
policy decision point in order to grant or deny an operation that a subject is willing to perform on a resource.
Note 3 to entry: A resource may have multiple distinct privileges associated with it which correspond to various 
defined levels of access. For example, a data resource could have read, write, execute and delete privileges 
available for assignment to subjects. A request by a subject for access to the resource might be allowed for some 
levels of access request but disallowed for other levels depending on the level of access requested and the resource 

ISO/IEC 29146:2024 2nd Editon 3.8 WG5

probabilistic <algorithm> characteristic of an algorithm that states that given the same input, the output could take different ISO/IEC 18033-6:2019-05 1st edition 3.15 WG2
procedure written description of a course of action to be taken to perform a given task

[IEEE-Std. 610]
ISO/IEC 21827:2008-10-15 2nd edition 3.24 WG3

procedure specified way to carry out an activity or a process (3.1.27)
[SOURCE: ISO 30000:2009, 3.12]

ISO/IEC 27002:2022-02 3rd edition 3.1.26 WG1

procedure parameter transient public data item used in an instance of an authentication mechanism, e.g. a witness, challenge or response
[SOURCE: ISO/IEC 9798-5:2009, definition 2.22]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.15 WG2

procedure parameter transient public data item used in an instance of an authentication mechanism such as a witness, challenge or ISO/IEC 9798-5:2009-12-15 3rd edition 2.22 WG2
process set of interrelated activities which transform inputs into outputs

NOTE　Adapted from ISO/IEC 15288:2002.
ISO/IEC 21827:2008-10-15 2nd edition 3.25 WG3

process set of interrelated or interacting activities which transforms inputs into outputs ISO/IEC 27000:2018-02 5th edition 3.54 WG1
process set of interrelated or interacting activities that uses or transforms inputs to deliver a result

[SOURCE: ISO 9000:2015, 3.4.1, modified— Notes to entry removed.]
ISO/IEC 27002:2022-02 3rd edition 3.1.27 WG1

process set of interrelated or interacting activities which transforms inputs into outputs
[SOURCE: ISO 9000:2015, 3.4.1, modified — Notes were removed.]

ISO/IEC 27036-1:2021-09 2nd edition 3.7 WG4

process operational implementation of a method (3.11) ISO/IEC 27041:2015-06-15 1st edition 3.12 WG4
process set of activities that have a common goal and last for a limited period of time

Note 1 to entry: Also see ISO/IEC 27000 and ISO 9000 for similar definitions of a process.
Note 2 to entry: The meaning of “process” in this International Standard refers to a higher level of abstraction than 
the definition of “process” in ISO/IEC 27041.

ISO/IEC 27043:2015-03-01 1st edition 3.14 WG4

process interrelated or interacting activities that use inputs to deliver an intended result
[SOURCE:ISO 9000:2015, 3.4.1, modified — deleted “set of”, notes to entry have been deleted]

ISO/IEC 27561:2024 1st Editon 3.38 WG5

process set of interrelated or interacting activities which transforms inputs into outputs
[SOURCE:ISO/IEC 27000:2018, 3.54]

ISO/IEC 29134:2023 2nd Editon 3.4 WG5

process set of interrelated or interacting activities which transform inputs into outputs
[SOURCE: ISO/IEC 27000:2018]

ISO/IEC TR 27550:2019-09 1st edition 3.18 WG5

process set of interrelated or interacting activities which transforms inputs into outputs
[SOURCE: ISO/IEC 27000:2018, 3.54]

ISO/IEC TS 27570:2021-01 1st edition 3.25 WG5



process control system system that serves to control and monitor the generation, production, transmission, storage and distribution of 
electric power, gas, oil and heat, including the control of associated supporting processes
Note 1 to entry: Process control systems are often referred to more generally as industrial control systems. In this 
document, the terms process control system and industrial control system are restricted to technologies and 
components used in the energy utility industry.

ISO/IEC 27019:2024 2nd edition 3.1.13 WG1

process measurement 
integrity

sensor which has been authenticated and measurement validated as correct ISO/IEC 24392:2023 1st Editon 3.13 WG4

process outcome observable result of the successful achievement of the process purpose
[SOURCE: ISO/IEC/IEEE 15288:2015]

ISO/IEC TR 27550:2019-09 1st edition 3.19 WG5

processed biometric 
reference

processed biometric sample or combination of processed biometric samples used as a biometric reference ISO/IEC 24761:2019-10 2nd edition 3.24 WG5

processed biometric 
sample

biometric sample or biometric feature set input to an algorithm for biometric comparison to a biometric 
reference(s)
Note 1 to entry: ISO/IEC 2382-37, a term "biometric probe" (ISO/IEC 2382-37:2017, 3.3.14) is defined in place 

ISO/IEC 24761:2019-10 2nd edition 3.25 WG5

processing of PII operation or set of operations performed on personally identifiable information (PII) (3.2)
Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage, 
alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise 
making available, deletion or destruction of PII.
[SOURCE: ISO/IEC 29100:2011, 2.23]

ISO/IEC 27018:2019-01 2nd edition 3.6 WG5

processing of PII operation or set of operations performed upon personally identifiable information (PII) (3.7)
Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage, 
alteration, retrieval, consultation, disclosure, anonymization (3.2), pseudonymization (3.22), dissemination or 
otherwise making available, deletion or destruction of PII.

ISO/IEC 29100:2024 2nd Editon 3.21 WG5

processing of PII operation or set of operations performed upon personally identifiable information (PII)
Note 1 to entry: examples of processing operations of PII include, but are not limited to, the collection, storage, 
alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise 
making available, deletion or destruction of PII.
Note 2 to entry: also referred to as data action in NISTIR 8062[18]
[SOURCE: ISO/IEC 29100:2011]

ISO/IEC TR 27550:2019-09 1st edition 3.20 WG5

processing of PII operation or set of operations performed upon personally identifiable information (3.14)
Note 1 to entry: Examples of processing operations of PII include, but are not limited to, the collection, storage, 
alteration, retrieval, consultation, disclosure, anonymization, pseudonymization, dissemination or otherwise 
making available, deletion or destruction of PII.
[SOURCE: ISO/IEC 29100:2011, 2.23]

ISO/IEC TS 27570:2021-01 1st edition 3.26 WG5

producer creator or provider of a tool (3.17), including anyone who modifies or customises a tool
Note 1 to entry: The person(s) or organization(s) responsible for the creation or maintenance of a tool or 
customisation of a tool is the producer.
Note 2 to entry: Providing scripts to automate common functions modifies or customises a tool.

ISO/IEC 27041:2015-06-15 1st edition 3.13 WG4

product result of a process
[SOURCE: ISO 9000:2005, definition 3.4.2]

ISO/IEC 27034-1:2011-11-
15

1st edition 3.19 WG4

production life-cycle phase which consists of transforming the implementation representation into the implementation of the 
TOE, i.e. into a state acceptable for delivery (3.14) to the customer
Note 1 to entry: This phase can comprise manufacturing, integration, generation, internal transport, storage, and 
labelling of the TOE.

ISO/IEC 15408-3:2022-08 4th edition 3.24 WG3

production-grade product, element or software (3.140) that has been tested to meet operational specifications ISO/IEC 19790:2025-02 3rd edition 3.111 WG3
production-grade product, component or software that has been tested to meet operational specifications

[SOURCE: ISO/IEC 19790:2012, 3.95]
ISO/IEC TS 30104:2015-05-
15

1st edition 3.13 WG3

proficiency ability of an investigative team to produce results equivalent to those of a different investigative team given the 
same sources of potential digital evidence

ISO/IEC 27042:2015-06-15 1st edition 3.16 WG4

program code size size of a cryptographic mechanism code in bytes ISO/IEC 29192-1:2012-06- 1st edition 2.7 WG2
programme group of projects managed in a coordinated way to obtain benefits not available from managing them individually

[SOURCE:ISO 14300-1:2011, 3.2]
ISO/IEC 29134:2023 2nd Editon 3.9 WG5



project unique process, consisting of a set of coordinated and controlled activities with start and finish dates, undertaken 
to achieve an objective conforming to specific requirements, including the constraints of time, cost and resources
[SOURCE:ISO 9000:2015, 3.4.2]

ISO/IEC 29134:2023 2nd Editon 3.10 WG5

proofing information information collected for identity proofing ISO/IEC TS 29003:2018-03 1st edition 3.13 WG5
proofing party entity that performs identity proofing of a subject (3.15) ISO/IEC TS 29003:2018-03 1st edition 3.14 WG5
property quality common to all members of an object class

[SOURCE:ISO/IEC 11179-1:2023, 3.3.2, modified — Domain and Note 1 to entry added.]
ISO/IEC TS 24462:2024 1st Editon 3.12 WG3

Protected Capability operation performed by the Trusted Platform Module on data in a Shielded Location in response to a command 
sent to the Trusted Platform Module

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.53 WG3

protected internal path interfaces between integrated circuits within the cryptographic boundary (3.32) in a multi-chip module using 
approved cryptographic methods to protect the confidentiality and integrity (3.72) of the data

ISO/IEC 19790:2025-02 3rd edition 3.112 WG3

Protected Object Object with an encrypted sensitive portion, the sensitive portion of which the Trusted Platform Module will only 
decrypt when it is in a Shielded Location

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.54 WG3

protection boundary physical or conceptual perimeter that defines the secure domain into which an attacker cannot observe or influence 
the process in a malicious way (according to a chosen threat model)

ISO/IEC 18031:2025-02 2nd edition 3.37 WG2

Protection Profile implementation-independent statement of security needs for a TOE type
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.52]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.11 WG3

Protection Profile 
Configuration component
PP-Configuration 
component

Protection Profile (PP) (3.68) or PP-Module (3.71) included in a PP-Configuration (3.69) ISO/IEC 15408-1:2022-08 4th edition 3.70 WG3

Protection Profile 
Configuration
PP-Configuration

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type containing at 
least one protection profile (PP) (3.68) and an additional non-empty set of PPs and PP-Modules (3.71) (with the 
associated PP-Modules Bases)

ISO/IEC 15408-1:2022-08 4th edition 3.69 WG3

Protection Profile Module 
Base
PP-Module Base

set of either PP-Modules (3.71) or Protection Profiles (PPs) (3.68) or both, specified by a PP-Module as a basis for 
building a PP-Configuration (3.69)
Note 1 to entry: The notion of a PP-Module Base is iterative in that the base of a PP-Module can contain another 
PP-Module with its own base, with that base containing a PP-Module. However, this “chain” terminates with a PP-
Module that has only PP(s) as its base.

ISO/IEC 15408-1:2022-08 4th edition 3.72 WG3

Protection Profile module
PP-Module

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type 
complementary to one or more base Protection Profiles (3.68) and possibly some base PP-Modules (3.14)

ISO/IEC 15408-1:2022-08 4th edition 3.71 WG3

Protection Profile
PP

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type ISO/IEC 15408-1:2022-08 4th edition 3.68 WG3

prove <evaluation> show correspondence by formal analysis in its mathematical sense
Note 1 to entry: It is completely rigorous in all ways. Typically, the term “prove” is used when there is a desire to 
show correspondence between two target of evaluation (TOE) security functionality (TSF) representations at a 
high level of rigour.

ISO/IEC 18045:2022-08 3rd edition 3.16 WG3

provenance information that documents the origin or source of Electronically Stored Information (3.9), any changes that have 
taken place since it was originated, and who has had custody of it since it was originated

ISO/IEC 27050-1:2019-11 2nd edition 3.19 WG4

provisioning process of loading the correct software, security policy, and configuration data for information technology (IT) 
devices

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.22 WG4

pseudo distinguishing 
identifier

information which unambiguously distinguishes an entity, but which is valid for only a limited period of time ISO/IEC 20009-4:2017-08 1st edition 3.22 WG2

pseudonym unique identifier created for a data principal (3.4) to replace the commonly used identifier (3.13) [or identifiers 
(3.13)] for that data principal (3.4)
Note 1 to entry: A pseudonym is sometimes also known as an alias.

ISO/IEC 20889:2018-11 1st edition 3.26 WG5

pseudonym identifier (3.1.4) that contains the minimal identity information (3.2.4) sufficient to allow a verifier (3.3.6) to 
establish it as a link to a known identity (3.1.2)
Note 1 to entry: A pseudonym can be used to reduce privacy risks that are associated with the use of identifiers 
with fixed or known values.
Note 2 to entry: A pseudonym can be an identifier with a value chosen by the person or assigned randomly.

ISO/IEC 24760-1:2019-06 2nd edition 3.6.3 WG5



pseudonymization de-identification technique (3.7) that replaces an identifier (or identifiers) for a data principal (3.4) with a 
pseudonym (3.26) in order to hide the identity of that data principal

ISO/IEC 20889:2018-11 1st edition 3.27 WG5

pseudonymization process applied to personally identifiable information (PII) (3.7) which replaces identifying information with an 
alias
Note 1 to entry: Pseudonymization can be performed either by PII principals (3.9) themselves or by PII controllers 
(3.8). Pseudonymization can be used by PII principals to consistently use a resource or service without disclosing 
their identity to this resource or service (or between services), while still being held accountable for that use.
Note 2 to entry: Pseudonymization does not rule out the possibility that there can be (a restricted set of) privacy 
stakeholders (3.20) other than the PII controller of the pseudonymized data which are able to determine the PII 

ISO/IEC 29100:2024 2nd Editon 3.22 WG5

pseudonymous identifier Part of a renewable biometric reference that represents an individual or datasubject within a certain domain by 
means of a protected identity that can be verified by means of a capturedbiometric sample and the auxiliary data (if 
any).

ISO/IEC 17922:2017-09 1st edition 3.2.3 b) WG5

pseudonymous identifier 
comparator
PIC

system, process or algorithm that compares the pseudonymous identifier (3.29) generated during enrolment by the 
pseudonymous identifier encoder (3.31) and the pseudonymous identifier reconstructed during verification by the 
pseudonymous identifier recoder (3.32), and returns a similarity score representing the similarity between the two
[SOURCE: ISO/IEC 30136:2018, 3.8]

ISO/IEC 24745:2022-02 2nd edition 3.30 WG5

pseudonymous identifier 
encoder
PIE

system, process or algorithm that generates a renewable biometric reference (3.34) consisting of a pseudonymous 
identifier (3.29) and possibly auxiliary data (3.2) based on a biometric reference

ISO/IEC 24745:2022-02 2nd edition 3.31 WG5

pseudonymous identifier 
recoder
PIR

system, process or algorithm that reconstructs a pseudonymous identifier (3.29) based on the provided auxiliary 
data (3.2) and the extracted features
[SOURCE: ISO/IEC 30136:2018, 3.9]

ISO/IEC 24745:2022-02 2nd edition 3.32 WG5

pseudonymous identifier
PI

part of a renewable biometric reference (3.34) that represents an individual or data subject within a domain by 
means of a protected identity (3.22) that can be verified by means of a captured biometric sample (3.12) and the 
auxiliary data (3.2) (if any)
Note 1 to entry: A pseudonymous identifier should not contain any information that allows retrieval of the original 
biometric sample, the original biometric features (3.7), or the true identity of its owner.
Note 2 to entry: The pseudonymous identifier has no meaning outside the service domain.
Note 3 to entry: Encrypted biometric data (3.5) with a cipher that allows retrieval of the plain-text data before 
comparison is not a pseudonymous identifier.
Note 4 to entry: A pseudonymous identifier may be the element for comparison during biometric reference 

ISO/IEC 24745:2022-02 2nd edition 3.29 WG5

public cloud service party which makes cloud services available according to the public cloud model ISO/IEC 27018:2019-01 2nd edition 3.7 WG5
public encryption key public key which defines the public encryption transformation ISO/IEC 9798-1:2010-07-01 3rd edition 3.24 WG2
public key key of an entity’s asymmetric key pair which can usually be made public without compromising security ISO/IEC 11770-1:2010-12- 2nd edition 2.36 WG2
public key key (3.17) of an entity's asymmetric key pair (3.3) which can usually be made public without compromising 

security
Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification 
transformation. In the case of an asymmetric encryption system, the public key defines the encryption 
transformation, conditional on the inclusion of randomisation elements. A key that is “publicly known” is not 
necessarily globally available. The key can only be available to all members of a pre-specified group.

ISO/IEC 11770-3:2021-10 4th edition 3.33 WG2

public key key (3.20) of an entity's asymmetric key pair which can be made public
Note 1 to entry: In the case of an asymmetric signature scheme, the public key defines the verification 
transformation. In the case of an asymmetric encipherment system, the public key defines the encipherment 
transformation. A key that is 'publicly known' is not necessarily globally available. The key might only be 
available to all members of a pre-specified group.

ISO/IEC 13888-1:2020-09 4th edition 3.45 WG2

public key that key of an entity’s asymmetric key pair which can be made public
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.9 WG2

public key key of an entity's asymmetric key pair (3.10) which can usually be made public without compromising security
[SOURCE: ISO/IEC 11770-1:2010, 2.36]

ISO/IEC 18014-2:2021-09 3rd edition 3.12 WG2

public key key (3.17) of an entity’s key pair which is publicly known
[SOURCE: ISO/IEC 9594-8:2020, 3.5.57, modified — “That” at the beginning of the definition and the period at 
the end have been deleted.]

ISO/IEC 18033-1:2021-09 3rd edition 3.22 WG2



public key the key of an entity's asymmetric key pair which can be made public
[ISO/IEC 11770-1:1996]
NOTE　See Clauses 7, 8.1.

ISO/IEC 18033-2:2006-05-
01

1st edition 3.38 WG2

public key cryptographic key (3.34) of an entity’s asymmetric key pair, which can be made public
Note 1 to entry: In the case of an asymmetric signature system, the public key defines the verification 
transformation. In the case of an asymmetric encipherment system, the public key defines the encipherment 
transformation. A key that is “publicly known” is not necessarily globally available. The key can only be available 
to all members of a pre-specified group.

ISO/IEC 19790:2025-02 3rd edition 3.113 WG3

public key that key of a key pair associated with an entity’s asymmetric cipher which can be made public and used by any 
entity

ISO/IEC 29150:2011-12-15 1st edition 3.30 WG2

public key public data item of an asymmetric pair, that can be made public and shall be used by every verifier for establishing 
the claimant's identity
[SOURCE: ISO/IEC 9798-5:2009, definition 2.23]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.16 WG2

public key key of an entity's asymmetric key pair which can be made public
[ISO/IEC 9798-1]

ISO/IEC 9796-2:2010-12-15 3rd edition 3.15 WG2

public key key of an entity's asymmetric key pair which can be made public ISO/IEC 9798-1:2010-07-01 3rd edition 3.25 WG2
public key data item of an asymmetric pair, that can be made public and shall be used by every verifier for establishing the 

claimant's identity
ISO/IEC 9798-5:2009-12-15 3rd edition 2.23 WG2

public key that key of an entity's asymmetric key pair which can be made public
NOTE　In the case of an asymmetric signature scheme, the public key defines the verification transformation. In 
the case of an asymmetric encipherment system, the public key defines the encipherment transformation. A key 
that is 'publicly known' is not necessarily globally available. The key may only be available to all members of a pre-
specified group.
[ISO/IEC 11770-3:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.13 WG4

public key certificate public key information of an entity signed by the certification authority ISO/IEC 11770-1:2010-12- 2nd edition 2.37 WG2
public key certificate public key information (3.35) of an entity signed by the certification authority (3.4) and thereby rendered ISO/IEC 11770-3:2021-10 4th edition 3.34 WG2
public key certificate public key information of an entity signed by the certification authority (3.3)

[SOURCE: ISO/IEC 11770-1:2010, 2.37]
ISO/IEC 11770-7:2021-07 1st edition 3.9 WG2

public key certificate public key (3.45) information of an entity signed by the certification authority (3.3) and thereby rendered 
unforgeable

ISO/IEC 13888-1:2020-09 4th edition 3.46 WG2

public key certificate public key information of an entity signed by the certification authority and thereby rendered unforgeable
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.10 WG2

public key certificate public key (3.12) information of an entity signed by the certification authority
[SOURCE: ISO/IEC 11770-1:2010, 2.37]

ISO/IEC 18014-2:2021-09 3rd edition 3.13 WG2

public key certificate electronic document used to prove the validity and origin of a public key (3.113) ISO/IEC 19790:2025-02 3rd edition 3.114 WG3
public key certificate public key information of an entity signed by the certification authority

[SOURCE: ISO/IEC 11770-1:2010]
ISO/IEC 20009-2:2013-12-
01

1st edition 3.11 WG2

public key certificate public key information of an entity signed by the certification authority and thereby rendered unforgeable
[ISO/IEC 11770-3:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.14 WG4

public key certificate 
(certificate)

public key information of an entity signed by the certification authority and thereby rendered unforgeable
NOTE　See also Annex C.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.26 WG2

public key directory 
(PKD)

A directory containing a well defined (sub)set of public key certificates. This directory can contain certificates 
from different Certification Authorities.

ISO/IEC 15945:2002-02-01 1st edition 3.11 WG4

public key encryption encryption performed using an asymmetric cipher ISO/IEC 18033-5:2015-12- 1st edition 3.13 WG2
public key information information containing at least the entity’s distinguishing identifier and public key, but which can include other 

static information regarding the certification authority, the entity, restrictions on key usage, the validity period, or 
the involved algorithms
[ISO/IEC 11770-3:2008]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.38 WG2

public key information information containing at least the entity's distinguishing identifier (3.8) and public key (3.33), but can include 
other static information regarding the certification authority (3.4), the entity, restrictions on key (3.17) usage, the 
validity period, or the involved algorithms

ISO/IEC 11770-3:2021-10 4th edition 3.35 WG2



public key information information containing at least the entity’s distinguishing identifier and public key, but which can include other 
static information regarding the certification authority, the entity, restrictions on key usage, the validity period, or 
the involved algorithms
[SOURCE: ISO/IEC 11770-1:2010]

ISO/IEC 20009-2:2013-12-
01

1st edition 3.12 WG2

public key information information specific to a single entity and which contains at least the entity's distinguishing identifier and a public 
key for this entity
NOTE　Other information regarding the certification authority, the entity, and the public key may be included in 
the public key certificate, such as the validity period of the public key, the validity period of the associated private 
key, or the identifier of the involved algorithms (see also Annex C).

ISO/IEC 9798-1:2010-07-01 3rd edition 3.27 WG2

public key infrastructure 
(PKI)

The system consisting of TTPs, together with the services they make available to support the application 
(including generation and validation) of digital signatures, and of the persons or technical components, who use 
these services.
NOTE – Sometimes the persons and the technical components participating in a PKI, by using the services of 
TTPs, but not being TTPs themselves, are referred to as end entities. An example of a technical equipment used by 

ISO/IEC 15945:2002-02-01 1st edition 3.12 WG4

public key infrastructure
PKI

structure of hardware, software, people, processes, and policies that employs digital signature technology to 
facilitate a verifiable association between the public component of an asymmetric public key pair with a specific 
subscriber that possesses the corresponding private key
Note 1 to entry: The public key may be provided for digital signature verification, authentication of the subject in 
communication dialogues, or for message encryption key exchange or negotiation

ISO/IEC 27099:2022-07 1st edition 3.42 WG4

public key system <digital signature> cryptographic scheme consisting of three functions:
— key production , a method for generating a key pair made up of a private signature key and a public verification 
key;
— signature production , a method for generating a signature ∑  from a message representative F  and a private 
signature key;

— signature opening , a method for obtaining the recovered message representative F * from a signature ∑  and a 
public verification key
NOTE　The output of this function also contains an indication as to whether the signature opening procedure 

ISO/IEC 9796-2:2010-12-15 3rd edition 3.16 WG2

public requestor key set of public data elements (3.9) which is mathematically related to a private requestor key (3.21) ISO/IEC 18370-1:2016-11- 1st edition 3.22 WG2
public requestor tracing set of public data elements (3.9) which is mathematically related to a requestor tracing key (3.30) ISO/IEC 18370-1:2016-11- 1st edition 3.23 WG2
public security parameter
PSP

security-related public information whose modification can compromise the security of a cryptographic module
EXAMPLE:Public cryptographic keys, public key certificates, self-signed certificates, trust anchors, one-time 
passwords associated with a counter and internally held date and time.
[SOURCE: ISO/IEC 19790:2012, 3.99, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.27 WG3

public security parameter
PSP

security related public information whose modification can cause a compromise (3.19) of the security of a 
cryptographic module (3.35)
EXAMPLE:Public key (3.113), public key certificate (3.114), self-signed certificate, trust anchor, one-time 
password (3.102) associated with a counter and internally held date and time.
Note 1 to entry: A PSP is considered protected if it cannot be modified or substituted without detection by the 
cryptographic module (3.35).

ISO/IEC 19790:2025-02 3rd edition 3.115 WG3

public security parameter
PSP

security related public information whose modification can cause a compromise of the security of a cryptographic 
module (3.9)
EXAMPLE:Public cryptographic keys, public key certificates, self-signed certificates, trust anchors, one-time 
passwords associated with a counter and internally held date and time.
Note 1 to entry: A PSP is considered protected if it cannot be modified or if its modification can be determined by 
the cryptographic module.
[SOURCE:ISO/IEC 19790:2025, 3.115]

ISO/IEC TS 20540:2025-06 2nd edition 3.20 WG3

public signature tracing set of public data elements (3.9) which is mathematically related to a signature tracing key (3.42) ISO/IEC 18370-1:2016-11- 1st edition 3.24 WG2
public verification key public key which defines the public verification transformation

[ISO/IEC 9798-1]
ISO/IEC 9796-2:2010-12-15 3rd edition 3.17 WG2

public verification key data item which is mathematically related to a private signature key and is known by or accessible to all entities 
and which is used by the verifier in the signature verification process

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.12 WG2

public verification key public key which defines the public verification transformation ISO/IEC 9798-1:2010-07-01 3rd edition 3.28 WG2



public-key certificate public key (3.22) of an entity, together with some other information, rendered unforgeable by digital signature 
with the private key (3.21) of the certification authority that issued it
[SOURCE: ISO/IEC 9594-8:2020, 3.5.58, modified — “The” at the beginning of the definition, the parenthesis 
“(CA)” and the period at the end have been deleted.]

ISO/IEC 18033-1:2021-09 3rd edition 3.23 WG2

public-key infrastructure
PKI

infrastructure able to support the management of public keys able to support authentication, encryption, integrity 
or non-repudiation services
[SOURCE: ISO/IEC 9594-8:2020, 3.5.60, modified — In the definition, the initial article "the" has been 

ISO/IEC 18014-2:2021-09 3rd edition 3.14 WG2

public-key infrastructure
PKI

infrastructure able to support the management of public keys (3.22) able to support authentication, encryption 
(3.11), integrity or non-repudiation services
[SOURCE: ISO/IEC 9594-8:2020, 3.5.60, modified — “The” at the beginning of the definition and the period at 
the end have been deleted.]

ISO/IEC 18033-1:2021-09 3rd edition 3.24 WG2

pulverize destruct (3.3.3) by grinding storage medium (3.2.16) to a powder or appropriately small particles ISO/IEC 27040:2024 2nd Editon 3.3.9 WG4
pure DRBG
pure deterministic 
random bit generator

deterministic random bit generator (3.9) whose only external input is an initial seed ISO/IEC 18031:2025-02 2nd edition 3.38 WG2

pure NRBG
pure non-deterministic 
random bit generator

random bit generator (3.40) that takes its non-deterministic input from a noise source, and for which any post-
processing is non-cryptographic or stateless cryptographic

ISO/IEC 18031:2025-02 2nd edition 3.39 WG2

purge sanitize (3.3.12) using physical or logical techniques that make recovery of target data (3.2.18) infeasible using 
state of the art laboratory techniques, but which preserves the storage media (3.2.16) and storage device (3.2.14) in 
a potentially reusable state

ISO/IEC 27040:2024 2nd Editon 3.3.10 WG4

quantum channel communication channel for transmitting quantum signals (3.32)
[SOURCE:ETSI GR QKD 007 V1.1.1:2018]

ISO/IEC 23837-1:2023 1st Editon 3.20 WG3

quantum key distribution 
authentication key
QKD authentication key

cryptographic key used to authenticate messages over the classical channel (3.3) of a quantum key distribution 
system (3.28)

ISO/IEC 23837-1:2023 1st Editon 3.22 WG3

quantum key distribution 
module
QKD module

set of hardware, software and/or firmware components (3.4) that implements the functions of a quantum key 
distribution transmitter party (3.30) or receiver party (3.26)

ISO/IEC 23837-1:2023 1st Editon 3.23 WG3

quantum key distribution 
protocol
QKD protocol

protocol that implements the function of quantum key distribution (3.21) ISO/IEC 23837-1:2023 1st Editon 3.24 WG3

quantum key distribution 
receiver module
QKD receiver module

functional module in a quantum key distribution (QKD) system (3.28) corresponding to the QKD receiver party 
(3.26) of the implemented QKD protocol (3.24)

ISO/IEC 23837-1:2023 1st Editon 3.25 WG3

quantum key distribution 
receiver party
QKD receiver party

quantum signal (3.32) receiver in a quantum key distribution (QKD) protocol (3.24)
[SOURCE:ETSI GR QKD 007 V1.1.1:2018, modified — the term has been changed from "Bob" to "quantum 
key distribution receiver party"; in the definition, “information” has been replaced by “signal”.]

ISO/IEC 23837-1:2023 1st Editon 3.26 WG3

quantum key distribution 
session
QKD session

session comprising a series of operations defined in a quantum key distribution protocol (3.24) to generate a final 
key (3.12), which generally includes the stages of raw data generation (3.34) and post-processing (3.17)

ISO/IEC 23837-1:2023 1st Editon 3.27 WG3

quantum key distribution 
system
QKD system

system that implements quantum key distribution (QKD) protocols (3.24), including at least twoQKD modules 
(3.23) as well as the interconnecting quantum (3.20) and classical channels (3.3)

ISO/IEC 23837-1:2023 1st Editon 3.28 WG3

quantum key distribution 
transmitter module
QKD transmitter module

functional module in a quantum key distribution (QKD) system (3.28) corresponding to the QKD transmitter party 
(3.30) of the implemented QKD protocol (3.24)

ISO/IEC 23837-1:2023 1st Editon 3.29 WG3

quantum key distribution 
transmitter party
QKD transmitter party

quantum signal (3.32) sender in a quantum key distribution protocol (3.24)
[SOURCE:ETSI GR QKD 007 V1.1.1:2018, modified — the term has been changed from "Alice" to "quantum 
key distribution transmitter party"; in the definition, “information” has been replaced by “signal”, "system" has 
been replaced with "protocol", and “transmitter” has been removed.]

ISO/IEC 23837-1:2023 1st Editon 3.30 WG3



quantum key distribution
QKD

procedure or method for two legitimate parties to agree on symmetric keys using a pre-shared key (3.18), whose 
security is based on quantum information theory
Note 1 to entry: In some QKD protocols (3.24), establishment of keys occurs jointly involving both legitimate 
parties, while in others one party generates keys that are eventually transported to the other party.

ISO/IEC 23837-1:2023 1st Editon 3.21 WG3

quantum random bit 
generator
QRBG

random bit generator that generates random bits based on principles of quantum mechanics ISO/IEC 23837-1:2023 1st Editon 3.31 WG3

quantum signal signal described by a quantum mechanical state
[SOURCE:ETSI GR QKD 007 V1.1.1:2018]

ISO/IEC 23837-1:2023 1st Editon 3.32 WG3

quantum state analyser instrument designed to measure optical states in one or more specified degrees of freedom ISO/IEC 23837-2:2023 1st Editon 3.17 WG3
quasi-identifier attribute (3.2) in a dataset (3.5) that, when considered in conjunction with other attributes in the dataset, singles 

out (3.35) a data principal (3.4)
ISO/IEC 20889:2018-11 1st edition 3.28 WG5

radio access network part of a mobile telecommunication system that implements a radio access technology such as WCDMA or LTE to 
provide access for end-user devices to the core network (3.4)
Note 1 to entry: The radio access network resides between the end-user device and the core network.
Note 2 to entry: A mobile phone is an example of an end-user device.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.9 WG4

radio network controller network element in a 3G mobile network which controls the base stations, interface to the core network (3.4) and 
carries out the radio resource management and mobility management functions of the network

ISO/IEC 27033-6:2016-06-
01

1st edition 3.10 WG4

radix Base of a geometric progression. ISO/IEC 7064:2003-02-15 1st edition 2.6 WG2
RAM size size of temporary storage space a cryptographic mechanism requires in random access memory including the 

registers in the processor
ISO/IEC 29192-1:2012-06-
01

1st edition 2.8 WG2

Random Access Memory
RAM

memory that can be accessed in any order and which has no endurance limitations ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.55 WG3

random bit generator
RBG

device or algorithm (3.1) that outputs a sequence of bits that appears to be statistically independent and unbiased ISO/IEC 18031:2025-02 2nd edition 3.40 WG2

random bit generator
RBG

device or algorithm that outputs a sequence of bits that appears to be statistically independent and unbiased
[SOURCE: ISO/IEC 18031:2011, 3.29]

ISO/IEC 18367:2016-12-15 1st edition 3.28 WG3

random bit generator
RBG

device or algorithm that outputs a sequence of bits that appears to be statistically independent and unbiased ISO/IEC 19790:2025-02 3rd edition 3.116 WG3

random bit generator
RBG

device or algorithm designed to produce bits that appear statistically independent and unbiased
Note 1 to entry: In case of purely physical random bit generators, the existence of very small entropy defects can 
be permitted. Deterministic RBG constructions, on the other hand, shall offer output that is computationally 
indistinguishable in practice from ideally distributed data. In addition, it is worth noting that hybrid designs have 
advantages over both purely deterministic and purely physical designs by combining the true entropy guarantees 
of physical RBGs with the near-ideal output distribution of deterministic RBGs and resilience properties, for 
instance with regards to noise source failure.

ISO/IEC 20543:2019-11 1st edition 3.25 WG3

random bit generator
RBG

device or algorithm that outputs a sequence of bits that appears to be statistically independent and unbiased
[SOURCE:ISO/IEC 19790:2025, 3.116]

ISO/IEC TS 20540:2025-06 2nd edition 3.21 WG3

random element 
derivation function

function that utilizes a password and other parameters as input and outputs a random element ISO/IEC 11770-4:2017-07 2nd edition 3.32 WG2

random number time variant parameter whose value is unpredictable
[SOURCE:ISO/IEC 11770-1:2010, 2.39]

ISO/IEC 11770-5:2020 2nd Editon 3.21 WG2

random number time variant parameter whose value is unpredictable
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.14 WG2

random number time variant parameter whose value is unpredictable
[SOURCE: ISO/IEC 9798-1:2010, definition 3.29]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.17 WG2

random number time variant parameter whose value is unpredictable (see also Annex B) ISO/IEC 9798-1:2010-07-01 3rd edition 3.29 WG2
random number time variant parameter whose value is unpredictable

[ISO/IEC 9798-1:1997, definition 3.3.24]
ISO/IEC 9798-5:2009-12-15 3rd edition 2.24 WG2

random number random time variant parameter whose value is unpredictable ISO/IEC 11770-1:2010-12- 2nd edition 2.39 WG2
randomization technique de-identification technique (3.7) in which the values of attributes (3.2) are modified so that their new values differ 

from their true values in a random way
ISO/IEC 20889:2018-11 1st edition 3.29 WG5



randomized dependent on a randomizer
[ISO/IEC 14888-1]

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.13 WG2

randomizer secret integer produced by the signing entity in the pre-signature production process, and not predictable by other 
entities
NOTE　Adapted from ISO/IEC 14888-1:1998.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.14 WG2

randomness source source of randomness for a random bit generator (3.40) that can be an entropy source, a non-deterministic random 
bit generator (3.30), or a deterministic random bit generator (3.9)

ISO/IEC 18031:2025-02 2nd edition 3.41 WG2

rate limiting method method intended to slow down and render impractical automated (3.3) guessing attacks on authentication data 
(3.13)

ISO/IEC 19790:2025-02 3rd edition 3.117 WG3

raw data keying material (3.14) generated by measuring quantum states of the signal pulse ISO/IEC 23837-1:2023 1st Editon 3.33 WG3
raw data generation quantum key distribution protocol (3.24) procedure of generating raw data (3.33) by transmitting and detecting 

quantum signals (3.32)
Note 1 to entry: This term is also known as “raw key exchange” in the quantum key distribution community.

ISO/IEC 23837-1:2023 1st Editon 3.34 WG3

raw random numbers bit sequence produced internally within a random bit generator by digitization of the random noise source or 
detection of unpredictable events within the machine in question, before any post-processing beyond the 
digitization has been performed
Note 1 to entry: It should be noted that although the raw random numbers represent an early stage in random bit 
generation, they can already contain complicated inherent pseudo-random patterns. For instance, part of the 
randomness in hard drive seek times is commonly associated to chaotic turbulent air flow patterns inside the hard 
drive; even if one abstracts away all other features of a hard drive, it seems difficult to argue that an RBG based on 
this effect does not have significant internal memory. However, sources with large internal memory are notoriously 
difficult to properly characterise by statistical tests with realistic sample sizes. The extent to which pseudorandom 
patterns are exhibited by a raw random source therefore depends on the design of the entropy source and shall be 
considered when analysing it. Generic statistical tests can mistake pseudo-randomness for actual randomness and 
thus overestimate the entropy of the raw random numbers. It is for this reason primarily that it is important to 
understand the design of the mechanism producing the raw random numbers. This comprises influences of the 

ISO/IEC 20543:2019-11 1st edition 3.26 WG3

readiness process of being prepared for a digital investigation before an incident has occurred ISO/IEC 27043:2015-03-01 1st edition 3.15 WG4
receiver party running the message reconstruction algorithm (3.5) ISO/IEC 19592-1:2016-11- 1st edition 3.8 WG2
receiver entity receiving communication from the sender (3.11) requiring data integrity and entity authentication (3.10) ISO/IEC 29192-7:2019-08 1st edition 3.9 WG2
recipient entity that gets (receives or fetches) a message for which non-repudiation services are to be provided ISO/IEC 13888-1:2020-09 4th edition 3.47 WG2
record <evaluation> retain a written description of procedures, events, observations, insights, and results in sufficient 

detail to enable the work performed during the evaluation to be reconstructed at a later time
ISO/IEC 18045:2022-08 3rd edition 3.17 WG3

record set of attributes (3.2) concerning a single data principal (3.4) ISO/IEC 20889:2018-11 1st edition 3.30 WG5
record information created, received and maintained as evidence and as an asset (3.1.2) by an organization or person, in 

pursuit of legal obligations or in the transaction of business
Note 1 to entry: Legal obligations in this context include all legal, statutory, regulatory and contractual 
requirements.

ISO/IEC 27002:2022-02 3rd edition 3.1.28 WG1

record information created or received and maintained as evidence (3.6.4) and as an asset by an organization, in pursuit 
of legal obligations or in the course of conducting business
Note 1 to entry: Records are normally used in plural.
Note 2 to entry: In a management system standard (MSS) implementation, the records created to conduct and 
direct the management system and to document its implementation are called documented information.
[SOURCE:ISO 30300:2020, 3.2.10]

ISO/IEC 27040:2024 2nd Editon 3.6.6 WG4

records destruction eliminating or deleting a record (3.6.6), beyond any possible reconstruction
[SOURCE:ISO 30300:2020, 3.4.7, modified — changed the term “destruction” to “records destruction”.]

ISO/IEC 27040:2024 2nd Editon 3.6.7 WG4

records requirement requirement for evidence (3.6.4) of a business function, activity or transaction and for records processes including 
how, and how long, records (3.6.6) need to be kept
[SOURCE:ISO 30300:2020, 3.3.2]

ISO/IEC 27040:2024 2nd Editon 3.6.8 WG4

recoverable part part of the message conveyed in the signature ISO/IEC 9796-2:2010-12-15 3rd edition 3.18 WG2
recovery point objective
RPO

point in time to which data are to be recovered after a disruption (3.1.9) has occurred
[SOURCE: ISO/IEC 27031:2011, 3.12, modified — "must" replaced by "are to be".]

ISO/IEC 27002:2022-02 3rd edition 3.1.29 WG1



recovery point objective
RPO

point in time to which data must be recovered after a disruption has occurred ISO/IEC 27031:2011-03-01 1st edition 3.12 WG4

recovery time objective
RTO

period of time within which minimum levels of services and/or products and the supporting systems, applications, 
or functions are to be recovered after a disruption (3.1.9) has occurred
[SOURCE: ISO/IEC 27031:2011, 3.13, modified — "must" replaced by "are to be".]

ISO/IEC 27002:2022-02 3rd edition 3.1.30 WG1

recovery time objective
RTO

period of time within which minimum levels of services and/or products and the supporting systems, applications, 
or functions must be recovered after a disruption has occurred

ISO/IEC 27031:2011-03-01 1st edition 3.13 WG4

redactable attestation 
process

process which takes as inputs the message (3.12), the private attestation key (3.2), the admissible changes (3.1) 
and the domain parameters (3.9), and which outputs a redactable attestation (3.14)

ISO/IEC 23264-1:2021-03 1st edition 3.15 WG2

redactable attestation 
scheme

set of processes that achieves digital attestation (3.7) and supports the creation and verification of redactable 
attestations (3.14) together with a redaction process (3.23)

ISO/IEC 23264-1:2021-03 1st edition 3.16 WG2

redactable attestation
redactable digital 
attestation

data resulting from the redactable attestation process that is appended to a message (3.12) that allows a recipient of 
this data to verify the source and integrity of the message (3.12)
Note 1 to entry: This string of bits may have an internal structure that is specific to the attestation mechanism.

ISO/IEC 23264-1:2021-03 1st edition 3.14 WG2

redacted admissible 
changes

admissible changes (3.1) that are the output of the redaction process (3.23)
Note 1 to entry: The redacted admissible changes are derived during the redaction process from the given 
admissible changes by applying modification instructions.

ISO/IEC 23264-1:2021-03 1st edition 3.17 WG2

redacted attestation
redacted digital 

attestation resulting from applying the redaction process (3.23) at least once with some modification instructions 
(3.13)

ISO/IEC 23264-1:2021-03 1st edition 3.18 WG2

redacted attested message set of data items resulting from the redaction process (3.23) which consists of the redacted attestation (3.18), the 
redacted admissible changes (3.17) and the redacted message (3.20) composed from those fields (3.10) that have 
not been subject to any redaction
Note 1 to entry: Depending on the instantiation, if not all redacted admissible changes are part of the redacted 
attested message, then at least those redacted admissible changes that are relevant for the verification process can 
be reconstructed from the redacted attestation in combination with the redacted message and the verification key.

ISO/IEC 23264-1:2021-03 1st edition 3.19 WG2

redacted message message (3.12) that is the output from the redaction process (3.23) ISO/IEC 23264-1:2021-03 1st edition 3.20 WG2
redaction removal of a field (3.10) such that it results in the irreversible and permanent removal of information contained 

within that field from the message (3.12)
Note 1 to entry: The removal of a field only removes the information contained within that field. Information that 
can be derived from other fields of the message or from other sources is not removed.

ISO/IEC 23264-1:2021-03 1st edition 3.21 WG2

redaction permanent removal of information within a document ISO/IEC 27038:2014-03-15 1st edition 3.4 WG4
redaction removal of a field such that it results in the irreversible and permanent removal of information contained within 

that field from the message
Note 1 to entry: The removal of a field only removes the information contained within that field. Information that 
can be derived from other fields of the message or from other sources is not removed.
[SOURCE:ISO/IEC 23264-1:2021, 3.21]

ISO/IEC 27556:2022 1st Editon 3.12 WG5

redaction key set of public data elements which is related to an attestor’s (3.4)private attestation key (3.2) and which is used by 
the redactor (3.24) in the redaction process (3.23)
Note 1 to entry: Depending on the instantiation, the redaction key may be private or public. In any case, 
knowledge of the redaction key does not result in information about the attestor’s private attestation key.

ISO/IEC 23264-1:2021-03 1st edition 3.22 WG2

redaction process process which takes as inputs the attested message (3.3), the domain parameters (3.9), the redaction key (3.22) and 
the modification instructions (3.13), and which outputs a redacted attested message (3.19) by applying the given 
modification instructions
Note 1 to entry: The input to the redaction process may be an attested message or a redacted attested message 
obtained by one (or potentially multiple) previous application(s) of a redaction process.
Note 2 to entry: The admissible changes are implicitly provided as inputs as part of the attested message.
Note 3 to entry: It is only possible to create a redacted attestation which will be verifiable using the attestor’s 
verification key, if a given set of modification instructions are in accordance with the attestor-specified admissible 
changes.

ISO/IEC 23264-1:2021-03 1st edition 3.23 WG2

redactor entity that carries out the redaction process (3.23) ISO/IEC 23264-1:2021-03 1st edition 3.24 WG2
reduction-function a function RED  that is applied to the block H q  of length L φ  to generate the hash-code H  of length L p ISO/IEC 10118-4:1998-12- 1st edition 3.2.5 WG2



re-evaluation process of recognising that changes made to an initial target of evaluation (3.8) require independent evaluator 
activities to be performed in order to establish a new assurance baseline
Note 1 to entry: Re-evaluation seeks to reuse results from a previous evaluation.

ISO/IEC TS 9569:2023 1st Editon 3.15 WG3

reference architecture architecture description that provides a proven template solution when developing or validating an architecture for 
a particular solution
[SOURCE:ISO/IEC 20924:2021, 3.1.28, modified — definition has been revised.]

ISO/IEC 24392:2023 1st Editon 3.8 WG4

reference identifier
RI

identifier (3.1.4) in a domain (3.2.3) that is intended to remain the same for the duration an entity (3.1.1) is known 
in the domain and is not associated with another entity for a period specified in a policy after the entity ceases to 
be known in that domain
Note 1 to entry: A reference identifier persists at least for the existence of the entity in a domain and can exist 
longer than the entity, e.g. for archival purposes.
Note 2 to entry: A reference identifier for an entity can change during the lifetime of an entity, at which point the 
old reference identifier is no longer applicable for that entity.
EXAMPLE:
A driver license number that stays the same for an individual driver’s driving life is a persistent identifier, which 
references additional identity information and that is a reference identifier. An IP address is not a reference 

ISO/IEC 24760-1:2019-06 2nd edition 3.1.6 WG5

reference-identifier 
generator

tool used during enrolment (3.4.3) to provide a fresh unique value for a reference identifier  (3.1.6)
EXAMPLE:
A database management system can be the reference identifier generator when it assigns a unique record number 
to a new record being added to a table and the record number is used as reference identifier.

ISO/IEC 24760-1:2019-06 2nd edition 3.4.7 WG5

refinement addition of details to a security component ISO/IEC 15408-1:2022-08 4th edition 3.73 WG3
reflection attack masquerade which involves sending a previously transmitted message back to its originator ISO/IEC 9798-1:2010-07-01 3rd edition 3.30 WG2
registration authority entity responsible for providing assured user identities to the certification authority ISO/IEC 11770-1:2010-12- 2nd edition 2.40 WG2
registration authority trusted actor that establishes and/or vouches for the identity of an entity to a CSP ISO/IEC 29115:2013-04-01 1st edition 3.21 WG5
registration authority Authority entitled and trusted to perform the registration service as described below. ISO/IEC 15945:2002-02-01 1st edition 3.13 WG4
registration Authority 
(RA)

An entity who is responsible for identification and authentication of subjects of certificates, but is not a CA or an 
AA, and hence does not sign or issue certificates. An RA may assist in the certificate application process, 
revocation process, or both.

ISO/IEC TR 14516:2002-06-
15

1st edition 3.2 WG4

registration authority
RA

entity (3.1.1) related to a particular domain (3.2.3) responsible for enrolment (3.4.3), identity proofing (3.4.2) and 
identity registration(3.4.6)

ISO/IEC 24760-1:2019-06 2nd edition 3.4.9 WG5

registration authority
RA

entity whose primary functional role and responsibilities include identity validation of the subject for approving 
certificate requests (3.20) submitted to a CA (3.17)
Note 1 to entry: An RA can assist in the certificate application process, the revocation process or both. The RA 
does not need to be a separate body, but can be part of the CA.

ISO/IEC 27099:2022-07 1st edition 3.44 WG4

registration request submission by an entity to an RA (3.44) (or CA (3.17)) to register the entity’s public key in a certificate (3.7) ISO/IEC 27099:2022-07 1st edition 3.45 WG4
registration service The service of identifying entities and registering them in a way that allows the secure assignment of certificates to 

these entities.
ISO/IEC 15945:2002-02-01 1st edition 3.14 WG4

regression testing testing required to determine that a change to a system component has not adversely affected functionality, 
reliability or performance and has not introduced additional defects

ISO/IEC 27034-7:2018-05 1st edition 3.15 WG4

regular deletion period maximum time period after which the data objects (3.2) of a cluster of personally identifiable information (PII) 
(3.1) should be deleted if used in regular processing in the processes of the PII controller
Note 1 to entry: For the boundary conditions of period specifications, see 5.4.

ISO/IEC 27555:2021 1st Editon 3.8 WG5

regulatory body body tasked and empowered by law, regulation, or agreement to supervise the operation of identity management 
systems (3.3)

ISO/IEC 24760-2:2015-06-
01

1st edition 3.6 WG5

regulatory requirements mandatory resource demands associated with a specific market ISO/IEC TR 27016:2014-03- 1st edition 3.20 WG1
re-identification process of associating data in a de-identified dataset (3.5) with the original data principal (3.4)

Note 1 to entry: A process that establishes the presence of a particular data principal in a dataset is included in this 
definition.

ISO/IEC 20889:2018-11 1st edition 3.31 WG5



re-identification process of associating data in a de-identified data set with the PII principal (3.2)
Note 1 to entry: A process that establishes the presence of a particular data principal in a dataset is included in this 
definition.
Note 2 to entry: ISO/IEC 20889:2018 uses a term “data principal” that is broader than “PII principal. However, 
this document focuses on datasets related to PII principals.
[SOURCE:ISO/IEC 20889:2018, 3.31, modified — The word “data principal” has been changed to “PII 
principal” and Note 2 to entry added.]

ISO/IEC 27556:2022 1st Editon 3.11 WG5

re-identification process of associating data in a de-identified dataset (3.7) with the original data principal (3.17)
Note 1 to entry: A process that establishes the presence of a particular data principal in a dataset is included in this 
definition.
[SOURCE:ISO/IEC 20889:2018, 3.32]

ISO/IEC 27562:2024-12 1st edition 3.20 WG5

re-identification identification of a claimant following a partially anonymous, partially unlinkable authentication
NOTE　Re-identification is also called opening.

ISO/IEC 29191:2012-12-15 1st edition 2.6 WG5

re-identification attack action performed on de-identified data by an attacker with the purpose of re-identification (3.31) ISO/IEC 20889:2018-11 1st edition 3.32 WG5
re-identification risk risk of a successful re-identification attack (3.32) ISO/IEC 20889:2018-11 1st edition 3.33 WG5
rekeying process of updating and redistributing the shared secret key (3.24) and, optionally, key encryption keys (3.15)

Note 1 to entry: This process is executed by the key distribution centre.
ISO/IEC 11770-5:2020 2nd Editon 3.22 WG2

released data dataset in which the custodian no longer directly controls who has access to the data ISO/IEC 27559:2022 1st Editon 3.10 WG5
reliability property of consistent behaviour and results

[ISO/IEC TR 13335-1:1996]
ISO/IEC 21827:2008-10-15 2nd edition 3.26 WG3

reliability property of consistent intended behaviour and results ISO/IEC 27000:2018-02 5th edition 3.55 WG1
reliability property of consistent intended behaviour and results ISO/IEC 27002:2022-02 3rd edition 3.1.31 WG1
reliability property of consistent intended behaviour and results

[ISO/IEC 27000:2009]
ISO/IEC 27037:2012-10-15 1st edition 3.16 WG4

relying party actor that relies on an identity assertion or claim ISO/IEC 29115:2013-04-01 1st edition 3.22 WG5
relying party agreement
RPA

statement provided by the CA (3.17) of the responsibilities between the relying party, the subject, and the CA
Note 1 to entry: The RPA may be included in the CPS (3.19) or provided as one or more external documents.

ISO/IEC 27099:2022-07 1st edition 3.47 WG4

relying party
RP

entity (3.1.1) that relies on the verification (3.2.2) of identity information (3.2.4) for a particular entity
Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically, it has a trust 
relationship with one or more identity information authorities.

ISO/IEC 24760-1:2019-06 2nd edition 3.3.7 WG5

relying party
RP

recipient of a certificate (3.7) who acts in reliance on that certificate, digital signatures verified using that 
certificate, or both

ISO/IEC 27099:2022-07 1st edition 3.46 WG4

relying party
RP

entity that relies on the verification of identity information for a particular entity
Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically it has a trust 
relationship with one or more identity information authorities.
Note 2 to entry: In the context of this document, an RP is implemented as a server plus an agent. An RP agent is a 
software component located in the mobile device which initiates authentication requests to an RP server, displays 
the returned information, and interacts with the identity information provider (IIP) agent to fulfil the authentication 
process.
EXAMPLE: An RP agent can be a mobile browser.

ISO/IEC 27553-1:2022 1st Editon 3.19 WG5

relying party
RP

entity that relies on the verification of identity information for a particular entity
Note 1 to entry: A relying party is exposed to risk caused by incorrect identity information. Typically it has a trust 
relationship with one or more identity information authorities.
Note 2 to entry: In the context of this document, an RP is implemented as a server plus an agent. An RP agent is a 
software component located in the mobile device which initiates authentication requests to an RP server, displays 
the returned information, and interacts with the identity information provider (IIP) agent to fulfil the authentication 
process.
EXAMPLE:An RP agent can be a mobile browser.

ISO/IEC 27553-2:2025-07 1st edition 3.3.4 WG5

remediation change made to a product or service to remove or mitigate a vulnerability (3.1)
Note 1 to entry: A remediation typically takes the form of a binary file replacement, configuration change, or 
source code patch and recompile. Different terms used for “remediation” include patch, fix, update, hotfix, and 
upgrade. Mitigations are also called workarounds or countermeasures.

ISO/IEC 29147:2018-10 2nd edition 3.7 WG3



remote access process of accessing network resources from another network, or from a terminal device which is not permanently 
connected, physically or logically, to the network it is accessing

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.32 WG4

remote attestation processes of using digital certificates to ensure the identity, as well as the hardware and software configuration, of 
IDPS and to securely transmit this information to a trusted operations centre

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.23 WG4

remote attestation
RA

process of evaluating integrity measurements generated using a root of trust (3.4) for measurement, storage and 
reporting to establish trust in a platform remotely

ISO/IEC 27070:2021-12 1st edition 3.5 WG4

remote office
branch office

office externally connected to the organization’s main office through remote networks to provide users with 
services (e.g. file, print and the other service) required to maintain their daily business routine

ISO/IEC 27033-4:2014-03-
01

1st edition 3.7 WG4

remote user user at a site other than the one at which the network resources being used are located ISO/IEC 27033-1:2015-08- 2nd edition 3.33 WG4
removable cover physical means which permits an intentionally designed non-damaging access to the physical contents of a 

cryptographic module (3.35)
ISO/IEC 19790:2025-02 3rd edition 3.118 WG3

removable cover physical means which permits an intentionally designed non-damaging access to the physical contents of a 
cryptographic module
[SOURCE: ISO/IEC 19790:2012, 3.101]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.16 WG3

renewability Property of a transform or process to create multiple, independent transformed biometricreferences derived from 
one or more biometric samples obtained from the same data subject and whichcan be used to recognize the 
individual while not revealing information about the original reference.
[ISO/IEC 24745]

ISO/IEC 17922:2017-09 1st edition 3.2.3 c) WG5

renewability property of a transform or process to create multiple, unlinkable transformed biometric references (3.11) derived 
from one or more biometric samples (3.12) obtained from the same data subject and which can be used to 
recognize the individual while not revealing information about the original reference

ISO/IEC 24745:2022-02 2nd edition 3.33 WG5

renewability property of a transform or process to create multiple, unlinkable transformed biometric references derived from 
one or more biometric samples obtained from the same data subject and which can be used to recognize the 
individual while not revealing information about the original reference
[SOURCE:ISO/IEC 24745:2022, 3.33]

ISO/IEC 27553-2:2025-07 1st edition 3.1.9 WG5

renewable biometric 
reference

Revocable or renewable identifier that represents an individual or datasubject within a certain domain by means of 
a protected binary identity (re)constructed from the capturedbiometric sample.
NOTE – A renewable biometric reference consists of a pseudonymous identifier and additional optional data 
elements required for biometric verification or identification such as auxiliary data.
[ISO/IEC 24745]

ISO/IEC 17922:2017-09 1st edition 3.2.3 d) WG5

renewable biometric 
reference
RBR

renewable identifier (3.21) that represents an individual or data subject within a domain by means of a protected 
binary identity (3.22) (re)constructed from the captured biometric sample (3.12), and fulfilling irreversibility 
(3.26) requirements
Note 1 to entry: A renewable biometric reference fulfilling irreversibility requirement provides additional security 
property.
Note 2 to entry: An example of a renewable biometric reference is a pseudonymous identifier (3.29) and additional 

ISO/IEC 24745:2022-02 2nd edition 3.34 WG5

renewable biometric 
reference
RBR

renewable identifier that represents an individual or data subject within a domain by means of a protected binary 
identity (re)constructed from the captured biometric sample, and fulfilling irreversibility requirements
Note 1 to entry: A renewable biometric reference fulfilling irreversibility requirement provides additional security 
property.
Note 2 to entry: An example of a renewable biometric reference is a pseudonymous identifier and additional data 
elements required for biometric verification or identification such as auxiliary data.
[SOURCE:ISO/IEC 24745:2022, 3.34]

ISO/IEC 27553-1:2022 1st Editon 3.20 WG5

renewable biometric 
reference
RBR

renewable identifier that represents an individual or data subject within a domain by means of a protected binary 
identity (re)constructed from the captured biometric sample, and fulfilling irreversibility requirements
Note 1 to entry: A renewable biometric reference fulfilling irreversibility requirement provides additional security 
property.
Note 2 to entry: An example of a renewable biometric reference is a pseudonymous identifier and additional data 
elements required for biometric verification or identification such as auxiliary data.
[SOURCE:ISO/IEC 24745:2022, 3.34]

ISO/IEC 27553-2:2025-07 1st edition 3.1.6 WG5



renewable biometric 
sample

biometric sample which has a property of a transform or process to create multiple, independent transformed 
biometric data derived from one or more biometric samples obtained from the same data subject and which can be 
used to recognize the individual while not revealing information about the generative biometric data
Note 1 to entry: Renewablity is defined in ISO/IEC 24745:2011 as: property of a transform or process to create 
multiple, independent transformed biometric references derived from one or more biometric samples obtained from 
the same data subject and which can be used to recognize the individual while not revealing information about the 
original reference. This definition is only applicable to biometric reference. The definition in this document is 
slightly modified from that in ISO/IEC 24745:2011 so that it can be applied to biometric sample as well as 
biometric reference because the biometric sample in renewable biometrics should be so transformed that it can be 

ISO/IEC 24761:2019-10 2nd edition 3.26 WG5

repeatability property of a process conducted to get the same test results on the same testing environment (same computer, hard 
drive, mode of operation, etc.)

ISO/IEC 27037:2012-10-15 1st edition 3.17 WG4

repeatability property of a process conducted to get the same test results on the same testing environment
Note 1 to entry: Same testing environment means the same computer, hard drive, mode of operation, etc.
[SOURCE: ISO/IEC 27037:2012, 3.17]

ISO/IEC 27042:2015-06-15 1st edition 3.17 WG4

replay attack masquerade which involves use of previously transmitted messages ISO/IEC 9798-1:2010-07-01 3rd edition 3.31 WG2
replicated additive secret 
sharing scheme

secret sharing scheme in which shares are specified as subsets of a set of random values that sum to the secret
Note 1 to entry: The replicated additive secret sharing scheme is specified in ISO/IEC 19592-2.

ISO/IEC 4922-2:2024 1st Editon 3.8 WG2

report <evaluation> include evaluation results and supporting material in the evaluation technical report, an observation 
report (3.14) or an evaluation authority report (report of the evaluation authority)

ISO/IEC 18045:2022-08 3rd edition 3.18 WG3

reporter individual or organization that notifies a vendor (3.4) or coordinator (3.6) of a potential vulnerability (3.1)
Note 1 to entry: There are no special requirements for acting as a reporter. Reporters can be individuals, 
organizations, amateurs or hobbyists, professionals, end-users, security research organizations, vendors, 
governments, or coordinators.
Note 2 to entry: The term “reporter” does not imply unique or original discovery or reporting.
Note 3 to entry: Reporters can be called researchers, whether or not the reporter explicitly performs security or 
vulnerability research. Historically, this role is also referred to as “finder.”

ISO/IEC 29147:2018-10 2nd edition 3.5 WG3

repository system for storage and distribution of certificates and related information
EXAMPLE: Certificate storage, certificate distribution, certificate policy (3.12) storage and retrieval, certificate 

ISO/IEC 27099:2022-07 1st edition 3.48 WG4

representative bit string produced by a format mechanism ISO/IEC 14888-2:2008-04- 2nd edition 3.2 WG2
reproducibility property of a process to get the same test results on a different testing environment (different computer, hard drive, 

operator, etc.)
ISO/IEC 27037:2012-10-15 1st edition 3.18 WG4

reproducibility property of a process to get the same test results on a different testing environment
Note 1 to entry: Different testing environment means different computer, hard drive, operator, etc.
[SOURCE: ISO/IEC 27037:2012, 3.18]

ISO/IEC 27042:2015-06-15 1st edition 3.18 WG4

repudiation denial in having participated in all or part of an action by one of the entities involved
[ITU-T X.1252]

ISO/IEC 29115:2013-04-01 1st edition 3.23 WG5

requestor entity which requests a blind signature (3.2) on a message (3.17) of the entity’s choice from a signer (3.45) in a 
signing session (3.46)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.25 WG2

requestor tracing entity that can determine which requestor (3.25) requested the generation of a specified blind signature (3.2) ISO/IEC 18370-1:2016-11- 1st edition 3.26 WG2
requestor tracing 
evidence

data element (3.9) which is an output of the requestor tracing process (3.31) and which substantiates the 
cryptographic binding between a signature (3.34) and the distinguishing identifier (3.10) of a requestor (3.25)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.27 WG2

requestor tracing 
evidence evaluation 
process

process which takes as inputs a valid blind signature (3.2), requestor tracing evidence (3.27), the public key (3.15) 
of the signer (3.45), and domain parameters (3.12) and gives as output the result of requestor tracing evidence 
(3.27) evaluation: valid or invalid
Note 1 to entry: A valid blind signature (3.2) is a blind signature (3.2) that has been verified successfully using the 
verification process (3.52).

ISO/IEC 18370-1:2016-11-
15

1st edition 3.28 WG2

requestor tracing 
evidence evaluator

entity which checks the validity of requestor tracing evidence (3.27) ISO/IEC 18370-1:2016-11-
15

1st edition 3.29 WG2

requestor tracing key private data element (3.9) usable only by a requestor tracing authority (3.26) in the requestor tracing process (3.31) ISO/IEC 18370-1:2016-11- 1st edition 3.30 WG2



requestor tracing process process which gives as output the distinguishing identifier (3.10) of the requestor (3.25) which requested a given 
signature (3.34) and optionally also outputs requestor tracing evidence (3.27)
Note 1 to entry: This process is also called “re-identification” and sometimes referred to as "opening" in other 
standards, e.g. ISO/IEC 20009.
Note 2 to entry: Depending on the mechanism, the requestor tracing process (3.31) may output the session 
identifier (3.33) of the blind signature (3.2) request that resulted in this signature (3.34) instead of the requestor's 
distinguishing identifier (3.10).

ISO/IEC 18370-1:2016-11-
15

1st edition 3.31 WG2

requirement need or expectation that is stated, generally implied or obligatory
Note 1 to entry: “Generally implied” means that it is custom or common practice for the organization and 
interested parties that the need or expectation under consideration is implied.
Note 2 to entry: A specified requirement is one that is stated, for example in documented information.

ISO/IEC 27000:2018-02 5th edition 3.56 WG1

requirements statement which translates or expresses a need and its associated constraints and conditions
Note 1 to entry: Requirements exist at different tiers and express the need in high-level form (e.g. software 
component requirement).
[SOURCE: ISO/IEC IEEE 29148:2011, 4.1.17]

ISO/IEC 27041:2015-06-15 1st edition 3.14 WG4

requirements analysis process (3.12) through which understanding and prioritisation of the requirements (3.14) is achieved ISO/IEC 27041:2015-06-15 1st edition 3.15 WG4
requirements capture process (3.12) through which the requirements (3.14) for a process are discovered, reviewed, articulated, and 

documented
ISO/IEC 27041:2015-06-15 1st edition 3.16 WG4

reseeding specialized internal state transition function that updates the internal state in the event that a new seed value is 
supplied by either computing a new internal state from the current internal state and the new seed value, or by 
replacing the internal state based only on the new seed value
Note 1 to entry: The term reseeding is used in a variety of ways in the literature. In this document, reseeding refers 
to a mechanism that replaces the current value of the internal state by a fresh value, which can either (partially) 
depend on the current value, or not. Elsewhere, a distinction is sometimes made between reseeding and seed 
update. In such cases, the term reseeding is only used for mechanisms that replace the internal state by a new value 
that does not depend on the current value (essentially a new seeding process), and the term seed update is used for 
a mechanism that computes the new internal state as a function of its current value and other (usually non-

ISO/IEC 18031:2025-02 2nd edition 3.42 WG2

reset interval period between two successive Trusted Platform Module Resets and the interval during which the resetCount is 
not changed

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.56 WG3

residual risk risk that remains after safeguards have been implemented
[ISO/IEC TR 13335-1:1996]
NOTE　This definition differs from that used in ISO/IEC Guide 73.

ISO/IEC 21827:2008-10-15 2nd edition 3.27 WG3

residual risk risk (3.61) remaining after risk treatment (3.72)
Note 1 to entry: Residual risk can contain unidentified risk.
Note 2 to entry: Residual risk can also be referred to as “retained risk”.

ISO/IEC 27000:2018-02 5th edition 3.57 WG1

residual risk risk remaining after risk treatment
[ISO/IEC Guide 73:2002]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.6 WG3

residual vulnerability weakness that cannot be exploited in the operational environment (3.63) for the target of evaluation (TOE) (3.90), 
but that can be used to violate the security functional requirements (SFRs) (3.78) by an attacker with greater attack 
potential (3.8) than is anticipated in the operational environment for the TOE

ISO/IEC 15408-1:2022-08 4th edition 3.74 WG3

residual vulnerability weakness that cannot be exploited in the operational environment for the target of evaluation (TOE), but that can 
be used to violate the security functional requirements (SFRs) by an attacker with greater attack potential than is 
anticipated in the operational environment for the TOE

ISO/IEC 15408-3:2022-08 4th edition 3.25 WG3

residual vulnerability weakness that cannot be exploited in the operational environment for the TOE, but that could be used to violate 
the SFRs by an attacker with greater attack potential than is anticipated in the operational environment for the 
TOE

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.12 WG3

resilience Ability to absorb and adapt in a changing environment. ISO/IEC 27011:2024 3rd edition 3.1.6 WG1
resilience ability of an organization to resist being affected by disruptions ISO/IEC 27031:2011-03-01 1st edition 3.14 WG4
resilience ability to anticipate and adapt to, resist or quickly recover from a potentially disruptive event, whether natural or 

man-made
[SOURCE:ISO 15392:2019, 3.21]

ISO/IEC 27040:2024 2nd Editon 3.4.1 WG4



resilience to key 
compromise 
impersonation attack on 

resilience to attacks in which an adversary exploits knowledge of the long-term private key (3.32) of A  to 
impersonate any entity in subsequent communication with A

ISO/IEC 11770-3:2021-10 4th edition 3.36 WG2

resilience to unknown key 
share attack for A  and B

resilience to attacks in which only A  and B  know the session key (3.17) K ; however, A  and B  disagree on who 
they share K  with
Note 1 to entry: Resilience to unknown key share attack can be achieved by choosing a key derivation function 
that includes the identifiers of the involved entities.

ISO/IEC 11770-3:2021-10 4th edition 3.37 WG2

resource description 
framework
RDF

framework for representing information in the Web
Note 1 to entry: The core structure of the abstract syntax is a set of triples, each consisting of a subject, a predicate 
and an object. A set of such triples is called an RDF graph.
[SOURCE:OWL 2 Web Ontology Language Quick Reference Guide (Second Edition), 2012]

ISO/IEC TS 24462:2024 1st Editon 3.13 WG3

resource
object

physical, network, or any information asset that can be accessed for use by a subject (3.15) ISO/IEC 29146:2024 2nd Editon 3.14 WG5

response values returned by the Trusted Platform Module when it completes processing of a command ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.57 WG3

response output value from a PUF ISO/IEC 20897-1:2020-12 1st edition 3.11 WG3
response procedure parameter produced by the claimant, and processed by the verifier for checking the identity of the 

claimant
ISO/IEC 29192-4:2013-06-
01

1st edition 3.18 WG2

response procedure parameter produced by the claimant, and processed by the verifier for checking the identity of the ISO/IEC 9798-5:2009-12-15 3rd edition 2.25 WG2
response
incident response

action taken to protect and restore the normal operational conditions of information systems and the information 
stored in it when an attack or intrusion occurs
[SOURCE: ISO/IEC 27039:2015, 2.24]

ISO/IEC 27035-3:2020-09 1st edition 3.4 WG4

response
incident response or 
intrusion response

action taken to protect and restore the normal operational conditions of information systems and the information 
stored in it when an attack or intrusion occurs

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.24 WG4

result party party (3.4) receiving the required data from the computing parties (3.6) to obtain the result of the secure multiparty 
computation in plaintext by decoding the output of the intended function (3.1)

ISO/IEC 4922-1:2023 1st Editon 3.7 WG2

Resume PCR platform configuration register with a value that is preserved over a Trusted Platform Module Resume sequence ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.58 WG3

retention keeping a record (3.6.6) according to records requirements (3.6.8)
[SOURCE:ISO 30300:2020, 3.4.14]

ISO/IEC 27040:2024 2nd Editon 3.6.9 WG4

retention period time period within which the data objects (3.2) of the cluster of personally identifiable information (PII) (3.1) are 
required to be available in the PII controller’s organization because of functional use or legal retention obligations
Note 1 to entry: A specific cluster of PII typically has the same retention period.
Note 2 to entry: For the boundary conditions of period specifications, see 5.4 and Clause 7.

ISO/IEC 27555:2021 1st Editon 3.9 WG5

return on investment measurement per period rates of return on value invested in an economic entity ISO/IEC TR 27016:2014-03- 1st edition 3.21 WG1
review activity undertaken to determine the suitability, adequacy and effectiveness (3.20) of the subject matter to achieve 

established objectives (3.49)
[SOURCE: ISO Guide 73:2009, 3.8.2.2, modified — Note 1 to entry has been deleted.]

ISO/IEC 27000:2018-02 5th edition 3.58 WG1

review object specific item being reviewed ISO/IEC 27000:2018-02 5th edition 3.59 WG1
review objective statement describing what is to be achieved as a result of a review (3.59) ISO/IEC 27000:2018-02 5th edition 3.60 WG1
reviewer individual(s) who assesses a document for redaction requirements

Note 1 to entry: There could be a series of individuals who assess a particular document.
ISO/IEC 27038:2014-03-15 1st edition 3.5 WG4

revocability Ability to prevent future successful verification of a specific biometric reference and thecorresponding identity 
reference.
[ISO/IEC 24745]

ISO/IEC 17922:2017-09 1st edition 3.2.3 e) WG5

revocability ability to prevent future successful verification of a specific biometric reference (3.11) and the corresponding 
identity reference (3.24)
Note 1 to entry: Rejection of a subject may occur on the grounds of its appearance on a revocation list.

ISO/IEC 24745:2022-02 2nd edition 3.35 WG5



revocability ability to prevent future successful verification of a specific biometric reference and the corresponding identity 
reference
Note 1 to entry: Rejection of a subject may occur on the grounds of its appearance on a revocation list.
[SOURCE:ISO/IEC 24745:2022, 3.35]

ISO/IEC 27553-2:2025-07 1st edition 3.1.8 WG5

ring set of entities consisting of the true signer and the potential signer (or signers) ISO/IEC 20008-1:2013-12- 1st edition 2.42 WG2
ring set of elements R and a pair of operations (+, *) defined on R  such that: (i) a  * (b  + c ) = a  * b  + a  * c  for every 

a , b  and c  in R ; (ii) R  together with + forms an abelian group that is a group (3.1) and a  + b  = b  + a  for every 
a  and b  in R  (with identity element 0); (iii) R  excluding 0 together with * forms a monoid such that: (i) a  * (b  * 
c ) = (a  * b ) * c  for every a , b  and c  in R ; (ii) there exists an identity element e  in R  such that a  * e  = e  * a  = 

ISO/IEC 4922-2:2024 1st Editon 3.3 WG2

ring public parameter data element which is specific to the ring and is accessible to all entities involved in all the processes of 
anonymous signature mechanisms using multiple public keys

ISO/IEC 20008-1:2013-12-
15

1st edition 2.43 WG2

ring signature data element resulting from the ring signature process ISO/IEC 20008-1:2013-12- 1st edition 2.44 WG2
ring signature process process which takes as inputs the message, the signature key owned by the true signer, the public key (or keys) 

belonging to the potential signer (or signers), and the ring public parameters, and which gives as output the ring 
signature

ISO/IEC 20008-1:2013-12-
15

1st edition 2.45 WG2

ring signature 
verification process

process which takes as inputs the ring signed message, the public keys belonging to the true signer and potential 
signer (or signers), and the ring public parameters, and which gives as output the result of the ring signature 
verification: valid or invalid

ISO/IEC 20008-1:2013-12-
15

1st edition 2.46 WG2

ring signed message signed message in which the signature is a ring signature ISO/IEC 20008-1:2013-12- 1st edition 2.47 WG2
risk potential that a given threat will exploit vulnerabilities of an asset or group of assets to cause loss or damage to the 

assets
[ISO/IEC TR 13335-1:1996]
NOTE　This definition differs from that used in ISO/IEC Guide 73.

ISO/IEC 21827:2008-10-15 2nd edition 3.28 WG3

risk effect of uncertainty on objectives (3.49)
Note 1 to entry: An effect is a deviation from the expected — positive or negative.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.
Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009, 
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.
Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including 
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of 
occurrence.
Note 5 to entry: In the context of information security management systems, information security risks can be 
expressed as effect of uncertainty on information security objectives.

ISO/IEC 27000:2018-02 5th edition 3.61 WG1

risk effect of uncertainty on objectives
Note 1 to entry: An effect is a deviation from the expected — positive or negative.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.
Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009, 
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.
Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including 
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of 
occurrence.
Note 5 to entry: In the context of information security management systems, information security risks can be 
expressed as an effect of uncertainty on information security objectives.
Note 6 to entry: Information security risk is associated with the potential that threats will exploit vulnerabilities of 

ISO/IEC 27006-1:2024 1st edition 3.10 WG1



risk effect of uncertainty on objectives
Note 1 to entry: An effect is a deviation from the expected — positive or negative.
Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or 
knowledge of, an event, its consequence, or likelihood.
Note 3 to entry: Risk is often characterized by reference to potential “events” (as defined in ISO Guide 73:2009, 
3.5.1.3) and “consequences” (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.
Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including 
changes in circumstances) and the associated “likelihood” (as defined in ISO Guide 73:2009, 3.6.1.1) of 
occurrence.
Note 5 to entry: In the context of information security management systems, information security risks can be 
expressed as effect of uncertainty on information security objectives.
Note 6 to entry: Information security risk is associated with the potential that threats will exploit vulnerabilities of 

ISO/IEC 27562:2024-12 1st edition 3.21 WG5

risk potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to the 
organization
NOTE　This definition is identical to that of 'information security risk' in ISO/IEC 27005:2008.

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.7 WG3

risk effect of uncertainty on objectives
[SOURCE: ISO/IEC 31000:2018]

ISO/IEC TR 27550:2019-09 1st edition 3.21 WG5

risk effect of uncertainty on objectives
Note 1 to entry: Cyber risk can be expressed as effect of uncertainty on objectives of entities in cyberspace (3.5).
Note 2 to entry: Cyber risk is associated with the potential that threats will exploit vulnerabilities in cyberspace 
and thereby cause harm to entities in cyberspace.
[SOURCE: ISO/IEC 27000:2018, 3.61, modified — Notes 1 to 6 to entry have been replaced.]

ISO/IEC TS 27100:2020-12 1st edition 3.7 WG1

risk acceptance informed decision to take a particular risk (3.61)
Note 1 to entry: Risk acceptance can occur without risk treatment (3.72) or during the process (3.54) of risk 
treatment.
Note 2 to entry: Accepted risks are subject to monitoring (3.46) and review (3.58).

ISO/IEC 27000:2018-02 5th edition 3.62 WG1

risk analysis process of identifying security risks, determining their magnitude and identifying areas needing safeguards
[ISO/IEC TR 13335-1:1996]
NOTE　This definition differs from that used in ISO/IEC Guide 73.

ISO/IEC 21827:2008-10-15 2nd edition 3.29 WG3

risk analysis process (3.54) to comprehend the nature of risk (3.61) and to determine the level of risk (3.39)
Note 1 to entry: Risk analysis provides the basis for risk evaluation (3.67) and decisions about risk treatment 
(3.72).
Note 2 to entry: Risk analysis includes risk estimation.

ISO/IEC 27000:2018-02 5th edition 3.63 WG1

risk analysis process to comprehend the nature of risk (3.10) and to determine the level of risk
Note 1 to entry: Risk analysis provides the basis for risk evaluation and decisions about risk treatment (3.14).
Note 2 to entry: Risk analysis includes risk estimation.
[SOURCE:ISO/IEC 27000:2018, 3.63]

ISO/IEC 27006-1:2024 1st edition 3.11 WG1

risk analysis process to comprehend the nature of risk and to determine the level of risk (3.5)
Note 1 to entry: Risk analysis provides the basis for risk evaluation and decisions about risk treatment.
Note 2 to entry: Risk analysis includes risk estimation.
[SOURCE:ISO 28002:2011, 3.51]

ISO/IEC 27554:2024 1st Editon 3.2 WG5

risk analysis systematic use of information to identify sources and to estimate the risk
[ISO/IEC Guide 73:2002]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.8 WG3

risk assessment overall process (3.54) of risk identification (3.68), risk analysis (3.63) and risk evaluation (3.67)
[SOURCE: ISO Guide 73:2009, 3.4.1]

ISO/IEC 27000:2018-02 5th edition 3.64 WG1

risk assessment overall process of risk identification, risk analysis (3.11) and risk evaluation
[SOURCE:ISO/IEC 27000:2018, 3.64]

ISO/IEC 27006-1:2024 1st edition 3.12 WG1

risk assessment overall process of risk identification (3.1), risk analysis (3.2) and risk evaluation (3.3)
[SOURCE:ISO 31073:2022, 3.3.8]

ISO/IEC 27554:2024 1st Editon 3.4 WG5

risk assessment overall process of risk analysis and risk evaluation
[ISO/IEC Guide 73:2002]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.9 WG3



risk communication and 
consultation

set of continual and iterative processes (3.54) that an organization conducts to provide, share or obtain 
information, and to engage in dialogue with stakeholders (3.37) regarding the management of risk (3.61)
Note 1 to entry: The information can relate to the existence, nature, form, likelihood (3.41), significance, 
evaluation, acceptability and treatment of risk.
Note 2 to entry: Consultation is a two-way process of informed communication between an organization (3.50) 
and its stakeholders on an issue prior to making a decision or determining a direction on that issue. Consultation is
— a process which impacts on a decision through influence rather than power; and
— an input to decision making, not joint decision making.

ISO/IEC 27000:2018-02 5th edition 3.65 WG1

risk control measure that maintains and/or modifies risk
Note 1 to entry: Risk controls include, but are not limited to, any process, policy, device, practice, or other 
conditions and/or actions which maintain and/or modify risk.
Note 2 to entry: Risk controls do not always exert the intended or assumed modifying effect.
[SOURCE:ISO 31073:2022, 3.3.33]

ISO/IEC 27554:2024 1st Editon 3.7 WG5

risk criteria terms of reference against which the significance of risk (3.61) is evaluated
Note 1 to entry: Risk criteria are based on organizational objectives, and external context (3.22) and internal 
context (3.38).
Note 2 to entry: Risk criteria can be derived from standards, laws, policies (3.53) and other requirements (3.56).
[SOURCE: ISO Guide 73:2009, 3.3.1.3]

ISO/IEC 27000:2018-02 5th edition 3.66 WG1

risk evaluation process (3.54) of comparing the results of risk analysis (3.63) with risk criteria (3.66) to determine whether the 
risk (3.61) and/or its magnitude is acceptable or tolerable
Note 1 to entry: Risk evaluation assists in the decision about risk treatment (3.72).
[SOURCE: ISO Guide 73:2009, 3.7.1]

ISO/IEC 27000:2018-02 5th edition 3.67 WG1

risk evaluation process of comparing the results of risk analysis (3.2) with risk criteria to determine whether the risk is acceptable 
or tolerable
Note 1 to entry: Risk evaluation assists in the decision about risk treatment (3.6).
[SOURCE:ISO 31073:2022, 3.3.25]

ISO/IEC 27554:2024 1st Editon 3.3 WG5

risk identification process (3.54) of finding, recognizing and describing risks (3.61)
Note 1 to entry: Risk identification involves the identification of risk sources, events (3.21), their causes and their 
potential consequences (3.12).
Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions, 
and stakeholders’ (3.37) needs.
[SOURCE: ISO Guide 73:2009, 3.5.1]

ISO/IEC 27000:2018-02 5th edition 3.68 WG1

risk identification process of finding, recognizing and describing risks
Note 1 to entry: Risk identification involves the identification of risk sources, events, their causes and their 
potential consequences.
Note 2 to entry: Risk identification can involve historical data, theoretical analysis, informed and expert opinions, 
and interested parties’ needs.
[SOURCE:ISO 31073:2022, 3.3.9]

ISO/IEC 27554:2024 1st Editon 3.1 WG5

risk management process of assessing and quantifying risk and establishing an acceptable level of risk for the organization
[ISO/IEC TR 13335-1:1996]
NOTE　This definition differs from that used in ISO/IEC Guide 73.

ISO/IEC 21827:2008-10-15 2nd edition 3.30 WG3

risk management coordinated activities to direct and control an organization (3.50) with regard to risk (3.61)
[SOURCE: ISO Guide 73:2009, 2.1]

ISO/IEC 27000:2018-02 5th edition 3.69 WG1

risk management coordinated activities to direct and control an organization (3.9) with regard to risk (3.10)
[SOURCE:ISO/IEC 27000:2018, 3.69]

ISO/IEC 27006-1:2024 1st edition 3.13 WG1

risk management coordinated activities to direct and control an organization with regard to risk
Note 1 to entry: This document uses the term “process” to describe risk management overall. The elements within 
the risk management process are termed “activities”.
[SOURCE: ISO Guide 73:2009, 2.1]

ISO/IEC 27034-3:2018-05 1st edition 3.5 WG4

risk management coordinated activities to direct and control an organization with regard to risk
[ISO/IEC Guide 73:2002]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.10 WG3



risk management process systematic application of management policies (3.53), procedures and practices to the activities of communicating, 
consulting, establishing the context and identifying, analysing, evaluating, treating, monitoring and reviewing risk 
(3.61)
Note 1 to entry: ISO/IEC 27005 uses the term “process” (3.54) to describe risk management overall. The elements 
within the risk management (3.69) process are referred to as “activities”.

ISO/IEC 27000:2018-02 5th edition 3.70 WG1

risk owner person or entity with the accountability and authority to manage a risk (3.61)
[SOURCE: ISO Guide 73:2009, 3.5.1.5]

ISO/IEC 27000:2018-02 5th edition 3.71 WG1

risk treatment process (3.54) to modify risk (3.61)
Note 1 to entry: Risk treatment can involve:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
— taking or increasing risk in order to pursue an opportunity;
— removing the risk source;
— changing the likelihood (3.40);
— changing the consequences (3.12);
— sharing the risk with another party or parties (including contracts and risk financing);
— retaining the risk by informed choice.
Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk 
mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 3 to entry: Risk treatment can create new risks or modify existing risks.

ISO/IEC 27000:2018-02 5th edition 3.72 WG1

risk treatment process to modify risk (3.10)
Note 1 to entry: Risk treatment can involve:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
— taking or increasing risk in order to pursue an opportunity;
— removing the risk source;
— changing the likelihood;
— changing the consequences;
— sharing the risk with another party or parties (including contracts and risk financing);
— retaining the risk by informed choice.
Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk 
mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 3 to entry: Risk treatment can create new risks or modify existing risks (3.10).

ISO/IEC 27006-1:2024 1st edition 3.14 WG1

risk treatment process to modify risk
Note 1 to entry: Risk treatment can involve:
— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
— taking or increasing risk in order to pursue an opportunity;
— removing the risk source;
— changing the likelihood;
— changing the consequences;
— sharing the risk with another party or parties (including contracts and risk financing); and
— retaining the risk by informed choice.
Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk 
mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.
Note 3 to entry: Risk treatment can create new risks or modify existing risks.

ISO/IEC 27554:2024 1st Editon 3.6 WG5

risk treatment process of selection and implementation of options to modify risk
[ISO/IEC Guide 73:2002]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.11 WG3

role pre-defined set of rules establishing the allowed interactions between a user and the target of evaluation (TOE) ISO/IEC 15408-1:2022-08 4th edition 3.75 WG3
role security attribute associated with a user defining the user access rights or limitations when accessing services of a 

cryptographic module (3.35)
Note 1 to entry: One or more services can be associated to a role. A role can be associated to one or more users and 
a user can assume one or more roles.

ISO/IEC 19790:2025-02 3rd edition 3.119 WG3



role name given to a defined set of system functions that may be performed by multiple entities
Note 1 to entry: The name is usually descriptive of the functionality.
Note 2 to entry: Entities can be but are not necessarily human subjects.
Note 3 to entry: Roles are implemented by a set of privilege (3.8) attributes to provide the necessary access to data 
resources or objects.
Note 4 to entry: Subjects assigned to a role inherit the access privileges associated with the role. In operational use, 
subjects will need to be authenticated as members of the role group before being allowed to perform the functions 
of the role.

ISO/IEC 29146:2024 2nd Editon 3.9 WG5

role expression implicit expression of BPU function report for BPU which has a BPU role ISO/IEC 24761:2019-10 2nd edition 3.27 WG5
role-based access control permissions attributed to a role (3.119) granting access to an object

Note 1 to entry: An object can be data, a service (3.136), or other.
ISO/IEC 19790:2025-02 3rd edition 3.120 WG3

root CA CA at the apex of a CA certificate hierarchy
Note 1 to entry: A root CA may be used as a trust anchor (3.58). Generally, the root CA certificate is self-signed, 
in which the identity and public key in the certificate are the same as the identity of the certificate issuer (3.9) and 
public key used to verify the certificate issuer's signature.

ISO/IEC 27099:2022-07 1st edition 3.49 WG4

root node unique identified special node in a tree (3.25) ISO/IEC 11770-5:2020 2nd Editon 3.23 WG2
root of a tree
root node

node of a tree (3.13) that has only subordinate nodes (3.11) ISO/IEC 23264-2:2024-08 1st edition 3.10 WG2

Root of Trust component that needs to always behave in the expected manner because its misbehavior cannot be detected
Note 1 to entry: The complete set of Roots of Trust has at least the minimum set of functions to enable a 
description of the platform characteristics that affect the trustworthiness of the platform.

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.59 WG3

root of trust for 
measurement

computation engine that resets one or more platform configuration registers, makes the initial integrity (3.3.3) 
measurement, and extends it into a platform configuration register
Note 1 to entry: A root of trust (3.3.8) that collects device environment characteristics (e.g. firmware integrity 
measurements) and puts them in a format suitable for attestation (e.g. trusted platform module platform 
configuration registers).

ISO/IEC 27071:2023 1st Editon 3.3.10 WG4

root of trust for reporting component of the root of trust (3.3.8) that reliably provides authenticity and nonrepudiation services for the 
purposes of attesting to the origin and integrity (3.3.3) of platform characteristics
Note 1 to entry: A root of trust that uses the device’s (or service’s) identity key (3.3.7) to reliably provide 
authenticity and nonrepudiation services for the purposes of attesting to the origin and integrity of device (or 
service) environment characteristics.

ISO/IEC 27071:2023 1st Editon 3.3.12 WG4

root of trust for storage component of the root of trust (3.3.8) that provides storing confidential information and measured values in 
shielded locations accessed using protected capabilities

ISO/IEC 27071:2023 1st Editon 3.3.11 WG4

root of trust
RoT

component that needs to always behave in the expected manner because its misbehaviour cannot be detected
Note 1 to entry: The complete set of roots of trust has at least the minimum set of functions to enable a description 
of the platform characteristics that affect the trust of the platform.
[SOURCE: ISO/IEC 11889‑1, 3.59, modified — The abbreviated term has been added.]

ISO/IEC 27070:2021-12 1st edition 3.4 WG4

root of trust
RoT

physical root of trust
component that needs to always behave in the expected manner because its misbehaviour cannot be detected
Note 1 to entry: The complete set of roots of trust has at least the minimum set of functions to enable a description 
of the platform characteristics that affect the trust of the platform.
[SOURCE:ISO/IEC 27070:2021, 3.4, modified — “physical root of trust” has been added as an admitted term.]

ISO/IEC 27071:2023 1st Editon 3.3.8 WG4

round complexity minimum number of sequential communications between computing parties (3.6) required during the execution of 
a multiparty protocol (3.2)

ISO/IEC 4922-1:2023 1st Editon 3.13 WG2

round function function φ  (.,.) that transforms two binary strings of lengths L 1 and L 2 to a binary string of length L 2

NOTE　The round function is used iteratively.

ISO/IEC 10118-2:2010-10-
15

3rd edition 3.3 WG2

round key sequence of symbols derived from the key (3.4) using the key schedule, and used to control the transformation in 
each round of the block cipher (3.2)

ISO/IEC 29192-2:2019-11 2nd edition 3.7 WG2

round-function function mml_m1 that transforms two binary strings of lengths mml_m2 and mml_m3 to a binary string of length 
mml_m4that is used iteratively as part of a hash-function, where it combines a data string of length mml_m5 with 
the previous output of length mml_m6 or the initializing value
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
round-function. Compression function and iterative function are some examples.

ISO/IEC 10118-1:2016-10-
15

3rd edition 3.8 WG2



round-function a function φ (.,.) that transforms two binary strings of length L φ  to a binary string of length L φ

NOTE　It is used iteratively as part of a hash-function, where it combines an 'expanded' data block of length L φ 

with the previous output of length L φ .

ISO/IEC 10118-4:1998-12-
15

1st edition 3.2.6 WG2

round-function function ϕ (..,..) that transforms two binary strings of lengths L1 and L2 to a binary string of length L2 that is used 
iteratively as part of a hash-function, where it combines a data string of length L1 with the previous output of 
length L2 or the initializing value
Note 1 to entry: The literature on this subject contains a variety of terms that have the same or similar meaning as 
round-function. Compression function and iterative function are some examples.
[SOURCE: ISO/IEC 10118‑1:2016, 3.8]

ISO/IEC 9797-2:2021-06 3rd edition 3.12 WG2

router network device that is used to establish and control the flow of data between different networks by selecting paths 
or routes based upon routing protocol mechanisms and algorithms
Note 1 to entry: The networks can themselves be based on different protocols.
Note 2 to entry: The routing information is kept in a routing table.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.34 WG4

router network device that is used to establish and control the flow of data between different networks, by selecting paths 
or routes based upon routing protocol mechanisms and algorithms
Note 1 to entry: The networks can themselves be based on different protocols.
Note 2 to entry: The routing information is kept in a routing table.
[SOURCE: ISO/IEC 27033‑1:2009]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.25 WG4

rpHash hash of the response code and the parameters of a response ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.60 WG3

rule accepted principle or instruction that states the organization’s expectations on what is required to be done, what is 
allowed or not allowed
Note 1 to entry: Rules can be formally expressed in topic-specific policies (3.1.35) and in other types of 

ISO/IEC 27002:2022-02 3rd edition 3.1.32 WG1

rule accepted principle or instruction that states the organization’s (3.9) expectations on what is required to be done, 
what is allowed or not allowed
[SOURCE:ISO/IEC 27002:2022, 3.1.32 — modified, note 1 to entry has been removed.]

ISO/IEC 27006-1:2024 1st edition 3.15 WG1

runtime environment environment in which a program or application is executed
Note 1 to entry: It can pertain to the operating system itself, or the software (3.140) that runs beneath it. The 
primary purpose is to accomplish the objective of “platform independent” programming.

ISO/IEC 19790:2025-02 3rd edition 3.121 WG3

runtime hardware-
behaviour-based security

function of a hardware that protects running physical devices from harm caused by abnormal or unexpected state 
transitions
Note 1 to entry: Such transitions come from vulnerability, non-declarations, or malicious logic.
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC TR 5891:2024 1st Editon 3.2 WG3

safety freedom from risk which is not tolerable
[SOURCE:ISO/IEC Guide 51:2014, 3.14]

ISO/IEC 27019:2024 2nd edition 3.1.14 WG1

safety system system and component that are required to ensure safety (3.1.14) ISO/IEC 27019:2024 2nd edition 3.1.15 WG1
salt random variable incorporated as secondary input to a one-way or encryption function that is used to derive 

password verification data
ISO/IEC 11770-4:2017-07 2nd edition 3.33 WG2

salt value used as input to a key derivation function, a key expansion function or a key extraction function, which 
might not be a secret

ISO/IEC 11770-6:2016-10-
01

1st edition 3.10 WG2

salt optional bit string for producing a representative ISO/IEC 14888-2:2008-04- 2nd edition 3.3 WG2
salt random data item produced by the signing entity during the generation of message representative

Note 1 to entry: Also known as the randomizer in ISO/IEC 14888-3.
Note 2 to entry: Also known as the per-message secret number in Reference [16].

ISO/IEC 18367:2016-12-15 1st edition 3.29 WG3

salt non-secret, often random, value that is used in a hashing process
NOTE　It is also referred to as sand.

ISO/IEC 29115:2013-04-01 1st edition 3.24 WG5

salt random data item produced by the signing entity during the generation of the message representative in Signature 
scheme 2

ISO/IEC 9796-2:2010-12-15 3rd edition 3.19 WG2

salted password password (3.102) to which unique data has been added ahead of creating the stored password hash ISO/IEC 19790:2025-02 3rd edition 3.122 WG3
sample dataset that is only a proportion of the defined population (3.6), such that an adversary (3.3) cannot be certain that 

any particular entity was in it
ISO/IEC 27559:2022 1st Editon 3.7 WG5



sanitization process or method to sanitize (3.3.12) ISO/IEC 27040:2024 2nd Editon 3.3.11 WG4
sanitize render access to target data (3.2.18) on storage (3.2.12) infeasible for a given level of effort ISO/IEC 27040:2024 2nd Editon 3.3.12 WG4
sanitize render access to target data on storage media infeasible for a given level of effort

Note 1 to entry: Clear, purge, and destruct are actions that can be taken to sanitize storage media.
[SOURCE: ISO/IEC 27040:2015, 3.38]

ISO/IEC 27050-1:2019-11 2nd edition 3.20 WG4

scheme owner person or organization responsible for developing and maintaining a specific certification scheme
Note 1 to entry: The scheme owner can be the certification body itself, a governmental authority, a trade 
association, a group of certification bodies or others.
Note 2 to entry: One of the responsibilities of a scheme owner for a scheme that assesses conformance to this 
document, is to be an approval authority, which approves security functions for use by the scheme.
[SOURCE:ISO/IEC 17065:2012, 3.11, modified — Note 2 to entry has been added.]

ISO/IEC 19790:2025-02 3rd edition 3.123 WG3

Seal As defined in ITU-T Rec. X.810 | ISO/IEC 10181-1. ISO/IEC 15816:2002-02-01 1st edition 3.6 WG4
Sealed Data Object encrypted, user-defined, data blob that is associated with a hierarchy and loaded using TPM2_Load() or 

TPM2_CreatePrimary()
ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.61 WG3

second basic unit of time or time interval that is equal to the duration of 9 192 631 770 periods of the radiation 
corresponding to the transition between the two hyperfine levels of the ground state of caesium-133
[SOURCE: ISO 80000‑3:2006, 3.13.a]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.4 WG2

second preimage 
resistance

computationally infeasible to find for a given input of a hash-function, a second input which maps to the same 
output

ISO/IEC 29192-5:2016-08-
01

1st edition 3.9 WG2

secret value known only to authorized entities ISO/IEC 11770-4:2017-07 2nd edition 3.34 WG2
secret information that is known only to authorized users and/or the TOE security functionality (TSF) in order to enforce 

a specific security function policy (SFP) (3.8)
ISO/IEC 15408-2:2022-08 4th edition 3.6 WG3

secret information bit string used as input to a KDF or a KTF, which shall be known only to entities which are authorized to agree 
upon the key or keys, and possibly to one or more other entities trusted for the purposes of key establishment

ISO/IEC 11770-6:2016-10-
01

1st edition 3.11 WG2

secret key key used with symmetric cryptographic techniques and usable only by a set of specified entities ISO/IEC 11770-1:2010-12- 2nd edition 2.41 WG2
secret key key (3.17) used with symmetric cryptographic techniques by a specified set of entities ISO/IEC 11770-3:2021-10 4th edition 3.38 WG2
secret key key used with symmetric cryptographic techniques by a specified set of entities

[SOURCE: ISO/IEC 11770‑3:2015, 3.36]
ISO/IEC 11770-4:2017-07 2nd edition 3.35 WG2

secret key key (3.20) used with symmetric cryptographic techniques and usable only by a set of specified entities
[SOURCE: ISO/IEC 11770-3:2015, 3.36, modified — In the definition, “and usable only” has been added and 
“specified set of entities” has been changed to “set of specified entities”]

ISO/IEC 13888-1:2020-09 4th edition 3.48 WG2

secret key key used with symmetric cryptographic techniques and usable only by a set of specified entities
[ISO/IEC 11770-1]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.8 WG2

secret key key (3.17) used with symmetric cryptographic techniques (3.28) by a specified set of entities
[SOURCE: ISO/IEC 11770-3:2015, 3.36]

ISO/IEC 18033-1:2021-09 3rd edition 3.25 WG2

secret key key used with symmetric cryptographic techniques by a specified set of entities
[ISO/IEC 11770-3:1999]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.39 WG2

secret key key used with symmetric cryptographic techniques by a specified set of entities
[ISO/IEC 11770-3:2008]

ISO/IEC 18033-4:2011-12-
15

2nd edition 3.16 WG2

secret key key (3.10) used with symmetric cryptographic techniques by a specified set of entities
[SOURCE:ISO/IEC 18033-1:2015, 2.33]

ISO/IEC 19772:2020 2nd Editon 3.14 WG2

secret key key used with symmetric cryptographic techniques by a specified set of entities
[ISO/IEC 11770-3:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.31 WG2

secret key key used with symmetric cryptographic techniques by a specified set of entities
[ISO/IEC 18033-1:2005]

ISO/IEC 29192-3:2012-10-
01

1st edition 3.11 WG2

secret key key (3.8) used with symmetric cryptographic techniques by a specified set of entities
[SOURCE: ISO/IEC 18033-1:2021, 3.25]

ISO/IEC 29192-8:2022-09 1st edition 3.16 WG2

secret parameter input to the random bit generator (3.40) that provides additional randomness in the event of a failure or 
compromise of the randomness source
Note 1 to entry: In practice, the secret parameter is often a key.
Note 2 to entry: The secret parameter is only useful if it has sufficient randomness.
Note 3 to entry: The secret parameter is not the same as a seed.

ISO/IEC 18031:2025-02 2nd edition 3.43 WG2



secret parameter number or bit string that does not appear in the public domain and is only used by a claimant
Note 1 to entry: For instance, a private key.
[SOURCE: ISO/IEC 9798-5:2009, definition 2.26]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.19 WG2

secret parameter number or bit string that does not appear in the public domain and is only used by a claimant, e.g. a private key ISO/IEC 9798-5:2009-12-15 3rd edition 2.26 WG2
secret seed value secret data known to a group member and used for deriving group member private keys ISO/IEC 20008-2:2013-11-

15
ISO/IEC 20008-2:2017-11

1st edition
(Corrected 
version)

3.4 WG2

secret sharing scheme cryptographic technique used to protect the confidentiality of a message (3.4) by dividing it into a number of 
pieces called shares (3.10)
Note 1 to entry: It consists of two component processes: a message sharing algorithm and a message reconstruction 
algorithm.

ISO/IEC 19592-1:2016-11-
15

1st edition 3.9 WG2

secret value derivation 
function

function that utilizes a key token factor, a key token, and other parameters as input and outputs a secret value 
which is used to compute one or more secret keys

ISO/IEC 11770-4:2017-07 2nd edition 3.36 WG2

section part of plaintext that is processed with one key before this key is transformed ISO/IEC 
10116:2017/Amd.1:2021-03

4th edition 3.14 WG2

section key key used to process one section ISO/IEC 
10116:2017/Amd.1:2021-03

4th edition 3.15 WG2

secure not vulnerable to most attacks, are able to tolerate many of the attacks that they are vulnerable to, and that can 
recover quickly with a minimum of damage from the few attacks that successfully exploit their vulnerabilities

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.20 WG3

secure application application for which the Actual Level of Trust is equal to the Targeted Level of Trust, as defined by the 
organization using the application

ISO/IEC 27034-1:2011-11-
15

1st edition 3.20 WG4

secure channel communication channel providing the confidentiality and authenticity of exchanged messages ISO/IEC 24745:2022-02 2nd edition 3.36 WG5
secure container isolated execution space internal to the cryptographic module’s physical enclosure where firmware (3.58) can 

execute in such a way that the module is protected against the secure container firmware (3.125) interfering or 
compromising the cryptographic module (3.35)
Note 1 to entry: Firmware executed within the secure container is considered outside the cryptographic boundary 
of the module and is not subject to requirements of this document other than requirements defined in 7.5.

ISO/IEC 19790:2025-02 3rd edition 3.124 WG3

secure container firmware (3.58) executing within a secure container (3.124) ISO/IEC 19790:2025-02 3rd edition 3.125 WG3
secure cryptographic 
device

device which holds the user's private key, protects this key against compromise and performs signing or decryption 
functions on behalf of the user
[SOURCE: ETSI TR 119 001]
EXAMPLE: Key generation, cryptogram creation, PIN translation, certificate signing and secure storage of private 

ISO/IEC 27099:2022-07 1st edition 3.50 WG4

secure element
SE

tamper-resistant platform capable of securely hosting applications and their confidential and cryptographic data 
(for example cryptographic keys) in accordance with the rules and security requirements set by well-identified 
trusted authorities

ISO/IEC 27071:2023 1st Editon 3.3.13 WG4

secure envelope
SENV

set of data items which is constructed by an entity in such a way that any entity holding the secret key (3.48) can 
verify their integrity and origin
Note 1 to entry: For the purpose of generating evidence (3.11), the SENV is constructed and verified by a trusted 
third party (3.55) (TTP) with a secret key known only to the TTP.
Note 2 to entry: Cryptographic check functions are used to generate secure envelopes.

ISO/IEC 13888-1:2020-09 4th edition 3.49 WG2

secure multi-tenancy The following terms are defined in ISO/IEC 27040:
– secure multi-tenancy: Type of multi-tenancy that employs security controls to explicitly guard against data 
breaches and provides validation of these controls for proper governance.
NOTE 1 – Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than it would be 
in a dedicated, single-tenant environment.
NOTE 2 – In very secure environments, even the identity of the tenants is kept secret.

ISO/IEC 27017:2015-12-15
ITU-T X.1631 (07/2015) 

1st edition 3.1.2 WG1

secure multi-tenancy type of multi-tenancy (3.7.3) that employs security controls to explicitly guard against data breaches (3.5.2) and 
provides validation of these controls for proper governance
Note 1 to entry: Secure multi-tenancy exists when the risk profile of an individual tenant is no greater than in a 
dedicated, single-tenant environment.
Note 2 to entry: In very secure environments even the identity of the tenants is kept secret.

ISO/IEC 27040:2024 2nd Editon 3.7.5 WG4

secure prime prime integer p  such that (p  − 1) / 2 has only large prime factors ISO/IEC 20009-4:2017-08 1st edition 3.23 WG2



secure state state in which the TOE security functionality (TSF) data are consistent and the TSF continues correct enforcement 
of the security functional requirements (SFRs)

ISO/IEC 15408-2:2022-08 4th edition 3.7 WG3

security property of a system by which confidentiality, integrity, availability, accountability, authenticity, and reliability 
are achieved

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.21 WG3

security the capability of the software product to protect information and data so that unauthorised persons or systems 
cannot read or modify them and authorised persons or systems are not denied access to them
[SOURCE: ISO/IEC 12207:2007, definition 4.39]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.22 WG3

security assurance grounds for justified confidence that a claim about meeting security objectives has been or will be achieved
[SOURCE: Adapted from ISO/IEC 15026-1:2010, definition 2.1]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.23 WG3

security assurance 
argument

set of structured security assurance claims, supported by evidence and reasoning, that demonstrate clearly how 
security assurance needs have been satisfied

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.24 WG3

Security assurance 
conformance assessment 
method
SACA method

systematic process, procedure or technique for obtaining security assurance evidence and consistently verifying 
security assurance claims
NOTE 1　Compare with conformity assessment scheme, definition 2.8 in ISO/IEC 17000.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.26 WG3

Security assurance 
conformance assessment 
paradigm
SACA paradigm

complete system for the provision and recognition of a single or several related SACA Marks including the 
specification of SACA methods, SACA schemes and a set of stakeholders

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.27 WG3

Security assurance 
conformance assessment 
scheme
SACA scheme

system of common rules, procedures and management for demonstrating that specified security assurance 
requirements relating to a product, process, system, person or body are applied to specific objects of conformity 
assessment
NOTE 1　Conformity assessment schemes may be operated at international, national or sub-national level.
NOTE 2　Adapted from ISO/IEC 17000:2004 definition 2.8.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.28 WG3

security assurance 
evidence

data on which a judgment or conclusion about an security assurance claim may be based
NOTE 1　The evidence may consist of observation, test results, analysis results, evaluation and appraisals.
[SOURCE: Adapted from ISO/IEC 21827, definition 3.8]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.25 WG3

security assurance rating indication of assessment rigour and coverage of security assurance requirements according to a specific scale used 
by the security assurance method
NOTE 1　The assurance level may not be measurable in quantitative terms.
NOTE 2　The degree of security assurance obtained is generally related to the effort expended on the activities 
performed.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.29 WG3

security assurance 
requirement
SAR

security requirement that refers to the conditions and processes for the development and delivery of the target of 
evaluation (TOE) (3.90), and the actions (3.1) required of evaluators (3.45) with respect to evidence produced 
from these conditions and processes

ISO/IEC 15408-1:2022-08 4th edition 3.76 WG3

security assurance 
requirement
SAR

security requirement that refers to the conditions and processes for the development and delivery of the target of 
evaluation (3.18), and the actions required of evaluators with respect to evidence produced from these conditions 
and processes
[SOURCE:ISO/IEC 15408-1:2022, 3.76]

ISO/IEC TS 9569:2023 1st Editon 3.16 WG3

security assurance result documented quantitative or qualitative security assurance statement pertaining to a deliverable ISO/IEC TR 15443-1:2012- 2nd edition 3.30 WG3
security attribute property of subjects, users, objects, information, sessions and/or resources that is used in defining the security 

functional requirements (SFRs) (3.78) and whose values are used in enforcing the SFRs
Note 1 to entry: Users can include external IT products.

ISO/IEC 15408-1:2022-08 4th edition 3.77 WG3

security authority entity that is responsible for the definition, implementation or enforcement of security policy
[ISO/IEC 10181-1:1996]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.42 WG2

Security Authority The entity accountable for the administration of a security policy within a security domain. ISO/IEC 15816:2002-02-01 1st edition 3.7 WG4
security capability functionality that provides the procedural and technical mechanisms (3.21) necessary to ensure the confidentiality 

(3.9), integrity (3.17), and availability (3.7) of personally identifiable information (PII) (3.25), and that safeguards 
privacy operations

ISO/IEC 27561:2024 1st Editon 3.39 WG5



security claim specific claim that security properties are present in an application
Note 1 to entry: Under the ISO/IEC 27034 frameworks (all parts), it is the claim that the activities specified by an 
Application Security Control mitigate specific security risks to an acceptable level.
Note 2 to entry: In the context of a PASR, it is the claim that verification of the Application Security Control 
activities, which were predicted by the PASR, would produce the same results as if the Application Security 
Control activities were performed.

ISO/IEC 27034-7:2018-05 1st edition 3.6 WG4

security controls management, operational, and technical controls (i.e., safeguards or countermeasures) prescribed for an 
information system to protect the confidentiality, integrity, and availability of the system and its information
[NIST SP 800-53]
NOTE　This definition is intended to include controls that provide accountability, authenticity, non-repudiation, 
privacy and reliability, which are sometimes considered as distinct from confidentiality, integrity and availability.

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.12 WG3

security domain set of elements, security policy, security authority and set of security-relevant activities in which the set of 
elements are subject to the security policy for the specified activities, and the security policy is administered by the 
security authority for the security domain
[ISO/IEC 10181-1:1996]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.43 WG2

security domain set of elements, security policy, security authority and set of security-relevant activities in which the set of 
elements are subject to the security policy for the specified activities, and the security policy is administered by the 
security authority for the security domain
[SOURCE: ISO/IEC 11770-1:2010, 2.43]

ISO/IEC 11770-7:2021-07 1st edition 3.10 WG2

Security Domain A collection of users and systems subject to a common security policy. ISO/IEC 15816:2002-02-01 1st edition 3.8 WG4
security domain domain in which the stakeholders are obliged to follow specific security requirements to ensure the corresponding 

functional domain is secure
Note 1 to entry: A security domain can include, a network, a part of an IoT devices development organization 
providing products via the IIP, a part of an integrator organization (factory or plant building project) that uses 
products or services via the IIP.

ISO/IEC 24392:2023 1st Editon 3.11 WG4

security domain set of assets and resources subject to a common security policy ISO/IEC 27033-1:2015-08- 2nd edition 3.35 WG4
security domain portion of an operational system that implements the same set of security policies ISO/IEC TR 19791:2010-04- 2nd edition 3.13 WG3
security function cryptographic algorithms together with modes of operation, such as block ciphers, stream ciphers, symmetric or 

asymmetric key algorithms, message authentication codes, hash functions or other security functions, random bit 
generators, entity authentication and SSP generation and establishment all approved either by ISO/IEC or an 
approval authority
[SOURCE: ISO/IEC 19790:2012, 3.106]

ISO/IEC 18367:2016-12-15 1st edition 3.30 WG3

security function cryptographic algorithm (3.31) together with modes of operation, such as block ciphers, stream ciphers, symmetric 
or asymmetric key algorithms, message authentication codes, hash functions, random bit generators, etc. or other 
security functions such as entity authentication, sensitive security parameter (3.131) generation and establishment

ISO/IEC 19790:2025-02 3rd edition 3.126 WG3

security function cryptographic algorithms together with modes of operation, such as block ciphers, stream ciphers, symmetric or 
asymmetric key algorithms, message authentication codes, hash functions, random bit generators, etc. or other 
security functions such as entity authentication, sensitive security parameter (3.23) generation and establishment
[SOURCE:ISO/IEC 19790:2025, 3.126]

ISO/IEC TS 20540:2025-06 2nd edition 3.22 WG3

security function policy
SFP

set of rules describing specific security behaviour enforced by the TOE security functionality (TSF) and 
expressible as a set of security functional requirements (SFRs)

ISO/IEC 15408-2:2022-08 4th edition 3.8 WG3

security functional 
requirement
SFR

security requirement, which contributes to fulfil the target of evaluation (TOE) (3.90)security problem definition 
(SPD) (3.80) as defined in a specific security target (ST) (3.82) or in a protection profile (PP) (3.68)
Note 1 to entry: A security functional requirement can be addressed directly as in the direct rationale (3.34) model, 
or indirectly, through the security objectives (3.79) for the TOE, as in the general model.

ISO/IEC 15408-1:2022-08 4th edition 3.78 WG3

security gateway point of connection between networks, or between subgroups within networks, or between software applications 
within different security domains intended to protect a network according to a given security policy

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.36 WG4

security implementation 
standard

document specifying authorized ways for realizing security ISO/IEC 27000:2018-02 5th edition 3.73 WG1

Security Information An instance of an SIO Class. ISO/IEC 15816:2002-02-01 1st edition 3.9 WG4
Security Information 
Object Class

An Information Object Class that has been tailored for security use. ISO/IEC 15816:2002-02-01 1st edition 3.10 WG4

Security Label As defined in CCITT Rec. X.800 and ISO/IEC 7498-2. ISO/IEC 15816:2002-02-01 1st edition 3.11 WG4



security level well-defined set of security requirements in a security area ISO/IEC 19790:2025-02 3rd edition 3.127 WG3
security objective statement of an intent to counter (3.28) identified threats and/or satisfy identified organization security policies 

and/or assumptions
ISO/IEC 15408-1:2022-08 4th edition 3.79 WG3

security objective statement of intent to counter identified threats and/or satisfy identified organisation security policies and 
assumptions

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.31 WG3

security parameter variables that determine the security strength of a mechanism
[SOURCE: ISO/IEC 20008-2:2013, 3.5]

ISO/IEC 18033-6:2019-05 1st edition 3.16 WG2

security parameters variables that determine the security strength of a mechanism ISO/IEC 18370-2:2016-07- 1st edition 3.8 WG2
security parameters variables that determine the security strength of a mechanism ISO/IEC 20008-2:2013-11-

15
ISO/IEC 20008-2:2017-11

1st edition
(Corrected 
version)

3.5 WG2

security policy set of criteria for the provision of security services ISO/IEC 13888-1:2020-09 4th edition 3.50 WG2
security policy set of criteria for the provision of security services

[ISO/IEC 7498-2]
ISO/IEC 13888-2:2010-12-
15

2nd edition 3.9 WG2

Security Policy As defined in ISO/IEC 2382-8. ISO/IEC 15816:2002-02-01 1st edition 3.12 WG4
security policy rules, directives and practices that govern how assets, including sensitive information, are managed, protected and 

distributed within an organization and its systems, particularly those which impact the systems and associated 
ISO/IEC 21827:2008-10-15 2nd edition 3.31 WG3

Security Policy 
Information File

A construct that conveys domain-specific security policy information. ISO/IEC 15816:2002-02-01 1st edition 3.13 WG4

security problem statement which in a formal manner defines the nature and scope of the security that the TOE is intended to 
address
NOTE 1　This statement consists of a combination of:
— threats to be countered by the deliverable,
— the OSPs enforced by the deliverable, and
— the assumptions that are upheld for the deliverable and its operational environment.

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.32 WG3

security problem
security problem 
definition
SPD

statement, which in a formal manner defines the nature and scope of the security that the target of evaluation 
(TOE) (3.90) is intended to address
Note 1 to entry: This statement consists of a combination of: threats to be countered by the TOE and its 
operational environment (3.63), the organizational security policies (OSPs) enforced by the TOE and its 
operational environment, and the assumptions that are upheld for the operational environment of the TOE.
Note 2 to entry: SPD-elements include threats, OSPs, and assumptions.

ISO/IEC 15408-1:2022-08 4th edition 3.80 WG3

security property security goal which a cryptographic protocol (3.4) is designed to guarantee, transcribed into a machine-readable 
language

ISO/IEC 29128-1:2023 2nd Editon 3.9 WG3

security property property of a system or application that is crucial to achieve the security objectives defined for the system or 
application

ISO/IEC TS 19249:2017-10 1st edition 3.1 WG3

security related 
requirements

requirements which have a direct effect on the secure operation of a system or enforce conformance to a specified 
security policy

ISO/IEC 21827:2008-10-15 2nd edition 3.32 WG3

security relevance report
SRR

document containing the assessment of security relevance of a patch (3.11) ISO/IEC TS 9569:2023 1st Editon 3.17 WG3

security relevant function of the cryptographic module (3.35) that, if bypassed, modified or substituted can ultimately contribute to 
the potential compromise (3.19) of the module
Note 1 to entry: This term is not the inverse of non-security relevant (3.91).
Note 2 to entry: Security relevant is considered as applicable within this scope of this document.

ISO/IEC 19790:2025-02 3rd edition 3.128 WG3

security relevant attribute assigned to an object, subject or user of a system or application that is used to enforce a security policy ISO/IEC TS 19249:2017-10 1st edition 3.2 WG3
security requirement requirement, which is part of a target of evaluation (TOE) (3.90) security specification as defined in a specific 

security target (ST) (3.82) or in a protection profile (PP) (3.68)
Note 1 to entry: Requirements are stated in a language, i.e. form and syntax, specified in the ISO/IEC 15408 

ISO/IEC 15408-1:2022-08 4th edition 3.81 WG3

security strength number associated with the amount of work (i.e. the number of operations of some sort) that is required to break a 
cryptographic algorithm (3.1) or system
Note 1 to entry: If the security strength associated with an algorithm or system is n bits, then it is expected that 
(roughly) 2n basic operations are required to break it.

ISO/IEC 18031:2025-02 2nd edition 3.44 WG2



security strength number associated with the amount of work (e.g. the number of operations) that is required to break a 
cryptographic algorithm
Note 1 to entry: For key (3.17) recovery, a security strength of k bits implies that the workload required to break 
the cipher (3.13) is equivalent to 2k executions of the cipher. For further information on the application of security 
strength to selecting cryptographic algorithms for this document, see C.1.4.

ISO/IEC 18033-1:2021-09 3rd edition 3.26 WG2

security strength number associated with the amount of work (that is the number of computational operations) that is required to 
break a cryptographic algorithm or system
Note 1 to entry: Security strength is specified in bits. A security strength of b bits means that of the order of 2b 
operations are required to break the system. Common values of security strength are 80, 112, 128, 192, and 256.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.32 WG2

security strength number associated with the amount of work (that is the number of operations) that is required to break a 
cryptographic algorithm or system
Note 1 to entry: Security strength is specified in bits. A security strength of b bits means that of the order of 2b 
operations are required to break the system. Common values of security strength are 80, 112, 128, 192, and 256.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.48 WG2

security strength number of traces to detect a leakage using ISO/IEC 17825 metrics ISO/IEC 20085-2:2020-03 1st edition 3.4 WG3
security strength largest natural number, n, such that a computationally unbounded attacker cannot distinguish with more than 

negligible advantage an n-bit value produced by the RBG from an n-bit value drawn uniformly at random, when 
given the true prior distribution of internal RBG states
Note 1 to entry: If no such number n exists, the security strength is said to be infinite.
Note 2 to entry: Only hybrid or physical random bit generators can have infinite maximal supported security 
strength, as deterministic random bit generators always rely on an initial seed value. It is worth noting, however, 
that the output of pure physical random bit generators can often be distinguished from random data in practice if 
the design of any conditioning steps that can be performed is known to the attacker.

ISO/IEC 20543:2019-11 1st edition 3.27 WG3

security strength number associated with the amount of work that is required to break a cryptographic algorithm or system ISO/IEC 27040:2024 2nd Editon 3.5.7 WG4
security strength number associated with the amount of work (i.e. the number of operations) that is required to break a 

cryptographic algorithm or system
NOTE 1　A security strength of n implies that the required workload of breaking the cryptosystem is equivalent 
to 2n executions of the cryptosystem.
NOTE 2　In ISO/IEC 29192, security strength is specified in bits, e.g. 80, 112, 128, 192, and 256.

ISO/IEC 29192-1:2012-06-
01

1st edition 2.9 WG2

security strength number associated with the amount of work required to break a cryptographic algorithm or system and specified in 
bits such that security strength s bits implies the required number of operations is 2s
Note 1 to entry: Computationally infeasible in 3.2, 3.6 and 3.10 implies the security strength is at least 112 bits. 
Refer to ISO/IEC 10118-1:2016, Annex C.

ISO/IEC 9797-2:2021-06 3rd edition 3.13 WG2

Security Target implementation-dependent statement of security needs for a specific identified TOE
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.63]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.13 WG3

Security Target
ST

implementation-dependent statement of security requirements for a target of evaluation (TOE) (3.90) based on a 
security problem definition (3.80)

ISO/IEC 15408-1:2022-08 4th edition 3.82 WG3

security token set of data protected by one or more security services, together with security information used in the provision of 
those security services, that is transferred between communicating entities

ISO/IEC 13888-1:2020-09 4th edition 3.51 WG2

security token service
STS

service that builds, signs, exchanges and issues access tokens (3.3) based on decision made by a policy decision 
point (3.10)
Note 1 to entry: This service may be split into separate components.

ISO/IEC 29146:2024 2nd Editon 3.16 WG5

seed bit-string (3.4) that is used as input to initialize the internal state of a deterministic random bit generator (DRBG) 
(3.9)

ISO/IEC 18031:2025-02 2nd edition 3.45 WG2

seed secret value used to initialize a random bit generator (3.117) ISO/IEC 19790:2025-02 3rd edition 3.129 WG3
seed material data used to form a seed for input to a deterministic random bit generator (DRBG) (3.9)

Note 1 to entry: The term is often used to refer to the bit stream provided by a randomness source.
ISO/IEC 18031:2025-02 2nd edition 3.47 WG2

seed value input bit-string (3.4) from a randomness source that provides entropy (3.13) for a deterministic random bit ISO/IEC 18031:2025-02 2nd edition 3.48 WG2
seedlife period of time between initializing or reseeding the deterministic random bit generator (DRBG) (3.9) with one 

seed (3.45) and reseeding that DRBG with a different seed
ISO/IEC 18031:2025-02 2nd edition 3.46 WG2

selection specification of one or more items from a list in a component ISO/IEC 15408-1:2022-08 4th edition 3.83 WG3
selection specification of one or more items from a list

[SOURCE: ISO/IEC 15408‑1:2009, 3.1.64]
ISO/IEC TR 20004:2015-12-
15

2nd edition 2.14 WG3



selection-based security 
functional requirement
selection-based SFR

security functional requirement (SFR) (3.78) in a Protection Profile (PP) (3.78), PP-Module (3.71), or functional 
package (3.51) that contributes to a stated aspect of the PP’s, PP-Module’s or functional package’s security 
problem definition (3.80) that is to be included in a conformant PP or ST if a selection choice identified in the 
PP/PP-Module/functional package indicates that it has an associated selection-based SFR

ISO/IEC 15408-1:2022-08 4th edition 3.84 WG3

selective disclosure principle of identity management (3.4.1) that gives a person a measure of control over the identity information 
(3.2.4) that can be transferred to a third party, e.g. during authentication (3.3.1)

ISO/IEC 24760-1:2019-06 2nd edition 3.6.1 WG5

self-assessment evidence proofs of security properties (3.9) produced by an automated prover run on a cryptographic protocol model (3.5) ISO/IEC 29128-1:2023 2nd Editon 3.11 WG3
self-test pre-operational or conditional test executed by the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.130 WG3
semantic building block conceptual units that are specific to assessment types

Note 1 to entry: Examples of semantic building blocks can be found in ISO/TR 11633-2:2021, ISO/IEC 
29134:2023: 3.7, ISO/IEC/IEEE 26514:2022, 4.4 and ISO/IEC 27034-3:2018, 3.1.

ISO/IEC TS 24462:2024 1st Editon 3.2 WG3

sender entity generating messages to be broadcast (3.1) ISO/IEC 29192-7:2019-08 1st edition 3.11 WG2
sensitive area contains the confidential or secret parts of an object that need to be encrypted and integrity protected when not in a 

Shielded Location on a Trusted Platform Module
ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.62 WG3

sensitive attribute attribute (3.2) in a dataset (3.5) that, depending on the application context, merits specific, high-level protection 
against potential re-identification attacks (3.32) enabling disclosure of its values, its existence, or association with 
any of the data principals (3.4)
Note 1 to entry: Designating an attribute as sensitive depends on the application context, and such a designation is 
an input to the design of the de-identification process (3.6) in a specific use case.

ISO/IEC 20889:2018-11 1st edition 3.34 WG5

sensitive information information that needs to be protected from unavailability, unauthorized access, modification or public disclosure 
because of potential adverse effects on an individual, organization, national security or public safety

ISO/IEC 27002:2022-02 3rd edition 3.1.33 WG1

sensitive information information is sensitive that the trusted module (3.7) does not allow access to the information without proper 
authority

ISO/IEC 27070:2021-12 1st edition 3.6 WG4

sensitive PII category of personally identifiable information (PII) (3.7), either whose nature is sensitive, such as those that relate 
to the PII principal’s (3.9) most intimate sphere, or that can have a significant impact on the PII principal
Note 1 to entry: In some jurisdictions or in specific contexts, sensitive PII is defined in reference to the nature of 
the PII and can consist of PII revealing the racial origin, political opinions or religious or other beliefs, personal 
data on health, sex life or criminal convictions, as well as other PII that can be defined as sensitive.

ISO/IEC 29100:2024 2nd Editon 3.23 WG5

sensitive security 
parameter agreement
SSP agreement

key establishment procedure where the resulting cryptographic key (3.34) is a function of information from two or 
more participants, so that no party can predetermine the value of the key independently of the other party’s 
contribution

ISO/IEC 19790:2025-02 3rd edition 3.132 WG3

sensitive security 
parameter establishment
SSP establishment

process of making available a shared sensitive security parameter (3.131) (SSP) to one or more entities
Note 1 to entry: SSP establishment includes SSP agreement (3.132), sensitive security parameter transport (3.135) 
and SSP entry or output.
Note 2 to entry: Automated (3.3) SSP establishment can include generation and derivation.

ISO/IEC 19790:2025-02 3rd edition 3.133 WG3

sensitive security 
parameter generation
SSP generation

process of creating a sensitive security parameter (3.131) within the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.134 WG3

sensitive security 
parameter transport
SSP transport

process of transferring a sensitive security parameter (3.131) from one entity (3.49) to another entity using 
approved cryptographic methods

ISO/IEC 19790:2025-02 3rd edition 3.135 WG3

sensitive security 
parameter

critical security parameter (CSP) or public security parameter (PSP) ISO/IEC 18367:2016-12-15 1st edition 3.31 WG3

sensitive security 
parameter

critical security parameter (3.29) or public security parameter (3.115) ISO/IEC 19790:2025-02 3rd edition 3.131 WG3

sensitive security 
parameter

critical security parameters (3.1.10) and public security parameters
[SOURCE:ISO/IEC 19790:2012, 3.110]

ISO/IEC 27402:2023 1st Editon 3.1.11 WG4

sensitive security 
parameter

critical security parameter (3.7) or public security parameter (3.20)
[SOURCE:ISO/IEC 19790:2025, 3.131]

ISO/IEC TS 20540:2025-06 2nd edition 3.23 WG3

sensitive security 
parameters
SSP

critical security parameters (CSP) and public security parameters (PSP)
[SOURCE: ISO/IEC 19790:2012, 3.110]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.17 WG3



sensor component/agent of IDPS which collects event data from information systems or a network under observation
Note 1 to entry: Also referred to as a monitor.

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.28 WG4

sequence number time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain 
time period

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.44 WG2

sequence number time variant parameter (3.44) whose value is taken from a specified sequence which is non-repeating within a 
certain time period
[SOURCE: ISO/IEC 11770-1:2010, 2.44]

ISO/IEC 11770-3:2021-10 4th edition 3.39 WG2

sequence number time variant parameter whose value is taken from a specified sequence which is nonrepeating within a certain time 
period
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.11 WG2

sequence number time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain 
time period
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.15 WG2

sequence number time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain 
time period
NOTE　See also Annex B.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.32 WG2

sequence object transient data structure used to hold hash state that has a handle and can be context swapped
Note 1 to entry: See clause 30

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.63 WG3

server computer system or program that provides services to other computers ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.26 WG4

service operation or function that can be performed by a cryptographic module (3.35) invoked by an external operator ISO/IEC 19790:2025-02 3rd edition 3.136 WG3
service function chain ordered set of abstract functions and ordering constraints that are applied to packets and/or frames and/or flows 

selected as a result of classification
[SOURCE:IETF RFC 7665, modified — removed “a service function chain defines an” at the beginning of the 
definition and replaced “must” with “are” in the definition.]

ISO/IEC 27033-7:2023 1st edition 3.7 WG4

service input data or control information (3.24) utilized by the cryptographic module (3.35) that initiates or obtains specific 
operations or functions

ISO/IEC 19790:2025-02 3rd edition 3.137 WG3

Service Level Agreement
SLA

document that defines the technical support or business performance objectives including measures for 
performance and consequences for failure the provider of a service can provide its clients

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.27 WG4

service output data, control and status information (3.145) that results from operations or functions initiated or obtained by 
service input (3.137)

ISO/IEC 19790:2025-02 3rd edition 3.138 WG3

session transient Trusted Platform Module structure that maintains the state associated with a sequence of authorizations 
or an audit digest

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.64 WG3

session identifier data element (3.9) used to unambiguously identify a blind signature (3.2) request, i.e. a signing session (3.46) ISO/IEC 18370-1:2016-11- 1st edition 3.33 WG2
SET bit with a value of one (1), or the action of causing a bit to have a value of one (1) ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.65 WG3

set up process by which the system parameters for an IBE algorithm are selected ISO/IEC 18033-5:2015-12- 1st edition 3.15 WG2
set up algorithm process which generates a master-secret key and the corresponding master-public key, together with some part of 

the system parameters
ISO/IEC 18033-5:2015-12-
01

1st edition 3.16 WG2

severity estimation of the magnitude of potential impacts on the privacy of a PII principal ISO/IEC 29134:2023 2nd Editon 3.12 WG5
Shamir secret sharing 
scheme

secret sharing scheme in which shares are specified as points on a random polynomial for which the secret is the 
constant
Note 1 to entry: The Shamir secret sharing scheme is specified in ISO/IEC 19592-2.

ISO/IEC 4922-2:2024 1st Editon 3.9 WG2



Shannon entropy <of a finite random variable X > expected value of - log2 (px ), where px is the probability of observing the 
realization X =x
Note 1 to entry: In other words, for a finite random variable X  with range S  that the Shannon entropy H (X ) is 
given by the formula mml_m1                               , where for the purposes of calculating the expected value one 
adopts the convention that 0 *log2 (0 ) = 0 .

ISO/IEC 20543:2019-11 1st edition 3.28 WG3

share element of the share vector (3.13) ISO/IEC 19592-1:2016-11- 1st edition 3.10 WG2
share space set of elements that can occur in a share vector (3.13) of a secret sharing scheme (3.9) ISO/IEC 19592-1:2016-11- 1st edition 3.12 WG2
share vector vector of values output by the message sharing algorithm (3.6) ISO/IEC 19592-1:2016-11- 1st edition 3.13 WG2
shared data dataset in which a fixed set of entities have been granted access to the data by the custodian ISO/IEC 27559:2022 1st Editon 3.9 WG5
shared secret secret used in authentication that is known only to the entity and the verifier ISO/IEC 29115:2013-04-01 1st edition 3.25 WG5
shared secret key key which is shared with all the active entities via a key establishment mechanism for multiple entities ISO/IEC 11770-5:2020 2nd Editon 3.24 WG2
shared secret key key which is shared with all the active entities via a key establishment mechanism for multiple entities

Note 1 to entry: Also known as "shared secret."
[SOURCE: ISO/IEC 11770‑5:2011, 3.28, modified]

ISO/IEC 18367:2016-12-15 1st edition 3.32 WG3

share-holder party storing a share output by the message sharing algorithm (3.6) ISO/IEC 19592-1:2016-11- 1st edition 3.11 WG2
Shielded Location location on a Trusted Platform Module that contains data that is shielded from access by any entity other than the 

Trusted Platform Module and which can be operated on only by a Protected Capability
ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.66 WG3

short input performance performance of the cryptographic primitive when processing short messages ISO/IEC 29192-1:2012-06- 1st edition 2.10 WG2
shot noise noise which can be modelled by a Poisson process, describing the fluctuations of the number of photons detected 

due to their occurrence independent of each other
ISO/IEC 23837-2:2023 1st Editon 3.18 WG3

shred destruct (3.3.3) by cutting or tearing storage medium (3.2.16) into small particles ISO/IEC 27040:2024 2nd Editon 3.3.13 WG4
Shutdown(CLEAR) abbreviated form of the command TPM2_Shutdown() with the startupType parameter set to TPM_SU_CLEAR ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.67 WG3

Shutdown(STATE) abbreviated form of the command TPM2_Shutdown() with the startupType parameter set to TPM_SU_STATE ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.68 WG3

side-channel analysis
SCA

exploitation of the fact that the instantaneous side-channels emitted by a cryptographic device depends on the data 
it processes and on the operation it performs to retrieve secret parameters

ISO/IEC 17825:2024 2nd Editon 3.9 WG3

side-channel attack attack based on information gained from the physical implementation of a cryptosystem, rather than on brute force 
or theoretical weaknesses in the underlying algorithms
EXAMPLE　Timing information, power consumption, or electromagnetic emissions can provide extra sources of 
information and can be exploited to attack the system.

ISO/IEC 29192-1:2012-06-
01

1st edition 2.11 WG2

side-channel collision 
attack

powerful category of side-channel analysis (3.9) that usually combines leakage from distinct points in time, 
making them inherently bivariate

ISO/IEC 17825:2024 2nd Editon 3.10 WG3

sifted data data obtained by the legitimate users from sifting raw data (3.33) according to an agreed strategy ISO/IEC 23837-1:2023 1st Editon 3.36 WG3
sifting procedure in the post-processing (3.17) of a quantum key distribution protocol (3.24) to generate sifted data (3.36) 

by processing raw data (3.33)
ISO/IEC 23837-1:2023 1st Editon 3.35 WG3

sign signature generation process that takes a message and a signing key of a signer to produce a signature ISO/IEC 29192-4:2013-06- 1st edition 3.20 WG2
signal-to-noise ratio
S/N

measure that compares the level of a desired signal to the level of background noise
Note 1 to entry: It is defined as the ratio of signal power to the noise power.
[SOURCE: ISO/IEC 27033‑6:2016, 3.8, modified — The abbreviated term has been added.]

ISO/IEC 20085-1:2019-10 1st edition 3.12 WG3

signature data unit appended to, or a cryptographic transformation of, a data unit that allows a recipient of the data unit to 
verify the origin and integrity of the data unit and protect the sender and the recipient of the data unit against 
forgery by third parties, and the sender against forgery by the recipient
[SOURCE: ISO/IEC 11770-3:2015, 3.7, modified — the word "digital" has been removed from the term.]

ISO/IEC 11770-7:2021-07 1st edition 3.11 WG2

signature one or more data elements resulting from the signature process ISO/IEC 14888-1:2008-04- 2nd edition 3.12 WG2
signature one or more data elements (3.9) resulting from the signature process (3.37)

Note 1 to entry: A signature is also called a “digital signature.”
[SOURCE: ISO/IEC 14888‑1:2008, 3.12, modified — Note 1 to entry has been added.]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.34 WG2



signature one or more data elements resulting from the signature process
Note 1 to entry: A signature is also called a digital signature.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.49 WG2

signature one or more data elements resulting from the signature process ISO/IEC 29150:2011-12-15 1st edition 3.32 WG2
signature string of bits resulting from the signature process

[ISO/IEC 14888-1]
ISO/IEC 9796-2:2010-12-15 3rd edition 3.20 WG2

signature pair of an octet string and an integer for providing authentication, generated in the signature generation process
NOTE　Adapted from ISO/IEC 14888-1:1998.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.15 WG2

signature exponent secret exponent for producing signatures ISO/IEC 14888-2:2008-04- 2nd edition 3.4 WG2
signature generation 
process

process which takes as inputs the message, the signature key and the domain parameters, and which gives as 
output the signature
NOTE　Adapted from the definition of signature process in ISO/IEC 14888-1:1998.

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.16 WG2

signature identifier data element (3.9) resulting from the signature tracing process (3.43) which uniquely identifies the signature (3.34) 
yielded from a given signing session (3.46)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.35 WG2

signature key set of private data elements specific to an entity and usable only by this entity in the signature process
NOTE　Sometimes called a private signature key in other standards, e.g. ISO/IEC 9796-2, ISO/IEC 9796-3 and 
ISO/IEC 9798-3.

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.13 WG2

signature key set of private data elements (3.9) specific to an entity and usable only by this entity in the signature process (3.37)
Note 1 to entry: A signature key is sometimes called a “private signature key” in other standards, e.g. ISO/IEC 
9796-2 and ISO/IEC 9796-3.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.36 WG2

signature key set of private data elements specific to an entity and usable only by this entity in the signature process
Note 1 to entry: A signature key is sometimes called a private signature key, both in ISO/IEC 20008 and in other 
standards, e.g. ISO/IEC 9796.2 and ISO/IEC 9796.3.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.50 WG2

signature key set of private data elements specific to an entity and usable only by this entity in the signature process
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.33 WG2

signature key pair pair of keys consisting of a signature key and a verification key, where:
— the signature key shall be kept partially or completely secret, and is intended for use only by the signer;
— the verification key can be made public, and is intended for use by any verifier

ISO/IEC 20008-1:2013-12-
15

1st edition 2.51 WG2

signature process process which takes as inputs the message, the signature key and the domain parameters, and which gives as 
output the signature

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.14 WG2

signature process process which takes as inputs data, the signature key (3.36), and the domain parameters (3.12), and which gives as 
output the data with a signature (3.34) over it

ISO/IEC 18370-1:2016-11-
15

1st edition 3.37 WG2

signature process process which takes as inputs the message, the signature key, and the domain parameters, and which gives as 
output the signature
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.52 WG2

signature process process which takes as inputs the message, the signature key and the domain parameters, and which gives as 
output the signature

ISO/IEC 29150:2011-12-15 1st edition 3.34 WG2

signature system system based on asymmetric cryptographic techniques (3.1) whose private transformation is used for signing and 
whose public transformation is used for verification

ISO/IEC 11770-3:2021-10 4th edition 3.40 WG2

signature tracing entity which can link a signing session (3.46) to the resulting signature (3.34) ISO/IEC 18370-1:2016-11- 1st edition 3.38 WG2
signature tracing 
evidence

data element (3.9) which is an output of the signature tracing process (3.43) and which demonstrates the 
cryptographic binding between the transcript of a signing session (3.50) and a signature identifier (3.35)

ISO/IEC 18370-1:2016-11-
15

1st edition 3.39 WG2

signature tracing 
evidence evaluation 
process

process which takes as inputs the transcript of a signing session (3.50), a signature identifier (3.35), signature 
tracing evidence (3.39), the public key of the signer (3.45), and domain parameters (3.12) and gives as output the 
result of the evaluation of the signature tracing evidence (3.39): valid or invalid

ISO/IEC 18370-1:2016-11-
15

1st edition 3.40 WG2

signature tracing 
evidence evaluator

entity which checks the validity of signature tracing evidence (3.39) ISO/IEC 18370-1:2016-11-
15

1st edition 3.41 WG2

signature tracing key private data element (3.9) usable only by a signature tracing authority (3.38) in the signature tracing process (3.43) ISO/IEC 18370-1:2016-11- 1st edition 3.42 WG2
signature tracing process process which gives as output a signature identifier (3.35) which uniquely identifies the signature (3.34) yielded 

by a given signing session (3.46) and optionally also outputs evidence that the signature identifier (3.35) was 
correctly computed

ISO/IEC 18370-1:2016-11-
15

1st edition 3.43 WG2

signature validation verification and confirmation that a digital signature is valid
Note 1 to entry: See also certificate validity period (3.23).

ISO/IEC 27099:2022-07 1st edition 3.51 WG4

signature verification check of the cryptographic value of a signature using data ISO/IEC 27099:2022-07 1st edition 3.52 WG4



signature verification 
process

process, which takes as its input the signed message, the verification key and the domain parameters, and which 
gives as its output the recovered message if valid
NOTE　Adapted from the definition of verification process in ISO/IEC 14888-1:2008).

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.17 WG2

signcrypt to apply signcryption on a plaintext ISO/IEC 29150:2011-12-15 1st edition 3.35 WG2
signcryption (reversible) transformation of data by a cryptographic algorithm to produce a ciphertext from which no 

information about the original data can be recovered (except possibly its length), nor can a new ciphertext be 
forged by an unauthorized entity without detection, that is, it provides data confidentiality, data integrity, data 
origin authentication, and non-repudiation
NOTE　Unforgeability implies data integrity, data origin authentication, and non-repudiation.

ISO/IEC 29150:2011-12-15 1st edition 3.36 WG2

signcryption algorithm one of the three component algorithms of a signcryption mechanism which takes as input a plaintext, a sender’s 
public and private key pair, a recipient’s public key and other data, outputs a ciphertext after performing a 
sequence of specified operations on the input

ISO/IEC 29150:2011-12-15 1st edition 3.37 WG2

signcryption mechanism cryptographic technique used to protect the confidentiality and simultaneously guarantee the origin, integrity and 
non-repudiation of data, and which consists of three component algorithms: a key generation algorithm, a 
signcryption algorithm and a unsigncryption algorithm

ISO/IEC 29150:2011-12-15 1st edition 3.38 WG2

signed message set of data elements consisting of the signature, the part of the message which cannot be recovered from the 
signature, and an optional text field
NOTE　In the context of this part of ISO/IEC 14888, the entire message is included in the signed message and no 
part of the message is recovered from the signature.

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.15 WG2

signed message set of data elements (3.9) consisting of the signature (3.34), the part of the message (3.17) which cannot be 
recovered from the signature (3.34), and an optional text field
[SOURCE: ISO/IEC 14888‑1:2008, 3.15]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.44 WG2

signed message set of data elements consisting of the signature, the part of the message which cannot be recovered from the 
signature, and an optional text field
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.53 WG2

signed message set of data elements consisting of the signature, the part of the message which cannot be recovered from the 
signature, and an optional text field
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.39 WG2

signed message set of data items consisting of the signature, the part of the message which cannot be recovered from the signature, 
and an optional text field
[ISO/IEC 14888-1:1998]

ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.18 WG2

signer entity generating a digital signature (3.9) ISO/IEC 13888-1:2020-09 4th edition 3.52 WG2
signer entity generating a blind signature (3.2) ISO/IEC 18370-1:2016-11- 1st edition 3.45 WG2
signer entity generating a digital signature

[SOURCE: ISO/IEC 13888.1:2009]
ISO/IEC 20008-1:2013-12-
15

1st edition 2.54 WG2

signer entity with a unique bit string as an identity, including the functions and the private data necessary to engage in 
generation of a signature

ISO/IEC 29192-4:2013-06-
01

1st edition 3.21 WG2

signer entity generating a digital signature
[ISO/IEC 13888-1:2009]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.15 WG4

significantly not vanishing faster than any inverse polynomial in the security parameter ISO/IEC 27551:2021 1st Editon 3.3 WG5
signing key secret data item given by the trusted server

Note 1 to entry: Signing key should only be used by a signer in accordance with the process of generation of a 
signature.

ISO/IEC 29192-4:2013-06-
01

1st edition 3.22 WG2

signing session instance of a blind signature process (3.3)
Note 1 to entry: Although there are several exchanges in a session, a signing session is also sometimes called a 
“blind signature request”.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.46 WG2

simple electromagnetic 
analysis
SEMA

direct (primarily visual) analysis of patterns of instruction execution or logic circuit activities, obtained through 
monitoring the variations in the electromagnetic field emanated from a cryptographic module, for the purpose of 
revealing the features and implementations of cryptographic algorithms and subsequently the values of secret 
parameters

ISO/IEC 17825:2024 2nd Editon 3.11 WG3

simple input interface interface for a device that allows the user to indicate to the device the successful or unsuccessful completion of a 
procedure, e.g. as could be implemented as a pair of buttons or a single button which is either pressed or not 
within a certain time interval

ISO/IEC 9798-6:2010-12-01 2nd edition 3.11 WG2



simple output interface interface for a device that allows the device to indicate to the user the successful or unsuccessful completion of a 
procedure, e.g. as could be implemented by red and green lights or as single light which is lit in different ways to 
indicate success or failure

ISO/IEC 9798-6:2010-12-01 2nd edition 3.12 WG2

simple power analysis
SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in 
relation to the electrical power consumption of a cryptographic module, for the purpose of extracting information 
correlated to a cryptographic operation

ISO/IEC 17825:2024 2nd Editon 3.12 WG3

simple power analysis
SPA

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in 
relation to the electrical power consumption of a cryptographic module, for the purpose of extracting information 
correlated to a cryptographic operation
[SOURCE: ISO/IEC 19790:2012, 3.114]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.18 WG3

simulation exercise of source code (e.g. VHDL code) prior to physical entry into the module (e.g. an FPGA or custom ASIC)
Note 1 to entry: The behaviour of the source code within the simulator can be logically identical when placed into 
the module or instantiated into logic gates. However, many other variables exist that can alter the actual behaviour 
(e.g., path delays, transformation errors, noise, environmental, etc.). It is not guaranteed that the actual behaviour 
of the IUT is identical, as many other variables cannot be identified with certainty.

ISO/IEC 18367:2016-12-15 1st edition 3.33 WG3

single out isolate records (3.30) belonging to a data principal (3.4) in the dataset (3.5) by observing a set of characteristics 
known to uniquely identify this data principal

ISO/IEC 20889:2018-11 1st edition 3.35 WG5

single point of failure type of failure that if a part of a system fails, the entire system does not work ISO/IEC 27033-4:2014-03- 1st edition 3.8 WG4
single-assurance evaluation of a target of evaluation (TOE) (3.90) using one set of assurance requirements ISO/IEC 15408-1:2022-08 4th edition 3.85 WG3
single-chip cryptographic 
module

physical embodiment in which a single integrated circuit (IC) chip is used as a standalone device or is embedded 
within an enclosure or a product
EXAMPLE:Single IC chips or smart cards with a single IC chip.
Note 1 to entry: The enclosure can include non-IC components that are security relevant (3.128) and require 
physical protection.
Note 2 to entry: The enclosure can include other excluded IC components.

ISO/IEC 19790:2025-02 3rd edition 3.139 WG3

single-photon detector device that transforms a single-photon into a detectable signal with non-zero probability
[SOURCE:ETSI GR QKD 007 V1.1.1:2018, modified — “finite probability” has been replaced by “non-zero 

ISO/IEC 23837-1:2023 1st Editon 3.37 WG3

singular point point at which a given mathematical object is not defined ISO/IEC 15946-1:2016-07- 3rd edition 3.8 WG2
SIP gateway perimeter device that sits between the internal VoIP network and an external network such as the public telephone 

network
Note 1 to entry: Often a router is used to perform the role. Where VoIP is in use to external IP networks it is 
important to ensure that the gateway contains sufficient security measures especially dynamic rule base changes to 
all call setup to take place securely.

ISO/IEC 27033-4:2014-03-
01

1st edition 3.9 WG4

sizeof(x) operator that returns the number of octets in the operand 'x' ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.69 WG3

skill ability to perform a task or activity with a specific intended outcome acquired through education, training, 
experience or other means
Note 1 to entry: An example of a skill is the ability to identify and classify the risks associated with a project.
[SOURCE: ISO/IEC 17027:2014, 2.74, modified — Note 1 to entry has been added.]

ISO/IEC 19896-1:2018-02 1st edition 3.9 WG3

smart city effective integration of physical, digital and human systems in the built environment to deliver a sustainable, 
prosperous and inclusive future for its citizens (3.4)
[SOURCE: BSI PAS 181:2014]

ISO/IEC TS 27570:2021-01 1st edition 3.27 WG5

smart city service 
governance body

body that acts as a supervisor for privacy recommendations or regulations concerning a smart city (3.27) service ISO/IEC TS 27570:2021-01 1st edition 3.28 WG5

smart grid electric power system that utilizes information exchange and control technologies, distributed computing and 
associated sensors and actuators
Note 1 to entry: Smart grid technologies are used for purposes such as:
— integrating the behaviour and actions of the network users and other stakeholders;
— efficiently delivering sustainable, economic and secure electricity supplies.

ISO/IEC 27019:2024 2nd edition 3.1.17 WG1

smooth integer integer, r , whose prime factors are all small, i.e. less than some defined bound ISO/IEC 15946-5:2022-03 3rd edition 3.6 WG2
social engineering act of manipulating people into performing actions or divulging confidential information ISO/IEC 27033-3:2010-12- 1st edition 3.4 WG4
societal value public distinction between right and wrong ISO/IEC TR 27016:2014-03- 1st edition 3.22 WG1



software code that is executed in a modifiable operational environment (3.85) ISO/IEC 19790:2025-02 3rd edition 3.140 WG3
software executable code of a cryptographic module that is stored on erasable media which can be dynamically written and 

modified during execution while operating in a modifiable operational environment
[SOURCE: ISO/IEC 19790:2012, 3.116]
EXAMPLE: Erasable media can include but not limited to solid state memory, hard drives, etc.

ISO/IEC TS 30104:2015-05-
15

1st edition 3.19 WG3

software bill of materials
SBoM

inventory of software components, sub-components and dependencies with associated information ISO/IEC 27036-3:2023 2nd Editon 3.1 WG4

software module cryptographic module (3.35) whose cryptographic boundary (3.32) delimits the software (3.140) exclusive files(s), 
which can be one or multiple software files that execute(s) in a modifiable operational environment (3.85)
Note 1 to entry: The computing platform and operating system of the operational environment (3.96) in which the 
software executes are external to the defined software module’s cryptographic boundary.

ISO/IEC 19790:2025-02 3rd edition 3.141 WG3

software/firmware 
integrity test

self-test (3.130) performed on the software (3.140) or firmware (3.58) components of a cryptographic module 
(3.35) to ensure integrity (3.72) of those components

ISO/IEC 19790:2025-02 3rd edition 3.142 WG3

software/firmware load 
test

conditional self-test (3.130) performed on software (3.140) or firmware (3.58) components after the components 
have been introduced into the cryptographic module (3.35) boundary, and which is passed successfully before the 
new components are executed by the module

ISO/IEC 19790:2025-02 3rd edition 3.143 WG3

software-defined 
networking

set of techniques that enables to directly program, orchestrate, control and manage network resources, which 
facilitates the design, delivery and operation of network services in a dynamic and scalable manner
[SOURCE:ITU-T Y.3300:2014, 3.2.1]

ISO/IEC 27033-7:2023 1st edition 3.3 WG4

soundness property of a mathematical system in which every statement that can be proved is true ISO/IEC 29128-1:2023 2nd Editon 3.10 WG3
spam unsolicited emails that can carry malicious content and/or scam messages

Note 1 to entry: While the most widely recognized form of spam is e-mail spam, the term is applied to similar 
abuses in other media: instant messaging spam, Usenet newsgroup spam, Web search engine spam, spam in blogs, 
wiki spam, mobile phone messaging spam, Internet forum spam and junk fax transmissions.
[SOURCE:ISO/IEC 27033-1:2015, 3.37, modified — Note 1 to entry has been added.]

ISO/IEC 27032:2023 2nd Editon 3.19 WG4

spam unsolicited emails, which can carry malicious contents and/or scam messages ISO/IEC 27033-1:2015-08- 2nd edition 3.37 WG4
Specific SIO Class An SIO Class in which the data types for all components are fully specified. ISO/IEC 15816:2002-02-01 1st edition 3.14 WG4
specify <evaluation> provide specific details about an entity in a rigorous and precise manner ISO/IEC 18045:2022-08 3rd edition 3.19 WG3
spectrum analyser instrument designed to measure and display the distribution of power of an optical source over a specified 

wavelength span
ISO/IEC 23837-2:2023 1st Editon 3.19 WG3

split-knowledge process by which a cryptographic key (3.34) is split into multiple key components, individually sharing no 
knowledge of the original key, which can be subsequently input, or output from, a cryptographic module (3.35) by 
separate operators and combined to recreate the original key
Note 1 to entry: All or a subset of the components are required to recover the original split-key.

ISO/IEC 19790:2025-02 3rd edition 3.144 WG3

spoliation act of making or allowing change(s) to the potential digital evidence that diminishes its evidential value ISO/IEC 27037:2012-10-15 1st edition 3.19 WG4
spoliation act of making or allowing change(s) to the potential digital evidence that diminishes its evidential value

[SOURCE: ISO/IEC 27037:2012, 3.19]
ISO/IEC 27042:2015-06-15 1st edition 3.19 WG4

spoliation act of making or allowing a change to or destruction of Electronically Stored Information (3.9) where there is a 
requirement to keep it intact
Note 1 to entry: Spoliation can take the form of ESI destruction, corruption, or alteration of the ESI or associated 
metadata (3.19) as well as rendering ESI unavailable (e.g. due to encryption with no access to the decryption key, 
loss of media, under the control of a third party, etc.).

ISO/IEC 27050-1:2019-11 2nd edition 3.22 WG4

sponge function mode of operation, based on a fixed-length permutation (or transformation) and a padding rule, which builds a 
function mapping variable-length input to variable-length output [SOURCE: [4]]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.10 WG2

spoofing impersonating a legitimate resource or user ISO/IEC 27033-1:2015-08- 2nd edition 3.38 WG4
spyware deceptive software (3.8), that collects private or confidential information from a computer user

Note 1 to entry: Information can include matters such as websites most frequently visited or more sensitive 
information such as passwords.

ISO/IEC 27032:2023 2nd Editon 3.20 WG4

squeezing phase output phase of a sponge function
[SOURCE: G. Bertoni, J. Daemen, M. Peeters, G. Van Assche. Sponge functions. Ecrypt Hash Workshop 2007, 
May 2007]

ISO/IEC 29192-5:2016-08-
01

1st edition 3.11 WG2

stakeholder individual, team, organization, or classes thereof having an interest in a system
[SOURCE: ISO/IEC 42010]

ISO/IEC 24760-2:2015-06-
01

1st edition 3.7 WG5



stakeholder person or organization that can affect, be affected by, or perceive itself to be affected by a decision or activity (3.2)
[SOURCE:ISO 9000:2015, 3.2.3, modified — note 1 to entry and example have been deleted.]

ISO/IEC 27561:2024 1st Editon 3.40 WG5

stakeholder person or organization that can affect, be affected by, or perceive itself to be affected by a decision or activity
Note 1 to entry: Includes personally identifiable information principals, management, regulators and customers.
Note 2 to entry: Consultation with stakeholders is integral to a privacy impact assessment.
[SOURCE:ISO 37000:2021, 3.3.1, modified — Notes 1 and 2 to entry have been modified.]

ISO/IEC 29134:2023 2nd Editon 3.14 WG5

standard deletion period unified deletion period for the personally identifiable information (PII) controller
Note 1 to entry: A standard deletion period is a deletion period (3.6) used for several clusters of PII (3.1) to 
standardize several deletion periods lying close to one another (see 7.1).

ISO/IEC 27555:2021 1st Editon 3.7 WG5

standard PAI PAI in standard PAI species (3.18) ISO/IEC 19989-3:2020-09 1st edition 3.17 WG3
standard PAI species PAI species (3.15) determined and specified as standard by a certification body or a technical community for the 

purpose of conducting evaluations
Note 1 to entry: If standard PAI species are not specified, the developer as well as the evaluator prepare non-
standard PAIs (3.14) to use in evaluation activities.

ISO/IEC 19989-3:2020-09 1st edition 3.18 WG3

starting variable
SV

variable possibly derived from some initialization value and used in defining the starting point of the modes of 
operation
Note 1 to entry: The "starting variable" (SV ) used in this document is similar to (possibly identical to) the 
"initialization value" or "initialization vector" (IV) used in some other International Standards. If the starting 
variable referred to in this document is derived from some initialization value, then it needs to be described in any 

ISO/IEC 10116:2017-07 4th edition 3.12 WG2

Startup(CLEAR) abbreviated form of the command TPM2_Startup() with the startupType parameter set to TPM_SU_CLEAR ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.70 WG3

Startup(STATE) abbreviated form of the command TPM2_Startup with the startupType parameter set to TPM_SU_STATE ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.71 WG3

state state information
information regarding key usage stored with an eXtended Merkle Signature Scheme (XMSS) or Leighton-Micali 
signature scheme (LMS) private key

ISO/IEC 14888-4:2024 1st Editon 3.7 WG2

state condition of a random bit generator (3.41) or any part thereof at a particular instant ISO/IEC 18031:2025-02 2nd edition 3.49 WG2
state current internal state of a keystream generator ISO/IEC 18033-4:2011-12- 2nd edition 3.17 WG2
state internal state of a keystream generator ISO/IEC 29192-3:2012-10- 1st edition 3.12 WG2
state internal state of a keystream generator (3.10)

[SOURCE: ISO/IEC 29192-3:2012, 3.12]
ISO/IEC 29192-8:2022-09 1st edition 3.17 WG2

state management processes by which the state (3.7) is updated with each signature
Note 1 to entry: This is a crucial part of any stateful hash-based signature, as incorrect state information can lead 
to signature forgeries.

ISO/IEC 14888-4:2024 1st Editon 3.8 WG2

static entropy source source of entropy which is prepared in advance of its use ISO/IEC 20897-1:2020-12 1st edition 3.12 WG3
stationarity property of a stochastic process whereby the joint distribution of subsequent instances of the process is time- ISO/IEC 20543:2019-11 1st edition 3.29 WG3
status information output signals, indicators (e.g. error indicator), and status data [e.g. return codes and physical indicators such as 

visual (display, indicator lamps), audio (buzzer, tone, ring), and mechanical (vibration)] used to indicate the status 
of a cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.145 WG3

status output status information (3.145) that is output from a cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.146 WG3
status output interface module interface(s) for which all status output (3.146) is output from the cryptographic module (3.35) ISO/IEC 19790:2025-02 3rd edition 3.147 WG3



stochastic model partial mathematical description of a random bit generator based on at least a qualitative understanding of the 
noise source which, together with possibly some data gathered empirically for parameter estimation, allows the 
derivation of entropy claims from the noise source
Note 1 to entry: In the context of evaluating random bit generators, it is recommended but not required that the 
stochastic model describe the behaviour of the raw random bits. Subsequent post-processing can make it more 
difficult to make a convincing case that the stochastic model is in sufficient correspondence with the workings of 
the device to be modelled to support the entropy claims to be shown. For instance, a stochastic model applied to 
the output random numbers of a deterministic random bit generator will be essentially untestable statistically. This 
is because cryptographic post-processing can render even very low entropy data which is indistinguishable from 
random noise at realistic sample sizes, at least from the point of view of any adversary lacking a stochastic model 
of the raw random bits.

ISO/IEC 18031:2025-02 2nd edition 3.50 WG2

stochastic model partial mathematical description of a random bit generator based on at least a qualitative understanding of the 
entropy source which, together with possibly some data gathered empirically for parameter estimation, allows the 
derivation of entropy claims
Note 1 to entry: In the context of evaluating random bit generators, it is recommended but not required that the 
stochastic model describe the behaviour of the raw random bits. Subsequent post-processing can make it more 
difficult to make a convincing case that the stochastic model is in sufficient correspondence with the workings of 
the device to be modelled to support the entropy claims to be shown. For instance, a stochastic model applied to 
the output random numbers of a deterministic random bit generator will be essentially untestable statistically 
insofar as strong cryptographic post-processing can render even very low entropy data indistinguishable from 

ISO/IEC 20543:2019-11 1st edition 3.30 WG3

storage device (3.2.6), function, or service supporting data entry or retrieval ISO/IEC 27040:2024 2nd Editon 3.2.12 WG4
storage device, function, or service supporting data entry and retrieval

[SOURCE: ISO/IEC 27040:2015, 3.43]
ISO/IEC 27050-1:2019-11 2nd edition 3.21 WG4

storage area network network whose primary purpose is the transfer of data between computer systems and storage devices (3.2.14) and 
among storage devices
Note 1 to entry: A storage area network consists of a communication infrastructure, which provides physical 
connections, and a management layer, which organizes the connections, storage devices, and computer systems so 
that data transfer is secure and robust.

ISO/IEC 27040:2024 2nd Editon 3.2.13 WG4

storage device component or aggregation of components made up of one or more devices (3.2.6) containing storage media 
(3.2.16), designed and built primarily for the purpose for accessing non-volatile storage (3.2.11)

ISO/IEC 27040:2024 2nd Editon 3.2.14 WG4

storage ecosystem system of interdependent components that work together to enable storage (3.2.12) services and capabilities
Note 1 to entry: The components often include storage devices (3.2.14), storage networks, storage management, 
and other information and communications technology (ICT) infrastructure.

ISO/IEC 27040:2024 2nd Editon 3.2.15 WG4

Storage Key key that can have descendant keys ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.72 WG3

storage medium material on which digital data are, or can be, recorded or retrieved ISO/IEC 27040:2024 2nd Editon 3.2.16 WG4
storage sanitization logical storage sanitization (3.3.15) or media sanitization (3.3.16) ISO/IEC 27040:2024 2nd Editon 3.3.14 WG4
storage security application of physical, technical, and administrative controls to protect storage systems and infrastructure as well 

as the data stored (3.2.17) within them
Note 1 to entry: Storage security is focused on protecting data (and its storage infrastructure) against unauthorized 
disclosure, modification, or destruction while assuring its availability to authorized users.
Note 2 to entry: These controls can be preventive, detective, corrective, deterrent, recovery, or compensatory in 

ISO/IEC 27040:2024 2nd Editon 3.5.8 WG4

store record data on volatile storage (3.2.20) or non-volatile storage (3.2.11) ISO/IEC 27040:2024 2nd Editon 3.2.17 WG4
store record data on volatile storage or non-volatile storage

Note 1 to entry: Non-volatile storage refers to storage that retains its contents even after power is removed, while 
volatile storage refers to storage that fails to retain its contents after power is removed.
[SOURCE: ISO/IEC 27040:2015, 3.50, modified — Note 1 to entry has been added.]

ISO/IEC 27050-1:2019-11 2nd edition 3.23 WG4



stream cipher symmetric encryption system (3.29) with the property that the encryption algorithm (3.12) involves combining a 
sequence of plaintext (3.20) symbols with a sequence of keystream (3.18) symbols one symbol at a time, using an 
invertible function
Note 1 to entry: Two types of stream cipher can be identified: synchronous stream ciphers and self-synchronous 
stream ciphers, distinguished by the method used to obtain the keystream.

ISO/IEC 18033-1:2021-09 3rd edition 3.27 WG2

strict conformance
SC

hierarchical relationship between a protection profile (PP) (3.68) and a PP/security target (ST) (3.82) where all the 
requirements in the PP also exist in the PP/ST
Note 1 to entry: This relation can be paraphrased as “the ST contains all statements that are in the PP but can 
contain more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in a 

ISO/IEC 15408-1:2022-08 4th edition 3.86 WG3

string ordered sequence of symbols ISO/IEC 18033-5:2015-12- 1st edition 3.14 WG2
strong not easily defeated, having strength or power greater than average or expected, able to withstand attack or solidly ISO/IEC 19790:2025-02 3rd edition 3.148 WG3
strong authentication authentication by means of cryptographically derived multi-factor credentials

[SOURCE:ISO 22600-1:2014, 3.23]
ISO/IEC 27040:2024 2nd Editon 3.5.9 WG4

strong authentication authentication procedure using a minimum of two independent (from the security point of view) authentication 
mechanisms, with at least one of them being dynamic
[SOURCE:ISO 12812-1:2017, 3.57]

ISO/IEC 27562:2024-12 1st edition 3.22 WG5

strong secret secret with a sufficient degree of entropy that conducting an exhaustive search for the secret is infeasible, even 
given knowledge that would enable a correct guess for the secret to be distinguished from an incorrect guess
Note 1 to entry: This may, for example, be achieved by randomly choosing the secret from a sufficiently large set 
of possible values under uniform distribution.

ISO/IEC 11770-4:2017-07 2nd edition 3.37 WG2

structural building block structural units that are independent of the particular assessment type, such as definitions and principles
Note 1 to entry: Structural building blocks are found in many assessment-related standards, e.g. ISO/IEC 27034-7, 
ISO/IEC 27007 and ISO/IEC 27036-1.

ISO/IEC TS 24462:2024 1st Editon 3.1 WG3

sub-activity application of an assurance component of ISO/IEC 15408-3
Note 1 to entry: Assurance families are not explicitly addressed in the ISO/IEC 15408 series because evaluations 
are conducted on a single assurance component from an assurance family.

ISO/IEC 15408-3:2022-08 4th edition 3.26 WG3

subclass class derived from another class by specialization
[SOURCE:ISO/IEC 10165-1:1993, 3.8.32]

ISO/IEC TS 24462:2024 1st Editon 3.14 WG3

subject entity (3.36) in the target of evaluation (TOE) (3.90) that performs operations on objects ISO/IEC 15408-1:2022-08 4th edition 3.88 WG3
subject entity that controls the asymmetric key pair and may also be a relying party (3.46) ISO/IEC 27099:2022-07 1st edition 3.53 WG4
subject entity requesting access to a resource (3.14) controlled by an access control (3.1) system ISO/IEC 29146:2024 2nd Editon 3.15 WG5
subject person (3.12) whose identity (3.9) is being proofed ISO/IEC TS 29003:2018-03 1st edition 3.15 WG5
subject centric 
implementation

access management (3.2) implemented as component services that are called by a subject (3.15) to acquire the 
means recognized by the policy enforcement point (3.11) for accessing a resource (3.14)
Note 1 to entry: Component services may include policy decision point service, policy enforcement point service 
and associated discovery services that enable the subject to locate and contact the access control (3.1) services.

ISO/IEC 29146:2024 2nd Editon 3.17 WG5

subjective method method based on a given person's experience, and understanding
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC 19896-3:2018-08 1st edition 3.2 WG3

submitter party in the verification process defined by this document who submits a protocol for evaluation ISO/IEC 29128-1:2023 2nd Editon 3.12 WG3
subnet segment of a network that shares a common address component ISO/IEC 27039:2015-02-15

ISO/IEC 27039:2016-05-01
1st edition
(Corrected 
version)

2.29 WG4

subordinate CA
sub-CA
intermediate CA

CA (3.17) that is lower relative to another CA in the CA hierarchy ISO/IEC 27099:2022-07 1st edition 3.54 WG4

subordinate node node at the other end of an outgoing arc; a node may have zero, one, or more subordinates
[SOURCE:ISO/IEC 9804:1998, 3.6.64]

ISO/IEC 23264-2:2024-08 1st edition 3.11 WG2

subprocess index integer uniquely assigned to each subprocess within a BPU by the manufacturer of the BPU ISO/IEC 24761:2019-10 2nd edition 3.28 WG5
subprocess IO index unique integer assigned to each data stream between subprocesses in a BPU so that the validator can reconstruct 

the data flow between subprocesses in the BPU
ISO/IEC 24761:2019-10 2nd edition 3.29 WG5



subscriber entity subscribing with a certification authority (3.17) on behalf of one or more subjects
Note 1 to entry: Where appropriate a subscriber may be represented by a natural person who is,
i) an employee of the subscriber, or
ii) an authorized agent of the subscriber
and who has express authority to represent the subscriber for specified purposes.

ISO/IEC 27099:2022-07 1st edition 3.55 WG4

subsequent application application related to the original application (3.3) through versioning
EXAMPLE:Version 1 to version 1.1.

ISO/IEC 27034-7:2018-05 1st edition 3.4 WG4

substantial change change that causes sufficient impact to the risk assessment so that the application owner no longer permits 
predicted Application Security Controls (3.10), resulting in the project team performing the necessary Application 
Security Control activities in the Actual Level of Trust

ISO/IEC 27034-7:2018-05 1st edition 3.14 WG4

subsystem one or more operational system components that are capable of execution separately from the rest of the system ISO/IEC TR 19791:2010-04- 2nd edition 3.14 WG3
sub-TOE security 
functionality
sub-TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90) that is relied 
upon for the correct enforcement of the security functional requirements (SFRs) defined in one PP-Configuration 
(3.69) component
Note 1 to entry: This set of SFRs is closed by dependencies, objectives, and security problem definition (SPD) 
(3.80) elements in the PP-Configuration component.
Note 2 to entry: The notion of sub-TSF is applied in relationship with the specification and evaluation of PP-
Configurations and conformant security targets (STs). It can be used in the single-assurance approach, but it has to 
be used in the multi-assurance approach: sub-TSFs have to be defined in a multi-assurance PP-Configuration and 
in conformant multi-assurance STs.
Note 3 to entry: Each sub-TSF is associated with its own set of security assurance requirements (SARs) in a multi-
assurance PP-Configuration/ST. In the rest of the document, a set of SARs can be an assurance package (3.7).

ISO/IEC 15408-1:2022-08 4th edition 3.87 WG3

subtree 3.13 part of a tree (3.13) including a node and all its subordinate nodes (3.11)
[SOURCE:ISO/IEC 2382:2015, 2121634, modified —notes to entry have been remov

ISO/IEC 23264-2:2024-08 1st edition 3.12 WG2

supervisory control and 
data acquisition
SCADA

process control system (3.1.13) generally used to control dispersed assets using centralized data acquisition and 
supervisory controls

ISO/IEC 27019:2024 2nd edition 3.1.16 WG1

supplementary check 
character

Check character which does not belong to the character set of the strings which are to be protected. ISO/IEC 7064:2003-02-15 1st edition 2.3 WG2

supplier organization or an individual that enters into an agreement (3.3) with the acquirer (3.1) for the supply of a product 
or service
Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller, or vendor.
Note 2 to entry: The acquirer and the supplier can be part of the same organization.
Note 3 to entry: Types of suppliers include those organizations that permit agreement negotiation with an acquirer 
and those that do not permit negotiation with agreements, e.g. end-user license agreements, terms of use, or open 
source products' copyright or intellectual property releases.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.45, modified — Note 3 to entry was added.]

ISO/IEC 27036-1:2021-09 2nd edition 3.8 WG4

supplier organization (3.13) of an individual that enters into an agreement with the acquirer for the supply of a product of 
services
Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.
Note 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.45]

ISO/IEC TS 27570:2021-01 1st edition 3.30 WG5

supplier relationship agreement or agreements (3.3) between acquirers (3.1) and suppliers (3.8) to conduct business, deliver products or 
services, and realize business benefit

ISO/IEC 27036-1:2021-09 2nd edition 3.9 WG4



supply chain set of organizations with linked set of resources and processes (3.7), each of which acts as an acquirer (3.1), 
supplier (3.8), or both to form successive supplier (3.8) relationships established upon placement of a purchase 
order, agreement (3.3), or other formal sourcing agreement (3.3)
Note 1 to entry: A supply chain can include vendors, manufacturing facilities, logistics providers, distribution 
centres, distributors, wholesalers, and other organizations involved in the manufacturing, processing, design and 
development, and handling and delivery of the products, or service providers involved in the operation, 
management, and delivery of the services.
Note 2 to entry: The supply chain view is relative to the position of the acquirer.
[SOURCE: ISO 28001:2007, 3.24, modified — The definition was changed to focus more on the organization 

ISO/IEC 27036-1:2021-09 2nd edition 3.10 WG4

supply chain set of organizations with linked set of resources and processes, each of which acts as an acquirer, supplier, or both 
to form successive supplier relationships established upon placement of a purchase order, agreement, or other 
formal sourcing agreement
[SOURCE:ISO/IEC 27036-1:2021, 3.10, modified — notes to entry have been removed.]

ISO/IEC TS 20540:2025-06 2nd edition 3.24 WG3

supply chain network of organizations (3.13) that are involved, through upstream and downstream linkages, in the processes 
(3.25) and activities that produce value in the form of products and services in the hands of the ultimate consumer
[SOURCE: ISO/TS 22318:2015, 3.3.5]

ISO/IEC TS 27570:2021-01 1st edition 3.29 WG5

support process process that supports core processes by providing and managing necessary resources without delivering direct 
customer value
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO/IEC 38500:2015.

ISO/IEC TS 27022:2021-03 1st edition 3.6 WG1

support process process that supports core processes by providing and managing necessary resources without delivering direct 
customer value
Note 1 to entry: This definition relies on and extends the definitions in ISO 9000:2015 and ISO/IEC 38500:2015.

ISO/IEC TS 27110:2021-02 1st edition 3.6 WG1

supporting attribute attribute that is used in identity proofing but not as an identifying attribute (3.8) ISO/IEC TS 29003:2018-03 1st edition 3.16 WG5
switch device which provides connectivity between networked devices by means of internal switching mechanisms, with 

the switching technology typically implemented at layer 2 or layer 3 of the OSI reference model
ISO/IEC 27033-1:2015-08-
15

2nd edition 3.39 WG4

switch device which provides connectivity between network connectivity devices by means of internal distribution 
mechanisms, with the switching technology typically implemented at layer 2 or layer 3 of the OSI reference model
Note 1 to entry: Switches are distinct from other local area network interconnection devices (e.g. a hub) as the 
technology used in switches sets up connections on a point-to-point basis.
[SOURCE: ISO/IEC 27033‑1:2009]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.30 WG4

symmetric cipher cipher based on symmetric cryptographic techniques that uses the same secret key for both the encryption and 
decryption algorithms
[ISO/IEC 18033-1]

ISO/IEC 18033-2:2006-05-
01

1st edition 3.40 WG2

symmetric cipher cipher based on symmetric cryptographic techniques that uses the same secret key for both the encryption and 
decryption algorithms
[ISO/IEC 18033-1:2005]

ISO/IEC 29150:2011-12-15 1st edition 3.40 WG2

symmetric cryptographic 
technique

cryptographic technique that uses the same secret key for both the originator’s and the recipient’s transformation
NOTE　Without knowledge of the secret key, it is computationally infeasible to compute either the originator’s or 
the recipient’s transformation.

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.45 WG2

symmetric cryptographic 
technique

cryptographic technique for which all transformations use the same key (3.17) ISO/IEC 18033-1:2021-09 3rd edition 3.28 WG2

symmetric cryptographic 
technique

cryptographic technique that uses the same secret key for both the originator’s and the recipient’s transformation
NOTE 1　Without knowledge of the secret key, it is computationally infeasible to compute either the originator’s 
or the recipient’s transformation.
NOTE 2　Examples of symmetric cryptographic techniques include symmetric ciphers and Message 
Authentication Codes (MACs). In a symmetric cipher, the same secret key is used to encrypt and decrypt data. In a 
MAC, the same secret key is used to generate and verify MACs.

ISO/IEC 29150:2011-12-15 1st edition 3.41 WG2

symmetric cryptographic 
technique

cryptographic technique that uses the same secret key for both the originator's and the recipient's transformation
NOTE　Without knowledge of the secret key, it is computationally infeasible to compute either the originator's or 
the recipient's transformation.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.33 WG2

symmetric encryption 
algorithm

encryption algorithm that uses the same secret key for both the originator's and the recipient's transformation ISO/IEC 9798-1:2010-07-01 3rd edition 3.34 WG2



symmetric encryption 
system

encryption (3.8) system based on symmetric cryptographic techniques that uses the same secret key (3.14) for both 
the encryption (3.8) and decryption (3.7) algorithms
[SOURCE:ISO/IEC 18033-1:2015, 2.40]

ISO/IEC 19772:2020 2nd Editon 3.15 WG2

symmetric encryption 
system

encryption system based on symmetric cryptographic techniques
[SOURCE:ISO/IEC 18033-1:2021, 3.29, modified — the admitted terms “symmetric encipherment system” and 
“symmetric cipher” were removed.]

ISO/IEC 20008-3:2024 1st edition 3.1 WG2

symmetric encryption 
system
symmetric encipherment 
system
symmetric cipher

encryption system (3.13) based on symmetric cryptographic techniques (3.28) ISO/IEC 18033-1:2021-09 3rd edition 3.29 WG2

symmetric-key key used with symmetric cryptographic techniques and usable only by a set of specified entities ISO/IEC 11770-7:2021-07 1st edition 3.12 WG2
symmetric-key 
authenticated key 

process of establishing one or more shared secret keys between two entities using symmetric-key (3.12) techniques 
such that neither of the entities can predetermine the values of the shared secret keys

ISO/IEC 11770-7:2021-07 1st edition 3.13 WG2

system discrete, distinguishable entity with a physical existence and a defined purpose, completely composed of 
integrated, interacting components, each of which does not individually comply with the required overall purpose
NOTE 1　Adapted from ISO/IEC 15288.
NOTE 2　In practice, a system is “in the eye of the beholder” and the interpretation of its meaning is frequently 
clarified by the use of an associative noun (e.g. product system, aircraft system). Alternatively the word system 
may be substituted simply by a context dependent synonym (e.g. product, aircraft), though this may then obscure a 
system principles perspective.
NOTE 3　The system may need other systems during its life cycle to meet its requirements. For example, an 

ISO/IEC 21827:2008-10-15 2nd edition 3.33 WG3

system combination of interacting elements organized to achieve one or more stated purposes
Note 1 to entry: A system can be considered as a product or as the services it provides.
Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associative 
noun, e.g. aircraft system. Alternatively, the word “system” can be substituted simply by a context-dependent 
synonym, e.g. aircraft, though this can then obscure a system principles perspective.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.46]

ISO/IEC 27036-1:2021-09 2nd edition 3.11 WG4

system set of interrelated or interacting elements
[SOURCE:ISO 9000:2015, 3.5.1]

ISO/IEC 27561:2024 1st Editon 3.41 WG5

system combination of interacting elements organized to achieve one or more stated purposes
NOTE 1　A system may be considered as a product and/or as the services it provides.
NOTE 2　In practice, the interpretation of its meaning is frequently clarified by the use of an associative noun, 
e.g. aircraft system. Alternatively the word system may be substituted simply by a context dependent synonym, 
e.g. aircraft, though this may then obscure a system principles perspective.
[SOURCE: ISO/IEC 15288:2008, definition 4.31]

ISO/IEC TR 15443-1:2012-
11-15

2nd edition 3.33 WG3

system element member of a set of elements that constitute a system
EXAMPLE: ardware, software, data, humans, processes (e.g. processes for providing service to users), procedures 
(e.g. operator instructions), facilities, materials, and naturally occurring entities or any combination.
Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfil specified 
requirements.

ISO/IEC 27036-3:2023 2nd Editon 3.2 WG4

system of systems large system that delivers unique capabilities, formed by integrating independently useful systems
[SOURCE: ISO/IEC/IEEE 24765:2017, 2]

ISO/IEC TS 27570:2021-01 1st edition 3.31 WG5

system parameters choice of parameters that selects a particular cryptographic scheme or function from a family of cryptographic 
schemes or functions

ISO/IEC 18033-2:2006-05-
01

1st edition 3.41 WG2

system parameters parameters for cryptographic computation including a selection of a particular cryptographic scheme or function 
from a family of cryptographic schemes or functions, or from a family of mathematical spaces

ISO/IEC 18033-5:2015-12-
01

1st edition 3.17 WG2

system parameters choice of parameters that selects a particular cryptographic scheme or function from a family of cryptographic 
schemes or functions
[SOURCE: ISO/IEC 18033‑2:2006, 3.41]

ISO/IEC 20009-4:2017-08 1st edition 3.24 WG2



system target of 
evaluation

operational system that is being operated in accordance with its operational guidance, including both technical and 
operational controls
NOTE　Operational controls form part of the operational environment. They are not evaluated in ISO/IEC 15408 
evaluation.

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.15 WG3

system time time generated by the system clock and used by the operating system, not the time computed by the operating ISO/IEC 27037:2012-10-15 1st edition 3.20 WG4
system
information system

set of applications, services, information technology assets, or other information handling components
[SOURCE:ISO/IEC 27000:2018, 3.36, modified — "system" has been added as a preferred term.]

ISO/IEC 29134:2023 2nd Editon 3.13 WG5

system-of-interest system (3.41) whose lifecycle is under consideration
[SOURCE:ISO/IEC/IEEE 15288:2023 3.48]

ISO/IEC 27561:2024 1st Editon 3.42 WG5

tag result of a MAC algorithm, adjoined to a possibly encrypted message to provide integrity protection ISO/IEC 9797-3:2011-11-15 1st edition 3.5 WG2
tailoring addition of one or more functional requirements to a functional package (3.51), and/or the addition of one or more 

selections to a security functional requirement (SFR) (3.78) in a functional package
Note 1 to entry: Such tailoring is considered only in the context of one package and is not considered in the 
context with other packages, protection profiles (PPs) (3.68), or PP-Modules.
Note 2 to entry: The selections in the SFR can be replaced by the additional selections.
Note 3 to entry: Selections can only be added for packages claimed by PPs or PP-Modules. STs cannot claim 
package-name tailored conformance to the package.

ISO/IEC 15408-1:2022-08 4th edition 3.89 WG3

tamper detection automatic determination by a cryptographic module (3.35) that an attempt has been made to cause a compromise 
(3.19) of the security of the cryptographic module

ISO/IEC 19790:2025-02 3rd edition 3.149 WG3

tamper detection automatic determination by a cryptographic module that an attempt has been made to compromise the security of 
the module
[SOURCE: ISO/IEC 19790:2012, 3.125]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.20 WG3

tamper evidence observable indication that an attempt has been made to cause a compromise (3.19) of the security of a 
cryptographic module (3.35)

ISO/IEC 19790:2025-02 3rd edition 3.150 WG3

tamper evidence observable indication that an attempt has been made to compromise the security of a cryptographic module
[SOURCE: ISO/IEC 19790:2012, 3.126]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.21 WG3

tamper response automatic action taken by a cryptographic module (3.35) when tamper detection (3.149) has occurred ISO/IEC 19790:2025-02 3rd edition 3.151 WG3
tamper response automatic action taken by a cryptographic module when tamper detection has occurred

[SOURCE: ISO/IEC 19790:2012, 3.127]
ISO/IEC TS 30104:2015-05-
15

1st edition 3.22 WG3

tamper-evident evidence that an attack has been attempted ISO/IEC 27099:2022-07 1st edition 3.56 WG4
tampering act of deliberately making or allowing change(s) to digital evidence (i.e. intended or purposeful spoliation) ISO/IEC 27037:2012-10-15 1st edition 3.21 WG4
target data information subject to a given process, typically including most or all information on storage (3.2.12) ISO/IEC 27040:2024 2nd Editon 3.2.18 WG4
target of analysis defined and bounded system-of-interest (3.42) or process (3.38) that includes personally identifiable information 

(PII) (3.25) or in which privacy concerns are identified
Note 1 to entry: Security is integral to the analysis.

ISO/IEC 27561:2024 1st Editon 3.43 WG5

target of evaluation set of software, firmware and/or hardware possibly accompanied by guidance
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.70]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.15 WG3

target of evaluation 
security functionality
TOE security 
functionality

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.18) that is relied 
upon for the correct enforcement of the security functional requirements
[SOURCE:ISO/IEC 15408-1:2022, 3.92]

ISO/IEC TS 9569:2023 1st Editon 3.19 WG3

target of evaluation
TOE

set of software, firmware and/or hardware possibly accompanied by guidance, which is the subject of an 
evaluation

ISO/IEC 15408-1:2022-08 4th edition 3.90 WG3

target of evaluation
TOE

set of software, firmware and/or hardware possibly accompanied by guidance, which is the subject of an 
evaluation

ISO/IEC TS 9569:2023 1st Editon 3.18 WG3

Targeted Level of Trust name or label of a set of Application Security Controls deemed necessary by the application owner to lower the 
risk associated with a specific application to an acceptable (or tolerable) level, following an application security 

ISO/IEC 27034-1:2011-11-
15

1st edition 3.21 WG4

task required, recommended, or permissible action, intended to contribute to the achievement of one or more outcomes 
of a process
[SOURCE: ISO/IEC/IEEE 15288:2015]

ISO/IEC TR 27550:2019-09 1st edition 3.22 WG5

task required, recommended, or permissible action, intended to contribute to the achievement of one or more outcomes 
of a process (3.25)
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.50]

ISO/IEC TS 27570:2021-01 1st edition 3.32 WG5



T -closeness formal privacy measurement model (3.3) that ensures that the distance between the distribution of a selected 
attribute (3.2) in an equivalence class (3.11) and the distribution of this attribute (3.2) in the entire table is no more 
than a threshold T
Note 1 to entry: A table is said to have T -closeness with respect to a selected attribute if all equivalence classes 
containing this attribute have T -closeness.

ISO/IEC 20889:2018-11 1st edition 3.36 WG5

technical controls security controls (i.e., safeguards and countermeasures) for an information system that are primarily implemented 
and executed by the information system through mechanisms contained in the hardware, software, or firmware 
components of the system
[NIST SP 800-53]

ISO/IEC TR 19791:2010-04-
01

2nd edition 3.16 WG3

technical readiness state of having the knowledge, skills, processes and technologies needed to address a particular issue or challenge ISO/IEC 27050-4:2021-04 1st edition 3.2 WG4
technology hardware, software, and firmware systems and system elements including, but not limited to, information 

technology, embedded systems, or any other electro-mechanical or processor-based systems
[SOURCE:ISO/IEC 16509:1999, 3.3]

ISO/IEC 29134:2023 2nd Editon 3.15 WG5

telebiometric Biometric authentication utilising data communication by telephony, radio or a related technology. ISO/IEC 17922:2017-09 1st edition 3.1.3 WG5
telecommunication 
records

Information concerning the parties in a communication including the metadata such as the time, and duration of 
the telecommunication that took place but excluding the contents of the communication.

ISO/IEC 27011:2024 3rd edition 3.1.12 WG1

telecommunications 
applications

Applications such as voice over Ip (VoIP) that are utilized by end-users and built upon the network-based 
services.

ISO/IEC 27011:2024 3rd edition 3.1.7 WG1

telecommunications 
business

Business to provide telecommunications services in order to meet the demand of others. ISO/IEC 27011:2024 3rd edition 3.1.8 WG1

telecommunications 
equipment room

A secure location or room within a general building where equipment for providing telecommunications business 
are sited.

ISO/IEC 27011:2024 3rd edition 3.1.9 WG1

telecommunications 
facilities

Machines, equipment, wire and cables, physical buildings or other electrical facilities for the operation of 
telecommunications.

ISO/IEC 27011:2024 3rd edition 3.1.10 WG1

telecommunications 
organizations

Business entities who provide telecommunications services in order to meet the demand of others. ISO/IEC 27011:2024 3rd edition 3.1.11 WG1

telecommunications 
service customer

Person or organization who enters into a contract with telecommunications organizations to be offered 
telecommunications services by them.
Note 1 to entry: A telecommunication service customer is a contractor with telecommunication organization and 
can be a telecommunication service user.

ISO/IEC 27011:2024 3rd edition 3.1.14 WG1

telecommunications 
service user

Person or organization who utilizes telecommunications services. ISO/IEC 27011:2024 3rd edition 3.1.15 WG1

telecommunications 
services

Communications using telecommunications facilities, or any other means of providing communications either 
between telecommunications service users or telecommunications service customers.

ISO/IEC 27011:2024 3rd edition 3.1.13 WG1

TEMPEST codename by the US National Security Agency to secure electronic communications equipment from 
compromising emanations, which, if intercepted and analysed, may disclose the information transmitted, received, 
handled, or otherwise processed

ISO/IEC TS 30104:2015-05-
15

1st edition 3.23 WG3

Temporary Object object that become unusable after a Trusted Platform Module Reset and that cannot be converted into a Persistent 
Object

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.73 WG3

temporary resource data object created during the execution of a command that does not persist in TPM memory after the command 
completes

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.74 WG3

temporary sensitive 
security parameter

sensitive security parameter (3.131) (SSP) that, after its use to perform an approved function, is no longer needed
Note 1 to entry: Temporary SSPs are often ephemeral in nature and then cleared when no longer needed.

ISO/IEC 19790:2025-02 3rd edition 3.152 WG3

tenant cloud service user (3.2.4) sharing access to a set of physical and virtual resources
[SOURCE:ISO/IEC 22123-1:2023, 3.4.2, modified — “one or more” has been deleted from original definition.]

ISO/IEC 27071:2023 1st Editon 3.2.4 WG4

terminal facilities Telecommunications facilities which are to be connected to one end of telecommunications circuit facilities and 
part of which is to be installed on the same premises (including the areas regarded as the same premises) or in the 
same building where any other part thereof is also to be installed.

ISO/IEC 27011:2024 3rd edition 3.1.16 WG1

terms and conditions collection of all documents issued by the CA which define the duties and rights of the PKI members ISO/IEC 27099:2022-07 1st edition 3.57 WG4



test access port
TAP

typically passive devices that do not install any overhead on the network packet but also increase the level of the 
security as they make the data collection interface invisible to the network, where a switch can still maintain layer 
2 information about the port
Note 1 to entry: A TAP also gives the functionality of multiple ports so network issues can be debugged without 
losing the IDPS capability.

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.31 WG4

test crew set of test subjects utilized in an evaluation
[SOURCE:ISO/IEC 19795-1:2021, 3.2]

ISO/IEC 19792:2025-6 2nd edition 3.4.4 WG3

the Internet global system of inter-connected networks in the public domain ISO/IEC 27033-1:2015-08- 2nd edition 3.14 WG4
third party privacy stakeholder other than the personally identifiable information (PII) principal (3.2), the PII controller (3.3) 

and the PII processor (3.4), and the natural persons who are authorized to process the data under the direct 
authority of the PII controller or the PII processor
[SOURCE:ISO/IEC 29100:2011, 2.27]

ISO/IEC 27556:2022 1st Editon 3.5 WG5

third party privacy stakeholder (3.20) other than the personally identifiable information (PII) principal (3.9), the PII controller 
(3.8) and thePII processor (3.10), and the natural persons who are authorized to process the data under the direct 
authority of the PII controller or the PII processor

ISO/IEC 29100:2024 2nd Editon 3.24 WG5

third party privacy stakeholder other than the personally identifiable informationprincipal, the PII controller (3.15) and the PII 
processor (3.17), and the natural persons who are authorized to process the data under the direct authority of the 
PII controller or the PII processor
[SOURCE: ISO/IEC 29100:2011, 2.27]

ISO/IEC TS 27570:2021-01 1st edition 3.33 WG5

third party forward 
secrecy

property that knowledge of a third party's private key (3.32) subsequent to a key agreement (3.18) operation does 
not enable an opponent to recompute previously derived keys (3.17)
Note 1 to entry: Instead of third party forward secrecy, master key forward secrecy is also used in Reference [19].

ISO/IEC 11770-3:2021-10 4th edition 3.41 WG2

threat capabilities, intentions and attack methods of adversaries, or any circumstance or event, whether originating 
externally or internally, that has the potential to cause harm to information or to a program or system, or to cause 
these to harm others

ISO/IEC 21827:2008-10-15 2nd edition 3.34 WG3

threat potential cause of an unwanted incident, which can result in harm to a system or organization (3.50) ISO/IEC 27000:2018-02 5th edition 3.74 WG1
threat potential cause of an unwanted incident, which can result in harm to a system or organization

[SOURCE: ISO/IEC 27000:2018, 3.74]
ISO/IEC 27002:2022-02 3rd edition 3.1.34 WG1

threat potential cause of an unwanted incident, which can result in harm to a system, individual or organization (3.16) ISO/IEC 27032:2023 2nd Editon 3.21 WG4
threat potential cause of an unwanted incident, which can result in harm to a system or organization

[SOURCE:ISO/IEC 27000:2018, 3.74]
ISO/IEC 27553-1:2022 1st Editon 3.21 WG5

threat potential cause of an unwanted incident, which can result in harm to a system or organization
[SOURCE:ISO/IEC 27000:2018, 3.74]

ISO/IEC 27553-2:2025-07 1st edition 3.3.5 WG5

threat agent entity (3.36) that has potential to exercise adverse actions (3.3) on assets (3.4) protected by the target of evaluation 
(TOE) (3.90)

ISO/IEC 15408-1:2022-08 4th edition 3.91 WG3

threat agent originator and/or initiator of deliberate or accidental man-made threats ISO/IEC 21827:2008-10-15 2nd edition 3.35 WG3
threat agent entity that can adversely act on assets

[SOURCE: ISO/IEC 15408‑1:2009, 3.1.71]
ISO/IEC TR 20004:2015-12-
15

2nd edition 2.16 WG3

threat modelling systematic exploration technique to expose any circumstance or event having the potential to cause harm to a 
system in the form of destruction, disclosure (3.8), modification of data, or denial of service
[SOURCE:ISO/IEC/IEEE 24765:2017, 3.4290, modified — Note 1 to entry has been deleted.]

ISO/IEC 27559:2022 1st Editon 3.4 WG5

threshold minimal number of unmodified elements in the share vector (3.13) that are needed to successfully reconstruct the 
message (3.4)

ISO/IEC 19592-1:2016-11-
15

1st edition 3.14 WG2

threshold numerical value (or set of values) at which a decision boundary exists
[SOURCE:ISO/IEC 2382-37:2022, 37.03.36]

ISO/IEC 19792:2025-6 2nd edition 3.3.8 WG3

time assessment authority 
clock
TAA clock

clock system of the TAA, used for time audit and time dissemination
Note 1 to entry: In the actual implementations, each TAA has more than one TAA clock for back up purposes.

ISO/IEC 18014-4:2015-04-
15

1st edition 3.6 WG2

time assessment authority
TAA

entity which audits the time of the TSA clock and may also disseminate time to the TSA ISO/IEC 18014-4:2015-04-
15

1st edition 3.5 WG2

time audit audit of the time of downstream clocks in time traceability chains in order to check that it is consistent within the 
required accuracies

ISO/IEC 18014-4:2015-04-
15

1st edition 3.7 WG2

time dissemination distribution of a time signal from one location to another ISO/IEC 18014-4:2015-04- 1st edition 3.8 WG2



time offset certificate certificate issued by a TAA to certify the measured time offset of a TSA clock with respect to the TAA clock ISO/IEC 18014-4:2015-04- 1st edition 3.9 WG2
time period to exposure time interval when an element is participating in an IT system and can be attacked ISO/IEC 15408-3:2022-08 4th edition 3.27 WG3
time referencing scheme concepts for describing temporal characteristics of geographic information, about the use of an atomic clock, the 

clock of the GPS signal, etc.
NOTE　See ISO 19108:2002.

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.22 WG2

time scale system of ordered marks which can be attributed to instants on the time axis, one instant being chosen as the origin
[SOURCE: ISO 8601:2004, 2.1.4]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.10 WG2

time stamp data item which denotes a point in time with respect to a common time reference
[ISO/IEC 11770-3:2008]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.46 WG2

time stamp data item which denotes a point in time with respect to a common time reference ISO/IEC 11770-3:2021-10 4th edition 3.42 WG2
time stamp time variant parameter which denotes a point in time with respect to a common time reference

[ISO/IEC 11770-1:1996]
ISO/IEC 18014-1:2008-09-
01

2nd edition 3.12 WG2

time stamp time variant parameter which denotes a point in time with respect to a common reference
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.16 WG2

time stamp reliable time variant parameter which denotes a point in time with respect to a common reference ISO/IEC 29115:2013-04-01 1st edition 3.26 WG5
time stamp time variant parameter which denotes a point in time with respect to a common reference

NOTE　See also Annex B.
ISO/IEC 9798-1:2010-07-01 3rd edition 3.35 WG2

time stamp time variant parameter which denotes a point in time with respect to a common time reference
[SOURCE: ISO/IEC 18014-1:2008, 3.12]

ISO/IEC 9798-2:2019-06 4th edition 3.4 WG2

time stamp data item which denotes a point in time with respect to a common time reference
[ISO/IEC 11770-1:2010]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.16 WG4

time stamping service A service which attests the existence of electronic data at a precise instant of time.
NOTE – Time stamping services are useful and probably indispensable to support long-term validation of 
signatures. They will be defined in a separate document.

ISO/IEC 15945:2002-02-01 1st edition 3.15 WG4

time traceability chain chain consisting of a sequence of reference clocks starting with UTC(k ), used to relate the time from an end user 
to a timing centre

ISO/IEC 18014-4:2015-04-
15

1st edition 3.13 WG2

time variant parameter data item such as a random number, a sequence number, or a time stamp
[ISO/IEC 11770-3: 2008]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.47 WG2

time variant parameter data item used to verify that a message is not a replay, such as a random number, a time stamp (3.42) or a sequence 
number (3.39)
Note 1 to entry: If a random number is used. then this is as a challenge in a challenge-response protocol. See also 
ISO/IEC 9798-1:2010, Annex B.
[SOURCE: ISO/IEC 9798-1:2010, 3.36]

ISO/IEC 11770-3:2021-10 4th edition 3.44 WG2

time variant parameter data item used by an entity to verify that a message is not a replay, such as a random number, a sequence number, 
or a time stamp
[ISO/IEC 11770-1:1996]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.20 WG2

time variant parameter data item used to verify that a message is not a replay, such as a random number, a sequence number, or a time 
stamp

ISO/IEC 20009-1:2013-08-
01

1st edition 2.17 WG2

time variant parameter data item used to verify that a message is not a replay, such as a random number, a time stamp or a sequence 
number

ISO/IEC 9798-1:2010-07-01 3rd edition 3.36 WG2

time-marking service service providing evidence that a hash code together with an identifier of a hash-function have been recorded 
before a certain point in time

ISO/IEC 13888-3:2020-09 3rd edition 3.1 WG2

time-signal emission standard time signals are emitted with reference to UTC according to standard schemes
[ITU-R TF.460-6]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.23 WG2

timestamp time variant parameter which denotes a point in time with respect to a common time reference
[ISO/IEC 11770-1:1996]

ISO/IEC 27037:2012-10-15 1st edition 3.22 WG4

time-stamp time variant parameter which denotes a point in time with respect to a common time reference
[SOURCE: ISO/IEC 18014-1:2008, 3.12]

ISO/IEC 13888-1:2020-09 4th edition 3.53 WG2

time-stamp time variant parameter which denotes a point in time with respect to a common time reference
[ISO/IEC 18014]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.10 WG2

time-stamp renewal process of issuing a new time-stamp token to extend the validity period of an earlier time-stamp token ISO/IEC 18014-1:2008-09- 2nd edition 3.13 WG2
time-stamp requester entity which possesses data it wants to be time-stamped

NOTE　A requester can also be a trusted third party including a time-stamping authority.
ISO/IEC 18014-1:2008-09-
01

2nd edition 3.14 WG2



time-stamp requester entity which possesses data it wants to be time-stamped
[SOURCE: ISO/IEC 18014-1:2008, 3.14, modified – Note to entry has been removed.]

ISO/IEC 18014-2:2021-09 3rd edition 3.4 WG2

time-stamp requester entity which possesses data it wants to be time-stamped
NOTE　A requester can also be a trusted third party including a time-stamping authority.
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.18 WG4

time-stamp token renewal process of issuing a new time stamp token to extend the validity period of an earlier time-stamp token
[ISO/IEC 18014-1:2008, adapted]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.17 WG4

time-stamp token TST data structure containing a verifiable cryptographic binding between a data items' representation and a time-value
NOTE　A time-stamp token can also include additional data items in the binding.
[ISO/IEC 18014-1: 2008, definition 3.15]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.9 WG2

time-stamp token
TST

data structure containing a verifiable binding between a data items’ representation and a time-value
NOTE　A time-stamp token can also include additional data items in the binding.

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.16 WG2

time-stamp token
TST

data structure containing a verifiable binding between a data items’ representation and a time-value
[SOURCE: ISO/IEC 18014-1:2008, 3.15, modified – Note to entry has been removed.]

ISO/IEC 18014-2:2021-09 3rd edition 3.1 WG2

time-stamp token
TST

data structure containing a verifiable cryptographic binding between a data item’s representation and a time-value
Note 1 to entry: A time-stamp token can also include additional data items in the binding.
[SOURCE: ISO/IEC 18014‑1:2008, 3.15]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.12 WG2

time-stamp token
TST

data structure containing a verifiable binding between a data items’ representation and a time-value
NOTE　A time-stamp token can also include additional data items in the binding.
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.19 WG4

time-stamp verifier entity which possesses data and wants to verify that it has a valid time stamp bound to it
NOTE　The verification process can be performed by the verifier itself or by a trusted third party.

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.17 WG2

time-stamp verifier entity which possesses data and wants to verify that it has a valid time-stamp bound to it
Note 1 to entry: The verification process can be performed by the verifier itself or by a trusted third party.
[SOURCE: ISO/IEC 18014-1:2008, 3.16]

ISO/IEC 18014-2:2021-09 3rd edition 3.5 WG2

time-stamp verifier entity which possesses data and wants to verify that it has a valid time-stamp bound to it
NOTE　The verification process may be performed by the verifier itself or by a trusted third party.
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.20 WG4

time-stamping authority trusted third party (3.45) trusted to provide a time-stamping service
[SOURCE: ISO/IEC 13888-1:2020, 3.54]

ISO/IEC 11770-3:2021-10 4th edition 3.43 WG2

time-stamping authority trusted third party trusted to provide a time-stamping service
[ISO/IEC 18014]

ISO/IEC 13888-2:2010-12-
15

2nd edition 3.11 WG2

time-stamping authority 
TSA

trusted third party trusted to provide a time-stamping service
[ISO/IEC 18014-1: 2008, definition 3.17]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.7 WG2

time-stamping authority
TSA

trusted third party (3.55) trusted to provide a time-stamping service
[SOURCE: ISO/IEC 18014-1:2008, 3.17]

ISO/IEC 13888-1:2020-09 4th edition 3.54 WG2

time-stamping authority
TSA

trusted third party trusted to provide a time-stamping service ISO/IEC 18014-1:2008-09-
01

2nd edition 3.18 WG2

time-stamping authority
TSA

trusted third party trusted to provide a time-stamping service (3.2)
[SOURCE: ISO/IEC 18014-1:2008, 3.17]

ISO/IEC 18014-2:2021-09 3rd edition 3.6 WG2

time-stamping authority
TSA

trusted third party trusted to provide a time-stamping service
[SOURCE: ISO/IEC 18014‑1:2008, 3.17]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.11 WG2

time-stamping authority
TSA

trusted third party trusted to provide a time-stamping service
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.21 WG4

time-stamping policy set of rules that indicates the applicability of a time-stamp token to a particular community and/or class of 
application with common security requirements

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.24 WG2

time-stamping policy set of rules that indicates the applicability of a time-stamp token (3.1) to a particular community and/or class of 
application with common security requirements
[SOURCE: ISO/IEC 18014-1:2008, 3.23]

ISO/IEC 18014-2:2021-09 3rd edition 3.3 WG2

time-stamping policy named set of rules that indicates the applicability of a time-stamp token to a particular community or class of 
application with common security requirements
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.22 WG4

time-stamping service service providing evidence that a data item existed before a certain point in time ISO/IEC 13888-3:2020-09 3rd edition 3.2 WG2



time-stamping service 
TSS

service providing evidence that a data item existed before a certain point in time
[ISO/IEC 18014-1: 2008, definition 3.18]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.8 WG2

time-stamping service
TSS

service providing evidence that a data item existed before a certain point in time ISO/IEC 18014-1:2008-09-
01

2nd edition 3.19 WG2

time-stamping service
TSS

service providing evidence that a data item existed before a certain point in time
[SOURCE: ISO/IEC 18014-1:2008, 3.18]

ISO/IEC 18014-2:2021-09 3rd edition 3.2 WG2

time-stamping service
TSS

service providing evidence that a data item existed before a certain point in time
[ISO/IEC 18014-1:2008]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.23 WG4

time-stamping unit
TSU

set of hardware and software which is managed as a unit and generates time-stamp tokens (3.1) ISO/IEC 18014-2:2021-09 3rd edition 3.7 WG2

timing analysis
TA

analysis of the variations of the response or execution time of an operation in a security function, which can reveal 
knowledge of or about a security parameter such as a cryptographic key or PIN

ISO/IEC 17825:2024 2nd Editon 3.13 WG3

timing analysis
TA

analysis of the variations of the response or execution time of an operation in a security function, which may 
reveal knowledge of or about a security parameter such as a cryptographic key or PIN

ISO/IEC TS 30104:2015-05-
15

1st edition 3.24 WG3

timing centre organization with the means to disseminate the UTC(k ) time to a TSA with the required accuracy
Note 1 to entry: The UTC(k ) generated by the timing centre can be used in real time and its time difference from 
UTC is regularly published by the BIPM (the Bureau International des Poids et Measures).

ISO/IEC 18014-4:2015-04-
15

1st edition 3.14 WG2

TNRBG non-deterministic random bit generator the security of which is based on a hardware component that has been 
designed explicitly to generate randomness
Note 1 to entry: TNRBG und NNRBG stand for true dedicated NRBG and non-dedicated NRBG, respectively.

ISO/IEC 20543:2019-11 1st edition 3.31 WG3

TOE evaluation assessment of a TOE against defined criteria
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.72]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.17 WG3

TOE resource anything usable or consumable in the target of evaluation (TOE) ISO/IEC 15408-2:2022-08 4th edition 3.9 WG3
TOE security 
functionality

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90) that is relied 
upon for the correct enforcement of the security functional requirements (SFRs) (3.78)

ISO/IEC 15408-1:2022-08 4th edition 3.92 WG3

TOE type set of characteristics common to a group of target of evaluations (TOEs) (3.90)
Note 1 to entry: The TOE type can be more explicitly defined in a protection profile (PP) (3.68).

ISO/IEC 15408-1:2022-08 4th edition 3.93 WG3

TOE-relevant CVE 
vulnerabilities

CVE vulnerabilities from all versions of the TOE product family or CVE vulnerabilities associated with products 
of the same technology type

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.18 WG3

token public key (3.15) and signature (3.34) resulting from a blind signature process with selective disclosure (3.5) ISO/IEC 18370-1:2016-11- 1st edition 3.47 WG2
token message consisting of data fields relevant to a particular communication and which contains information that has 

been transformed using a cryptographic technique
[SOURCE: ISO/IEC 9798-1:2010]

ISO/IEC 20009-1:2013-08-
01

1st edition 2.18 WG2

token physical device storing biometric reference (3.11) and in some cases performing on-board biometric comparison
EXAMPLE: Smart card, USB memory stick or RFID chip in e-passport.

ISO/IEC 24745:2022-02 2nd edition 3.37 WG5

token message consisting of data fields relevant to a particular communication and which contains information that has 
been produced using a cryptographic technique
[SOURCE: ISO/IEC 9798-5:2009, definition 2.27]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.23 WG2

token message consisting of data fields relevant to a particular communication and which contains information that has 
been transformed using a cryptographic technique

ISO/IEC 9798-1:2010-07-01 3rd edition 3.37 WG2

token message consisting of data fields that are the output of a cryptographic function ISO/IEC 9798-3:2019-01 3rd edition 3.6 WG2
token message consisting of data fields relevant to a particular communication and which contains information that has 

been produced using a cryptographic technique
ISO/IEC 9798-5:2009-12-15 3rd edition 2.27 WG2

tool software, hardware, or firmware used in a process (3.12) ISO/IEC 27041:2015-06-15 1st edition 3.17 WG4
top management person or group of people who directs and controls an organization (3.50) at the highest level

Note 1 to entry: Top management has the power to delegate authority and provide resources within the 
organization.
Note 2 to entry: If the scope of the management system (3.41) covers only part of an organization, then top 
management refers to those who direct and control that part of the organization.
Note 3 to entry: Top management is sometimes called executive management and can include Chief Executive 

ISO/IEC 27000:2018-02 5th edition 3.75 WG1



top management person or group of people who directs and controls an organization at the highest level
Note 1 to entry: Top management has the power to delegate authority and provide resources within the 
organization.
Note 2 to entry: If the scope of the management system covers only part of an entity, then top management refers 
to those who direct and control that part of the entity. In this situation, top management are accountable to the 
governing body of the entity.
Note 3 to entry: Depending on the size and resources of the organization, top management can be the same as the 
governing body.
Note 4 to entry: Top management reports to the governing body.
Note 5 to entry: ISO/IEC 37001 also provides definitions for governing body and top management.
[SOURCE: ISO/IEC 27000:2018, 3.75, modified — In Note 2 to entry, the second sentence has been added and 

ISO/IEC 27014:2020-12 2nd edition 3.4 WG1

topic-specific policy intentions and direction on a specific subject or topic, as formally expressed by the appropriate level of 
management
Note 1 to entry: Topic-specific policies can formally express rules (3.1.32) or organization standards.
Note 2 to entry: Some organizations use other terms for these topic-specific policies.
Note 3 to entry: The topic-specific policies referred to in this document are related to information security.

ISO/IEC 27002:2022-02 3rd edition 3.1.35 WG1

touch point intersection of data flows with actors (3.3) or systems (3.41) or processes (3.38) within and across domains (3.10) ISO/IEC 27561:2024 1st Editon 3.44 WG5
touch point intersections of data flows across domains or systems or processes within domains

[SOURCE: OASIS PMRM]
ISO/IEC TR 27550:2019-09 1st edition 3.23 WG5

TPM Reset resetting of all Trusted Platform Module internal state to default values due to Startup(CLEAR) ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.76 WG3

TPM Resource Manager
TRM

software executing on a system with a Trusted Platform Module that ensures that the resources necessary to 
execute Trusted Platform Module commands are present in the Trusted Platform Module

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.77 WG3

TPM Restart Startup(CLEAR) that initializes all platform configuration registers but preserves most other Trusted Platform 
Module state from the previous Shutdown(STATE)

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.78 WG3

TPM Resume Startup(STATE) that initializes some platform configuration registers but preserves most Trusted Platform 
Module state from the previous Shutdown(STATE)

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.79 WG3

TPM_GENERATED_VA
LUE

32-bit number FF 54 43 4716 used to tag structures that are generated by a Trusted Platform Module ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.75 WG3

trace <evaluation> establish a relation between two sets of entities, which shows which entities in the first set 
correspond to which entities in the second

ISO/IEC 18045:2022-08 3rd edition 3.20 WG3

traceability property of the result of a measurement or the value of a standard whereby it can be related to stated references, 
usually national or international standards, through an unbroken chain of comparisons all having stated 
uncertainties

ISO/IEC 18014-4:2015-04-
15

1st edition 3.15 WG2

traceability property that allows the tracking of the activity of an identity, process, or an element throughout the supply chain ISO/IEC 27036-3:2023 2nd Editon 3.3 WG4
traceable blind signature signature (3.34) resulting from a traceable blind signature process (3.49)

Note 1 to entry: Such a signature (3.34) is sometimes referred to as a "fair blind signature".
ISO/IEC 18370-1:2016-11-
15

1st edition 3.48 WG2

traceable blind signature 
process

blind signature process (3.3) which allows a posteriori, a requestor tracing authority (3.26) (respectively a 
signature tracing authority (3.38)) to link a signature (3.34) to the requestor (3.25) which requested it (respectively 
to identify a signature (3.34) that resulted from a given signature (3.34) request)
Note 1 to entry: Such a process is sometimes referred to as a "fair blind signature process".

ISO/IEC 18370-1:2016-11-
15

1st edition 3.49 WG2

trailer optional bit string on the right of a representative ISO/IEC 14888-2:2008-04- 2nd edition 3.5 WG2
trailer string of bits of length one or two octets, concatenated to the end of the recoverable part of the message during 

message representative production
ISO/IEC 9796-2:2010-12-15 3rd edition 3.21 WG2

transaction discrete event between an entity and service provider that supports a business or programmatic purpose ISO/IEC 29115:2013-04-01 1st edition 3.27 WG5
transcript of a signing 
session

data elements (3.9) that thesigner (3.45) can gather during a signing session (3.46)
Note 1 to entry: The transcript of a signing session is also called the “signer's view”.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.50 WG2



transcript of record of sequences of exchanged data from a process of authentication ISO/IEC 29191:2012-12-15 1st edition 2.7 WG5
transfer outside of the 
TOE

target of evaluation (TOE) security functionality (TSF)-mediated communication of data to entities not under the 
control of the TSF

ISO/IEC 15408-2:2022-08 4th edition 3.10 WG3

transient resource object or session that can be explicitly loaded and unloaded from Trusted Platform Module memory by the 
Trusted Platform Module Resource Manager and is cleared from Trusted Platform Module memory when the 
Trusted Platform Module is initialized (TPM2_Startup())

ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.80 WG3

translation process of describing security requirements in a standardized language
Note 1 to entry: Use of the term translation in this context is not literal and does not imply that every security 
functional requirement (SFR) (3.78) expressed in standardized language can also be translated back to the security 
objectives (3.79).

ISO/IEC 15408-1:2022-08 4th edition 3.94 WG3

translucent penetrable by light (i.e. light within the visible spectrum of wavelength range of 400 nm to 750 nm); yet 
preventing the gathering of information of the module’s internal construction or components by direct visual 
observation using artificial light sources in the visual spectrum

ISO/IEC 19790:2025-02 3rd edition 3.153 WG3

transmission system transmission grid for the transport of electrical energy using a high voltage or ultra-high voltage grid or a gas 
transmission network for the transport of natural gas using a high-pressure pipeline network

ISO/IEC 27019:2024 2nd edition 3.1.18 WG1

transparency property of a system or process to imply openness and accountability ISO/IEC 27036-3:2023 2nd Editon 3.4 WG4
transparency property that ensures that all privacy-relevant data processing including the legal, technical and organizational 

setting can be understood and reconstructed
[SOURCE:ISO/IEC TR 27550:2019, 3.24]

ISO/IEC 27556:2022 1st Editon 3.15 WG5

transparency property that ensures that all privacy-relevant data processing including the legal, technical and organizational 
setting can be understood and reconstructed
[SOURCE: ULD]

ISO/IEC TR 27550:2019-09 1st edition 3.24 WG5

transparency ability to ensure that all privacy-relevant data processing including the legal, technical and organizational setting 
can be understood and reconstructed
Note 1 to entry: This includes making information on PII processing available to PII principals (3.15).
[SOURCE: ISO/IEC TR 27550:2019, 3.24, modified — Note 1 to entry has been added.]

ISO/IEC TS 27570:2021-01 1st edition 3.34 WG5

transparent encryption 
service

service provided by the system that is either always on or that can be switched on by an administrator which 
automatically encrypts and decrypts data on persistent storage or on communication links and where the user that 
stores or transmits data is not aware that this encryption service is performed
EXAMPLE:Automatic disk encryption services (like self-encrypting disks); tunnelling a communication link 
through an IPSec or TLS protected communication link.
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC TS 19249:2017-10 1st edition 3.4 WG3

transport process of transferring patches from the developer to the user who applies the patch (3.11) ISO/IEC TS 9569:2023 1st Editon 3.20 WG3
tree connected, acyclic graph with an identified special node, the root node (3.23)

Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC 11770-5:2020 2nd Editon 3.25 WG2

tree data structure containing nodes that are linked together hierarchically by oriented arcs with at most one parent 
node for each node, and with only one root node (3.10)
[SOURCE:ISO/IEC 2382:2015, 2121633, modified – “by oriented arcs” has been added to the definition; notes to 
entry have been removed.]

ISO/IEC 23264-2:2024-08 1st edition 3.13 WG2

trigger event that causes the system to initiate a response
NOTE　Also known as triggering event.

ISO/IEC 27031:2011-03-01 1st edition 3.15 WG4

trivial divisors trivial divisors of a nonzero integer N
1, -1, N  and –N
Note 1 to entry: Any nonzero integer N  is divisible by (at least) 1, -1, N  and –N .

ISO/IEC 18032:2020-12 2nd edition 3.8 WG2

trojan malware (3.15) that appears to perform a desirable function for the user but that mislead the user of its true intent ISO/IEC 27032:2023 2nd Editon 3.22 WG4
trojan horse malicious program that masquerades as a benign application ISO/IEC 27039:2015-02-15

ISO/IEC 27039:2016-05-01
1st edition
(Corrected 
version)

2.32 WG4

true signer entity which creates a ring signature on behalf of the ring
Note 1 to entry: The true signer is also called the signer.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.55 WG2



trust degree to which a user or other stakeholder has confidence that a product or system will behave as intended
[SOURCE:ISO/IEC 25010:2011, 4.1.3.2]

ISO/IEC 24392:2023 1st Editon 3.1 WG4

trust relationship between two entities or elements, consisting of a set of activities and a security policy in which 
element x trusts element y if and only if x has confidence that y will behave in a well-defined way (with respect to 
the activities) that does not violate the given security policy

ISO/IEC 27036-1:2021-09 2nd edition 3.12 WG4

trust anchor entity that is trusted by a relying party and used for validating certificates in certification paths ISO/IEC 27099:2022-07 1st edition 3.58 WG4
trust anchor module
TAM

hardware security module (3.3.4) that acts as the roots of trust (3.3.8)
Note 1 to entry: Trust anchor module is an abstract module that contains one or more hardware security modules.

ISO/IEC 27071:2023 1st Editon 3.3.5 WG4

trust framework set of requirements and enforcement mechanisms for parties exchanging identity information ISO/IEC 29115:2013-04-01 1st edition 3.28 WG5
trust service electronic service which enhances trust and confidence in electronic transactions ISO/IEC 27099:2022-07 1st edition 3.60 WG4
trusted channel means by which a target of evaluation (TOE) security functionality (TSF) and another trusted IT product can 

communicate with necessary confidence
ISO/IEC 15408-2:2022-08 4th edition 3.11 WG3

trusted computing base
TCB

totality of protection mechanisms within a computer system, including hardware, firmware and software, the 
combination of which is responsible for enforcing a security policy

ISO/IEC 27402:2023 1st Editon 3.1.8 WG4

trusted computing
TC

technology protected computer which consistently behaves in expected ways ISO/IEC 27071:2023 1st Editon 3.3.14 WG4

trusted environment secure area that guarantees the confidentiality and integrity of code and data loaded inside
Note 1 to entry: Examples include trusted execution environment (TEE), SE secure element (SE), and trusted 
platform module (TPM). See ISO 12812-1 and the ISO/IEC 11889 series for further details.

ISO/IEC 27553-1:2022 1st Editon 3.22 WG5

trusted environment secure area that guarantees the confidentiality and integrity of code and data loaded inside
Note 1 to entry: Examples include TEE (Trusted Execution Environment), SE (Secure Element), and TPM 
(Trusted Platform Module). See ISO 12812-1 and ISO/IEC 11889 for further details.
[SOURCE:ISO/IEC 27553-1:2022, 3.22]

ISO/IEC 27553-2:2025-07 1st edition 3.3.6 WG5

trusted environment
TE

execution mode where the functionality is protected by a root of trust (3.3.8) service
Note 1 to entry: A trusted execution environment (3.3.15) is a specific TE.

ISO/IEC 27071:2023 1st Editon 3.3.17 WG4

trusted execution 
environment
TEE

execution environment that runs alongside but is isolated from the device main operating system ISO/IEC 27071:2023 1st Editon 3.3.15 WG4

trusted information 
communication entity

autonomous organization (3.50) supporting information exchange within an information sharing community 
(3.34)

ISO/IEC 27000:2018-02 5th edition 3.76 WG1

trusted key generation 
centre
KGC

trusted third party, which, in an identity-based signature mechanism, generates a private signature key for each 
signing entity

ISO/IEC 14888-3:2018-11 4th edition 3.6 WG2

trusted module
TM

module for trusted computing providing integrity measurement, integrity report, cryptographic service, random 
number generation, secure storage functions and a set of platform configuration registers
Note 1 to entry: There are several implementations of trusted module, such as TPM, TCM, etc.

ISO/IEC 27070:2021-12 1st edition 3.7 WG4

trusted path means by which a user and a target of evaluation (TOE) security functionality (TSF) can communicate with the 
necessary confidence
Note 1 to entry: Communication typically implies the establishment of identification and authentication of both 
parties, as well as the concept of a user specific session which is integrity-protected.
Note 2 to entry: When the external entity is a trusted IT product, the notion of trusted channel (3.11) is used 
instead of trusted path.
Note 3 to entry: Both physical and logical aspects of secure communication can be considered as mechanisms for 
gaining confidence.

ISO/IEC 15408-2:2022-08 4th edition 3.12 WG3

Trusted Platform Module
TPM

implementation of ISO/IEC 11889 ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.81 WG3

trusted role job function that performs critical functions which, if performed unsatisfactorily, can have an adverse impact upon 
the degree of trust provided by the CA (3.17)

ISO/IEC 27099:2022-07 1st edition 3.59 WG4

trusted third party security authority or its agent that is trusted with respect to some security-relevant activities (in the context of a 
security policy)
[ISO/IEC 10181-1:1996]

ISO/IEC 11770-1:2010-12-
01

2nd edition 2.48 WG2

trusted third party security authority or its agent, trusted by other entities with respect to security related activities
[SOURCE: ISO/IEC 9798-1:2010, 3.38]

ISO/IEC 11770-3:2021-10 4th edition 3.45 WG2



trusted third party security authority, or its agent, trusted by other entities with respect to security related activities ISO/IEC 18033-5:2015-12- 1st edition 3.18 WG2
trusted third party security authority or its agent, trusted by other entities with respect to security related activities

[SOURCE: ISO/IEC 9798-1:2010]
ISO/IEC 20009-1:2013-08-
01

1st edition 2.19 WG2

trusted third party authority or its agent, trusted by other actors with respect to specified activities (e.g., security-related activities)
NOTE　A trusted third party is trusted by an entity and/or a verifier for the purposes of authentication.

ISO/IEC 29115:2013-04-01 1st edition 3.29 WG5

trusted third party security authority or its agent, trusted by other entities with respect to security related activities
NOTE　In the context of ISO/IEC 9798, a trusted third party is trusted by a claimant and/or a verifier for the 
purposes of authentication.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.38 WG2

trusted third party security authority or its agent, trusted by other entities with respect to security related activities
[SOURCE: ISO/IEC 9798–1:2010, 3.38, modified — The Note to entry has been removed.]

ISO/IEC 9798-3:2019-01 3rd edition 3.7 WG2

trusted third party TTP security authority, or its agent, trusted by other entities with respect to security related activities
[ISO/IEC 10181-1:1996, definition 3.3.30]

ISO/IEC 18014-3:2009-12-
15

2nd edition 3.10 WG2

trusted third party
TTP

security authority, or its agent, trusted by other entities with respect to security-related activities
Note 1 to entry: In the context of the ISO/IEC 13888 series, a trusted third party is trusted by the sender (3.43), the 
recipient (3.47), and/or the delivery authority (3.8) for the purposes of non-repudiation, and by another party such 
as an adjudicator (3.1).
[SOURCE: ISO/IEC 10181-1:1996, 3.3.30, modified — The abbreviated term "TTP" has been added. In the 
definition, "by other entities" has been added, "security-relevant" has been changed to "security-related" and the 
parentheses have been removed. Note 1 to entry has been added.]

ISO/IEC 13888-1:2020-09 4th edition 3.55 WG2

trusted third party
TTP

security authority, or its agent, trusted by other entities with respect to security-related activities
[ISO/IEC 11770-3:1999]

ISO/IEC 18014-1:2008-09-
01

2nd edition 3.21 WG2

trusted third party
TTP

security authority, or its agent, trusted by other entities with respect to security related activities
[SOURCE: ISO/IEC 18014-1:2008, 3.20]

ISO/IEC 9798-2:2019-06 4th edition 3.5 WG2

trusted third party
TTP

security authority, or its agent, trusted by other entities with respect to security related activities
[ISO/IEC 10181-1:1996]

ISO/IEC TR 29149:2012-03-
15

1st edition 2.24 WG4

trusted time-stamp time-stamp (3.53) generated by a time-stamping authority (3.54) ISO/IEC 13888-1:2020-09 4th edition 3.56 WG2
trusted user interface
TUI

device component with a user interface whose integrity (3.3.3) and authenticity is managed by the trust anchor 
module (3.3.5)

ISO/IEC 27071:2023 1st Editon 3.3.6 WG4

trustworthiness ability to meet stakeholders expectations in a verifiable way
[SOURCE:ISO/IEC TR 24028:2020, 3.42, modified — Notes 1 to 3 to entry have been deleted.]

ISO/IEC 24392:2023 1st Editon 3.2 WG4

truthful data factual data that has not been accidentally or deliberately distorted
Note 1 to entry: Reducing granularity maintains data truthfulness.

ISO/IEC 20889:2018-11 1st edition 3.37 WG5

TSA clock clock of the TSA, which generates the time information included in the TST
Note 1 to entry: In the actual implementations, each TSA has more than one TSA clock for back up purpose.

ISO/IEC 18014-4:2015-04-
15

1st edition 3.16 WG2

TSF data data for the operation (3.5) of the target of evaluation (TOE) upon which the enforcement of the security 
functional requirement (SFR) relies

ISO/IEC 15408-2:2022-08 4th edition 3.13 WG3

tunnel data path between networked devices which is established across an existing network infrastructure
Note 1 to entry: Tunnels can be established using techniques such as protocol encapsulation, label switching, or 
virtual circuits.

ISO/IEC 27033-1:2015-08-
15

2nd edition 3.40 WG4

tweak non-secret sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption, 
decryption)

ISO/IEC 18033-7:2022-04 1st edition 3.6 WG2

tweakable block cipher symmetric encryption system with the property that the encryption algorithm operates on a block of plaintext, i.e. a 
string of bits of a defined length, and a tweakey (3.8) to yield a block of ciphertext

ISO/IEC 18033-7:2022-04 1st edition 3.7 WG2

tweakey sequence of symbols that controls the operation of a cryptographic transformation (e.g. encryption, decryption)
Note 1 to entry: The tweakey is the concatenation of the key and the tweak inputs.

ISO/IEC 18033-7:2022-04 1st edition 3.8 WG2

two-step key derivation 
function
TKDF

key derivation function which involves two stages, namely the use of a key extraction function followed by a key 
expansion function

ISO/IEC 11770-6:2016-10-
01

1st edition 3.12 WG2

unallocated space area on digital media, including primary memory, which has not been allocated by the operating system, and 
which is available for the storage of data, including metadata

ISO/IEC 27037:2012-10-15 1st edition 3.23 WG4

unilateral anonymous 
authentication

anonymous entity authentication that provides one entity with assurance of the legitimacy of the other entity, but 
not vice versa

ISO/IEC 20009-1:2013-08-
01

1st edition 2.20 WG2



unilateral anonymous 
authentication

anonymous entity authentication (3.1) that provides one entity with assurance of the legitimacy of the other entity, 
but not vice versa
[SOURCE: ISO/IEC 20009-1:2013, 2.20]

ISO/IEC 20009-3:2022-02 1st edition 3.14 WG2

unilateral authentication entity authentication which provides one entity with assurance of the other's identity but not vice versa
[SOURCE: ISO/IEC 9798-1:2010, definition 3.39]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.24 WG2

unilateral authentication entity authentication which provides one entity with assurance of the other's identity but not vice versa ISO/IEC 9798-1:2010-07-01 3rd edition 3.39 WG2
unilateral authentication entity authentication which provides one entity with assurance of the other’s identity but not vice versa

[SOURCE: ISO/IEC 9798–1:2010, 3.39]
ISO/IEC 9798-3:2019-01 3rd edition 3.8 WG2

unilateral authentication entity authentication that provides one entity with assurance of the other's identity but not vice versa
[ISO/IEC 9798-1:1997, definition 3.3.33]

ISO/IEC 9798-5:2009-12-15 3rd edition 2.28 WG2

unilateral-anonymous 
mutual authentication

result of a process between two parties which simultaneously provides anonymous entity authentication in one 
direction and entity authentication in the other direction

ISO/IEC 20009-1:2013-08-
01

1st edition 2.21 WG2

unique identifier attribute (3.2) in a dataset (3.5) that alone singles out a data principal (3.4) in the dataset ISO/IEC 20889:2018-11 1st edition 3.38 WG5
univariate trace trace made up of one sample

EXAMPLE:A measurement of duration is a univariate trace.
ISO/IEC 20085-1:2019-10 1st edition 3.13 WG3

universal hash-function function mapping strings of bits to fixed-length strings of bits, indexed by a parameter called the key, satisfying 
the property that for all distinct inputs, the probability over all keys that the outputs collide is small

NOTE　Universal hash-functions were introduced by Carter and Wegman[4], and their application in MAC 

algorithms was first described by Wegman and Carter[10].

ISO/IEC 9797-3:2011-11-15 1st edition 3.6 WG2

unlinkability property of two or more biometric references (3.11) that they cannot be linked to each other or to the subject(s) 
from whom they were derived

ISO/IEC 24745:2022-02 2nd edition 3.38 WG5

unlinkability property that ensures that a PII principal (3.2) may make multiple uses of resources or services without others 
being able to link these uses together
[SOURCE:ISO/IEC TR 27550:2019, 3.25]

ISO/IEC 27556:2022 1st Editon 3.13 WG5

unlinkability property that ensures that a PII principal may make multiple uses of resources or services without others being able 
to link these uses together
[SOURCE: ULD]

ISO/IEC TR 27550:2019-09 1st edition 3.25 WG5

unlinkability ability to ensure that a PII principal (3.15) may make multiple uses of resources or services without others being 
able to link these uses together
[SOURCE: ISO/IEC TR 27550:2019, 3.25]

ISO/IEC TS 27570:2021-01 1st edition 3.35 WG5

unsigncrypt to apply unsigncryption on a ciphertext ISO/IEC 29150:2011-12-15 1st edition 3.42 WG2
unsigncryption verification and decryption of a ciphertext by a cryptographic algorithm ISO/IEC 29150:2011-12-15 1st edition 3.43 WG2
unsigncryption algorithm one of the three component algorithms of a signcryption mechanism which takes as input a ciphertext, a recipient’s 

public and private key pair, a sender’s public key and other data, outputs a pair consisting of either a symbolic 
value ACCEPT and a plaintext, or a symbolic value REJECT and the null string

ISO/IEC 29150:2011-12-15 1st edition 3.44 WG2

upstream handling processes (3.7) and movements of products and services that occur before an entity in the supply chain 
(3.10) takes custody of the products and responsibility for information and communication technology (ICT) 
services
[SOURCE: ISO 28001:2007, 3.27, modified — The word “goods” was replaced by “products and services”, and 

ISO/IEC 27036-1:2021-09 2nd edition 3.13 WG4

usability property of being able to be located, retrieved, presented and understood
Note 1 to entry: Usability may also refer to the extent to which a system, product, or service can be used by 
specified users to achieve specified goals with effectiveness, efficiency, and satisfaction in a specified context of 
use.

ISO/IEC 27040:2024 2nd Editon 3.6.10 WG4

usage capability functionality that ensures that the processing of personally identifiable information (PII) (3.25) complies with 
privacy control requirements (3.31)
Note 1 to entry: This capability primarily addresses controls associated with information minimization, linking, 
integration, inference, transfer, derivation, aggregation, pseudonymization, anonymization and disposal over the 
lifecycle of the PII.

ISO/IEC 27561:2024 1st Editon 3.45 WG5

use case description of a sequence of interactions used to help identify, clarify, and organize requirements to support a 
specific business goal
[SOURCE:ISO/TR 31700-2:2023, 3.2, modified — removed “of a consumer and a consumer product”; notes to 
entry have been deleted]

ISO/IEC 27561:2024 1st Editon 3.46 WG5



usefulness degree of suitability of the type and format of information in a dataset (3.5) for application to a specific purpose
Note 1 to entry: The term utility is sometimes used with a similar meaning.

ISO/IEC 20889:2018-11 1st edition 3.39 WG5

user operator (3.98) that accesses a cryptographic module (3.35) in order to perform general security services, including 
cryptographic operations and other approved security function (3.8)

ISO/IEC 19790:2025-02 3rd edition 3.154 WG3

user person interacting with a biometric system
Note 1 to entry: The term “user” sometimes means “biometric data subject”.

ISO/IEC 19792:2025-6 2nd edition 3.1.9 WG3

user interested party (3.1.18) with access to the organization’s information systems (3.1.17)
EXAMPLE: Personnel (3.1.20), customers, suppliers.

ISO/IEC 27002:2022-02 3rd edition 3.1.36 WG1

user person who uses or operates something
[SOURCE: Concise Oxford English Dictionary]
NOTE　For the purposes of ISO/IEC 27034, the term “user” includes not only the end user, but also maintenance 
and operation roles, such as system administrator and database administrator.

ISO/IEC 27034-1:2011-11-
15

1st edition 3.22 WG4

user operator (3.17) that accesses a cryptographic module (3.9) in order to perform general security services, including 
cryptographic operations and other approved security function
[SOURCE:ISO/IEC 19790:2025, 3.154]

ISO/IEC TS 20540:2025-06 2nd edition 3.25 WG3

user data data received or produced by the target of evaluation (TOE), which is meaningful to some external entity, but 
which do not affect the operation (3.5) of the TOE security functionality (TSF)
Note 1 to entry: Depending on the concept, this definition assumes that the same data created by users that has an 
actual impact on the operation of the TSF can be regarded as the TSF data (3.13).

ISO/IEC 15408-2:2022-08 4th edition 3.14 WG3

user endpoint device endpoint device (3.1.10) used by users to access information processing services
Note 1 to entry: User endpoint device can refer to desktop computers, laptops, smart phones, tablets, thin clients, 

ISO/IEC 27002:2022-02 3rd edition 3.1.37 WG1

user interface set of all components of an interactive system that provide information and controls for the user to accomplish 
specific tasks with the interactive system
[SOURCE:ISO 9241-110:2020, 3.10]

ISO/IEC 27402:2023 1st Editon 3.1.2 WG4

user keys data item of a set of private signature key and public verification key ISO/IEC 9796-3:2006-09-15
ISO/IEC 9796-3:2013-09-15

2nd edition
( Corrected)

3.19 WG2

user profiling activity to retrieve a set of attributes used by the system that are unique to a specific user/user group ISO/IEC 27562:2024-12 1st edition 3.23 WG5
user-agent software and/or hardware used by the PII Principal to interact with the system ISO/IEC 27551:2021 1st Editon 3.4 WG5
user-installable software any software that can be installed on a platform other than platform firmware ISO/IEC 11889-1:2015-08-

15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.82 WG3

UTC time scale maintained by the Bureau International des Poids et Measures (BIPM) and the International Earth 
Rotation Service (IERS) that forms the basis of a coordinated dissemination of standard frequencies and time 
signals
Note 1 to entry: UTC is Coordinated Universal Time defined by ITU-R.

ISO/IEC 18014-4:2015-04-
15

1st edition 3.17 WG2

UTC(k ) time scale realized by institute “k ” and kept in close agreement with UTC, with the goal to be within ±100 ns, 
according to Recommendation S5 (1993) of the Consultative Committee for the Definition of the Second
[SOURCE: ITU-R TF.536-2:2003, 2]

ISO/IEC 18014-4:2015-04-
15

1st edition 3.18 WG2

validated assurance of tested conformance to this document by a certification body (3.18) ISO/IEC 19790:2025-02 3rd edition 3.155 WG3
validated assurance of tested conformance by a certification body (3.5)

[SOURCE:ISO/IEC 19790:2025, 3.155, modified — reference to "this document" removed for contextual 
ISO/IEC TS 20540:2025-06 2nd edition 3.26 WG3

validation confirmation by examination and provision of objective evidence that the particular requirements for a specific 
intended use are fulfilled
NOTE　Adapted from ISO/IEC 15288.

ISO/IEC 21827:2008-10-15 2nd edition 3.36 WG3

validation confirmation, through the provision of objective evidence, that requirements for a specific intended use or 
application have been fulfilled
NOTE 1　The term “validated” is used to designate the corresponding status.
NOTE 2　The use conditions for validation can be real or simulated.
[SOURCE: ISO 9000:2005, definition 3.8.5]
NOTE 3　In layman’s terms, “validation” means “Is the right application being built?”

ISO/IEC 27034-1:2011-11-
15

1st edition 3.23 WG4



validation confirmation, through the provision of objective evidence, that the requirements for a specific intended use or 
application have been fulfilled
Note 1 to entry: A system is able to accomplish its intended use, goals and objectives (i.e. meet stakeholder 
requirements) in the intended operational environment. The right system was built.
[SOURCE:ISO/IEC/IEEE 15288:2015, 4.1.53]

ISO/IEC 27036-3:2023 2nd Editon 3.5 WG4

validation confirmation, through the provision of objective proof, that the requirements for a specific intended use or 
application have been fulfilled
[ISO/IEC 27004:2009]

ISO/IEC 27037:2012-10-15 1st edition 3.24 WG4

validation confirmation (3.4), through the provision of objective evidence, that the requirements (3.14) for a specific 
intended use or application have been fulfilled
Note 1 to entry: Validation is carried out on a process (3.12) to ensure that it is fit for purpose, i.e. to ensure that 
the process, as implemented, produces expected results in a consistent, repeatable, and reproducible manner.
[SOURCE: ISO/IEC 27004:2009, 3.17, Modified – Note 1 to entry has been added]

ISO/IEC 27041:2015-06-15 1st edition 3.18 WG4

validation confirmation, through the provision of objective evidence, that the requirements for a specific intended use or 
application have been fulfilled
[SOURCE: ISO/IEC 27004:2009, 3.17]

ISO/IEC 27042:2015-06-15 1st edition 3.20 WG4

validation confirmation, through the provision of objective evidence, that the requirements for a specific intended use or 
application have been fulfilled
[SOURCE: ISO/IEC 27004:2009, 3.17]

ISO/IEC 27043:2015-03-01 1st edition 3.16 WG4

validation authority entity that will validate the testing results for conformance to ISO/IEC 19790
[SOURCE: ISO/IEC 19790:2012, 3.132, modified — In the definition, “this International Standard” has been 
changed to “ISO/IEC 19790”.]

ISO/IEC 20543:2019-11 1st edition 3.32 WG3

validation capability functionality that evaluates and ensures the information quality of personally identifiable information (PII) (3.25) 
in terms of accuracy, completeness, relevance, timeliness, provenance, appropriateness for use and other relevant 
qualitative factors

ISO/IEC 27561:2024 1st Editon 3.47 WG5

validation certificate assertion by a certification body that a cryptographic function has been tested and found to be a correct 
implementation of the target cryptographic function

ISO/IEC 24759:2025-02 4th edition 3.1 WG3

validation service request enquiry by the relying party (3.46) to a validation service to check the validity of a certificate (3.7) ISO/IEC 27099:2022-07 1st edition 3.61 WG4
validation set series of objective tests with clearly defined goals, inputs, and outputs, directly related to the agreed requirements 

(3.14) for the process (3.12) under validation (3.18)
ISO/IEC 27041:2015-06-15 1st edition 3.19 WG4

validator <of biometric verification> entity which makes a decision on whether the result of a biometric verification process 
is acceptable or not, based on the policy, using one or more comparison decisions and possibly other information, 
supported by ACBio instances

ISO/IEC 24761:2019-10 2nd edition 3.30 WG5

validity period time period during which an identity or credential may be used in one or more transactions ISO/IEC 29115:2013-04-01 1st edition 3.30 WG5
value relative worth of an asset to other objects or a defined absolute value

Note 1 to entry: In terms of information security economics (3.11) a value may be positive or negative. In this 
document a value is always positive unless otherwise stated.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.23 WG1

value-at-risk
VAR

summarizes the worst loss (3.13) over a target time that will not be exceeded with a given probability
Note 1 to entry: Target time for example could be 1 year and the given probability could also be referred to as 
confidence level.

ISO/IEC TR 27016:2014-03-
01

1st edition 3.24 WG1

vendor entity (3.49), group or association that submits the cryptographic module (3.35) for testing and validation
Note 1 to entry: The vendor has access to all relevant documentation and design evidence regardless of whether 
they did or did not design or develop the cryptographic module.

ISO/IEC 19790:2025-02 3rd edition 3.156 WG3

vendor entity, group or association that submits the cryptographic module for testing and validation
Note 1 to entry: The vendor has access to all relevant documentation and design evidence regardless if they did or 
did not design or develop the cryptographic module.
[SOURCE: ISO/IEC 19790:2012, 3.133]

ISO/IEC 20543:2019-11 1st edition 3.33 WG3

vendor individual or organization that is responsible for remediating vulnerabilities
Note 1 to entry: A vendor can be the developer, maintainer, producer, manufacturer, supplier, installer, or provider 
of a product or service.

ISO/IEC 29147:2018-10 2nd edition 3.4 WG3

vendor entity, group or association that submits the cryptographic module (3.9) for testing and validation
Note 1 to entry: The vendor has access to all relevant documentation and design evidence regardless whether they 
did or did not design or develop the cryptographic module.
[SOURCE:ISO/IEC 19790:2025, 3.156]

ISO/IEC TS 20540:2025-06 2nd edition 3.27 WG3



vendor affirmation statement from a vendor that a given implementation of a security function is correct and meets all relevant 
requirements from related standards, based on their own internal assurance activities
Note 1 to entry: Rules on acceptable vendor affirmations are set by individual certification bodies who 
independently define evidence requirements for a given vendor affirmation and can require review by an 
independent testing laboratory.

ISO/IEC 24759:2025-02 4th edition 3.2 WG3

verdict statement issued by an evaluator with respect to evaluator action element, assurance component, or class ISO/IEC 18045:2022-08 3rd edition 3.21 WG3
verification confirmation by examination and provision of objective evidence that specified requirements have been fulfilled

NOTE　Adapted from ISO/IEC 15288.
ISO/IEC 21827:2008-10-15 2nd edition 3.37 WG3

verification process of establishing that identity information (3.2.4) associated with a particular entity (3.1.1) is correct
Note 1 to entry: Verification typically involves determining which attributes are needed to recognize an entity in a 
domain, checking that these required attributes are present, that they have the correct syntax, and exist within a 
defined validity period and pertain to the entity.

ISO/IEC 24760-1:2019-06 2nd edition 3.2.2 WG5

verification confirmation, through the provision of objective evidence, that specified requirements have been fulfilled
NOTE 1　The term “verified” is used to designate the corresponding status.
NOTE 2　Confirmation can comprise activities such as performing alternative calculations, comparing a new 
design specification with a similar proven design specification, undertaking tests and demonstrations, and 
reviewing documents prior to issue.
[SOURCE: ISO 9000:2005, definition 3.8.4]
NOTE 3　In layman’s terms, “verification” means “Is the application being built correctly?”

ISO/IEC 27034-1:2011-11-
15

1st edition 3.24 WG4

verification confirmation, through the provision of objective evidence, that specified requirements have been fulfilled
Note 1 to entry: Verification is a set of activities that compares a system or system element against the required 
characteristics. This includes, but is not limited to, specified requirements, design description and the system itself. 
The system was built right.
[SOURCE:ISO/IEC/IEEE 15288:2015, 4.1.54]

ISO/IEC 27036-3:2023 2nd Editon 3.6 WG4

verification confirmation (3.4), through the provision of objective evidence, that specified requirements have been fulfilled
Note 1 to entry: Verification only provides assurance that a product conforms to its specification.
[SOURCE: ISO/IEC 27004:2009, 3.18, Modified – Original note was removed, Note 1 to entry has been added]

ISO/IEC 27041:2015-06-15 1st edition 3.20 WG4

verification confirmation, through the provision of objective evidence, that specified requirements have been fulfilled
Note 1 to entry: Verification only provides assurance that a product conforms to its specification.
[SOURCE: ISO/IEC 27004:2009, 3.18, Modified – Original note was removed, Note 1 to entry has been added.]

ISO/IEC 27042:2015-06-15 1st edition 3.21 WG4

verification confirmation, through the provision of objective evidence, that specified requirements have been fulfilled
Note 1 to entry: Verification only provides assurance that a product conforms to its specification.
[SOURCE: ISO/IEC 27041:—, 3.20]

ISO/IEC 27043:2015-03-01 1st edition 3.17 WG4

verification process of checking information by comparing the provided information with previously corroborated information ISO/IEC 29115:2013-04-01 1st edition 3.31 WG5
verification assessment processes used to confirm that the security controls for an operational system are implemented 

correctly and are effective in their application
ISO/IEC TR 19791:2010-04-
01

2nd edition 3.17 WG3

verification exponent public exponent for verifying signed messages and sometimes also for producing signatures ISO/IEC 14888-2:2008-04- 2nd edition 3.6 WG2
verification exponent public key used as exponent by the claimant and the verifier ISO/IEC 9798-5:2009-12-15 3rd edition 2.29 WG2
verification function function which is used to verify that two sets of data are identical

NOTE 1　No two non-identical data sets should produce an identical match from a verification function.
NOTE 2　Verification functions are commonly implemented using hash functions such as MD5, SHA1, etc., but 
other methods may be used.

ISO/IEC 27037:2012-10-15 1st edition 3.25 WG4

verification function function which is used to verify that two sets of data are identical
[SOURCE: ISO/IEC 27037:2012, 3.25, Modified – Notes were removed]

ISO/IEC 27041:2015-06-15 1st edition 3.21 WG4

verification function function which is used to verify that two sets of data are identical
[SOURCE: ISO/IEC 27037:2012, 3.25, Modified – Notes were removed.]

ISO/IEC 27042:2015-06-15 1st edition 3.22 WG4

verification key value required to verify a MAC (3.22) ISO/IEC 13888-1:2020-09 4th edition 3.57 WG2
verification key set of public data elements which is mathematically related to an entity's signature key and which is used by the 

verifier in the verification process
NOTE　Sometimes called a public verification key in other standards, e.g. ISO/IEC 9796-2, ISO/IEC 9796-3 and 
ISO/IEC 9798-3.

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.16 WG2



verification key set of public data elements (3.9) which is mathematically related to an entity's signature key (3.36) and which is 
used by theverifier (3.53) in the verification process (3.52)
Note 1 to entry: A verification key is sometimes called a “public verification key” in other standards, e.g. ISO/IEC 
9796-2 and ISO/IEC 9796-3.

ISO/IEC 18370-1:2016-11-
15

1st edition 3.51 WG2

verification key set of public data elements which is mathematically related to an entity’s signature key and which is used by the 
verifier in the verification process
Note 1 to entry: A verification key is sometimes known as a public verification key, both in ISO/IEC 20008 and in 
other standards, e.g. ISO/IEC 9796.2 and ISO/IEC 9796.3.

ISO/IEC 20008-1:2013-12-
15

1st edition 2.56 WG2

verification key set of data elements which is related to an attestor's private attestation key (3.2) and which is used by the verifier 
(3.27) in the verification process (3.26)
Note 1 to entry: Depending on the instantiation, the verification key may be private or public. In the case of a 
public verification key, knowledge of the verification key cannot be used to deduce information about the 
attestor’s private attestation key.

ISO/IEC 23264-1:2021-03 1st edition 3.25 WG2

verification key set of public data elements which is mathematically related to an entity's signature key and which is used by the 
verifier in the verification process
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.45 WG2

verification measurement activity provided by an Application Security Control to verify if its security activity was correctly implemented 
and works as expected by producing required evidence/outcomes

ISO/IEC 27034-7:2018-05 1st edition 3.13 WG4

verification process process which takes as input the signed message, the verification key and the domain parameters, and which gives 
as output the result of the signature verification: valid or invalid

ISO/IEC 14888-1:2008-04-
15

2nd edition 3.17 WG2

verification process process which takes as input the signed data, the digital signature, a valid verification key (3.51), and the domain 
parameters (3.12), and which gives as output the result of the signature verification: valid or invalid
[SOURCE: ISO/IEC 14888‑1:2008, 3.17]

ISO/IEC 18370-1:2016-11-
15

1st edition 3.52 WG2

verification process process which takes as inputs the signed message, the verification key, and the domain parameters, and which 
gives as output the result of the signature verification: valid or invalid
[SOURCE: ISO/IEC 14888.1:2008]

ISO/IEC 20008-1:2013-12-
15

1st edition 2.57 WG2

verification process process which:
— takes as input the attested (potentially redacted) message (3.13), consisting of the (potentially redacted) 
message (3.12), the (potentially redacted) admissible changes (3.1) and the (potentially redacted) redactable 
attestation (3.14), the verification key (3.25) and the domain parameters (3.9);
— checks whether the given attestation is a valid attestation for the given message under the given verification 
key; and
— gives as output the result of the attestation verification: valid or invalid
Note 1 to entry: It is only possible to output valid if the modification instructions that have been applied in one (or 
potentially many) application (s) of the redaction process are in accordance with the attestor-specified admissible 
changes.
Note 2 to entry: Depending on the instantiation, if not all the (potentially redacted) admissible changes are part of 
the attested (potentially redacted) message, then at least those (potentially redacted) admissible changes that are 
relevant for the verification process can be reconstructed from the (potentially redacted) attestation in combination 

ISO/IEC 23264-1:2021-03 1st edition 3.26 WG2

verification process process which takes as input the signed message, the verification key and the domain parameters, and which gives 
as output the result of the signature verification: valid or invalid
[ISO/IEC 14888-1:2008]

ISO/IEC 29150:2011-12-15 1st edition 3.46 WG2

verifier entity that verifies evidence (3.11) ISO/IEC 13888-1:2020-09 4th edition 3.58 WG2
verifier entity which checks the validity of a blind signature (3.2) ISO/IEC 18370-1:2016-11- 1st edition 3.53 WG2
verifier entity which checks the validity of a signature

Note 1 to entry: The verifier is also known as the signature verifier.
ISO/IEC 20008-1:2013-12-
15

1st edition 2.58 WG2

verifier entity which requires assurance of the legitimacy of another entity (the claimant) ISO/IEC 20009-1:2013-08- 1st edition 2.22 WG2
verifier entity which requires assurance of the legitimacy of another entity (the claimant (3.3))

[SOURCE: ISO/IEC 20009-1:2013, 2.22]
ISO/IEC 20009-3:2022-02 1st edition 3.15 WG2

verifier entity that performs the verification process (3.26) ISO/IEC 23264-1:2021-03 1st edition 3.27 WG2



verifier entity (3.1.1) that performs verification (3.2.2)
Note 1 to entry: A verifier can be the same as, or act on behalf of, the entity that controls identification of entities 
for a particular domain.

ISO/IEC 24760-1:2019-06 2nd edition 3.3.6 WG5

verifier actor that corroborates identity information
NOTE　The verifier can participate in multiple phases of the EAAF and can perform credential verification 
and/or identity information verification.

ISO/IEC 29115:2013-04-01 1st edition 3.32 WG5

verifier entity including the functions necessary for engaging in authentication exchanges on behalf of an entity requiring 
an entity authentication or for engaging in verifying a signature of a given message and signer
[SOURCE: ISO/IEC 9798-5:2009, modified ─ Added the signature verification case]

ISO/IEC 29192-4:2013-06-
01

1st edition 3.25 WG2

verifier entity which is or represents the entity requiring an authenticated identity
NOTE　A verifier includes the functions necessary for engaging in authentication exchanges.

ISO/IEC 9798-1:2010-07-01 3rd edition 3.40 WG2

verifier entity that requires to verify the identity of another entity ISO/IEC 9798-3:2019-01 3rd edition 3.9 WG2
verifier entity including the functions necessary for engaging in authentication exchanges on behalf of an entity requiring 

an entity authentication
ISO/IEC 9798-5:2009-12-15 3rd edition 2.30 WG2

verifier data data used by the cryptographic module (3.35) to verify that the correct authentication data (3.13) was entered into 
the module by an operator (3.98) authenticating themselves to the module
Note 1 to entry: Verifier data resides inside the module (or its operational environment (3.96) if the operational 
environment implements the authentication mechanism as per 7.6.3.2), until it is updated or zeroized. It is possible 
that it was generated inside or outside the module. Verifier data are a sensitive security parameter (3.131).
EXAMPLE  1:Verifier data that is a critical security parameter (3.29) can include a password (3.102), biometric 
(3.15) data reference, or their hash.
EXAMPLE  2:Verifier data that is a public security parameter (3.115) can include a public key (3.113) or a user 
(3.154)public key certificate (3.114).

ISO/IEC 19790:2025-02 3rd edition 3.157 WG3

verify <evaluation> rigorously review in detail with an independent determination of sufficiency
Note 1 to entry: Also see “confirm” (3.2). This term has more rigorous connotations. The term “verify” is used in 
the context of evaluator actions where an independent effort is required of the evaluator.

ISO/IEC 18045:2022-08 3rd edition 3.22 WG3

verify verification process that takes a message, a signature and an identity of a signer to output accept meaning the given 
signature is generated by the signer with the corresponding signing key, or reject otherwise

ISO/IEC 29192-4:2013-06-
01

1st edition 3.26 WG2

verify rigorously review in detail with an independent determination of sufficiency
Note 1 to entry: Also see confirm (2.4). The term verify has more rigorous connotations. It is used in the context of 
evaluator actions where an independent effort is required of the evaluator.
[SOURCE: ISO/IEC 15408‑1:2009, 3.1.84]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.19 WG3

vertical attack
VA

modus operandi where sensitive information is extracted from different algorithm executions
Note 1 to entry: If the algorithms executions are the same, then the traces can be averaged in a view to increase 
their signal-to-noise ratio (3.12), and then a horizontal attack (3.6) can be carried out.
Note 2 to entry: The definition is equivalent to: “Modus operandi where sensitive information is extracted from 
measurements of repeated execution of one cryptographic operation with different inputs".
[SOURCE: ISO/IEC 17825:2016, 3.17, modified — Notes to entry have been added.]

ISO/IEC 20085-1:2019-10 1st edition 3.14 WG3

virtual local area network independent network created from a logical point of view within a physical network ISO/IEC 27033-1:2015-08- 2nd edition 3.41 WG4
virtual machine The following term is defined in ISO/IEC 17203:

– virtual machine: The complete environment that supports the execution of guest software.
NOTE – A virtual machine is a full encapsulation of the virtual hardware, virtual disks, and the metadata 
associated with it. Virtual machines allow multiplexing of the underlying physical machine through a software 

ISO/IEC 27017:2015-12-15
ITU-T X.1631 (07/2015) 

1st edition 3.1.3 WG1

virtual machine virtual data processing system that appears to be at the disposal of a particular user, but whose functions are 
accomplished by sharing the resources of a real data processing system
[SOURCE:ISO/IEC/IEEE 24765:2017, 3.4564]

ISO/IEC 27033-7:2023 1st edition 3.4 WG4

virtual machine manager
VMM

all software that enables VMs to run on a virtualized platform which includes the hypervisor, service VMs, virtual 
and physical device drivers

ISO/IEC 21878:2018-11 1st edition 3.10 WG4

virtual machine
VM

software-defined complete execution stack consisting of virtualized hardware (3.6), operating system (guest OS), 
and applications

ISO/IEC 21878:2018-11 1st edition 3.7 WG4

virtual machine
VM

virtualized hardware environment in which an operating system can execute, but whose functions are 
accomplished by sharing the resources of a real data processing system

ISO/IEC 27070:2021-12 1st edition 3.8 WG4



virtual platform 
configuration register
vPCR

one or more platform configuration registers within a virtual trusted module (3.9) ISO/IEC 27070:2021-12 1st edition 3.10 WG4

virtual private network
VPN

restricted-use logical computer network that is constructed from the system resources of a physical network by 
using encryption and/or by tunnelling links of the virtual network across the real network
[SOURCE: ISO/IEC 18028‑3:2005]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.34 WG4

virtual trusted module
vTM

component associated with a single virtual machine (3.8) that provides the functionality described in a trusted 
module (3.7)

ISO/IEC 27070:2021-12 1st edition 3.9 WG4

virtualized root of trust
vRoT

security function component established based on the root of trust (3.3.8), which provides similar function as the 
root of trust
Note 1 to entry: In practical environments, there can be multiple virtualized roots of trust based on the single root 
of trust simultaneously.

ISO/IEC 27071:2023 1st Editon 3.3.9 WG4

virtualized server 
administrator
VS administrator

person with rights and responsibilities to configure and manage VS components ISO/IEC 21878:2018-11 1st edition 3.9 WG4

virtualized server
VS

physical host on which a hypervisor (3.4) is installed to enable execution of multiple virtual machines (3.7) ISO/IEC 21878:2018-11 1st edition 3.8 WG4

virtualized storage
logical storage

abstraction of physical storage devices (3.2.14) or storage media (3.2.16) that masks the characteristics and 
boundaries of the physical storage (3.2.12)
Note 1 to entry: Virtualized storage can employ multiple levels of virtualization prior to presenting the virtualized 
storage to a system or an application.

ISO/IEC 27040:2024 2nd Editon 3.2.19 WG4

virus type of malware which is software designed with malicious intent containing features or capabilities that can 
potentially cause harm, directly or indirectly, to the user and/or the user’s system

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.33 WG4

vishing voice phishing done to acquire private or confidential information by masquerading as a trustworthy entity
Note 1 to entry: Vishing can be conducted by voice email, VoIP (voice over IP), or landline or cellular telephone.

ISO/IEC 27032:2023 2nd Editon 3.23 WG4

visibility property of a system (3.11) or process (3.7) that enables system elements and processes (3.7) to be documented 
and available for monitoring and inspection
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC 27036-1:2021-09 2nd edition 3.14 WG4

vital record electronic or paper record that is essential for preserving, continuing or reconstructing the operations of an 
organization and protecting the rights of an organization, its employees, its customers and its stakeholders

ISO/IEC 27031:2011-03-01 1st edition 3.16 WG4

volatile data data that is lost when power is removed ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.83 WG3

volatile data data that is especially prone to change and can be easily modified
NOTE　A change can be switching off the power or passing through a magnetic field. Volatile data also includes 
data that changes as the system state changes. Examples include data stored in RAM and dynamic IP addresses.

ISO/IEC 27037:2012-10-15 1st edition 3.26 WG4

volatile data caused by data that is especially prone to change and can be easily modified
Note 1 to entry: Change can be switching off the power or passing through a magnetic field. Volatile data also 
includes data that changes as the system state changes. Examples include data stored in RAM and dynamic IP 
addresses.

ISO/IEC 27043:2015-03-01 1st edition 3.18 WG4

volatile storage storage (3.2.12) that fails to retain its contents after power is removed ISO/IEC 27040:2024 2nd Editon 3.2.20 WG4
vulnerability weakness in the target of evaluation (TOE) (3.90) that can be used to violate the security functional requirements 

(SFRs) (3.78) in some environment
ISO/IEC 15408-1:2022-08 4th edition 3.95 WG3

vulnerability weakness in the TOE that can be used to violate the security functional requirements (SFRs) in some environment ISO/IEC 15408-3:2022-08 4th edition 3.28 WG3
vulnerability includes a weakness of an asset or group of assets which can be exploited by a threat

[ISO/IEC TR 13335-1:1996]
ISO/IEC 21827:2008-10-15 2nd edition 3.38 WG3

vulnerability weakness of an asset or control (3.14) that can be exploited by one or more threats (3.74) ISO/IEC 27000:2018-02 5th edition 3.77 WG1
vulnerability weakness of an asset (3.1.2) or control (3.1.8) that can be exploited by one or more threats (3.1.34)

[SOURCE: ISO/IEC 27000:2018, 3.77]
ISO/IEC 27002:2022-02 3rd edition 3.1.38 WG1

vulnerability weakness of an asset or control that can be exploited by one or more threats
[SOURCE: ISO/IEC 27000:2012]

ISO/IEC 27039:2015-02-15
ISO/IEC 27039:2016-05-01

1st edition
(Corrected 
version)

2.35 WG4



vulnerability functional behaviour of a product or service that violates an implicit or explicit security policy
Note 1 to entry: ISO/IEC 27002:2013, 12.6.1[1] uses the term “technical vulnerability” to distinguish between the 
more general risk-based concept of vulnerability and the term used in this document.

ISO/IEC 29147:2018-10 2nd edition 3.1 WG3

vulnerability weakness in the TOE that can be used to violate the SFRs in some environment
[SOURCE: ISO/IEC 15408‑1:2009, 3.5.7]

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.20 WG3

vulnerability weakness in the target of evaluation (3.18) that can be used to violate the security functional requirements in a 
specified environment
Note 1 to entry: In the definition of ALC_PAM.1 in 5.2.4, the term flaw is used to ensure consistency with 
ALC_FLR components.

ISO/IEC TS 9569:2023 1st Editon 3.21 WG3

waterhole technique technique inciting people to access a website that specifically contains (lots of) malware
Note 1 to entry: Waterhole is also known as watering hole.

ISO/IEC 27032:2023 2nd Editon 3.24 WG4

weak secret secret that can be conveniently memorized by a human being
Note 1 to entry: Typically, this means that the entropy of the secret is limited, so that an exhaustive search for the 
secret (or, a dictionary attack) may be feasible, given knowledge that would enable a correct guess for the secret to 
be distinguished from an incorrect guess.

ISO/IEC 11770-4:2017-07 2nd edition 3.38 WG2

weakness characteristic or property of a TOE that, in proper conditions, could contribute to the introduction of 
vulnerabilities within that TOE

ISO/IEC TR 20004:2015-12-
15

2nd edition 2.21 WG3

white box cryptography
WBC

physically unprotected cryptographic software implementation aimed at mitigating the risk of extracting secrets 
obfuscated within the implementation

ISO/IEC TR 24485:2022-09 1st edition 3.1 WG3

white box testing testing which includes inspection of the implementation detail ISO/IEC 27041:2015-06-15 1st edition 3.22 WG4
white-boxing generator program which dynamically generates a new white box cryptography (3.1) instance ISO/IEC TR 24485:2022-09 1st edition 3.2 WG3
Wi-Fi wireless local area networking technology that allows electronic devices to network, mainly using the 2,5 GHz and 

5 GHz radio bands
Note 1 to entry: “Wi-Fi” is a trademark of the Wi-Fi Alliance.
Note 2 to entry: “Wi-Fi” is generally used as a synonym for “WLAN” since most modern WLANs are based on 
these standards.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.11 WG4

Wi-Fi Ad-Hoc network
wireless ad-hoc network

decentralized wireless network which does not rely on a pre-existing infrastructure
Note 1 to entry: Examples of pre-existing infrastructure are routers in wired networks or access points (3.1) in 
managed (infrastructure) wireless networks.

ISO/IEC 27033-6:2016-06-
01

1st edition 3.12 WG4

window of opportunity period of time that an attacker has access to the target of evaluation (TOE) ISO/IEC 15408-3:2022-08 4th edition 3.29 WG3
window of opportunity period of time that an attacker has access to the target of evaluation (TOE) ISO/IEC 18045:2022-08 3rd edition 3.23 WG3
Winternitz parameter parameter in the Winternitz one-time signature (3.6) scheme, which allows a trade-off between signature size and 

computation time
Only informative sections of standards are publicly available. To view the full content, you will need to purchase 
the standard by clicking on the "Buy" button.

ISO/IEC 14888-4:2024 1st Editon 3.9 WG2

witness procedure parameter that provides evidence of the claimant's identity to the verifier ISO/IEC 29192-4:2013-06- 1st edition 3.27 WG2
witness procedure parameter that provides evidence of the claimant's identity to the verifier ISO/IEC 9798-5:2009-12-15 3rd edition 2.31 WG2
wolf attacker whose biometric characteristics (3.2.1) or presentation attack instrument (3.5.4) results in a similarity 

score higher than normal on a particular biometric system when compared against biometric references of enrolees
ISO/IEC 19792:2025-6 2nd edition 3.5.5 WG3

word string of bits ISO/IEC 10118-3:2018-10 3rd edition 3.2 WG2
word string of bits ISO/IEC 11770-2:2018-12 3rd edition 3.2 WG2
word string of 32 bits used in Chaskey-12 MAC algorithm ISO/IEC 29192-6:2019-09 1st edition 3.7 WG2
word string of 32 bits used in dedicated hash-functions 1, 2, 3, 4, 8 and 17 or a string of 64 bits used in dedicated hash-

functions 5, 6, 9 and 10 of ISO/IEC 10118-3:2018
[SOURCE: ISO/IEC 10118‑3:2018, 3.2, modified — added specific bit lengths, 32 bits or 64 bits, for different 
dedicated hash-functions.]

ISO/IEC 9797-2:2021-06 3rd edition 3.14 WG2

work instruction detailed description of how to perform and record a process (3.12)
[SOURCE: ISO/TR 10013:2001, 3.1, Modified - changed from plural to singular, task changed to process]

ISO/IEC 27041:2015-06-15 1st edition 3.23 WG4

work instruction detailed descriptions of how to perform and record a process
[SOURCE: ISO/TR 10013:2001, 3.1, Modified - changed from plural to singular, task changed to process.]

ISO/IEC 27042:2015-06-15 1st edition 3.23 WG4

work product artifact associated with the execution of a process
[ISO/IEC 15504-1]
NOTE　A work product might be used, produced or changed by a process.

ISO/IEC 21827:2008-10-15 2nd edition 3.39 WG3



work product artifact associated with the execution of a process (3.25)
[SOURCE: ISO/IEC/IEEE 42020:2019, 3.26]

ISO/IEC TS 27570:2021-01 1st edition 3.36 WG5

work unit most granular level of evaluation work ISO/IEC 18045:2022-08 3rd edition 3.24 WG3
working state subset of the internal state that is used by a deterministic random bit generator (3.9) mechanism to produce 

pseudorandom bits at a given point in time
ISO/IEC 18031:2025-02 2nd edition 3.51 WG2

World Wide Web
Web

universe of network-accessible information and services
[SOURCE:ISO 19101-1:2014, 4.1.40]

ISO/IEC 27032:2023 2nd Editon 3.25 WG4

written agreement data sharing agreement, memorandum of understanding, data access request, contract and any other formally 
documented agreement

ISO/IEC 27559:2022 1st Editon 3.12 WG5

Zero Digest non-zero-length digest with all octets set to zero ISO/IEC 11889-1:2015-08-
15
ISO/IEC 11889-1:2016:2016-

1st edition
(Corrected 
version)

3.84 WG3

zeroisation method of destruction of stored data and unprotected SSPs to prevent retrieval and reuse
[SOURCE: ISO/IEC 19790:2012, 3.134]

ISO/IEC 18367:2016-12-15 1st edition 3.34 WG3

zeroisation method of destruction of stored data and unprotected SSPs to prevent retrieval and reuse
[SOURCE: ISO/IEC 19790:2012, 3.134]

ISO/IEC TS 30104:2015-05-
15

1st edition 3.25 WG3

zeroization method of destruction of a stored plaintext (3.105) or encrypted critical security parameter (3.29) and public 
security parameter (3.115) to prevent retrieval and reuse
Note 1 to entry: The zeroization of an encrypted critical security parameter depends on the level claimed in 7.9.7.

ISO/IEC 19790:2025-02 3rd edition 3.158 WG3


